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Abstract: Recently, with the great development of e-health, more and more countries have made
certain achievements in the field of electronic medical treatment. The digitization of medical equip-
ment and the structuralization of electronic medical records are the general trends. While bringing
convenience to people, the explosive growth of medical data will further promote the value of mining
medical data. Obviously, finding out how to safely store such a large amount of data is a problem
that urgently needs to be solved. Additionally, the particularity of medical data makes it necessarily
subject to great privacy protection needs. This reinforces the importance of designing a safe solu-
tion to ensure data privacy. Many existing schemes are based on single-server architecture, which
have some natural defects (such as single-point faults). Although blockchain can help solve such
problems, there are still some deficiencies in privacy protection. To solve these problems, this paper
designs a medical data privacy protection system, which integrates blockchain, group signature, and
asymmetric encryption to realize reliable medical data sharing between medical institutions and
protect the data privacy of patients. This paper proves theoretically that it meets our security and
privacy requirements, and proves its practicability through system implementation.

Keywords: blockchain; e-health; encryption; group signature; privacy protection

1. Introduction

With the widespread application of information technology in the medical field, there
is a surge in the amount of medical data being produced. Because there is a large amount of
such data, which itself has diverse data structures, collecting and analyzing these data and
exploring their potential value can effectively promote the progress of clinical medicine and
drug research and development [1]. Alternatively, in order to record and track the patient’s
condition more efficiently, and to facilitate patient referrals, many medical institutions have
jointly established shared databases to store data, such as electronic medical records.

However, while this increases the convenience of electronic medical treatment and
helps with the analysis of medical data (which promotes the development of medical
research), privacy disclosure problems exposed by medical data sharing are becoming
more and more obvious. For example, in an analysis of thousands of online medical
service systems around the world, Greenbone Networks found that more than 24 million
patient data records could be easily accessed or downloaded from the network [2]. In
addition, more than 1.19 billion medical images are transmitted on the network due to an
improper configuration of the picture archiving and communication system (PACS). These
data contain a large number of personal privacy information, such as name, date of birth,
attending physician, diagnostic information, etc. For some particular diseases (such as
AIDS), the disclosure of such information could seriously damage personal reputations.
Worse, attackers will be able to analyze and use this information to commit fraud (e.g., using
an ID card number to impersonate a patient’s identity), extortion, or to tamper with this
information. Therefore, the interests of many institutions and individuals are in conflict
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with such technologies because of privacy concerns. Obviously, these problems have
become a major obstacle to the comprehensive popularization of electronic medical systems.

Therefore, the design of a medical data-sharing solution which is able to protect
patient privacy as much as possible in the life cycle of medical data, and in the future for
data analysis, is particularly important.

It should be noted that due to the variety of types and sources of medical data, this
paper mainly explores the protection of various clinical data and derived data generated by
patients in the process of treatment in the hospital, such as personal identity information,
medical institution information, electronic medical record data, and medical insurance
information. In addition, in the whole life cycle of medical data (data acquisition, data
storage, data sharing, and data analysis), this paper mainly solves the problem of the
privacy protection of data in the storage and sharing stages.

This paper shows how we can use blockchain and mainstream cryptography technol-
ogy to provide a relatively safe and efficient solution for medical data sharing between
medical institutions within a certain range. It is worth mentioning that, because there is no
absolutely secure encryption method, we try to consider the issue of privacy protection
using another way of thinking, that is, by dividing the data and using different methods
to hide it. In so doing, the sensitivity of the data is greatly reduced. Only authorized
personnel can obtain the complete data. Otherwise, even if a certain part of the data is
cracked, the attacker can only obtain the incomplete data, and the privacy can still be better
protected. This is a major innovation outlined in this article.

The rest of this article is organized as follows: in Section 2, we review and analyze
the existing medical data privacy protection solutions, and outline our contributions;
in Section 3, we identify the security requirements of the system based on a literature
review; in Section 4, we briefly describe the cryptographic primitives used in this article; in
Section 5, we outline the system design; and in Sections 6 and 7, we prove its feasibility
through security analysis and system implementation. Section 8 is the conclusion of
this article.

2. Related Work

Today, with increasingly advanced technology, healthcare, as a huge industry closely
related to everyone, is highly valued by governments and enterprises all over the world.
Companies interested in healthcare not only include traditional medical companies, but
also technology giants, such as Microsoft and Google. Especially in the current global
background of the raging COVID-19 pandemic, people are increasingly placing high hopes
in e-health, which has seemingly unlimited potential for development [3]. In response to a
global pandemic like COVID-19, the source of medical data will no longer be limited to
medical institutions, but will rely on mobile devices, including wearable devices [4]. The
health data collected independently by the user is used as a direct digital data source to
ensure the reliability, integrity, security, attribution, and auditability of the data. It helps to
improve the overall assessment and monitoring of patients as individuals [5]. In addition,
in order to better integrate and make full use of these large amounts of fragmented data,
machine learning and artificial intelligence algorithms are used to build AI models that
can predict COVID-19 symptoms, understand how it spreads, and speed up the use of
medical data research and treatment [6]. These solutions have encountered and solved the
problem of data source credibility, the problem of data sharing caused by mutual distrust
between enterprises, and the problem of how to integrate and utilize a large amount of
fragmented data. At the same time, they also encountered another common problem, that
is, the problem of data privacy protection. It can be seen that in the future digital medical
field, the issue of data privacy will be a major and inevitable issue.

Many solutions have been proposed for the privacy protection of medical data. In the
data acquisition stage, traditional privacy protection schemes are mostly based on anony-
mous technology. The fundamental idea is to hide the relationship between individuals
and data. However, if we are only deleting personal attribute information, it is still possible
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for individuals to be identified [7], which is not conducive to data sharing in the scenario
of electronic medical records. Thus, k-anonymity [8] was proposed, followed by a series
of improvements [9-11]. However, such schemes often rely too much on assumptions of
the attackers’ background knowledge, and cannot provide rigorous and effective proof
to users regarding their level of privacy protection. Therefore, differential privacy tech-
nology [12] has been introduced into this field. For the data storage stage, the existing
solutions are mostly based on cloud platforms for data storage. For example, in 2014,
Thiranant et al. [13] proposed a design scheme for a data privacy security framework for
electronic health systems which are based on web services. This scheme limits the access
rights of different types of users and encrypts the files before they are uploaded to the
cloud in order to protect data privacy. Similarly, Ilokah et al. [14] proposed a framework
based on ABE, which allows the secure outsourcing of computationally intensive data
decryption processes to cloud servers. This reduces the time required for decryption on the
user’s side, and reduces the computing power required for users to access the data. Many
encryption schemes (such as [15-17]) and audit schemes [18-20] have been proposed to
solve data confidentiality and integrity problems in the data storage process, but how to
select the appropriate auditors is a problem that still needs to be solved. At the same time,
this approach relies heavily on the reliability of service providers and applications. If the
third party is malicious, the effectiveness of these encryption schemes and audit schemes
is compromised. Because of the natural limitations of the single-server architecture, such
as the trust problem of the third party and the issue of single-point failure, such schemes
cannot fully guarantee the integrity and confidentiality of data, and this therefore leads to
the destruction of data privacy.

With the characteristics of decentralization, traceability, and non-tampering, the po-
tential of blockchain technology in the field of electronic medicine is gradually being
discovered. Therefore, many schemes based on this technology have emerged (such
as [21-23]). However, these schemes still have some limitations. For example, in the elec-
tronic medical scene, the anonymity of blockchain nodes is not conducive to the traceability
of transactions and related personnel—and yet if the identity is public, it will damage
privacy. In addition, unlike Bitcoin [24], the particularity of the electronic medical scene
means that the transaction itself is a sensitive piece of information, which is not conducive
to the privacy protection of data because all transactions on the blockchain are open and
transparent. In recent years, there have been many papers focusing on the use of blockchain
technology to solve the problems encountered in the efficient transmission of medical data,
with its need for privacy protection, such as [25-27].

In order to facilitate medical data sharing and protect the privacy of patients, this
paper integrates blockchain with group signature. Taking medical institutions as group
members and consensus nodes, after receiving transactions, the information is signed, and
then packaged and uploaded to the blockchain, so that it cannot be tampered with. At the
same time, due to the characteristics of group signature, only group managers can identify
specific signers, which ensures traceability while protecting privacy. In addition, in order
to further provide data confidentiality, this paper also introduces symmetric encryption
and asymmetric encryption, and combines asymmetric encryption with group signature.
We construct a consortium blockchain and analyze its security to prove the feasibility of
the scheme.

3. Requirement Analysis
The requirement model of the solution proposed in this paper is shown in Figure 1.
By analyzing the model, we can conclude the following functional requirements and
non-functional requirements:
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Figure 1. Requirement model.

3.1. Functional Requirements

Data encryption: After the doctor enters the patient information and diagnosis in-
formation into the system, the system should quickly and relatively securely encrypt
each piece of data, and assign a unique serial number to enable quick retrieval without
decrypting the data.

Data upload: After the data is encrypted, the physician should be able to upload the
encrypted data to the relevant department of the medical institution where they are located
through the system.

Data signature: After the relevant department receives the data, the data should be
signed to incorporate the organizational information.

Chain transaction: All medical institutions should also act as blockchain consensus
nodes to collect transactions and upload them to the blockchain after reaching a consensus.

Data acquisition: Only personnel authorized by the system should be able to quickly
retrieve and obtain data from the blockchain using the serial number.

Data decryption: The authorized person should be the only person who can decrypt
and obtain the complete data and be at the core of data sharing among medical institutions.
(There can be more than one authorized person, but it should be as few as possible).

Signer tracking: The authorized person should be the only person who can identify
the signer by their signature.

3.2. Non-Functional Requirements

Anonymity: The system should fully protect the privacy of relevant personnel, in-
cluding, but not limited to, the privacy of patients, such as medical institution information,
because such information may still be used to analyze the true identity of patients.

Traceability: In order to avoid malicious acts, the system should be able to trace the
signers of relevant affairs when necessary while protecting the privacy of personnel.

Data integrity: The system should ensure that the data is difficult to tamper with and
provide efficient data integrity verification.

Data confidentiality: Transactions in the electronic medical scene cannot be explicitly
stored in the blockchain, so the system should be able to reliably encrypt data.
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Data privacy: In addition to protecting personal privacy by anonymous means, sen-
sitive information within the transaction should also be protected. The protection here
means that if the data are cracked, the data do not leak, or, if they do, they leak as little
sensitive information as possible.

Resistance of birthday collision: The system should prevent two blocks from being
generated simultaneously.

Resistance of interception: The system should be able to detect the interception and
modification of a transaction and invalidate it.

Resistance of various attacks: The system should be able to resist various traditional
attacks, such as a DDoS attack, or a modification attack.

4. Cryptographic Primitives
In this section, we briefly introduce the basic principles of the cryptography techniques
used in our proposed scheme.

4.1. Symmetric Encryption

Symmetric encryption is an encryption algorithm where the same key needs to be
used for encryption and decryption. Because of its fast encryption and decryption speed,
symmetric encryption is often used when a large amount of data needs to be encrypted. In
our scheme, we use an AES algorithm [28] to encrypt medical data. As a substitute for a
DES algorithm [29], this type of algorithm has been deeply analyzed and widely used all
over the world. For different application scenarios, the key length is also different. There
are three common schemes for an AES algorithm, namely AES-128, AES-192, and AES-256.
This section provides an overview of AES-128.

As a block cipher, this AES algorithm groups pieces of plaintext together, with 128 bits
(i.e., 16 bytes) in each group. If a group has less than 128 bits, it will be automatically
supplemented. Each group of data is encrypted until the complete plaintext is encrypted.

The encryption process of this AES algorithm includes ten rounds, each involving
four operations:

SubBytes: use a substitution-box to replace the group byte-to-byte.

ShiftRows: a simple displacement.

MixColumns: an alternative to using the arithmetic properties on the field GF (28).

AddRoundKey: bitwise XOR is performed on the current group and part of the
extension key.

The encryption key of each round is obtained by the expansion of the initial key. In
addition, the 16-byte plaintext, ciphertext, and key of each round are represented by a
4 x 4 matrix. The approximate encryption process is shown in Figure 2. The specific details
of each operation in the encryption process are not repeated here. Interested readers can
learn about it in the relevant literature [28].

The decryption process of the AES algorithm is the inverse operation of encryption
process. Since each operation is reversible, decryption in the reverse order can recover
the plaintext. However, the need for the receiver of the message to obtain the secret in
order to decrypt the ciphertext is an urgent problem. This leads users to incorporate
asymmetric encryption.
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Figure 2. Encryption process of the AES algorithm.

4.2. Asymmetric Encryption

Asymmetric encryption uses two different keys for encryption and decryption. Com-
pared with symmetric encryption, asymmetric encryption does not have the problem of
secure key transmission, and has better security. However, the speed of encryption and
decryption is reduced accordingly. Therefore, asymmetric encryption is usually used to
encrypt the key generated by a symmetric encryption algorithm. The flow of an asymmetric
encryption algorithm is shown in Figure 3. In the scheme proposed in this paper, we use
an RSA algorithm [30] for the encryption of the symmetric encryption key. The security of
the RSA algorithm is based on the factorization of large integers. It is the most widely used
asymmetric encryption algorithm. It was jointly proposed in 1978 by three scholars of MIT:
Ron Rivest, Adi Shamir, and Leonard Adleman.

Public Key

Obtain Public Kcy—ﬁ<—l’uhlish Public Key

Plaintext Ciphertext Plaintext

: : - ;l _lincrypliu11‘>'|.-_6 —Decryption=P> ;I > : :

Bob Alice

Private Key

Figure 3. Asymmetric encryption algorithm flow.
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The encryption and decryption process of an RSA algorithm includes the follow-

ing steps:

1.  Randomly select two different prime numbers p and q. According to the computa-
tional power of the current computer, these two numbers should comprise at least
200 bits before they can be considered safe enough in practice.

2. Calculate the common modulus n:

n=p*q @

3. Calculate the Euler function for the common modulus n:

em)=(p—1@q-1) @

4. Randomly select an integer e, which must meet two conditions: e and ¢(n) are
coprime, and 1 < e < @(n). Take (e, n) as public key P.
5. Calculate:
d=e "mod (p - 1)(q — 1) 3)

and take (d, n) as the private key S and keep it private.
6.  The encryption process from plaintext M to ciphertext C is:

C=M*®modn 4)

7. The decryption process is:
M =C%mod n ©)

The algorithm flow is shown in Figure 4.

(P(n) (p-1)(g-1) n=p*q
A
Public Key

Caleulate Random Prim
, andc S

~—Publish Public Key Public Key ©

: P.q
(e,n)
Plaintext Ciphertext Plaintext

—> ? -C=M¢mod n—| =4 =M = C*mod n-» ? —> é

A 0 fﬁ J

Bob

Obtain Public Key

Alice

o Calculate |
$<_ Private Key

(d, n)

Private Key
Figure 4. RSA algorithm flow.
4.3. Group Signature

Group signature [31] is a relatively new signature concept proposed by Chaum and
van Heyst in 1991. This technology enables any member of a group to sign messages on
behalf of the group. Like other digital signatures, the signature can be publicly verified.
However, people other than the group manager cannot know which group member signed
it, so the privacy of the group members is effectively protected. In this paper, we choose the
scheme proposed by [32] because the size of its group public key and group signature are
constant, which means that it does not increase with the increase of group members, which
helps to reduce the system overhead. The group signature scheme is mainly composed of
the following six algorithms:

1. Setup (A): The initialization algorithm acts as a randomization algorithm with security
parameters A as the input, the generated key sk is used to register group members, the
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key ok is used to identify the signer, and the group public key gpk is used to generate
and verify group signatures. The key sk and ok are held by the group manager in
secret, and the group public key is public to all.

Enroll (i, sk): The registration algorithm takes key sk as the input to provide user i
with its private signature key gsk[i].

Gsig (gpk, gsk[i], M): The signature algorithm uses the key gsk[i] of user i and the
group public key gpk to generate a signature o on message M.

GVerify (gpk, M, o0): The verification algorithm is a deterministic algorithm, which
takes the group public key gpk and the group signature o on message M as inputs. It
verifies whether the signature was generated by a group member.

Open (ok, M, 0): As a deterministic algorithm, the tracking algorithm uses the key ok
to cancel the signature o’s anonymity. That is, it can track which group member the
signature o comes from.

Rev: When necessary, the group manager can disclose the private key component Xi -
Zi of the group members to the blacklist through the revocation algorithm to revoke
the permissions of the group members.

The algorithm flow is shown in Figure 5.

Group Manager

6 <_Sclup( ) E@
sk I

Setup()

Enroll() Tracking Key

Open()

Setup()

Y

P —GSig()—P < (,(\.::”"\'()
IS

S—

Group Private Key Group Signature Group Public Key

T 1
R L=}

Group Members Verifier

Figure 5. Group signature algorithm flow.

5. System Design

Below we present a series of pseudo code to better describe the system design

(Algorithms 1-3).

Algorithm 1 Transaction encryption on HealthChain

serial_number = Function <Hash> ([name, ID])
cipher_text = Function <AesEnc> ([M, k])
encrypted_key = Function <RsaEnc> ([k, public_key])
WHILE True (DO)

IF (cipher_text && encrypted_key) IS NOT NULL THEN

transaction = Function <Upload> ([serial_number, cipher_text, encrypted_key])
ELSE

Function <Sleep> ([t])
END IF

END WHILE
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Algorithm 2 Transaction processing on HealthChain

gpk, sk, ok = Function <Setup> ([A])
gskli] = Function <Enroll> ([i, sk])
WHILE True (DO)
cipher_text = Function <GetCiphertext> ([transaction])
IF cipher_text IS NOT NULL THEN
o = Function <Gsig> ([gpk, gsklil, cipher_text])
Procedure Consensus
ELSE
Function <Sleep> ([t])
END IF
END WHILE

Algorithm 3 Transaction decryption on HealthChain

transaction = Function <Retrieval> ([serial_number])

aes_key = Function <RsaDec> ([encrypted_key, private_key])

plain_text = Function <AesDec> ([cipher_text, aes_key])

IF Function <GVerify> ([gpk, cipher_text, 0]) == True THEN
signer_id = Function <Open> ([ok, cipher_text, o])

END IF

Now we introduce our system design in detail.
5.1. System Transaction

In the system proposed in this paper, the transaction content is mainly composed of a
serial number, a ciphertext, an encrypted symmetric encryption key, and a group signature.
Specifically, it can be expressed as msg = serial  number| | cipher_ text| | encrypted_
key | I group_ signature. The serial number is the hash value calculated by linking the
patient’s name and ID number, so it has the characteristics of being difficult to crack and
easy to verify. From the perspective of privacy protection, a piece of medical data can
be divided into people, time, place, and events. We hide identity information through
serial numbers. In addition, the location information (i.e., medical institution) is hidden
in the group signature, and only the group manager can know the information. Finally,
the visit time, diagnosis content, and other information are encrypted and saved. By
anonymizing and splitting a complete piece of medical data, the attacker cannot obtain
more sensitive information, even if cracking the ciphertext, which effectively protects the
privacy of patients. The transaction content structure is shown in Figure 6.

Physician

&

Y Y Vo .

— | |
= 58 » B
L/ | |

Patient Identity Diagnostic Content AES Key | |
| 1

poy A

-
g

Hash Encryption AES Algorithm RSA Algorithm

Medical Institutions

Group

((p=

v Y Transaction v v

Serial [%: . (% Encrypted (% Group
Ciphertext 4
Number J PReIEX J Key Signature

Figure 6. Transaction structure.



Future Internet 2021, 13, 247

10 of 16

5.2. Module Design

The system proposed in this paper mainly includes five modules: transaction encryp-
tion, key encryption, transaction signature, chain transaction, and transaction retrieval.

5.2.1. Transaction Encryption

When a diagnostician completes the diagnosis or treatment of a patient, they need to
enter the transaction upload page through the system. The physician needs to enter the
patient’s name and identity card number first. The two will then be linked to create the
hash value, which will serve as the patient’s unique identity number (i.e., serial number).
They will then enter the time of treatment and medical information.

Before each transaction is published, the diagnostician gets an AES key to encrypt the
transaction. In addition, in order to improve the security without increasing the additional
system burden, the system generates different AES keys (‘one key at a time’) by generating
random numbers every time.

5.2.2. Key Encryption

A number of medical institutions constitute a ‘group’. The group manager needs to
maintain an additional key pair, in which the public key is public to all for the encryption
of the AES key, and the private key is stored by the group manager. After the physician
encrypts the transaction, the asymmetrically encrypted public key is used to encrypt the
AES key. Compared with the encryption of the AES key by the group members, this method
does not have the problem of the secure transmission of unencrypted AES keys, which
reduces the system overhead and completely avoids the need for the group members to see
the transaction’s content. Finally, the diagnostician sends the serial number, ciphertext, and
encrypted AES keys to the corresponding group members (i.e., the medical institution).
In order to realize the function of a ‘one-time key” with a method similar to that of the
transaction encryption, but without increasing the burden of the system, the group manager
can randomly generate the private key and generate the public key. However, the ‘one-
day key’ method is adopted. At the same time, the group manager maintains a table
corresponding to the hash value of a public key and the corresponding private key one by
one, which is convenient to retrieve and use when decrypting the AES key.

5.2.3. Transaction Signature

The main feature of group signature technology is that people other than the group
manager can only verify whether the signature comes from the group, but not which
group member specifically is signing. Therefore, based on this nature, we believe that the
ciphertext does not need to include medical institution information, but only the medical
time, medical information, and so on. The information of medical institutions can be
directly reflected in the group signature. The advantage of doing this is that the attacker
cannot obtain the medical institution information either by obtaining the signature or by
cracking the ciphertext. This effectively protects the privacy of the medical institutions. At
the same time, since the ciphertext only contains treatment time and treatment information
without patient identity information, the sensitivity of affairs is also significantly reduced.
The group members signed the hash value of the ciphertext, and collected the serial number,
signature, ciphertext, and the encrypted AES key together. So far, a transaction collection
was completed.

5.2.4. Chain Transaction

After a medical institution packs a certain number of transactions into the block, it will
broadcast messages through a simple PBFT (Practical Byzantine Fault Tolerance) consensus
algorithm [33]. After being accepted by other nodes, the medical institution will upload
the block to the blockchain. The broadcasting process is shown in Figure 7. Obviously,
since the consensus of the algorithm is reached through the passing of the message, its
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efficiency is affected by the number of nodes. Therefore, in order to ensure the efficiency of
the consensus, the number of nodes should not exceed 100.

request gpre-prepareé prepare commit reply

C

Figure 7. PBFT consensus algorithm broadcast process.

Regarding the choice of the consensus algorithm, we selected the appropriate algo-
rithm by comparing the mainstream consensus algorithms across six aspects. The first is
the management of nodes. As a public institution and the joint custodian of medical data,
any medical institution in the blockchain network should first obtain system permission to
join and exit. Next, because medical data has strong timeliness in many cases, which leads
to a large number of transactions per unit time, there are high requirements for transaction
delay and throughput. In addition, the cost of system construction and maintenance must
also be considered, so the unnecessary waste of resources (such as computing power com-
petition represented by PoW) is unacceptable. With good node management capabilities,
the system’s requirements for security will be slightly reduced. Moreover, the relatively
small number of medical institutions also makes it unnecessary for the system to have
strong scalability. The comparison of mainstream consensus algorithms in the above six
aspects is shown in Table 1. Among them, DPoS refers to delegated proof of stake. From
this, it can be seen intuitively that PBFT is the most suitable consensus algorithm on the
whole. At the same time, the practical application represented by Fabric has fully proven
its practicability.

Table 1. Comparison of mainstream consensus algorithms.

Characteristic PoW PoS DPoS PBFT
Nodes — . - Permission
No Permission No Permission No Permission .
Management Required
Transaction .
Delay High Low Low Very Low
Throughput Low High High High
Energy Saving No Yes Yes Yes
Security 1é20 Xaﬂgﬁus 1/2 Malicious ~ 1/2Malicious ~ 1/3 Malicious
Boundary puting Stakes Stakes Nodes
Power
Scalability Good Good Good Poor
Typlca.l Bitcoin Peercoin BitShares Fabric
Application

5.2.5. Transaction Retrieval

In some cases, transactions need to be traced back. Similar to the mainstream
blockchain system, the system proposed in this paper can query the serial number to
carry out efficient data retrieval.

After finding the target transaction, the group manager must first decrypt the AES
key by using the asymmetric encryption private key, then decrypt the ciphertext by using
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the AES key, and finally decrypt the group signature by using the tracing key to obtain the
identity of the signer (i.e., the information of the medical institution). Therefore, in theory,
only the group manager can obtain complete transaction information, and if the attacker
does not obtain all the keys, he can only obtain some data that do not have analytical value.
This greatly protects the privacy of the data.

The overall design of the system is shown in Figure 8.

Blockchain
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Figure 8. Overall system design.

6. Security Analysis

In this section, we explain how our scheme meets the security requirements men-
tioned above:

Anonymity: The hash value based on the patient’s name and ID number is used as the
unique identity of the patient, which is easy to verify, is irreversible, and which realizes the
anonymity of the patient in the blockchain. At the same time, the information of medical
institutions is separated from the data, which is directly reflected in the digital signature.
Due to the characteristics of the group signature, only the group manager can obtain the
information regarding the medical institutions from the signature. This not only protects
the information of medical institutions, but also further prevents attackers from analyzing
patient identity information from such information.

Traceability: The natural traceability of blockchain and the existence of a group
manager in the group signature technology enables the system to trace back to specific
medical data and their signers when necessary.

Data integrity: Blockchain technology itself has the characteristic of being tamper-
proof, and each block is connected in turn. With the hash value of the block, data integrity
verification can be easily carried out.

Data confidentiality: As the mainstream symmetric encryption algorithm, the speed
and security of the AES algorithm are widely recognized, while key encryption is carried
out using an asymmetric encryption algorithm. It will provide good data confidentiality
for the system.

Data privacy: By anonymizing the identity and separating the information of medical
institutions, only authorized personnel (such as the group manager) can obtain complete
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medical information, and when the transaction data is leaked, attackers cannot obtain
too much valuable information (only the time and content of medical treatment in the
transaction data, while there is no information about the patient and the medical institution).
This greatly protects the privacy of the data.

Resistance of birthday collision: Since the system is a consortium blockchain based on
the PBFT consensus algorithm, chain transaction and block publishing rely mainly on its
primary node, so it avoids the ‘soft-fork” of blockchain and can resist birthday collisions.

Resistance of interception: Because each transaction is signed by the group members,
and the attacker cannot modify the transaction under the premise of ensuring the validity
of the signature, the system can prevent transaction interception and tampering.

Resistance of various attacks:

DDoS attack: Since the upload of transactions and blocks must be completed by
trusted nodes, and because the size of the block and the number of transactions can be
limited, the system can effectively resist DDoS attack.

Modification attack: Due to the characteristics of group signature and blockchain, any
modification of transactions by attackers will be found and rejected.

User impersonation attack: In the consortium blockchain, only verified trusted nodes
can enter the blockchain network, so the user impersonation attack is largely alleviated.

7. System Implementation

We implemented a simple consortium blockchain simulation system based on Hyper-
ledger. The system consists of three organizations. Each organization is run by a machine.
The system is configured as Ubuntu 16.04 (64-bit), with Intel(R)Core(TM) i7 6700 CPU
3.40 GHZ and 3 GB RAM. There are 10 nodes representing 10 medical institutions, and
these nodes also sign transactions as group members. The startup method of the Hyper-
ledger node adopts the virtual container method. The consensus algorithm uses the PBFT
algorithm, and another terminal runs as a group manager. The main functions mentioned
in the module design are realized in a simple form. In order to facilitate implementation,
the environment configuration and some parameters are uniformly given a random value
in the same range.

We analyzed the system from two aspects: transaction throughput and scalability.
Unlike PoW (proof-of-work), the PBFT consensus algorithm does not need to wait for six
blocks for transaction confirmation, and its transaction confirmation delay is only affected
by network conditions, so this aspect was not analyzed in great detail.

Transaction throughput is an important index to measure the practical value of the
system. The principle of the PBFT consensus algorithm and its wide application in con-
sortium blockchain have fully proved that its throughput when the number of nodes is
small is much higher than that of traditional consensus algorithms, such as PoW and
PoS (proof-of-stake). At the same time, there is no computing power competition, which
avoids the waste of resources and is fairer to each node. In the implementation process,
we conducted multiple rounds of transaction throughput tests on a blockchain network
composed of 30 nodes, and randomly selected 15 rounds of experimental results. The
experimental results are shown in Figure 9.

As can be seen from the figure, since the system adopts the easily implemented PBFT
consensus algorithm, there is a certain gap between its throughput and the ideal throughput
of the PBFT consensus algorithm, but it is still much higher than traditional consensus algo-
rithms, such as PoW. Therefore, the system can basically meet the throughput requirements
of real scenes.

Scalability is a congenital deficiency of the PBFT consensus algorithm, which is caused
by the principle of consensus (i.e., message passing). We tested the transaction throughput
with the number of system nodes set at 30, 50, 80, and 120, respectively, conducting
15 rounds of tests in each case, and finally calculating the average throughput. The
experimental results are shown in Figure 10.
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As can be seen from the figure, the throughput of the system will gradually decrease
with the increase in the number of nodes. When the number of nodes exceeds 100, the
throughput will decrease significantly. This is also basically consistent with the actual
situation of the PBFT consensus algorithm. Considering that the nodes of the consortium
blockchain constructed in this paper are medical institutions, 100 nodes can basically cover
the major hospitals in a small and medium-sized city. Therefore, in practical applications,
the number of nodes in the consortium blockchain will not be too large, and the throughput
can be guaranteed.

To sum up, the throughput of the system proposed in this paper can fully meet the
needs of the actual scenario. However, it should be noted that the system is more suitable
for small and medium-sized application scenarios.

8. Discussion

In this paper, we discuss the design and implementation of a medical data privacy
protection system based on blockchain and group signature, which can protect the privacy
of patients and medical institutions without sacrificing efficiency. In contrast to the ex-
isting schemes, we split the transaction information in order to hide it in different ways,
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considering that any encryption scheme cannot be absolutely secure. If data leakage is
inevitable, the transaction must disclose as little sensitive information as possible. Our
method is applicable to scenarios, such as electronic medical records and medical big data.
Many existing blockchain platforms also make the implementation of the system relatively
simple, greatly reducing the development and operation costs, and are more conducive to
popularization. Separate streams of medical data are encrypted with different symmetric
keys. Since the encrypted key is also stored in the transaction, there is no additional burden
on the system. In addition, there are many options for encryption algorithms, such as the
Paillier encryption algorithm [34]. Compared with the RSA algorithm, this algorithm is
lighter and less computational overhead. At the same time, its public and private keys
are also compatible with the RSA algorithm. Therefore, future research will mainly focus
on selecting more secure and efficient data encryption algorithms and more appropriate
blockchain consensus algorithms, or will appropriately increase the number of group
managers in order to better explore the potential of the system.
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