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Abstract: Web surveys are an integral part of the feedback of Internet services, a research tool for
respondents, including in the field of health and psychology. Web technologies allow conducting
research on large samples. For mental health, an important metric is reaction time in cognitive
tests and in answering questions. The use of mobile devices such as smartphones and tablets has
increased markedly in web surveys, so the impact of device types and operating systems needs
to be investigated. This article proposes an architectural solution aimed at reducing the effect of
device variability on the results of cognitive psychological experiments. An experiment was carried
out to formulate the requirements for software and hardware. Three groups of 1000 respondents
were considered, corresponding to three types of computers and operating systems: Mobile Device,
Legacy PC, and Modern PC. The results obtained showed a slight bias in the estimates for each group.
It is noticed that the error for a group of devices differs both upward and downward for various
tasks in a psychological experiment. Thus, for cognitive tests, in which the reaction time is critical, an
architectural solution was synthesized for conducting psychological research in a web browser. The
proposed architectural solution considers the characteristics of the device used by participants to
undergo research in the web platform and allows to restrict access from devices that do not meet the
specified criteria.

Keywords: cognitive tests; psychological tests; web; sandboxing; software architecture; web platform

1. Introduction

Internet technologies are actively used to conduct surveys and web studies in the field
of psychology because they are usually cheaper, faster, and easier to conduct than in other
modes. Surveys are an integral part of feedback from Internet services [1], questionnaires
in the education system [2], in the field of health [3,4]. Web technologies allow conducting
studies on large samples [5–7], attracting respondents on the terms of crowdsourcing [5,6]
in psychological research. Web surveys allow researchers to capture psychomotor parame-
ters such as reaction time [8,9]. The response of the answers should consider individually
dependent cognitive and affective factors, as well as individual-dependent cognitive and
affective factors as well as individual-independent contextual factors of hidden questions.
However, determining the correct values for estimating outliers is challenging. The bias is
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determined, including the uncertainty of the experimental conditions [10,11], the increased
risk of dropouts [11,12], differences in device configurations [6,13,14], on which a psycho-
logical experiment is carried out, web pages coding [15], as well as the uncontrollable
behavior of the respondent. The bias can be both upward and downward. Some users may
choose without thinking any answer in a survey [16], so it is necessary to consider both the
deceleration rate and the very fast response.

For psychological testing, web technologies are used [17–21] such as Flash, Java, and
JavaScript + HTML5. It is noted that these technologies provide a delay in data entry and
display of incentives, but for most studies, the delay is acceptable. A few studies have
shown [13,22] that the difference in the data obtained between the listed technologies is
insignificant; there are studies showing the comparability of the accuracy of the results
between web-based tools and those used in the laboratory [23,24]. Since support for Flash
and Java is no longer carried out in browsers [25], it makes no sense to consider them for
new developments. In addition to the differences related to technology, the impact of the
hardware component is considered. As shown in [13], the differences can be nontrivial.
In addition, the tools of input and output of information [6,26,27], for example, the use of
touch devices and keyboard with a mouse, as well as display size, also vary.

This paper addresses two issues:

1. Is it possible to reduce the influence of a certain category of devices on the reac-
tion time?

2. Which sandbox environment architecture should be used to conduct research in
psychology using web platforms?

The Background section (Section 2) is devoted to an examination of current research
in the field of web surveys. The Evaluation of reaction time bias section (Section 3) presents
the data of the web survey, which was used as a prerequisite for the formation of technical
requirements for an architectural solution. In addition, the results of the survey illustrate
that the influence of the device on the reaction time can be nontrivial, which is consistent
with existing scientific data. In the Proposed sandbox environment architecture section
(Section 4), the physical and logical structure of the implementation of a psychological
experiment for launching in web platforms is presented. It also presents a diagram of the
interaction between a web platform and a psychological experiment executed in an isolated
sandbox, including the proposed API. The Discussion section (Section 5) highlights the
key features of the architectural solution and its limitations. The Conclusion (Section 6)
summarizes the learned results.

2. Background

Reaction time can be essential for assessing memory and reaction time [28] in cognitive
tests [29], confirmation of the user’s identity [8], and others, while organizational and
methodological measures [23] for conducting experiments are important.

The use of mobile devices such as smartphones and tablets in web surveys has in-
creased markedly, especially smartphones [30] since they allow to participate in surveys
wherever it is required. This is due to the widespread use of both the devices themselves
and high-speed networks, and the habit of using mobile services, including in the field
of medicine, for example, monitoring the health of the elderly [31], widespread intro-
duction of online education during the pandemic [32]. Several studies [30,33] show that
the parameter characterizing the dispersion of the influence of users is their movement;
therefore, additional smartphone capabilities, such as the accelerometer [34], are used to
detect movement. However, in addition to the results of these studies, it should be noted
that distractions (music in the background, conversation, etc.) are typical in general for
web surveys, so when testing the reaction speed, the user can bend down for a fallen object,
straighten his clothes, etc. The presence of multitasking and the diversion of resources to
other processes carried out in devices [35,36] can be passively registered by software.

For studies in which the bias in the average estimates of the measured indicators may
be insignificant, according to laboratory studies [37], a negligible effect on test results was
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found in the context of talking in the room and the presence of music. At the same time,
it is difficult to estimate the value of the biased estimate. Both screen size and web page
optimization [38] are a minor distraction. Thus, external distractions of the respondent are
less likely to affect experimental results than delays caused by [39] application responses.
Sometimes, laboratory tests change the response time significantly [40]; therefore, the
choice of questions is also important for assessing the quality of the tests, as well as the
choice of equipment [41] required to achieve a given level of bias in the response time
estimates.

3. Evaluation of Reaction Time Bias

The hypothesis is considered that the bias of the average value when using web inter-
faces on various devices is a system discrepancy and can be configured programmatically,
for example, by determining the type of operating system before the experiment.

As the initial data, the results of a mass survey of students in the education system
were used. The survey was conducted using the web platform [42,43]. The study in-
volved 3786 students of grades 7–9 (45.8% of boys) from secondary schools of the Russian
Federation. The age of participants is 12.8–17.6 years.

To assess the reaction time, two questions were chosen: one of them was placed in the
beginning of the psychological methodology, the second one was the last question of the
methodology.

Both questions imply the choice of one answer from several being offered. The key
criterion when choosing questions for analyzing the reaction time was the maximum ease
of choosing an answer, that is, it is assumed that the respondent should give an answer
without thinking. The selected questions are formulated as follows.

The first question “I enjoy spending time with my parents” involves choosing one of
the following answers: “never”, “sometimes”, “often”, “almost always”, “always”.

The last question is “My friends will help me if necessary” assumes the choice of one of
the following answer options: “never”, “sometimes”, “often”, “almost always”, “always”.

Further, for each record, the total reaction time was calculated. The upper percentile
was dropped with respect to the total reaction time. Too long reaction time is associated
with a long pause in the process of filling out the questionnaire.

The participant’s reaction time R for each question was determined by the formula:

R = Te − Ts, (1)

where Te is time when the user last changed their answer; Ts is time when the question
first appeared on the screen.

The questionnaires were filled out using various devices. Operating system ver-
sions were fixed using the library Platform.js v1.3.5 (https://www.npmjs.com/package/
platform, accessed on 22 September 2021). The OS field was used to determine the operat-
ing system.

Based on operating systems, three groups were formed: Mobile Device, Legacy PC,
and Modern PC. Groups were selected by the occurrence of text fragments from Table 1 in
the OS field, and the group size was limited to 1000 records. The initial data is sorted in
chronological order, the first records of 1000 records found by the specified criterion were
selected into groups. The All Devices group was also formed, which includes the results of
all three groups, in total containing 3000 records.

Table 1. Group-forming rules.

Group Criteria

Mobile Device “android” OR “ios”
Legacy PC “windows” AND “xp”
Modern PC “windows” AND (“7” OR “10”)

https://www.npmjs.com/package/platform
https://www.npmjs.com/package/platform
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For each of the groups, a statistical analysis was performed to determine the relation-
ship between the response time when answering the questionnaire and the category of
devices used.

For question PQ106-01, the statistical evaluation showed that responding from mobile
devices took less time for respondents than for modern PC users. At the same time, users of
old PCs, as a rule, took even more time to choose an answer. The data are given in Table 2.

Table 2. Estimation of reaction time when answering a question PQ106-01.

Mobile Device Legacy PC Modern PC All Devices

Sample Size 1000 1000 1000 3000
Mean 9.596 12.217 10.251 10.688

First Quartile 4.963 6.232 5.607 5.512
Median 6.633 8.043 7.150 7.283

Third Quartile 9.211 10.974 9.441 9.939
Standard Deviation 11.718 15.456 12.265 13.296

For question PQ610, the results show (presented in Table 3) that respondents took
longer to respond from mobile devices than modern PC users. Response times for older PC
users are on average longer than modern PC users, but median response times are longer
than for the other two categories.

Table 3. Estimating the response time when answering question PQ610.

Mobile Device Legacy PC Modern PC All Devices

Sample Size 1000 1000 1000 3000
Mean 8.115 7.732 6.877 7.575

First Quartile 3.414 3.899 3.423 3.540
Median 4.680 4.893 4.531 4.687

Third Quartile 7.387 6.644 6.283 6.730
Standard Deviation 11.670 12.008 10.480 11.416

Distribution charts are presented in Appendix A, in Figures A1–A4 for question
PQ106-01 and in Figures A5–A8 for question PQ610, respectively.

Thus, the hypothesis under consideration was not confirmed by experiment.
From the results obtained, it can be concluded that adding correction coefficients for a

particular category of devices is difficult, since the reaction time can differ both upward
and downward for different tasks within the same psychological methodology. In this
regard, it is advisable to develop such a sandbox environment architecture that would
make it possible to indicate the target category of devices that are acceptable for use in
psychological research with a specific psychological method.

4. Proposed Sandbox Environment Architecture

Based on the evaluation of reaction time bias and an analysis of the technical require-
ments for programmable cognitive tests, an architectural solution was synthesized for
conducting cognitive research in a web browser.

4.1. Programmable Psychological Test Structure

It is advisable to store the test in the form of a packed ZIP archive (Figure 1) [44]. This
ensures the reliability and guaranteed delivery of the entire package of sources required
for testing. The index.json file must be present at the root of the archive, which describes
the structure and settings of the test. It also announces the entire list of resource files that
can be used in a psychological test. Resource files can be located in the archive in any way
convenient for the developer. The index.json file for each resource file specifies a path
relative to the root of the archive.
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The description of the test is proposed to be formed from four sections (Figure 2):

3. Blocks are one or more test blocks, each of which is initialized by tools of the platform.
Within the block, it is declared which HTML file will be used as a basis, and which
JS and CSS files must be injected for the block to work. In addition, each block has a
number of its own settings, such as an interrupt condition or a time limit.

4. Scales are a list of scales, the values of which will be calculated during testing. All the
logic for calculating values is implemented in the test itself, and only the names of the
scales are declared in index.json.

5. Resources are a list of resource files that can be requested during the test. For each
file, the path to the file in the archive, the file type (Image/HTML/JS/CSS) and its
alias, which will be accessed, are indicated.

6. Settings are settings for the entire test (for example, limitation on device requirements).

Currently, it is assumed that resource files can be of four types: Image, HTML, JS,
or CSS. In the future, it is possible to expand this list, for example, in the direction of
supporting data or audio files. In the current solution, it is assumed that data of various
types can be pre-converted into JS files in order to be able to programmatically access them.

The following extensions are supported for Image files: gif, jpg, jpeg, tiff, png.
The following extensions are supported for HTML files: html, htm, html5, xhtml.
The following extensions are supported for CSS files: css, css3.
Only one extension is supported for JS files: js.

4.2. Interaction of a Psychological Test with Web Platform

Typically, psychological tests are presented in a series named a battery of tests [44,45].
After the entire battery of tests is loaded by the web platform, before the research participant
sees the test on the screen, the test is programmatically initialized (Figure 3).
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Test run consists of the following steps:

1. The player selects a test from the battery, which must be presented to the participant
(the choice is made trivially, in order).

2. For the test, a search is made for all resource files such as Image, HTML, JS, CSS (by
their extensions); ObjectURLs are created for each.

3. The content of the index.json file is read.
4. Based on the content of the index.json file, it is checked what type of test (pro-

grammable or questionnaire).
5. It is checked whether the test launch is allowed on the research participant’s device

(the determination is based on the screen size and test settings).
6. Further, for a certain type of test, a separate initialization procedure is performed.
7. Once the test has started, the first block of the programmable test is selected.

For it, it is required to create an iframe HTML-element with the sandbox attribute
set to “allow-script sallow-same-origin”. It must be set to the value of the src attribute of
the corresponding HTML file specified in the block settings. The iframe is then written
inside the container tag on the web page. For an exceptional case, to make it work on
the InternetExplorer, the src attribute can be replaced with ‘about: blank’, and instead the
content of the HTML file can be written inside contentWindow.document using the open,
write, and close methods

It is important to note that before the specified HTML file can be used directly or at
the ObjectURL, several changes must be made to it. Inside the head tag, it is required to
embed a script tag containing the program code to access the platform API. If the head tag
was not found in the file, then the file is considered invalid, since it will not have tools for
accessing the platform API. This behavior only applies to files used as a web page inside
an iframe, other HTML files are not affected.

After the iframe is created, the API is initialized from the side of the web page, which
allows processing the calls coming from the iframe. The actual connection to the API
is based on the software implementation of each test. As a rule, this can happen at the
very beginning of the test, since each test needs to set the size of the work area, which
is performed through the provided API. When the API is initialized from the side of the
psychological test, the version of the API is also selected in the iframe, which the test will
use. This provides backward compatibility for previously developed tests in the event of
significant changes to the platform API.

If the test implies several blocks, then when moving to the next block, a similar
procedure is repeated. Iframe from the previous block is previously removed from the web
page code.

Data exchange between API components (from the side of the web page, platform,
and iframe, psychological test) is implemented through the postMessage method, as shown
in Figure 4. Data exchange occurs asynchronously, so that rendering in the browser is not
blocked and it is possible to process the events generated by the research participant.

The transfer of links to resource files (ObjectURL) occurs through the API, while the
transfer of the files themselves is implemented by the browser tools (Figure 5), since the
files available through the ObjectURL are available not only for the web page itself, but
also for iframes inside the platform.
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To implement the interaction of the psychological test inside the Iframe and the web
platform, an API is offered, presented in Appendix B.

5. Discussion

As the assessment of the reaction time to trivial questions and a number of other
studies [46] show, there is a fairly large list of factors that affect the accuracy of the results
of cognitive research. In addition to the latency of input devices, the response time can be
influenced by the type of device, screen size, and operating system features.

Based on the estimates obtained, it cannot be concluded that a certain group of devices
gives a predictable error in the response time. Probably, it may differ depending on the
specific psychological test and the form of presentation of tasks.

In this paper, an architecture was proposed that considers the possibility of presenting
requirements to the device of the research participant. The requirements are specified in
the source code of the test itself, namely, in the index.json file, and checked before running
it. The size of the work area and all the logic of the experiment are also set in the test
itself. This allows to avoid running a psychological test in conditions that differ from those
predetermined by the developer. In addition, the above allows to separate the group of
participants of interest from participants with an inappropriate device configuration even
at the stage of data collection.

The proposed architecture is limited by the client’s web browser. When using spe-
cialized tools, it is possible to substitute UserAgent, which can allow testing if it does not
meet the specified requirements. Based on this, it is advisable to conduct research on small
groups of participants in laboratory conditions using the same equipment.

6. Conclusions

Existing studies note differences in response times when using different devices for
psychological research using the web platforms [10–16,23,28–33,47] discussed above. In
this regard, the paper considered the issue of the possibility of reducing the influence
of a certain category of devices on the reaction time. The paper also considered the
development of an architectural solution that reduces the impact of differences in devices
when conducting research in psychology using web platforms.

The survey was conducted using the web platform to verify this. A total of 3786 students
of grades 7–9 took part in the survey. The results were divided into three categories of
devices: mobile devices, legacy PC, and modern PC. Statistical analysis of data on two
questions from the questionnaire was carried out. The analysis showed the difference
between various groups of devices. It is important to note that for different questions, the
difference could be both upward and downward relative to other groups. From this, it was
concluded that the introduction of restrictions on the characteristics of the device would be
more expedient than trying to reduce the error due to differences in devices.

Therefore, this paper proposes an architectural solution aimed at reducing the effect of
device variability on the results of cognitive psychological experiments. It involves isolating
the context of a psychological experiment from the web platform. The architectural solution
considers the characteristics of the device used by participants to undergo psychological
research in the web platform and makes it possible to restrict access to those whose devices
do not meet the specified criteria in the psychological methodology. The limitations of the
architectural solution include the fact that its capabilities are dictated by the functionality
of web browsers.

Future studies are planned to use a wider range of statistical tools.
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Appendix B

Table A1. Table of API methods for interaction between web platform and programmable test.

Method Name Parameters Returned Values Description

setIframeSize

Size—the object with two
fields (width, height)

Width—working area
width.
Height—working area
height.

Can be specified in any
units allowed by the
browser.

- Sets the size of the work area
for the psychological test.

setBackgroundColor

Color—any valid color
used in the
background-color CSS
property

- Sets the background color of
the page.

getWindowSize - Size—the object with two
fields (width, height)

Returns an object with the
current size of the working
area of the browser window.

getJsFileUrlByKey Key—key (alias) to access
the file ObjectURL—file link

Finds the file specified in the
Resources section and
returns a link to it.

getCssFileUrlByKey Key—key (alias) to access
the file ObjectURL—file link

Finds the file specified in the
Resources section and
returns a link to it.

getImageFileUrlByKey Key—key (alias) to access
the file ObjectURL—file link

Finds the file specified in the
Resources section and
returns a link to it.

getJsFileUrls -

Array<ObjectURL>—
links to JS files specified in
index.json for the current
block

Returns a list of links JS files
related to the current block.

getCssFileUrls -

Array<ObjectURL>—
links to CSS files specified
in index.json for the
current block

Returns a list of links CSS
files related to the current
block.

injectJS - -

Using the getJsFileUrls
method, it finds links to JS
files and inside the body tag
creates a script tag for each
of them, to connect on the
current page inside an
iframe.
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Table A1. Cont.

Method Name Parameters Returned Values Description

injectCSS - -

Using the getCssFileUrls
method, it finds links to CSS
files and inside the head tag
creates a link tag for each of
them to connect on the
current page inside an
iframe.

nextBlock - -

Ends the current block of test
and starts the next block. If
the next block fails, the test
ends.

interrupt - -

Interrupts the operation of
the current block (or test,
depending on the interrupt
settings). The user is shown
a message with a “Next”
button.

isInterrupted -

Interrupted—flag
indicating whether the
interrupt condition has
been reached. True if
achieved, False otherwise.

Returns a flag signaling that
an interrupt condition has
been reached.

saveEvent Tags—tags array
Event—data object -

Saves the event object with
data, attaching tags to it for
later access to them.

getEventsByTags Tags—tags array Events—an array of events,
each event has the form:

Returns all saved events that
match the given set of tags.

getEventsByTag Tag—tags array Events—an array of events,
each event has the form:

Returns all saved events
matching the passed tag.

setScaleValue Key—scale key - Retains the specified value at
the specified scale key.

getScaleValue Key—scale key Value—scale value
Returns the previously saved
value at the specified scale
key.

getMetadata - Metadata—metadata
object

Returns an object with
service information (for
example, test start time,
browser version).
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