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Abstract: The continuous growth of the number of Internet of Things (IoT) devices and their
inclusion to public and private infrastructures has introduced new applciations to the market and
our day-to-day life. At the same time, these devices create a potential threat to personal and public
security. This may be easily understood either due to the sensitivity of the collected data, or by our
dependability to the devices’ operation. Considering that most IoT devices are of low cost and are
used for various tasks, such as monitoring people or controlling indoor environmental conditions,
the security factor should be enhanced. This paper presents the exploitation of side-channel attack
technique for protecting low-cost smart devices in an intuitive way. The work aims to extend the
dataset provided to an Intrusion Detection Systems (IDS) in order to achieve a higher accuracy
in anomaly detection. Thus, along with typical data provided to an IDS, such as network traffic,
transmitted packets, CPU usage, etc., it is proposed to include information regarding the device’s
physical state and behaviour such as its power consumption, the supply current, the emitted heat,
etc. Awareness of the typical operation of a smart device in terms of operation and functionality may
prove valuable, since any deviation may warn of an operational or functional anomaly. In this paper,
the deviation (either increase or decrease) of the supply current is exploited for this reason. This work
aimed to affect the intrusion detection process of IoT and proposes for consideration new inputs
of interest with a collateral interest of study. In parallel, malfunction of the device is also detected,
extending this work’s application to issues of reliability and maintainability. The results present 100%
attack detection and this is the first time that a low-cost security solution suitable for every type of
target devices is presented.

Keywords: internet of things; hardware security; anomaly detection; smart device; current monitoring;
physical characteristics

1. Introduction

Successful attacks targeting Internet of Things (IoT) smart devices have been reported [1–3]
in many research works presented in recent years. This raises significant security issues and sets
new challenges. The security issues concern the personal safety of civilians and the security of
their equipment, as well as the protection of other digital infrastructures from a potential botnet
attack. On the other hand, there are challenges in confronting successful attacks originating from
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botnets populated of hijacked IoT devices. The number of attacks is increasing exponentially each
year, in analogy to the vulnerabilities they exploit, and most of the time, with unpredictable results.
The characteristics of the attacks vary significantly from attack to attack and from time to time.
The warnings for the severity of the attacks [4] indicate that there is a need for solutions addressing
attacks from birth. Moreover, following protocols similar to the pandemic spread of a biological virus,
there is a need to quarantine infected IoT devices, thus prohibiting the spread of the infection and thus
the formation of the botnet. However, this is difficult since there is no previous knowledge of a new
virus, or the vulnerabilities of a smart device. Finally, since there is physical access to smart devices,
there is even the threat of software alteration just by swapping the device’s memory card.

In addition to the previously mentioned security issues, there is the need to monitor normal
operation of our equipment. This includes operation time, power dissipation and many more. It is
desirable to detect any anomaly on time in order to avoid electrification or permanent destruction
of our equipment. Issues like electronic ageing, physical degradation of materials, etc., may create
significant difference in characteristics of operation without being evident in due time.

This work is an extended version of [5] and presents a new concept for the identification of an
anomaly created by a virus attack to an IoT device or by the damage of a capacitor in the electronic
device. The work leverages lessons learned from side-channel attack technique and specifically, power
analysis [6]. This implies that power analysis may serve as a unique signature of the executed code.
Since an IoT device executes usually only one well defined task, it turns out that the behavious
(operation) of an executed code may be easily analyzed [7]. Furthermore, since this behaviour is
defined by the processing components of the device utilized by the executed code, then the overall
power dissipation during normal operation varies in an explicit range. Thus, during normal operation,
we expect the device’s power dissipation to be found in this safe range. Since such a device may have
several operation modes (e.g., normal operation, update, sleep mode, etc.) it is possible to extend the
safe range to include several ranges, forming clusters of operation. Thus, any power deviation, caused
by either increased traffic to the network or an internal anomaly (Trojan hardware or software virus) is
expected to be detected.

This work is organized as follows. In Section 2, an exploration of related work is offered and in
Section 3, the proposed approach to detect an IoT device’s anomalous operation is presented. Then, in
Sections 4 and 5, the experiments and the results from the implementation of a prototype are presented.
Finally, in Section 6, the paper is concluded.

2. Related Work

A significant number of research efforts, presented through the last years, have been related to IoT
devices and issues related to their operation. A number of works that reflect the research have been
conducted recently, regarding IoT devices and issues regarding security and availability. The most
important issues that were depicted from the conducted study were the reliability (directly associated
with availability) and the security of IoT devices.

The reliability of IoT devices is significant and can be affected by various factors such as the
operational environment, the manufacturing process (genuine or counterfeit, trojan hardware) [8] and
the faulty condition of the device itself (malfunctioning, transient errors, etc.) [9]. In general, works
associating availability with the operation of IoT highlight hardware as a key point. Although, this
issue of reliability is critical for numerous applications, researchers usually study it only theoretically
or under laboratory conditions. Reliability, however, is extremely prone to operational conditions [10]
and needs to be further investigated. What is very interesting as a case study is the study of similar
(or identical) smart devices operating under various conditions (normal to extreme) and the calculation
of the degradation of reliability (as a metric) based on the Mean Time Before Failure (MTBF) for
each environment. However, apart from this case study, which is typical for expected conditions
of operation, there are cases when hardware is not operating as expected. Such cases include the
effect of a Trojan hardware, or a side channel attack. Taking lessons from other disciplines like circuit
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testing, at the beginning of the anomalous operation, this resembles the effect of the Single Event Upset
(SEU) [11]. Thus, many hardware anomalous operations may be characterized as deviations of the
characteristic operation.

Concerns software of an IoT device, the detection of an execution of a malicious code or the effect
of an attack is different. Although, in the past, computing machines were based on similar architectures
and their implementations resulted in bulky systems, using complex design methodologies, the process
to protect them and generally ensure security was feasible. Nowadays, the diversity of IoT devices
along with their shrinking processing capabilities have made their protection a very hard task.
Regarding security issues, the recent growth in usage of heterogeneous computing devices [12]
has made the protection of a computing infrastructure against all kind of risks, such as cyber-attacks,
malfunctioning or privacy leaks, much more difficult [13,14]. A lot of recently reported cyber-security
problems are directly or indirectly related to the unprecedented switch in the form of today’s devices.
As a consequence, IoT devices have been recently used to construct massive botnets and execute
distributed denial of service attacks, the size of which is larger than that of any known attack in the
past [15,16]. In practice, the insufficient security measures that the vendors usually implement on
such devices actually extend the attack surface, offering new opportunities in terms of building more
efficient botnets.

Additionally, the acquisition and the nature of data processed by these devices constitutes an
important privacy threat for users [17,18]. IoT devices, installed at work or even in public places,
monitor and store data relevant to the activities happening in their observation space. In practice,
an IoT device collects data relevant to the activity of the people present in these spaces, sometimes
even without their consent or even knowledge. The monitoring, storing, processing or even use for
profit of such data, has serious privacy implications for the people involved. The market for producing
IoT devices is growing exponentially. Multiple new vendors claim a share of this market, introducing
new IoT devices of various configurations and features. This has direct implications on the quality of
new IoT devices. In a market of cheap devices but high-volume production, vendors usually opt for
the most competitive product that is low cost and has a short time-to-market. Thus, security is not the
most important factor for such low-priced devices. This results in the introduction to the market of
less secure products, or their alternatives, due to the need for low cost [19,20].

Another important factor that intensifies the problem is that a significant percentage of IoT devices
already in use, especially in industrial installations, are devices that were not designed with internet
connectivity in mind. Changes in requirements or ease-of-use reasons have forced people to connect
such installations to the internet. In almost all such cases, these devices have not been reconfigured in
order to be protected [21]. This may happens either due to insufficient security awareness or due to
the fact that the specific devices are simply not reconfigurable. This has led to important industrial
security breaches [22].

Finally, a new approach was presented by Myridakis et al. in [5,7] which considers the extracted
information from the supply current as appropriate for detect operational anomalies of the IoT devices
(either using threasholds or ranges of values). An extension of this approach was also considered
by Papafotikas et al. in [23], who proposed a self-learning system that profiles normal operation in
clusters and any operation outside them is detected as anomalous operation.

3. Proposed Side-Channel Monitoring Device

The main idea of the present paper was the monitoring of the supply current in order to detect
abnormal operation of IoT devices. The concept is based on the fact that any operation of an electrical
and electronic device is characterized by its consumption. Furthermore, considering that power
consumption depends on the input characteristics, it may be concluded that a system performing an
explicitly defined operation is bounded in a characteristic power consumption range. Considering
that IoT devices are limited in terms of functionality and operational features, it is expected that any
deviations from normal operation will result in analogous deviations regarding the consumed power.
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Thus, any malicious action against the IoT device is expected to be detected via the power consumption
deviation caused by the malicious attack source.

The contribution of this paper is the introduction of an external mechanism to the IoT devices,
which has a generic use and is easily adaptable to any IoT device. This mechanism is a power supply
monitoring system specifically designed for the targeted device which analyzes the device’s electrical
behaviour without affecting its operation. This can provide a good indication regarding the possibility
that the device operates in an abnormal way. It is expected that deviations in the network or processing
activity of the IoT device will trigger analogous deviations regarding energy consumption. Since
the electrical behaviour of the IoT device is stored to the external monitoring system, any effect of a
malicious attack to the IoT device may not be masked by the attacker. Violation of normal operation
thresholds are triggering the detection of the attack. Throughout this work, the pre-characterization of
the normal operation thresholds of the supply current is performed by the user. In the last section of
this work, the future work reveals the next steps towards an automatic set of the normal operation
supply current range.

In this paper, we set up a device as an intermediate observer between the device that we want to
monitor and its power supply. This approach is realistic since all devices offer access to their power
supply. The proposed system can be eventually used to detect reliability problems and security-related
attacks against the device. The constructed setup as well as the relative measurement data are presented
throughout the rest of the paper.

The topology of a final solution is presented in Figure 1, where any home connected to the Internet
may use the services of an IDS provider. To date, a botnet of smart devices attacks either the IDS or
the targeted device. The second scenario is in the scope of this paper. Each smart device is connected
to the energy grid (power supply) via the proposed monitoring devices and to the Internet via the
router. Any deviation from the expected operation is reported to the IDS and at the same time, fail safe
procedures may be triggered, based on security policies. In this work, research was focused only on
anomaly detection.

Figure 1. Topology of the monitoring devices in a household.
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Proposed Setup

In order to implement the proposed setup, we assembled, as the target device, a custom IP camera
and used a low-cost micro-controller to monitor the power energy amperage of the targeted device.
As a target device, we created an IP camera on a programmable micro-computer appropriate for our
purposes. The micro-controller device was interposed between the power supply and the monitored
device. The clarification is as follows:

• The monitoring circuit includes a 1 Ohm resistor and a smaller calibrating resistor used for
accuracy reasons. The resistor is located between the two inputs of the micro-controller in order
to measure the amperage. The power amperage can be calculated through the measurement of
the voltage at the two input points according to the following formula:

I =
V2 − V1

R
(1)

where V1 and V2 are the two reference voltages as depicted in Figure 2, and R is the
1 Ohm resistor.

• Two analog inputs of the micro-controller are connected to the circuit (Figure 2) in order to collect
the power measurements. The first input is connected to the point before the resistor while the
second is used to measures the voltage at the other end of the resistor.

• Finally, the device to be monitored is connected serially to the resistor. The circuit is completed
by connecting an Alternating Current (AC) power supply 5 V for the power jack.

Figure 2. Circuit of Monitoring Device.

Additionally we improved the Signal-to-Noise Ratio (SNR or S/N) with a software technique.
The monitoring device may be easily programmed and thus, a moving window algorithm was
exploited to smoothen the signal deviations. Thus, spikes may be eliminated when occurring rarely,
while a more frequent appearance of spikes is preserved for anomaly detection. This signal smoothing
technique is called the moving average. From the raw data sequence [y1, y2, ..., yN], we created a
corresponding smoothed data sequence. The smoothed point (yk)s is the mean of an odd number
2n + 1 (n = 1, 2, 3, ...) of the raw data sequences yk−n, yk−n+1, ..., yk−1, yk, yk+1, ..., yk+n−1, yk+n, i.e.,:

(yk)s =
i=n

∑
i=−n

yk+i/(2n + 1) (2)

The odd number 2n + 1 is the window width. The larger the window width, the more intense
the smoothing. The SNR can be further enhanced by increasing the window width or by multiple
window passes (smoothing at already smoothed points). During average moving window processing,
a spike calculation is also conducted, comparing value yk to the thresholds ythres.max and ythres.min.
Let us assume that the spike is positive, that is, the signal is ascending; then, spk is set to 1 only in case
yk is greater than ythres.max. The spk is also set to 1 in case the spike is negative, that is, the signal is
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descending and the yk is less than ythres.min. Then, the final population of spikes is calculated in a time
window including an odd number of samples, e.g., 2m+1, where m»n.

spk =


1 if yk > ythres.max and yk − yk−1 > 0,

1 if yk < ythres.min and yk − yk−1 < 0,

0 if otherwise

(3)

where the k-th sample has a value of yk, which is compared to the appropriate threshold ythres.max
or ythres.min, respectively, to its previous value. The calculation is performed for 2m+1 samples yk−m,
yk−m+1, ..., yk−1, yk, yk+1, ..., yk+m−1, yk+m, where m»n. Then, a rough estimation of the identified
spikes in the 2m+1 consecutive samples is performed with the following equation:

spikes =
i=m

∑
i=−m

spk+i (4)

The selection of m, n, ythres.max and ythres.min in this work was considered as information given
by the manufacturer of the IoT device. The typical value for m is 5000 and for n, it is 20. The spikes
that set an alarm were selected to be 50 in order to avoid negative positives due to random spikes
originating from the energy grid.

4. Experiments

In order to prove the concept of this work, we set as a target to detect anomalies in normal
operation of a device by monitoring its supply current deviations. Any deviation is a warning for the
presence of a potential anomaly. The detection factor is a violation of the normal operation thresholds
for a selected time period. Although this time period was derived empirically, in a future version of
the monitoring device, it is expected to be derived automatically by an embedded machine learning
algorithm. The expected operation will be referenced hereinafter as the normal profile of the device.

Three scenarios were considered in order to check various types of anomalous operation that
occur from malicious attacks. The first scenario assumes a custom made smart thermometer measuring
temperature and humidity in a house. The anomalous operation is simulated by replacing the sensor
with one which was taken from the damaged materials of our laboratory (which was hypothetically
destroyed by an attacker—physical attack to the system). The expected result should present a
systematic error over time. The current thresholds were measured for normal operation in the
temperature range 10 ◦C–30 ◦C. The damaged sensor that was chosen presented permanent stuck-at-1
faults in several output bits. The second scenario assumes a custom smart security camera installed at
a home. An attack is performed via the network, attempting to take control of the device by simulating
a bot attack. The third scenario assumes physical access to a camera (physical attack by replacement
of the equipment with an infected one) and swapping of the memory card with another one with a
pre-installed infected application code.

4.1. Evaluation of Measurement Validity

In order to evaluate the validity of the measurements, a digital multimeter was incorporated to
measure voltage and supply current at the same nodes. The tests were repeated and the measurements
acquired by the digital multimeter and our custom monitoring setup were compared. The results
have negligible deviations from those of the digital multimeter, as expected in the bounds of the
instrument error.

4.2. Experiment’s Set-up

In order to prove that the anomaly detection is feasible, the following set-ups were followed.
For the first scenario, the smart thermometer, which consists of an Arduino Uno Rev3 microcontroller
with a built-in Wi-Fi shield, and a DHT 22 sensor for measuring temperature and humidity in the



Future Internet 2020, 12, 48 7 of 12

house, were placed in a home. Measures were taken to eliminate all sources of deterioration in the
home environment.

For the second scenario, a Denial of Service (DoS) attack was employed through the use of hping3
script on the IP camera target device, which consisted of a Raspberry Pi 3 B+ microcontroller as well as
a RPI 8MP camera board version 2. Two different monitoring periods were employed. During the first
period, which lasted for a week, the camera was operated normally without any attack being executed
against it. The second monitoring period lasted 24 hours and during that time, three different DoS
attempts were executed against the camera. The three attacks occured as per the following timetable:

• The first attack was between 06:00 and 07:00.
• The second attack was between 14:30 and 15:30.
• Finally, the third attack took place between 21:30 and 23:00.

For the third scenario, we followed the same setup as that of the first scenario, that is, controlled
external conditions without any sources of physical effects. The difference is found solely in the
infected software executed on the same hardware.

For all the scenarios and the profile measurement experiments, the supply current sampling
period was 100 ms. This was derived by the operating frequency of the IoT devices.

5. Results

In this section, the results acquired by the devices during the experiments are depicted. The time
period of the samples is adequate to present the results of the detected anomaly. Using simple rules
of thresholds or range of values, anomaly detection is achieved only by one physical parameter of
operation, that is, the supply current. An analysis of the results and the values is presented for each
scenario separately in the following subsections.

5.1. First Scenario—Smart Thermometer

For the first scenario, regarding the smart Thermometer, the device performed its normal
operation by capturing temperature and room humidity. Regarding the first scenario, two profiles
were considered:

5.1.1. Normal Profile

In this operation profile, an external environmental factor did not exceed normal characteristics
and an attack was not performed, in order to have a profile-reference of normal conditions and good
equipment. In Figure 3, the supply current that was measured during 350 s is depicted.

Figure 3. Smart thermometer normal profile.

5.1.2. Anomalous Profile

In this operation profile, the sensor was removed and replaced with a damaged one. The captured
values for 350 s, show in Figure 4, that there is a notable variation of the measured supply current.
This happens due to the stack-at-1 faults of the damaged sensor, which create a higher power
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dissipation of the proposed monitoring device’s ADC (Analog to Digital Converter). Exploiting
this finding, and taking into consideration the spike count, the monitoring mechanism can detect
efficiently such a behaviour. It should be noted that this detection is feasible only if the stack-at-1 faults
drastically affect the ADC power consumption and the number of spikes exceeding the thresholds is
high enough to determine a deviation in operation.

Figure 4. Smart Thermometer with damaged sensor.

5.2. Second Scenario—IP Camera under DoS Attack

A Raspberry Pi (IP Camera), along with a Arduino Uno (monitoring circuit), were placed in a
dummy camera enclosure to produce a usable device. Regarding the second scenario, two profiles
were considered again.

5.2.1. Normal Profile

In this scenario, the microelectronic device performed periodical capturing of current values.
An external environment factor did not exceed normal characteristics and an attack was not performed,
in order to construct a baseline profile of the power amperage under normal conditions’ operation
for comparison reasons. This profile (Normal) is depicted in Figure 5, showing three charts in time
(hours) on the horizontal axis. In Figure 5A the supply current of the device is displayed as measured
by the external circuit. In Figure 5B the smoothing filter was applied, where the power fluctuations is
distinguished, and finally, in Figure 5C, the second pass from the same filter is offered.

Figure 5. Measurement during operation without attacks (Normal Profile) [5].
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5.2.2. Anomalous Profile

In this scenario, a DoS attack was performed against the device, while its normal functionality
was executed: collecting data. The measurements regarding supply current were captured in order to
observe the device’s network activity and the values are depicted in Figure 6.

Figure 6. Measurement of operation under attack (Anomaly Profile) [7].

In Figure 6A, there is indeed a deviation (spikes) of current supply when there is a DoS attack.
Considering that the features of the DoS attack were realistic, it may be said that even with a simple
external monitoring system, it is possible to detect an operational anomaly. It is expected to measure
even bigger deviations under a massive Botnet attack and thus trigger a safe mode for the smart device.
Even by applying the smoothing filter, as seen in Figure 6B,C (one pass and two passes respectively),
the number of spikes, as calculated by Equation (4), is high.

5.3. Third Scenario—IP Camera with Infected Code

For the last scenario, an IP camera was used (exploiting the equipment of the second scenario)
for security reasons. This scenario assumes that there is physical access to the equipment and that
the attack is the replacement of the memory card with another one installed with infected code.
More specifically, the mirai malware code was added to the camera card. That is a copy of the initial
OS and the application code, including, however, the Trojan horse. This scenario proves that the
external monitoring system will detect abnormal behavior even if there is no network attack, but rather,
an implicit malicious attack, that is, the change of the equipment with an infected one. Again, two
profiles were considered.

5.3.1. Normal Profile

In this operation profile, neither an external environmental factor exceeded normal characteristics
nor an attack was performed, in order to have a profile of normal conditions for reference values.
The supply current samples for 350 seconds are depicted in Figure 7.

Figure 7. IP Camera Normal Profile.
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5.3.2. Anomalous Profile

In this operation profile, the memory card was removed and replaced with an infected one.
The captured values prove that there is a measurable variation in the measured current. The triggering
of the malicious code resulted in excessive power consumption, which is depicted in Figure 8. Again
the number of spikes, as calculated by Equation (4) is high and the notable deviation is easily detected.

Figure 8. IP camera with infected application code.

6. Conclusions

In this work, the introduction of a solution for monitoring IoT devices exploiting characteristics of
the side-channel attacks is presented. The idea is based on the fact that manufacturers do not provide
security mechanisms or hacker countermeasures in their IoT products, mainly due to their low cost.
However, this leads to a critical increase of the security surface that needs to be protected. Successful
attacks to IoT devices are announced every day but the main actions to secure the IoT devices are
mainly found in commercial Intrusion Detection Systems (IDS). Furthermore, attacks have become
more sophisticated, and are able to mask themselves from IDS discovery.

The concept follows the assumption that any additional data processing will lead to an increase
in power consumption. Thus, a monitoring mechanism was developed using a simple circuit and a
microcontroller able to perform simple calculations and be placed between the power plug and the IoT
device. The continuous monitoring of the supply current for a device with explicitly defined operation
may reveal significant information and expand data for the status of the IoT device. The latter is
significant for the modern IDS, and it generally follows bio-inspired approaches for anomaly detection.

Hence, the supply current was monitored by exploiting knowledge gained from side-channel
attacks. The deviation of the monitored current was correlated to security and reliability issues of
IoT devices and it was proven that an anomaly may be detected with non typical methods. The main
contribution of this work is that it introduced a new technique to detect operational anomalies of smart
devices in a symptomatic approach rather than by identifying the cause itself. This allows on-time
anomaly detection, a decrease of security dependency from the targeted IoT device and an increase of
the data that may be correlated to a new kind of botnet.

The extension of monitored parameters for security issues confronted by IDS is expected to be
integrated soon in major systems. The presented method is the basis for this type of parameter
extension that will provides additional measurements for protecting critical IoT infrastructures.
The handling of the collected data in an IDS and the exploitation of Machine Learning (ML) algorithms
in order to identify promptly new kinds of attacks, will be challenges for future research. This work
may be expanded by automating the process to define the normal operational thresholds and the
calculation of the sufficient number of spikes to efficiently detect anomalies and finally, the dynamic
definition of variables m and n. Finally, although the technique has decent performance regarding the
reliability of the equipment (in contrast to the network attack and the physical attack), it may be used
as a means to detect hardware Trojans or IP counterfeits.
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