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Abstract: Since the introduction of Bitcoin, the term “blockchain” has attracted many start-ups and
companies over the years, especially in the financial sector. However, technology is evolving faster
than standardization frameworks. This left the industry in the position of having to use this emerging
technology, without being backed by any international standards organization regarding for neither
the technology itself, nor for a blockchain specific information security framework. In times of the
General Data Protection Regulation and growing international trade conflicts, protecting information
is more relevant than ever. Standardization of blockchains is an appeal to raise the development
of information technologies to the next level. Therefore, this paper shall provide an overview
of standardization organization’s publications about blockchains/distributed ledger technologies,
a set of comparison criteria for future work and a comparison of the existing standards work itself.
With that information, aligning to existing standardization efforts becomes easier, and might even
present the possibility to create frameworks where there are none at the moment.

Keywords: blockchain; standardization; distributed Ledger; GDPR; standardisation life cycle;
information security management; smart contracts

1. Introduction

Distributed ledger technology (DLT) has many use cases throughout various economic sectors
and even for individual beings, as shown by the plethora of use cases in [1]. Nevertheless, despite the
global possibilities, blockchains are not yet widely used in our everyday lives. One of the reasons
for this is the lack of standardization [2-4]. There are still no standards catering to the mass
implementation of blockchain and the situation must change to ensure a sustained survival of the
DLT ecosystem as a major part of modern technology. In this regard, several industry alliances and
standardization authorities are now working together to create global DLT and blockchain standards.
Rating agency Moody’s [5] experts believe that standardization will accelerate the process of technology
implementation, reduce transaction costs, level out regulatory risks, improve the interoperability of
systems, and improve the quality of interaction between market participants, as well as it will increase
the attractiveness of securing assets on a blockchain.

According to a forecast by researchers at MarketsandMarkets, the market of blockchain IoT will
reach up to USD 113.1 million with an average annual growth rate of 92.92% over a period of 5 years
by 2024 [6]. While these numbers are focused on just one single field of application, the Internet of
Things, there are various additional sectors where blockchains and the distributed ledger technology
can be utilized, suggesting a number that is higher by a multifold for the entirety of the technology.
The impact of blockchains on the generation of value in different industries is outlined in [7].
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Standardization of blockchain technology is an important step towards a common concept,
interoperability, scaling, auditing and possible further regulation of the technology. The overall lack
of standardization and clarity is considered as an obstacle to the adoption of the technology [3].
Besides the sometimes negatively afflicted image of blockchains stemming from cyber crime,
its compatibility to existing laws and regulations, as well as internal policies is hard to assess without
internationally and universally valid standardization which can be used for orientation.

The main contributions of this work can be summarized as follows:

o  We give an overview on existing (final) standardization efforts concerning blockchain and digital
ledger techniques.

e  Furthermore, we provide a set of criteria for comparing these standards and recommendations
aimed at blockchains and related technologies that can be used in future work.

e  Existing standards and publications of major standardisation organisations are compared using
these criteria in order to provide a comprehensive, yet fast to read, overview on standardisation
activities in this field.

o We discuss dependencies of the selected publications to other standardization work.
These interconnections can reveal valuable information about the content.

This paper is organized in the following way:

e  Section 2 explains related concepts and the importance of standardization in IT.

e  Section 3 lists the criteria we used to compare the source material and our selection process.

e  Section 4 provides an overview of the selected source material.

e  Section 5 compares the standards according to our criteria and highlights interconnections to
other standards.

e  Section 6 is used to explain our results and contains concluding thoughts.

e  Section 7 is a discussion on further points of relevancy.

We are convinced that such a comparison is of great value for the blockchain community, as it
provides an overview of a topic that is usually not the center of attention. As mentioned in Section 2.1,
there was only limited research on the topic in the past and since then many new developments
emerged, which are still unaccounted for. Additionally, to our knowledge we provide the first
comparison that goes beyond enumerating bodies of standardization and their working groups on
blockchain. With our set of criteria and reasoning we generate new insights.

2. Background & Related Work

2.1. Related Concepts

During our research, we found a couple examples of work focusing on standardization of
distributed ledgers. Starting with the first one, Permissioned Distributed Ledger (PDL); Landscape
of Standards and Technologies [8], a group report from ETSI. It is part of an Industry Specification
Group working on distributed ledgers which is not limited to standardization activities and therefore
includes research activities and initiatives concerning blockchain and the distributed ledger as well.
The document states that distributed ledger technology could have great potential, underlined with a
selection of possible fields of usage in various domains. Its core, however, is the discussion of current
standardization and research activities. Since we focus on standardization activities in this paper,
the first part is of special interest to us. Standardization activities are relatively underrepresented
compared to the other content, which suggests that at the time there was only a limited amount of
efforts on blockchain and DLT standardization. Furthermore, the presented information consists of a
list of organizations and a description of the general working direction and does not include an analysis
of the published work itself. The document also mentions regulatory aspects and difficulties that



Future Internet 2020, 12, 222 30f17

could arise for distributed ledger technologies. Additionally, it includes a short list of different data
structures for ledgers and a substantial overview of research and innovation projects on the matter.

The second related work is the Distributed ledger technology standardization landscape [9] technical
report by ITU-T Focus Group on Application of Distributed Ledger Technologies (FG DLT).
This document focuses on the standardization landscape, not including research or industrial
initiatives. The core part of this report mainly consists of an in-depth overview of the cumulative
activities of study groups at ITU-T, including not only the FG DLT, but also focus groups with similar
research directions but differentiating main topics. These include for example focus groups on the
internet of things and smart cities, and digital financial services. The overview of other bodies of
standardization is more detailed than in [8]. Nonetheless, the work done by ITU-T in this report is
still in the form of an enumeration of standardization activities, without evaluating the content of the
mentioned documents.

In [10], the authors point out the importance of blockchain standardization to overcome a number
of problems. Furthermore, they provide an overview of standardization efforts of international
organizations from early 2016 which includes ISO, IEEE, ITU and W3C. At the time of publication of this
source, none of these organisations have produced publications and are merely at an early formation
stage of several working groups. In the article it becomes apparent however, that standardization of
blockchain technologies is of national interest for China.

Our own research differs from these related work examples in multiple ways. For one, the number
of included standardization activities is more thorough than those of the previous examples. Not only
concerning the state of published work, which could be easily explained by acknowledging the point in
time of the research, but also because we include several organizations that had been left unmentioned
previously because they are more relevant for the field of information security instead of distributed
ledger technology. Second, the core of this paper is not to simply provide a list of existing documents,
but rather to look at their contents. As already mentioned in the introduction 1, we focus on providing
a thorough catalogue of criteria to compare and analyze the presented standardization efforts.

2.2. Standardization in Traditional IT

Standardization in the world of IT is nothing new. Without standardized procedures and processes,
worldwide communication would not be possible. Especially organizations like IEEE are well known
for providing technical standardization [11]. Information stored on IT systems becomes more and
more sensitive which in turn raises the need for appropriate protection. Organizations providing
internationally accepted frameworks for information security can thus help in increasing the overall
level of security of information systems. A prime example is ISO with their standards series 27k.
These are incredibly important for both, organizations and governments eager to improve in the field
of information security. Nowadays, managerial tools like an information security management system
are well known constructs and their importance for company success is undoubted as it leverages the
overall security and possibility of universally understandably auditing and measuring of information
security [12-14]. Standardization is an important aspect of technology development. Information
technologies are facilitating process standardization and process control and creating business value.
A standardized framework will allow objective information security auditing of blockchain systems
on a larger scale. [15-17].

3. Materials and Methods

The research methodology was composed of comparative, analytical methods and system
approach. A tailored review of the existing standards was conducted.

3.1. Standard Selection

For this research we solely selected published work from organizations that focus on
standardization, such as ISO, and do not discuss drafts of any stage as the content of these can
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be the subject of change before a final release version is available. Similarly, we do not consider
company specific protocols or processes which are sometimes falsely called “standard” that are solely
used in i.e., Ethereum in the form of specific Tokens, as such implementations are only relevant for
individual solutions and not globally applicable standardization that is independent from the chosen
blockchain platform. Such elements are not relevant for this research. The selection of standardization
efforts presented in this paper is based on two approaches. At first, we started researching for
publications and activities of well known standardization organizations and organizations which
work more specifically towards information security. For the second approach, we expanded our
research and standardization coverage by including additional information which we were able to
gather through related work references, stated in Section 2. Information presented in these serves as a
complement for our own research.

3.2. Comparison Criteria

Since the selection of standards and recommendations that will be discussed and compared within
this work is very broad, with a wide variety of targets of the documents in question, the comparison
criteria also need to reflect this diversity. Furthermore, the level of details these standards provide
is very different, especially concerning special topics like GDPR compliance and the integration of
legal issues. Still, even from a technical and managerial viewpoint, the different focus points of the
standards make comparison difficult and not doable using a single metric. In addition it must be
noted that not all documents mentioned in this section actually focus on blockchain or digital ledger
technologies, for some this is only a side issue that is taken into account, but not the main topic.
Still, such documents can be very valuable, especially when they are focusing on best practices inside
a specific application domain, thus being of significance for the field in questions.

The selected standards and best practices were structured along the following criteria, which were
grouped into four sets: (i) Criteria reflecting on the document, its applicability, meta information
and domain itself (document criteria), and (ii) criteria reflecting the actual content of the documents
(content criteria). 1t must be mentioned again that we only considered standards that are already
published in their final form, no drafts or intermediate discussion results were included, as these
(a) are often not widely available and (b) might be subject to considerable changes before final release.
Furthermore, none of these documents comprises a normative document, all of these documents are of
informative nature only.

3.2.1. Document Criteria

These criteria deal more with the document and its nature itself than with content details, still,
they are important for comparing the documents at hand:

o Type: Several standardization institutions provide different types of publications. Thus, in order
to provide comparability, we generalized these to the following types: “best practice”, “report”,
“recommendation” and “standard”.

o  Technical Specification: Defines, whether the document constitutes normative or informative
information. All of the documents analyzed in this work are of informative nature, i.e., they are
not legally binding or can be used for certification per se.

o  Document Objective: This criterion provides a rough categorization on the objective of each
document, i.e., whether it lies in defining terminology (“definitions”), give an overview on the
field or a sub field (“topic overview”), provides support when deciding whether to blockchain
technology or what type of digital ledger (“decision support”), provide recommendations on
design and implementation (“recommendations”), provides use cases (“use case collection”)
or best practices examples (“best practices”). Furthermore, some documents provide details
on how to do standardization on blockchain topics in the respective organisation in the future
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(“standardization metainfomation”) or details open questions for research and standardization
(“research directions”).

Type of Issuing Organisation: Discerns between national and international/multinational
standardization organisations.

Certifiable/ Auditable: Provides information, whether an organisation or a person/system can be
audited against or certified for this document/standard.

Latest Revision: Date of the latest revision. This can give an indication, how modern and up to
date the standard is. Still, the value of this criterion differs a lot between high level standards and
those providing a lot of technical details.

Accessibility: This criterion describes, whether the standard is accessible by the general public for
free or if it needs to be purchased.

Price: Price of the document.

Pages: Number of pages of the document. The value of this criterion is questionable in many
aspects, still it can serve as an indicator for the level of detail.

3.2.2. Content Criteria

These criteria deal with the actual content of the document, covering depth of details, as well as

the range of the topics covered:

Domain: Gives a short description of the target domain of the document, e.g., a document
targeting general blockchain systems, or rather special use cases for blockchains in a specific field
or industry.

Grand Focus of the Document: What is the actual focus of the document, is it focused towards
blockchains, or is blockchains just a (small) part, e.g., in of forensics standard.

Level of Abstraction: How abstract is the standard with respect to concrete implementations and
techniques (High (organizational), Medium (operational), Low (technical)).

Security Management Considerations: Is Security Management part of the document, or at
least mentioned?

Technical Security Considerations: Is this document recommending technical details for securing
IT systems?

Privacy Considerations: Is privacy, especially the GDPR in the European context, considered in
this document?

Legal Considerations: Does this document include legal aspects of blockchains or (distributed) IT
systems in general.

Provides Blockchain Definition/Terminology: This criterion indicates, whether the document
provides a definition for blockchains and/or digital ledger systems, or just refers to them either
harkening back at an external definition, or used them without any clear definition at all.
Blockchain Type: Defines the types and sub types of blockchain based systems and digital ledgers,
the document is focusing on, e.g., permissioned blockchains or blockchain generations.

Focus Regarding Integration: Indicates, whether the document focuses on pure blockchain based
systems (e.g. crypto currencies), or on the integration into traditional IT systems (or both).
Document/Standard Life Cycle: States, whether the document in itself provides a method for
updating information and a document life cycle?

In the end, the interconnection and dependencies between standards is of great importance in

order to get an overview on the standardization landscape in this field. Thus, in Section 5 we give

an overview on this issue. This overview can then again be used for further conclusions on which

direction an organization could or should take, in order to get the most out of the introduction
of blockchains/distributed ledger technologies and take respective standardization efforts into

considerations, depending on the field of operations.
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4. Selected Standards

In this section we will provide an overview of the selected publications and their contents that
form the foundation of our research.

4.1. National Institute of Standards and Technology (NIST)

In 2018, NIST published the document NISTIR 8202 - Blockchain Technology Overview [18]. As the
title suggests, it presents a collection of information about blockchain technology to its readers.
Fundamental functionalities and components of a blockchain system are discussed. What starts
out as a high-level technology overview continues to address and include common misconceptions
and technological limitations, as well as concerns about cybersecurity and the general applicability
of blockchains for organizations. This document serves as an entry point to blockchains and the
distributed ledger technology, as it explains the structure and models, consensus mechanisms and
well known examples of it, as well as a number of blockchain specific problems and considerations.
Additionally, the appended glossary provides a concise overview of the blockchain terminology,
ideal for novices. However, specific use-cases are not included within this document.

Pros: This document is great for providing a substantial overview of both what “Blockchains” are
as well as a number of technical guidelines.

Cons: The lack of use-cases and evolution of the field as a whole locks it in place as just a primer.

4.2. ANSI Accredited Standards Committee X9

ASC X9 released the final version of the Distributed Ledger and Blockchain Technology Study Group
Report [19] in 2018. In their study they worked together with experts of various fields and assessed
what types of standardization effort would be both needed and beneficial especially for the financial
sector but also other industries, as well as to increase the adoption of DLT. However, the study
only focuses on permissioned blockchains, as it is deemed necessary for compliance with existing
regulations for the market. Throughout their report, each section is marked with either high, medium or
low. The authors use this indicator to express the urgency on how much standard is needed for each
specific part, each supplemented with a recommendation on how to proceed. The majority of the
document focuses on and explains security needs and issues of blockchains, especially for finance.
Their overall recommendations are for developers to be cautious and for the industry to take a three
staged approach consisting of assessing whether there are existing non-blockchain standards that
cover the same topic, using incremental improvements for blockchain specific implementations and as
a third, stirring discussion in areas where there is immediate need for standardization. To provide
better understanding of the key components of blockchain systems, there is a high-level reference
architecture included in the appendix which is used to generally explain how a DLT system works.

Pros: ANSI provides a substantial overview of possible and needed standardization directions
that can be of immense value for bodies of standardization and companies trying to fill the gap.

Cons: As this report is technically just a list of suggestions for possible standardization, there is
limited value for regular end users and organizations which are looking for guidance.

4.3. International Organization for Standardization (ISO)

While the overall work of the ISO TC 307 comprises of eleven work items at the moment of
research [20], only one of them reached a maturity level required to be released so far. It is the
ISO/TR 23455:2019 Blockchain and distributed ledger technologies—QOuverview of and interactions between
smart contracts in blockchain and distributed ledger technology systems [21]. This report provides a detailed
overview and lengthy discussion of smart contracts within a blockchain/distributed ledger system
and their operation. This is supported by a number of graphs to visually represent the processes.
Important parts are amongst others the platform specific deployment, life cycles and security of
smart contracts. Additionally, the report explores the possibility of legally binding smart contracts,
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as well as using them for sidechains or cross-chaining. The Annex focuses heavily on existing smart
contract implementations, as well as a comprehensive overview of possible applications and use
cases. Overall, the document provides substantial guidance for a proper and secure operation of smart
contracts and could be useful for a general increase in quality of smart contracts across the board.
Pros: ISO/TR 23455:2019 is incredibly substantial when it comes to smart contracts, not only
including the technical functionality but also a generous amount of use cases.
Cons: Outside of the field of smart contracts this standard is of limited use.

4.4. German Institute for Standardization (DIN)

At the time of this research, the German Institute for Standardisation has published a number of
specifications relating to blockchain technology and distributed ledgers.

e DIN SPEC 16597 [22]: DIN provides a terminology for blockchains with this specification. It aims
at being relevant for a broader audience and not bound to a single usage area or industrial
sector. It covers terminology from traditional IT and cryptography before delving into blockchain
specifics. This terminology is referenced in the other specifications mentioned here and part of a
larger industry cooperation project

Pros: The provided terminology is good to get into blockchains and understand the
individual components.

Cons: It is used as a preliminary for the other documents and therefore missing out on “out of
scope” elements.

o DIN SPEC 3103 [23]: The specification Blockchain and Distributed Ledger Technologies in Application
Scenarios for Industry 4.0 presents application scenarios for the technology in the field of modern
industry. The presented information should provide decision makers with enough information to
evaluate a possible benefit of introducing distributed ledger technology. The document presents
a number of use cases and describes respective problems that can occur. These problems then
get addressed by introducing a solution by using blockchains/distributed ledger technology,
including user stories and sequence diagrams to reinforce the understanding. Reoccurring
elements of these scenarios are then formed to be building blocks, which get expounded
accordingly so it can be used for other use cases as well.

Pros: This document provides a proper outlook and guideline for industry 4.0

Cons: Outside of that its use can be rather limited.

e  DIN SPEC 3104 [24]: In their specification about blockchain-based validation of data, they heavily
focus on data correctness of blockchains. To achieve what they call Proof of Correctness,
they propose a technical framework and process descriptions for a blockchain validation software
and the verification of this validation. Their technical framework comes in the form of a step by
step overview where each block or process is explained and what its requirements are.

Pros: They provide a guiding framework for “blockchain-based validation of data”

Cons: It is not particularly useful for a more generalised approach on the technology.

o DIN SPEC 4996 [25]: SPEC 4996, blockchain-based approach to the transfer of software licenses,
focuses on providing for the establishment of a standardized procedure for digital trade,
transfer and management of software licenses using distributed ledger technology by determining
a set of requirements. Additionally, they define required information elements to conduct software
and licensing operations. The specification informs the reader on how the transparency and
tamper-proof attributes of a blockchain can be used to prevent loss or multiple usage of one
license. An overview of various roles involved in licensing operations is explained, as well as a
design overview of how a proposed system could look like.
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Pros: They provide a guiding framework for a “blockchain-based transfer of licenses”

Cons: It is not particularly useful for a more generalised approach on the technology.

o DIN SPEC 4997 [26]: The specification Privacy by Blockchain Design: A standardized model for
processing personal data using blockchain concerns itself with the EU General Data Protection
Regulation (GDPR), especially art. 25, Privacy by design. The aim of this specification is to support
data protection and privacy compliance in blockchain/distributed ledger technology systems.
It is explained what personal data means and how such information can be identified. This is
reinforced by stating a number of possibilities where personal data can be found and where
it is processed. The specification lists concerns of combining blockchains with the GDPR and
which legal issues it might bring like ownership and data erasure. A substantial overview of risks
of and mitigations for data protection principles are outlined with a clear focus on privacy by
design, as well as a blueprint for a privacy by design blockchain architecture blueprint. Additionally,
the specification includes an annex to stir up awareness of the GDPR and the data subject rights.

Pros: This document provides an approach on how to combine the restrictions of the GDPR with
blockchain technology.

Cons: It is more just a theoretical approach and no definitive framework.

4.5. The European Union Agency for Cybersecurity (ENISA)

In their Publication Distributed Ledger Technology & Cybersecurity - Improving information security
in the financial sector [27], ENISA states their opinion on what they think are the benefits of
adopting DLT for financial institutions, additionally, they break down DLT into its components
and explain the individual parts, their different forms and what their function within a blockchain is.
These components include e.g., the consensus protocols, sidechains, smart contracts and cryptography.
One section of the report focuses on cybersecurity challenges, both traditional and technology specific.
For further guidance, essential Good Practices are mapped to specific challenges to provide a quick
overview and to help organizations to implement blockchains/distributed ledger systems in a secure
way, which can be seen as the most important part of the report. These good practices can be used to
bridge the time until there is a standardized framework, even for non-financial applications, as the
stated challenges are mostly generic and thus applicable for more than just the financial sector. ENISA
concludes their report by summarizing the challenges and issues that are still unanswered. In the
annex, ENISA provides Blockchain Use Cases, a short study on the famous Etherum DAO hack, as well
as an overview of several distributed ledgers.

Pros: They include a number of best practice implementation guidelines.

Cons: Their work is heavily focused on the financial sector with according complementary
compliance requirements from there.

4.6. German Federal Office for Information Security (BSI)

The German Federal Office for Information Security published the document Towards Secure
Blockchains [28] in 2019. This document is sectioned into four different parts and provides substantial
overview on blockchains and according considerations. Part one focuses on the fundamental principles
of blockchain technology, listing definitions and explaining blockchain specific matters like trust,
consensus and smart contracts. The second and longest part highlights security features and properties
of blockchains including possible attacks and long-term solutions. Third is an overview of legal aspects
with a strong focus on privacy and data protection. The last part portrays the current use and situation
of blockchains and a future trend analysis.

Pros: This substantial document provides a great overview of blockchain and DLT with respective
comparisons to regular forms of storing data, including a building block model and considerations
about information security as well as legal compliance.
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Cons: Newer forms of blockchains and DLT are not included.

Additionally, the BSI published the second edition of the Franco-German IT-Security Situation
Overview in cooperation with the French agency ANSSI. A major section of it is, as in their
previous report, dedicated to cryptocurrency crime. In the report they give an overview of some
of the most prominent attack types and surfaces with a strong focus on cryptocurrencies [29].
However, this obviously tends more to law enforcement than standardization efforts. It can be
used as informative input to find ways for a standardized preventative method for the mentioned
threats nonetheless.

Pros: It shows the increasing prevalence of cryptocrime.

Cons: It does not show anything beyond that.

4.7. International Telecommunication Union (ITU)

The ITU-T Focus Group on Application of Distributed Ledger Technology, founded in May 2017,
has published a number of technical specifications and reports concerning the terminology, architecture
and perspectives of blockchains and distributed ledger technology, as well as a proposed framework.

e FG DLT D1.1 [30]: Their first publication is a technical specification about terminology and
definitions for distributed ledger technology. This document includes example figures to underline
some definitions. It is appended by a short overview of the functionality of the distributed
ledger technology.

Pros: The provided terminology is a good starting point to understand the elements and
components of a blockchain.

Cons: It's preliminary use is to serve as a guiding reference for the other documents of the
working group.

e FGDLT D1.2 [31]: This document is titled Distributed ledger overview, concepts, ecosystem and it
does exactly that, providing an overview of the technology and its components. The main focus
of this document is centered around discussing the distributed ledger ecosystem and its aspects.
It can be useful to get more familiar with the overall topic.

Pros: New readers will get a broad overview of distributed ledger systems.

Cons: It is not particularly suitable for experienced readers.

e FG DLT D2.1 [1]: In their technical report about distributed ledger technology use cases ITU
starts with a discussion about possible benefits and competitive advantages for the industry,
achieved through the adoption of the distributed ledger technology. This point is then elaborated
on by presenting domain slices, both vertically and horizontally, where the authors describe
potential room for adoption of distributed ledger technologies in various sectors and fields of
application. Additionally, ITU states their concerns and considerations on adoption barriers.
The core of this report lies in its comprehensive collection of use cases for the previously
mentioned domains.

Pros: They offer a substantial list of sector specific use cases for distributed ledger systems.

Cons: It is simply an overview and offers no guidance.

e FGDLT D3.1 [32]: This technical specification contains a full reference architecture for distributed
ledger systems, which serves as a guiding tool for both, new users and service providers of
distributed ledger technology alike. Each element or component is described in according depth
and detail, including a generalized overview of architectural information.

Pros: The provided reference architecture offers a substantial outlook on how a DLT-system can
be implemented.

Cons: Legal and other compliance requirements are not considered in this document.
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e FG DLT D3.3 [33]: In D3.3, Assessment criteria for distributed ledger platforms, ITU presents a
catalogue of criteria, by which a distributed ledger system can be assessed. The technical
specification includes a description on how to use the defined criteria and should serve as a
guiding document for distributed ledger technology platform assessment.

Pros: They present a number of assessment criteria which can be useful when deciding on a
potential use of the technology.

Cons: Assessing different platforms themselves is only of use for limited purposes.

e FG DLT D4.1 [34]: ITU outlines existing regulatory issues that can slow down the adoption
rate of distributed ledger technologies in their Distributed ledger technology regulatory framework.
A selection of specific DLT attributes is analyzed and coupled with according challenges.
Additionally, they provide possible mitigations on how to overcome these regulatory issues.

Pros: It is one of the very rare frameworks that actually focuses on regulatory issues.

Cons: Information security standards and compliance (i.e. ISO 27k series) is still lacking.

o FG DLT D5.1 [35]: This report is the final document of the work of the ITU-T Focus Group on
Application of Distributed Ledger Technology. It provides an overview of future predictions for
DLT on the subjects governance and legal requlation, computation networks, identity and privacy,
security and resilience, and risk and audit. These subjects are each split into a number of
subsections which discuss their current situation, their outlook and a standardization roadmap.
The comprehensive information presented in this report provides good insight on the evolution
and development of distributed ledger systems and definitely useful for the further development
of the technology.

Pros: This document tries to make substantial predictions for the development of the distributed
ledger technology field. Such predictions could be useful to stir up research and innovation
towards certain areas.

Cons: As the content is about predicting the future, these predictions can very well become untrue.

4.8. European Committee for Electrotechnical Standardization (CENELEC)

In their report Recommendations for Successful Adoption in Europe for Emerging Technical Standards on
Distributed Ledger/Blockchain Technologies [36], they set out to identify specific European needs in the
field of distributed ledger technology and blockchain standardization. A set of important domains of
DLT that might still be uncertain (e.g. digital identity and signature management) are well explained
and concluded with a set of recommendation each. These presented recommendations towards bodies
of standardization aim to support their efforts in creating a standard fit for the European Union.
Furthermore, a comprehensive overview of well described use cases of different domains is provided
as part of its annex.

Pros: The document could prove as a useful guiding direction for bodies of standardization.

Cons: The document is heavily EURO-centred and could therefore be of lesser relevance for other
parts of the world.

5. Comparison and Interdependencies

This section compares the standards according to our criteria and highlights interconnections to
other, pre-existing standards.

5.1. Comparison of Document Criteria

Table 1 provides an overview of the selected standards according to their document criteria.
As mentioned in Section 3.2, these contain mostly meta information about the reviewed publications.
As clearly visible, all of the work done so far is merely informative and we have yet to wait for
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normative standardization. For this reason we did not include the criteria “Technical Specification”
in the table, as all of the documents can be categorized as informative. Additionally, we merged
the criteria for accessibility and price into one column in the table. The majority of the documents
are technical reports, many of them providing comprehensive information about blockchains and
the distributed ledger technology itself, before going on with their actual topic. This reinforces that
blockchain/DLT still is mostly uncharted territory. While the technology itself is well studied from
a technical perspective, organizational observations are still lacking behind. Only one document
provides a substantial catalogue for best practice implementation of the technology, but these practices
are tailored towards the financial sector. As shown in the many documents which list possible
use cases and fields of applications for blockchains, the stark contrast between possibilities and
actual normative standardization work is astonishing. Nonetheless, many of the standardization
organizations provide their recommendations on how to implement blockchains/distributed ledger
systems. Especially looking at the DIN specifications, which are usually a precursor for upcoming
normative standards.

Table 1. Comparison of Document Criteria of Standards.

Standard Type Document Objective Issumg . Certifiable Latest Revision Accessibility Pages
Organization

NISTIR 8202 Report Topic overview National No October 2018 Free 68
ASC X9 [19] Report Research Directions National No April 2018 Free 39
ISO/TR 23455:2019 Recommendation  Topic Overview International ~ No September 2019 CHF 158, 42
DIN SPEC 16597 Recommendation  Definitions National No February 2018 Free 15
DIN SPEC 3103 Recommendation  Decision Support National No June 2019 Free 26
DIN SPEC 3104 Recommendation =~ Recommendations National No April 2018 Free 14
DIN SPEC 4996 Recommendation ~Recommendations National No April 2020 Free 26
DIN SPEC 4997 Recommendation =~ Recommendations National No April 2020 Free 58
ENISA [27] Best Practices Decision Support International No January 2018 Free 36
BSI [28] Report Recommendations National No May 2019 Free 92
BSI/ANSSI [29] Report Topic Overview National No May 2019 Free 17
ITUDLT 1.1 Report Definitions International ~ No August 2019 Free 18
ITUDLT 1.2 Report Topic Overview International No August 2019 Free 13
ITUDLT 2.1 Report Use Cases International ~ No August 2019 Free 112
ITUDLT 3.1 Report Best Practices International No August 2019 Free 42
ITUDLT 3.3 Report Best Practices International ~ No August 2019 Free 22
ITUDLT 4.1 Report Recommendations International No August 2019 Free 43
ITU DLT 5.1 Report Research Directions International ~ No August 2019 Free 60
CENELEC [36] Report Recommendations International ~ No September 2018 Free 87

5.2. Comparison of Content Criteria

While the document criteria from Section 5.1 can provide a general overview of the direction
of a document, the content criteria are equally as important. Table 2 shows the standards in relation
to selected topics. What becomes clearly visible is that the financial sector seems to be one of the
most interested in this technology. Besides the general domain of Blockchain/DLT, finance and
cryptocurrency, especially with regards to often stated legal requirements (i.e. AML/KYC), is often a
driving force behind publications. Security Management is of special interest for us. While some of the
standards mention certain elements of security management, it is far from being substantial enough for
proper guidance. As for technical security, there are many references to traditional IT security practices
and guidelines. Nonetheless, privacy remains a major concern when dealing with blockchains and
distributed ledgers. Especially where there are many legal and moral obligations about personal data,
a normative reference could be highly beneficial. Another insight is that the majority of the published
standards cover Blockchains/DLT in general without being too specific about their implementation or
direction. Specialized work regarding the many varying forms of Blockchain, possibly according to
the plethora of presented use cases and fields of applications could help in catering to sectors other
than finance that might not be fully aware of the capabilities of this technology.
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Table 2. Comparison of Content Criteria of Standards.

Grand Security  Technical Legal Life Cycle
Standard Domain Focus Abstraction Management Security Privacy Considerations Terminology Type Integration 4
NISTIR 8202 Bl“/cgf}‘““ Blockchain  High Yes Yes Yes No Yes Multiple  Standalone NoLC
ASC X9[19] Finance  Blockchain  High Yes Yes No Yes Yes Multiple  Standalone NoLC
150/TR 234552019 D1oKehain 1ok chain  Medium Yes Yes No Yes Yes Smart Standalone Yes
/DLT Contracts
DIN SPEC 16597 Bl‘}%f}"”“ Blockchain  High No No No No Yes Multiple  Standalone Yes
DIN SPEC 3103 l“i“g"y Other High Yes Yes No No Yes Multiple Integration with IT Yes
DIN SPEC 3104 Blo/c]];i}}am Blockchain ~ Medium No Yes No No Yes Multiple Standalone Yes
License . 5
DIN SPEC 4996 Other Medium No No No Yes Yes Multiple Standalone Yes
Management
DIN SPEC 4997 Bl";;f}ai“ Blockchain ~ High Yes Yes Yes Yes Yes Multiple Multiple Yes
ENISA [27] Finance  Blockchain  High No Yes Yes No Yes Multiple Multiple Yes
BSI [28] B](}Cgiljram Blockchain High Yes Yes Yes No Yes Multiple Standalone No LC
. . X Crypto
BSI/ANSSI [29] Finance  Blockchain  High No Yes No Yes No o Standalone NoLC
urrency
ITUDLT 1.1 Bl"f;f_}‘““ Blockchain  High No No No No Yes Multiple  Standalone NoLC
ITUDLT 1.2 Blo/cg}:ljram Blockchain ~ Medium No No No No Ref. Multiple Standalone No LC
ITU DLT 2.1 Bl"/cgf}‘““ Blockchain ~ Medium Yes Yes Yes Yes Yes Multiple Multiple No LC
ITU DLT 3.1 Bl"f]];i}%ai“ Blockchain ~ Medium Yes No Yes No Ref. Multiple Multiple NoLC
Blockchain ) ) ) ]
ITUDLT 3.3 /DLT Blockchain High Yes Yes Yes Yes No Multiple Multiple No LC
ITUDLT 4.1 Bl“/cgf}‘““ Blockchain ~ Low Yes No Yes Yes Ref. Multiple ~ Multiple NoLC
ITUDLT 5.1 Bl“f;i}}“i“ Blockchain ~ Medium Yes No Yes Yes Ref. Muliple  Multiple NoLC
CENELEC [36] Blo/c]l;il}am Blockchain High Yes Yes Yes Yes Yes Multiple Integration with IT No LC

5.3. Interconnection between Documents

In this section we discuss, how the selected documents are related to each other, as well
as additional standards and legal frameworks. This is especially interesting, as changes in
selected documents might introduce changes in dependent standards transitively. Notably in
the area of blockchain technologies, where definitions in research work are often used differently,
even small changes can have great impact in other documents. Table 3 gives an overview on these
interdependencies, i.e., for each document discussed, we provide a list of standards, recommendations
and laws this document relies on or uses to define parts of its content. While there are more
references per document overall, the references included in this table are focused on publications of
standardization authorities and for legal aspects, the laws of the European Union. The most common
legal reference throughout the documents we included in this work here is the General Data Protection
Regulation. The positive factor of this is that at least some of the documents acknowledge the need for
proper data protection and the vulnerability of personally identifiable information. Other than that,
it becomes quite obvious that some of the organizations are relying heavily on their own work with
proportionally high self references, as can be seen with the work of ITU. Another factor that becomes
apparent is that there is a substantial variety in references for terminologies. This suggests that there is
still no definitive or clear line to define the components of a distributed ledger system.
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Table 3. References/Dependencies to other Standards and Laws.

Standard Terminology Ref. Technical Ref. Legal Ref. Standard Ref.
NISTIR 8202 --- NIST FIPS 180-4, 186-4, 202 -- NIST Cybersecurity Framework
ASC X9 [19] . 1SO 13491; NIST SP 800-57; _ ISO 20022; NIST SP 800-162;
NIST FIPS 140, 180, 186, 198 ANSI/INCITS 359
1SO/DIS 22739; 1ISO/ TS 19299;
ISO/TR 23455:2019 ISO/IEC 14776, 13888; ISO/TR --- -- 1SO 639, 3166, 4127, 8601
26122
1SO 2789; ISO/IEC 20002, 9798,
DIN SPEC 16597 8211, 2382; IEC/TR 62541, 62210 N o o
DIN SPEC 91345; ISO 14440;
DIN SPEC 3103 DIN SPEC 16597 --- -- 1SO/TC 307
ISO/IEC 9796, 10118, 14888;
DIN SPEC 16597; ISO/IEC 2382; ETSI EN 319 132-1; BSI
DIN SPEC 3104 ETSI EN 319 132-1; ETSI TS 119 TR-03111; NIST FIPS 180-4, o SO/EC 27228617%(])6;7002’ 2700
142-3; IEC 61499-1 186-4; RFC 3447; PKCS; ’
SOG-IS [37]
DIN SPEC 16597; ISO/DIS 22739; - .
DIN SPEC 4996 1SO/1EC 19770 -- Directive 91/250/EEC ISO/IEC 19770; NISTIR 8202
Regulation (EU) 2016/679
DIN SPEC 16897; ISO/IEC 19790,
K g N ! . (GDPR); Art. 29 WP 242, 243, BSI SDM [39]; NIST SP 800-63B;
DIN SPEC 4997 14662; ITU FGZI;];;"QDLI, ISO/DIS  DIN SPEC 3104; NISTIR 8105 248, 251; Handbook [38]; 1SO/IEC 27018
EuGH — Rs. C-101/01
Regulation (EU) 2016/679
ENISA [27] - -- (GDPR) -
. . X Regulation (EU) 910/2014, . o
BSI [28] BSI-IT baseline security; ETSIISG ETSI TS 119 312; BSI AIS 20, Regulation (EU) 2016/679 BSI-IT baseline security; ISO/TC

PDL ToR

31, 46; BSI TR-03147

(GDPR)

307

BSI/ANSSI [29]

ITU-T Y.2091; ISO/TC 307; ISO 2382,

[TUDLT 1.1 7498; IEC 38500; NISTIR 8202 o o ITU-TFGDLT D211
ITUDLT 1.2 ITU-T FG DLT D1.1 -- -- NISTIR 8202
ITUDLT 2.1 ITU-T FG DLT D1.1 --- ITU-T FG DLT D4.1 ITU-T FG DLT D3.1 D3.3
ITUDLT 3.1 ITU-T FG DLT D1.1 ISO/IEC 10118-3 -- ---
ITUDLT 3.3 ITU-T FG DLT D1.1 -- -- ITU-T FG DLT D3.1
Art. 29 WP 216; Directive
X ISO/IEC 20008, 11770; ZKP 95/46/EC; Regulation (EC) 1SO 16759; ISO/IEC 30141; ITU-T
ITUDLT 4.1 ITU-T FG DLT D1.1; ISO/IEC 17788 Standardization No 45/2001; Judgement X.509, X.1255
(ECJ) C-101/01
ITUDLT 5.1 ITU-T FG DLT D1.1 --- Art. 29 WP 216 ITU-TFG DLT D1.3, D2.1, D3.3,

D4.1

CENELEC [36]

Regulation (EU) 2016/679
(GDPR)

ISO/TC 307; ISO/JTC 1/5C27;
ITU-T FG DLT, DEC; ISO 17442

6. Results

While we were able to find a large number of publications on blockchains and the distributed
ledger done by standardization authorities already, all of them are merely informative. Of course,
this provides a good overview and starting point for implementing this technology, but the severe lack
of normative reference material could hinder the adoption of Blockchains/DLT as organizations
could decide to wait for standards to cling to. That said, especially the works of the German
Institute for Standardization provided more than just a report on the technology or its aspects.
Namely, clear outlines and implementation guidelines for specific use cases of blockchain applications.
For actors in the financial or banking sector, the document by ENISA will prove itself useful,
as the provided best practices are tailored to overcome existing cybersecurity and legal problems of
that sector.

While it can be observed that there is a progress in the quality and substantiality of blockchain
standards development over the years, we have yet to see an actual normative standard that can be
used for a compliant implementation of blockchains and auditing thereof, similar to the ISO 27,001 for
information security. Most of the standardization efforts so far are focused on the technology itself.
For future developments, specialized standardization for the various economic sectors and industries
can be beneficial since compliance requirements differ from one industry to another.

Additionally, both [7,40] state the importance of demystifying blockchains and distributed ledgers
and that there are still many misunderstandings and misconceptions about the technology. They are
often seen as a synonym for cryptocurrency or Bitcoin. Decoupling this line of thought and having
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clear a clear definition and understanding of what the technology actually is and what it can do serves
as a basis for further standardization efforts. Therefore, the pace of distributed ledger standardization
is directly linked to the understanding of the actual abilities and possibilities of the technology. As long
as the majority just see Blockchains as a toy for generating digital wealth, the success of the technology
is vastly limited in scale and functionality.

One important factor, especially in the field of information security management is that there is a
severe lack of legal references and references to certain standards of the ISO 27k series. Without a clear
path on how compliance and especially integration of blockchains into existing information security

management systems can be done, it could result in negligence of the technology due to potentially
high risks.

7. Discussion

Privacy is still very much a concern when it comes to the use of blockchains. Most of the
publications focus on the functionality and usage of the technology, while offering little to no guidance
for compliance. Cross-country data flow entails various legal issues that could easily become reality
for a distributed system. A proper set of normative guidelines and frameworks of standardized
procedures for the implementation and operation of Blockchains will bolster its overall success as a
technology. In the X9 Report [19], there is a mention of a possible risk that comes with standardization
of the technology. Namely, the stagnation of innovation of technological developments of young
technologies. They specifically point out that certain economic sectors are still missing out on more
secure cryptographic implementations because they were not included in standards and are therefore
not seen as a needed upgrade to be compliant. Countering such problems is fairly easy. First and
foremost, Blockchain technology is not particularly new anymore as it has been around for more
than a decade by now. However, innovation should be encouraged nonetheless. Combined with
standards an obvious choice is demanding the state-of-the-art of specific technological implementations
and appropriate measures as a requirement. By doing so, innovation can go any direction and the
standard still accounts for new developments as it is not fixated on one, possibly out-dated, form of
implementation but rather aligned with the flow of progress.

Since the introduction rate of normative standards is quite low, it is advisable to find stability
in currently available frameworks and laws concerning technology, security and privacy which are
already referenced in the available informative standardization work (as shown in Table 3), as it is
likely that final works will use a similar basis for their assessments instead of creating an entirely
new environment. Further Guidance could also be found by incorporating standards that focus on
distributed systems in general. Even though these would lack the focus on blockchains, they could
very well serve as reference points for distributed ledger technologies.

Additionally, while some of the documents focus on specific sectors or problems, the majority
is just a generic overview of Blockchains/DLT. This is important for getting familiar with the topic,
but separate industrial and economic sectors would profit from specialised standardization work,
catering to them and incorporating the according domain knowledge and legal requirements.

As outlined in [7], the introduction and effective use of blockchains across the industries has
varying results and impacts. One of the industries with relatively high impact levels and a feasibility
of introducing standards and regulations, it would be a prime candidate to advance with new
standardization approaches. Using blockchains for the agriculture sector and its supply chains can
not only transparently proof i.e., sustainable use of resources, but bring the concept of blockchains
closer to the consumers of these agricultural products to spread awareness for a use of blockchains
and distributed ledger technology other than cryptocurrency to the masses.
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