Ea future internet ﬁw\p\py

Article
Secure Communication for Uplink Cellular Networks
Assisted with Full-Duplex Device-to-Device User

Xin Song 12, Lin Xia 1'2*, Siyang Xu '? and Yue Wang /2

1 Engineering Optimization and Smart Antenna Institute, Northeastern University, Qinhuangdao 066004,

China; sxin78916@neuq.edu.cn (X.S.); 1810584@stu.neu.edu.cn (S.X.); 1871649@stu.neu.edu.cn (Y.W.)
School of Computer Science and Engineering, Northeastern University, Shenyang 110819, China
*  Correspondence: 1871652@stu.neu.edu.cn

check for

Received: 26 September 2020; Accepted: 16 October 2020; Published: 18 October 2020 updates

Abstract: In this paper, the secure communication based on the full-duplex (FD) device-to-device
(D2D) in cellular networks is proposed. For the proposed scheme, the novel model is established,
in which a D2D user is played as a relay operating in FD mode to assist in the secure transmission of
uplink information. Considering that the D2D user as a relay is untrusted, D2D link rate maximization
is formulated with the constraint of secrecy rate, which ensures the security of uplink cellular networks.
To cope with the optimization problem, the optimal power allocation factors of the cellular user (CU)
and the D2D user are jointly optimized. Firstly, by using the monotonicity of the objective function,
the optimal solution of the power allocation factor at the D2D user can be obtained. Subsequently,
the closed-form expression of the optimal power allocation factor at the CU is derived and verified
that the solution is the global minimum point. Simulation results verify that the proposed scheme
has better output performance than the conventional scheme.

Keywords: D2D communication; FD untrusted relay; physical layer security; power allocation

1. Introduction

The increasing use of wireless devices has led to explosive growth in data traffic, so wireless
spectrum resources are becoming increasingly scarce [1-3]. D2D communication as an underlying
network can share the cellular communication resources to realize information transmission between
D2D users, which improves the utilization of spectrum resources [4,5]. At the same time, the D2D
cellular network has reliable synchronism by using the joint detection method [6]. In [7], the power
control problem is studied by using a game-theoretic method based on sigmoid cost function for
the underlying D2D network. Furthermore, when the distance between the CU and the base station
(BS) is very long, the D2D user can act as a relay to assist the cellular link transmission. By using
cooperative protocols, such as amplify and forward (AF), decode and forward (DF) and quantize and
forward (QF), the cooperative D2D communication not only ensures reliable and effective information
transmission [8,9], but also reduces the performance degradation of the CUs caused by the D2D users
reusing the cellular networks spectrums. Therefore, both the CUs and the D2D users can benefit from
the cooperation, and some existing studies have shown that D2D-assisted cellular networks can better
improve system performance. In [10], a two-way communication scheme between BS and CU in
two time slots based on D2D assistance is proposed. On this basis, considering the interference caused
by the D2D reuse of cellular network resources, a superposition coding scheme [11] is proposed at
the D2D transmitter and the power allocated to assist the downlink transmission of the cellular is
minimized. Considering multiple D2D pairs and CUs, the weighted sum energy efficiency [12] of the
D2D user is maximized through bandwidth allocation, power allocation, and selection of the optimal
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D2D user as a relay. In addition, Kim et al. propose a half-duplex (HD) D2D-assisted cooperative relay
system [13] using non-orthogonal multiple access which can achieve maximum total capacity scaling.

The aforementioned studies have focused on D2D cooperation in HD mode, which lose spectrum
resources. The combination of FD technology and D2D communication underlaying cellular networks
can effectively improve the spectrum efficiency of the system [14,15]. However, the FD technology causes
self-interference, which restricts the performance improvement of the FD wireless communication
system to a certain extent. In fact, the current self-interference cancellation technology (SIC) has made
a huge breakthrough [16-18], and D2D in FD mode to assist cellular transmission becomes practical.
A beam-based analog SIC scheme for FD MIMO systems is proposed in [14], which can effectively
eliminate self-interference. However, there is still residual self-interference after analog SIC, and digital
SIC is a supplement to the previous analog cancellation. The nonlinear digital SIC [15] is achieved
by pre-calibrating at the transmitter. A more general technique is studied in [16], and a framework
that combines digital SIC and analog SIC is established to adaptively eliminate various interferences
in dynamic environments. For D2D communication using FD technology, the feasibility of the FD
function of D2D communication is proven in a heterogeneous network and a solution is obtained to
reduce interference in an FD D2D network [19]. In [20], a virtual carrier scheme is proposed to solve
the problem of intercarrier interference in V2V networks.

Nevertheless, the inherent openness of wireless communication threatens the security of wireless
networks [21,22]. For D2D user-assisted cellular communication, since the D2D user as a relay may
try to decode the signal to be forwarded, it is vital to protect the secure transmission of cellular link
information. However, conventional encryption technology is difficult to implement in cooperative
communication networks because of its complexity and a huge amount of calculation. From the
perspective of the physical layer, physical layer security technology uses channel characteristics
to protect information transmission, which can greatly enhance the security of the communication
system [23-25]. Thus, physical layer security technology in this paper is adopted to increase the security
of cellular networks based on D2D in FD mode.

The main contributions of our proposed scheme can be summarized as follows:

(1) A novel secure cooperative communication model is proposed to simultaneously solve the
problems of long-distance cellular uplink transmission and reliability of auxiliary transmission.
In the established system model, the D2D user can play the role of relay to assist in the
information transmission from CU to BS. As the low spectrum efficiency of HD, the relay in
this paper is operated in FD mode to shorten the transmission time slot, which is not involved
in [9-12]. Unlike the existing works, we consider the reliability of D2D user-assisted transmission,
which means that the relay is untrusted at the data level. Alternatively, the relay may decode
confidential information from the received signal. In order to ensure secure communication
between the CU and the BS, the CU transmits a signal that combines a confidential signal and
an interference signal to reduce the signal to noise ratio (SNR) of the untrusted relay.

(2) Based on physical layer security, the secrecy rate is defined as the rate difference between the
legal link and wiretapping link. Therefore, we first derive the expression of the secrecy rate of
the cellular uplink for the untrusted relay. If the secrecy rate is greater than a positive threshold,
itindicates that the D2D user cannot successfully decode the confidential information. Considering
the interference of the CU to the D2D user, the instantaneous rate expression of D2D is obtained.
Subsequently, an optimization problem to maximize the D2D link rate is formulated.

(3) For the optimization problem formulated, we jointly optimized the power allocation factors of
the CU and the D2D user. Specifically, the optimal power allocation factor at the D2D user is
obtained based on the monotonicity of the objective function. Then we prove that the power
allocation factor at CU is optimal.

The remainder of this paper is organized as follows. Section 2 describes the considered system
model of cellular networks based on the relay played by D2D in FD mode. In Section 3, we formulate the
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D2D link rate maximization problem with the constraint of cellular secrecy rate. Moreover, the power
allocation factors at CU and the D2D user is optimized. In Section 4, simulation results verify the
performance of our proposed scheme compared with the conventional scheme. Finally, Section 5
concludes this paper.

2. System Model

The system model is shown in Figure 1. We consider a network composed of a BS, a CU and
a pair of D2D users (D1, D2). Among them, D1 is operated in FD and equipped with a transmitting
antenna and a receiving antenna, CU and D2 are equipped with a single antenna. Due to long-distance
transmission, CU and BS cannot communicate directly, and only an untrusted D2D device (D1) is relay
assisted in communication.

hBl
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N |
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Figure 1. Device-to-device (D2D) communication system based on full duplex (FD) relay.

From Figure 1, CU and D2 can send their communication requests to BS with the assistance of D1.
BS sends the control message to D1, and control information can be obtained by CU and D2 from D1.
Initially, a signal combined with the confidential signal and the jamming signal is transmitted from the
CU to D1. Then D1 forwards the signal from the CU to the BS, and at the same time communicates
with D2. Since D2D reuses the spectrum resources of the cellular uplink, interference occurs between
the D2D link and the cellular uplink.

In addition, the channel gain model is adopted as follows:

hij = gy (1)

wherei € (C,1,B),je (1,2), gij is the channel coefficient, d;; is the distance between node i and node j,
and 0 denotes the path loss exponent. All the channels are assumed to be narrow-band quasi-static
and frequency flat fading.

First, CU transmits the confidential signal x; with power P and the jamming signal x, with
power (1 —B)P, inhere f represents the power allocation factor between x; and x, at CU. The signal
yp1 received at the D1 can be written as:

yp1 = BPchcixs + /(1= B)Pchcixz + VkPp fixp + np1 ()

where Pc and Pp are the transmit power from CU and D1, respectively, fi is the self-interference
channel, the parameter « € [0,1] is the cancellation coefficient, which is used to characterize the
influence of self-interference on FD communication, xp is the signal from D1, and np; ~ CN(0,0?) is
the additive noise at D1.

Subsequently, D1 receives the signal from CU, and assigns part fraction « of the available power to
amplify and forward the signal to the BS, inhere « is the power allocation factor at D1. The remaining
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1 - @ is used for D2D communication. We assume that the BS can eliminate the interference from D2D
communication through successive interference cancellation technology when 0 < a < 1/2 [26,27].
The signal yp received at the BS can be written as:

YB = Ghp1yp1 +np

3
= \/ﬁpcchC1h31xs + \/(1 - ﬁ)PcGhC1hB1XZ + VKPDGhB1f1xD + Ghpinpy + np ©)

where ng ~ CN(0,0?) is the additive noise at BS, and the parameter G is denoted as the amplifying
gain at D1, which can be considered by normalization of the received signal, i.e.,

G= - aPp . )
Pelhcr? + xPpl|fi| + o

The signal ypy received at the D2 can be written as:

yp2 = /(1= @)Pphiaxp + BPchcaxs + (1 —B)Pchcaxz + vaPphipxp + npa ©)
where npy ~ CN(0,0?) is the additive noise at D2.

3. Problem Formulation and Analysis

In this section, we propose a secure communication scheme that maximizes the achievable rate of
the D2D link with the constraint of the secrecy rate of the cellular uplink. The optimization problem is
solved by deriving the power allocation factors of CU and D1. First of all, the optimal power allocation
factor of D1 is obtained according to the monotonicity of the objective function. Then after verifying
that the solution is the global minimum point, the closed-form solution of the optimal power allocation
factor of the CU is derived.

The instantaneous SINR at D1 can be described as:

YD1 = PPeya
(1-B)Pcyci +«Ppy1 +1

(6)

where y¢1 and y; are channel-to-noise ratios (CNRs) of the link from CU to D1 and the self-interference
channel, respectively, defined as:

va = il /o® @)
2
i =IAl/e? (®)
The achievable rate of D1 is given by:

BPcyci
(1-B)Pcycy + «kPpy1 + 1

R1 = Wlog,|1+ )
where the parameter W is the system bandwidth.

D1 employs the FD AF protocol to assist the cellular uplink transmission. The jamming signal is
assumed to be known in advance by the BS, so that the BS is able to cancel out the jamming signal
from the received signal. Then the instantaneous SINR at BS is expressed as:

aBPcPpyc1ys
YB= —— (10)
KCVPDVU/Bl +aPpyp1 + Pcyc1 +xPpy1 +1

where g7 is CNRs of the link from D1 to BS, defined as:

ve1 = g [*/ 0 (11)
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The achievable rate of cellular uplink communication is given by:

aBPcPpyciyp
mPZD)/l)/Bl +aPpyp1 + Pcyci +«Ppy1 +1

Rc = Wlog,|1 + (12)

Due to the reuse of the cellular uplink spectrum, the cellular uplink will cause interference to D2.
So the instantaneous SINR at D2 can be described as:

1-a)Ppy12
VD2 = ( JPoy (13)
Pcycs +aPpyi2 +1
where yc; and 1, are the CNRs of the links from CU and D1 to D2, respectively, defined as:
ve2 = lheaf*/o? (14)
Y12 = 1ol /0 (15)
The achievable rate of D2D communication is given by:
Rp = Wlog (1 . __U-a)Poye (16)
2 Pcycar +aPpyip +1
For simplicity, Rp can be rewritten as:
Rp = Wlog,(1+ F(a)) (17)
where the parameter F(a) is given by:
1-a)P
F(a) = ( )Ppy12 (18)
Pcyca +aPpyi2 +1
Therefore, the optimization function of the proposed scheme can be expressed as:
argmax Rp(«, B) (19a)
ap
s.t. [Rc —Ry]" = Ry, (19b)
0<acx<1/2 (19¢)
0<p=1 (19d)
where Ry, represents the secrecy rate threshold of the cellular uplink.
Then, substituting (9) and (12) into the constraint (19a) with secrecy rate, as follows:
1+ apPcPpyciysi
xaP%y1yg1+aPpyp1+Pcyc1+rPpy1+1
= >n (20)
1+ BPcyci
(1-B)Pcyc1+xPpy1+1
where the parameter 7 is given as:
n = 2Ra/W (21)
According to (20), we can derive that:
(Pcyc1 +xPpy1 +1)[(n =1+ B)Pcyc1 + (kPpy1 +1)(n - 1)] 22)

a =
Poys|B(1-B)PEy2, - (xPpy1 +1)(n=1)(Pcyer + kPpy1 +1)]



Future Internet 2020, 12, 175 60f 13

From (17), we can easily see that Rp is a monotonically increasing function with respect to F(«a),
so we obtain the optimal object Rp (19) by solving the maximum value of F(«). The derivative of F(«)
(18) with respect to a can be derived as follows:

oF(a) ~(PcPpycay1a + Poyrz + P2y%)) 0 (23)
_ <
da (Pcyca + aPpyrz + 1)

We note that F(a) is a monotonically decreasing function with respect to @, so according to the
range of & derived in (22), the optimal power allocation factor a* with respect to g that maximizes
F(a) can be obtained:

v — _Pever+ ®Poy1 + Di(n =1+ p)Pcyct + (kPpyr + (1~ 1)]
PDVBl[ﬁ(l - B)P2yZ, = (kPpy1 +1)(n—=1)(Pcyc1 + xPpy1 + 1)]

(24)

Furthermore, in order to obtain the optimal value of power allocation factor § at CU that minimizes
a®, we calculate the derivative of a* with respect to § and set it to 0, as follows:

da*  bep? + 2acB — (ac + bd)

9P Ba-p-a’ . >

where,
a = (Pcyci +xPpy1 +1)*(n-1)
b= (Pcyci1 +«Ppy1 +1)Pcyci
¢ = P2y, Poysi
d = Ppyp1(xPpy1 +1)(n—1)(Pcyc1 + «Ppy1 + 1)

It can be observed that the optimal value of 8 is obtained by solving the Equation (25). From (25),
we derive that:

(26)

bcp? + 2acf — (ac +bd) = 0 (27)

According to the properties of the quadratic equation, we can calculate that the root discriminant
A = (2ac)? 4 4bc(ac + bd) > 0 of the Equation (27). Since the coefficient bc of the quadratic term (27) is
greater than zero, so there are two solutions to the Equation (27), denoted by 1 and f,, which can be
obtained as follows:

—2ac — \/K

b= 28)
and Vi
_ —2ac+ VA

pr=—— (29)

As B € (—o0,B1) and B € (B2, +0), we obtain that the derivative %iﬁ is greater than 0 according
to the properties of the quadratic equation, then a* is a monotonically increasing function of f.
The derivative %iﬁ is less than 0 as € (B1,B2), that is, a* is a monotonic decreasing function of p.
Obviously, 8, is the minimum point. Moreover, since 1 < 0 and 82 > 0, 8, is the global minimum
point. Therefore, the optimal power allocation factor * at CU can be expressed as:

. “oac+ V& (Peycr +xPoyr + D[Vl =1) - (n-1)]
cyc

(30)

Thus, the optimization object Rp in Equation (19) can be obtained by the optimal power allocation
factor a* of CU and the optimal power allocation factor §* of D1.
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4. Simulation Results and Analysis

In this section, simulation results can present the performance of two different schemes, including
the proposed FD scheme and the conventional HD scheme. For the conventional HD scheme, we still
consider that the D2D user as a relay is untrusted, but the D2D user is operated in HD mode to
assist cellular uplink transmission while reusing the cellular spectrum to achieve D2D communication.
The instantaneous SINRs at D1, BS and D2 can be formulated as:

HD BPcyci
= 31
Yo T - B)Pcyc1 +1 (5
JHD _ aBPcPpyciyp (32)
B aPpyp1 +Pcyc1 +1
(1-a)Ppy12
Yo = (33)

Pcyco +aPpy +1

The optimal power allocation factors at D1 and CU in the HD scheme can be expressed as:

o (Pcycr + D[ = 1)(Pcycr +1) + BPeya -
i Py [p(1-B)P2y2, - (P - 1)(Pcyct +1)]

. (Peya+ D[VPP-1) - (- 1)
Pup = Pcyci

For the Monte Carlo experiment, the simulation results are averaged over 1000 independent
channel realizations. Simulation parameters are elaborated in Table 1.

(35)

Table 1. Simulation parameters.

Parameter Value
Bandwidth 5Hz
Noise power =70 dBm
Path loss exponent 2
The distance between CU and D1 200 m
The distance between CU and D2 200 m
The distance between D1 and D2 200 m
The distance between D1 and BS 300 m
Power of CU 1w
Power of D1 1w

Figure 2 shows the optimal power allocation factor f* at CU versus various secrecy rate
threshold Ry,. We set cancellation coefficients « as 0.001, 0.005 and 0.01, respectively. As shown in
Figure 2, the optimal power allocation factor at CU will monotonically increase as the secrecy rate
threshold increases. The reason is that the CU allocates more power to transmit the confidential signal
to increase the cellular link rate, which can improve the security of the relay. In addition, the larger g*
can be obtained, as the cancellation coefficient « is bigger.

The optimal power allocation factor a* at D1 versus Ry, under different SIC levels is shown in
Figure 3. From Figure 3, when the secrecy rate threshold is 1, the optimal power factor a* with x = 0.01
is approximately 0.48, the optimal power factor a* with x = 0.008 is about 0.39, and the optimal power
factor a* with x« = 0.005 is only 0.3. That is because the smaller cellular uplink rates can be obtained,
as the cancellation coefficient is greater. In order to ensure that the cellular communication can achieve
a secrecy rate, D1 must allocate more power to assist in transmission, which also causes the D2D link
rate to drop.
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Figure 2. The optimal power allocation factor at cellular user (CU) under various secrecy rate thresholds.
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Figure 3. The optimal power allocation factor at D1 versus secrecy rate threshold.

The D2D link rate Rp versus secrecy rate threshold Ry, in the proposed FD scheme and the
conventional HD scheme is shown in Figure 4. As can be seen from Figure 4, the output performance
of the proposed FD scheme is better than the HD scheme, and the D2D link rate decreases as the
secrecy rate threshold Ry, increases. Furthermore, the D2D link rate with x = 0.01 in the proposed FD
scheme is less than with x = 0.005.

Figure 5 displays the optimal allocation factor versus the cancellation coefficient x, in which the
secrecy rate thresholds are set as 0.1, 0.5 and 1, respectively. From Figure 5, when the secrecy rate
threshold is 1, the optimal power allocation factor §* is greater than that when the secrecy rate threshold
is 0.1 and 0.5. Specifically, when the cancellation coefficient « is 0.008, the power allocation factor g*
with Ry, = 1is greater than that with Ry, = 0.5, and about 0.2 larger than that with Ry, = 0.1.
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Figure 4. The D2D link rates of FD and half duplex (HD) modes.
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Figure 5. The optimal power allocation factor at CU versus cancellation coefficient.

The curves of the optimal allocation factor a* versus various cancellation coefficient are plotted in
Figure 6. The optimal power allocation factor a* is a monotonically increasing function with respect to
the cancellation coefficient «.

Figure 7 compares the optimal D2D link rates of our proposed FD scheme and the conventional
HD scheme with various cancellation coefficient k. Obviously, the performance of the conventional
HD scheme where the cancellation coefficient x ranges from 0.005 to 0.01 is worse than the proposed
FD scheme. When the cancellation coefficient x is 0.005, the D2D link rate Ry, = 0.5 in the proposed FD
scheme is approximately 1.8 bps larger than that of the conventional HD scheme. Moreover, the D2D
link rate Ry, = 0.5 is better than that Ry, = 1 in the proposed FD scheme.
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Figure 7. The D2D link rates under various cancellation coefficient.

10 0of 13

Figure 8 compares the optimal D2D link rates of two schemes, which concludes the scheme with
the optimal power allocation factor a* at D1 and the scheme with fixed power allocation factor a versus
various power of D1. The fixed power allocation factor is set as 0.4. It can be seen that the optimal
power allocation factor scheme can achieve a larger D2D link rate as compared to the scheme with the
fixed a. In the proposed scheme, the D2D rate is about 6.9 bps, while in the fixed power allocation
factor scheme, the D2D rate can only achieve approximately 4.2 bps. In addition, the optimal D2D link
rates become good with the increase of the power of D1.
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Figure 8. The Optimal D2D link rate versus power of D1.

5. Conclusions

We propose a secure communication scheme suitable for FD D2D user-assisted cellular uplink
transmission. In this scheme, the cooperative D2D communication model is built for realizing
long-distance cellular uplink transmission and reliable cooperative transmission. In particular, the D2D
user as a relay is operated in FD mode to improve the spectrum efficiency of the system, and the
combination of the confidential signal and the interference signal is transmitted by the CU so that the
untrusted relay cannot successfully decode the information to be forwarded to the BS. We formulate
our problem in order to maximize the D2D link rate while achieving a secrecy rate for the cellular
uplink. The closed-form expressions of the power allocation factors at the D2D user and the CU are
derived. The simulation results show that the D2D link rate of the proposed FD scheme is significantly
improved compared with the conventional HD scheme.
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