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Abstract: The automatic generation control mechanism in power generators comes into operation
whenever an over-supply or under-supply of energy occurs in the power grid. It has been shown that
the automatic generation control mechanism is highly vulnerable to load altering attacks. In this type
of attack, the power consumption of multiple electric loads in power distribution systems is remotely
altered by cyber attackers in such a way that the automatic generation control mechanism is disrupted
and is hindered from performing its pivotal role. The existing literature on load altering attacks has
studied implementation, detection, and location identification of these attacks. However, no prior
work has ever studied design of an attack-thwarting system that can counter load altering attacks,
once they are detected in the power grid. This paper addresses the above shortcoming by proposing
an attack-thwarting system for countering load altering attacks. The proposed system is based
on provoking real-time adjustment in power consumption of the flexible loads in response to the
frequency disturbances caused by the load altering attacks. To make the adjustments in-proportion to
the frequency disturbances, the proposed attack-thwarting system uses a transactive energy framework
to establish a coordination between the flexible loads and the power grid operator.

Keywords: load altering attacks; automatic generation control; frequency disturbances; transactive energy;
attack thwarting system; cyber security; power distribution systems

1. Introduction

In recent years, Cyber security experts have repeatedly given warnings about major cyber attacks
that could be launched against the U.S.’s power grid in the immediate future. Several factors give cause
for the concern about the potency of such cyber attacks. Particularly, the widespread implementation
of the smart grid and Internet-of-Thing technologies have increased the attack surface of the power
grid [1]. Additionally, the emergence of malicious malware such as Triton have testified to the capability
of cyber attackers for harming the power systems. Furthermore, recent cyber security studies have
called into question the capability of U.S.’s power grid for withstanding a major cyber attack [2–4].
In response to the concerns outlined above, a large body of research work has focused on studying
cyber attack detection and prevention in power grids [5–20].

The cyber attacks against a power grid can be categorized in different groups. For instance,
one group of attacks aims to impair operation of the power grid by compromising the electricity
price data [11,12], state estimation data [13,14], or smart meters’ data [15,16]. Another group
of attacks aim to infiltrate into the utilities’ supervisory control and data acquisition (SCADA)
system so as to harm the power grid by sending malicious commands to circuit breakers, reclosers,
and switches ([17]; ([18], p. 11)). One more group of cyber attacks aims to put the power grid into
abnormal operation by means of disrupting the automatic generation control mechanism in power
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generators [5–10,19–22]. The cyber attacks in this last group are referred to as load altering attacks and
are the focus of this paper.

To launch a load altering attack against a power grid, an adequate number of electric loads in
power distribution systems should be compromised by cyber attackers. These electric loads should be
remotely controllable so that they can be manipulated by cyber attackers. Once being compromised,
the power consumption of the electric loads are remotely altered by cyber attackers in a way that,
the automatic generation control mechanism in power generators is disrupted and is hindered from
performing its pivotal role. As a result, the frequency disturbances in sinusoidal voltages cannot be
corrected by the automatic generation control mechanism, and rather should be rectified by triggering
emergency load curtailment ([23], p. 13) to avert the risk of a major blackout [24].

Most of the literature on load altering attacks are on the definition and implementation of
these attacks [5,9,22], yet few prior works have studied the intrusion detection [6,10,21] or location
identification [8] of these attacks. However, no prior work has ever studied design and implementation
of an attack-thwarting system that can counter the load altering attacks. The attack-thwarting system
forestalls the progress of the attack in harming stability and reliability of the power grid, without
triggering the emergency load curtailment. To the best of our knowledge, this paper is the first that
proposes an attack-thwarting system for guarding against load altering attacks.

Two points are noteworthy about the attack-thwarting systems. First, there is a clear difference
between attack thwarting systems and intrusion-detection systems (IDSs). The later systems are
preventative security measures that are set up in a power grid to detect cyber attacks by monitoring
communication traffic and power consumption data [25]. In contrast, the former systems are set up
in a power grid to invoke a response to cyber attacks, so as to halt an attack’s progress in damaging
the grid [25]. The latter systems are studied well in the literature of load altering attacks [6,7,10,20,21],
but the former systems are not. Second, the attack-thwarting systems are an essential part of the
new defense-in-depth strategy for the protection of cyber-physical systems [25,26]. In this new defense
strategy, the physical system in a cyber-physical system should be protected even if the cyber system is
intruded. This new strategy ensures that the physical system can continue performing correctly, even
if the cyber system is disrupted by the cyber attackers [26].

The proposed attack-thwarting system in this paper is based on provoking real-time adjustment
of a flexible loads’ power consumption in response to the load altering attack. In fact, the proposed
system enables energy exchanges between the power distribution systems and the flexible loads to
counter the power imbalances caused by the load altering attack. Such energy exchanges should be
carried out in real-time operation of the power grid in accordance with the fast timing of the load
altering attack. Also, the energy exchanges should be in-proportion to the power imbalances caused
by the load altering attack, so as to preclude exacerbation of frequency disturbances. To fulfill the
above requirements, the energy exchanges in the proposed attack-thwarting system are framed in
a transactive energy framework [27]. The emerging transactive energy framework enables real-time
energy exchanges between power consumers and the power distribution systems.

The contributions of this paper to the field can be summarized as follows:

• An attack-thwarting system is proposed that can successfully counter load altering attacks on
power distribution systems. The proposed attack-thwarting system uses energy exchanges
between the power distribution systems and the flexible loads to counterbalance the harmful
impact of the load altering attacks.

• The energy exchanges in the proposed attack-thwarting system are framed in a transactive energy
framework, so as to fulfill the essential requirements in thwarting the load altering attacks.

• The performance of the proposed attack-thwarting system is assessed by conducting numerical
simulations on IEEE standard 33-bus power distribution system. It is shown that the proposed
attack-thwarting system can successfully forestall progress of a load altering attack without
triggering emergency load curtailment.
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The rest of this paper is organized as follows: Power balancing in power grids is discussed in
Section 2. The automatic generation control mechanism in power generators is explained in Section 3.
The load altering attacks are reviewed in Section 4. The proposed attack-thwarting system is introduced
in Section 5. Numerical simulations are provided in Section 6. Finally, the paper is concluded in
Section 7.

2. Power Balancing in Power Grids

Reliable operation of a power grid relies heavily on maintenance of a balance between power
generation and power consumption in the grid. In a general sense, a power imbalance can disrupt
the normal operation of a power grid; e.g., by damaging power generators ([23], p. 13), triggering
reaction of transformer relays [28], triggering curtailment of electric loads [29], or causing blackouts
in the power grid [24]. To avert the above harmful consequences of power imbalances, two main
mechanisms are incorporated in the operation of the power grid to maintain the required balance between
power generation and power consumption: 1—energy trading in wholesale electricity markets [30];
and 2—employing reserve generation [31]. This section briefly explains these two mechanisms.

2.1. Energy Trading in Wholesale Electricity Markets

In regions with deregulated electricity markets, a wholesale market runs every 5 min [32,33]
to enable energy trading between bulk power generators and energy utilities. In offering energy to
the wholesale market, a bulk power generator submits a cost function to the market specifying the
amount of money that must be paid to the generator as a function of the generator’s power generation.
On the other hand, an energy utility specifies the amount of power that it needs to operate its power
distribution system. The independent system operator of the power grid collects all the energy bids
from the generators and energy utilities and clears the market by calculating the lowest-cost power
dispatch in meeting energy demands of the utilities [34].

2.2. Correcting Power Imbalances by Means of Reserve Power

In purchasing energy from wholesale market, an energy utility should forecast the power
consumption of its power distribution system 5 min in advance of the operating time of the power
grid. However, load forecasting methods [35] utilized by energy utilities are not perfect and come
with limited accuracies. Accordingly, the real time power consumption of the distribution system may
fluctuate and deviate from the power consumption scheduled in the wholesale market. The resulting
imbalance between power generation and power consumption are compensated for by the reaction of
generators that provide reserve power to the power grid. In correcting power imbalances, a mechanism
known as automatic generation control comes into operation in these generators. The automatic
generation control mechanism is discussed in the next section.

3. Automatic Generation Control

The automatic generation control mechanism is based on this key feature of the alternative
current (AC) power grids—that the voltages of all buses follow sinusoidal waveforms. Namely,
a power imbalance in AC power grids impacts the frequency of sinusoidal voltages throughout the
power grid. For instance, an imbalance between power generation and power consumption in a power
distribution system impacts the frequency of sinusoidal voltages not only in the power distribution
system, but also in all other parts of the power grid. The generators sense and measure the changes in
the frequency of sinusoidal voltages and react to them. In a case where the power distribution system
encounters an over-supply of energy, the frequency of the sinusoidal voltages leaps from the rated
frequency of 60 Hz. The generators observe the surge in the frequency of sinusoidal voltages and
react to it by reducing their power injection into the power grid. Similarly, in a case where the power
distribution system encounters an under-supply of energy, the frequency of the sinusoidal voltages
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drops below the rated frequency of 60 Hz. The generators observe the frequency drop and react to it
by increasing their power injection to the power grid.

3.1. Automatic Generation Control in the Frequency-Domain

In a power grid, several generators may provide reserve generation to the grid. However,
for simplifying the proposed analysis we consider a case where only one generator provides reserve
generation to the grid. This generator reacts to the changes in the frequency of the sinusoidal voltages
∆ f by making a change ∆Pt in the power injection of the generator into the power grid. The amount
of change ∆Pt in the power injection of the reserve generator depends on the amount of change in
the frequency ∆ f and several design parameters; e.g., the generator’s governor speed regulator R,
secondary loop gain Ki, angular momentum M, damping constant D, time constant Tg, and turbine
time constant Tt. This dependency can be seen from Figure 1 which shows a block diagram of the
automatic generation control in the complex frequency domain [36,37].

In the block diagram of Figure 1, the relationship between frequency of the sinusoidal voltages and
the response of the generator is represented in complex frequency domain s. Although the frequency
domain representation of a feedback control system facilitates the design and analysis of the system,
the focus of this paper is on the time-domain characteristics of the automatic generation control.
Therefore, in the next section the frequency-domain representation of the automatic generation control
is transformed to a time-domain representation.

Figure 1. The representation of automatic generation control in complex frequency domain [36,37].

3.2. Automatic Generation Control in the Time-Domain

For deriving the time-domain representation of the block diagram in Figure 1, a time domain
relation between input and output variables of each block should be obtained. Toward this end,
we consider the specific block with input and output variables ∆Pg and ∆Pt, respectively. This specific
block establishes the following relation between the variables ∆Pg and ∆Pt in frequency domain:

∆Pt(s) =
Kt

Tts + 1
∆Pg(s), (1)

where s is the complex-frequency variable. From (1), one can find the following time-domain relation
between ∆Pg(t) and ∆Pt(t):

∆P′t (t) = −
∆Pt(t)

Tt
+

Kt

Tt
∆Pg(t). (2)
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In a similar way to the above approach, the frequency-domain relations between input and output
variables of all the blocks in Figure 1 can be translated to time-domain relations:

∆ω′(t) = − D
M

∆ω(t) +
Kp

M
(∆Pt(t)− ∆PD)

∆P′g(t) = −
∆Pg(t)

Tg
+

Kg

Tg
x(t)

x′(t) =
( D

MR
− Ki

)
∆ω−

Kp

MR
∆Pt(t) +

Kp

MR
∆PD,

(3)

where ∆PD denotes the change in power consumption of the power grid. The Equations (2) and (3)
can be summarized in the following matrix form:


∆ω′(t)
∆P′t (t)
∆P′g(t)
x′(t)

=


−D
M

Kp
M 0 0

0 −1
Tt

Kt
Tt

0

0 0 −1
Tg

Kg
Tg

D−MRKi
MR

−Kp
MR 0 0




∆ω(t)
∆Pt(t)
∆Pg(t)

x(t)

+

−Kp

M
0
0

Kp
MR

∆PD. (4)

The Equation (4) is the time-domain representation of the automatic generation control.
This equation is also referred to as the state-space representation ([38], p. 24) of the block diagram of
Figure 1.

In this paper, the Equation (4) is used to simulate the response of a generator to a change in power
consumption of the power grid ∆PD. More precisely, the state of the variables ∆ω, ∆Pt ∆Pg, and x is
updated in time intervals of length τ = 0.01 seconds as follows:

∆ω(t + τ)

∆Pt(t + τ)

∆Pg(t + τ)

x(t + τ)

 =


∆ω(t)
∆Pt(t)
∆Pg(t)

x(t)

+


∆ω′

∆P′t (t)
∆P′g(t)
x′(t)

 τ, (5)

where the derivatives of the variables ∆ω, ∆Pt ∆Pg, and x are calculated from the Equation (4).
We note that ∆ and ω in Equations (4) and (5) are the changes in angular frequency of the

sinusoidal voltages. Accordingly, the change in frequency of sinusoidal voltages is obtained as follows:

∆ f = ∆ω/2π. (6)

Figure 2 shows the change in frequency of sinusoidal voltages ∆ f in an exemplary power grid,
succeeding a surge in power consumption of the grid. From Figure 2, the frequency of sinusoidal
voltages drops below the rated frequency of 60 Hz subsequent to the increase in power consumption
of the power grid. The frequency is eventually reverted back to the rated frequency by means of the
automatic generation control mechanism.
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Figure 2. The deviation in frequency of sinusoidal voltages in a power grid, succeeding an increase
in the power consumption of the grid and the corresponding response of the automatic generation
control mechanism.

4. Load Altering Attacks on Power Grids

This section reviews the load altering attacks against automatic generation control mechanism.

4.1. The Safe Range for the Frequency of Sinusoidal Voltages

The rated frequency of sinusoidal voltages in the U.S. is 60 Hz. However, the frequency of
sinusoidal voltages may deviate from this rated frequency in real time operation of the power grid.
Such frequency deviations occur quite often in the power grid and stem from the intermittency in the
power consumption of the distribution systems. Nevertheless, for securing reliable operation of the
grid, it is of paramount importance to confine the frequency of sinusoidal voltages to the following
safe range around the rated frequency [39]:

59.5 ≤ f ≤ 60.5. (7)

In fact, for preventing damage to generators, the generators are usually configured to disconnect
from the grid once the frequency of sinusoidal voltages falls outside of the safe range given in
(7), [23] (p. 13), and [40,41]. Therefore, in order to avert disconnection of power generators from the
power grid and a subsequent widespread blackout ([23] (Section 2.1)), the constraint in (7) should be
maintained at all times.

In normal operation of the power grid, the frequency deviations are quickly corrected
by the reaction of the reserve generators through the automatic generation control mechanism.
As a result, the frequency of sinusoidal voltages may rarely fall outside of the safe range given
in (7). Still, the frequency of sinusoidal voltages can be easily dragged outside of the safe range in (7)
by virtue of a load altering attack. Such an attack is mounted on the power grid to break the automatic
generation control mechanism and put the stability of the grid in jeopardy. The load altering attacks
are explained in the next Section.

4.2. Timeline of a Load Altering Attack

Consider a power grid that is made up of several power distribution systems and a power
generator. We assume that an adequate number of electric loads in the distribution systems are
compromised by cyber attackers and can be controlled remotely for malicious purposes. The validity
of such assumption will be assessed in Section 4.3 by providing discussion about recent cyber attacks.
Nevertheless, once being compromised, the electric loads can be used in a load altering attack against
the power grid. In this type of attack, the power consumption of the compromised loads are changed
in a way that the automatic generation control mechanism breaks and malfunctions. As a result,
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the automatic generation control mechanism exacerbates frequency disturbances in the power grid
instead of correcting the disturbances. Such frequency disturbances make power generators disconnect
from the power grid, thereby causing widespread blackouts.

4.3. Compromise of Controllable Loads in Distribution Systems

For mounting a load altering attack, cyber attackers need to gain control over an adequate number
of electric loads in power distribution systems. The compromised loads should be remotely controllable
so that their power consumptions can be altered by cyber attackers remotely. Electric vehicles [42],
computer servers ([43], page 27; [44]), and energy storage units [22] are among the electric loads that can
be used in forming a load altering attack. In fact, the quick response of these electric loads to control
commands and their large power consumptions facilitate implementation of a load altering attack.

From the above discussion, the feasibility of a load altering attack can be provn by demonstrating
the feasibility of compromising electric loads on a large scale. Sorely, the wide spread of malicious
malware such as WanaCry and Petya attest to the viability of large scale compromise of electric
loads [45]. Particularly, the WanaCry malware that rose in 2017 could infect more that 230,000
computers within a year from its initial appearance [45]. Although the WanaCry malware is
a ransomware which cannot alter power consumption of its targets, the malware still testifies to
the fact that similar malware with a power-altering capability could be designed and spread by
cyber attackers.

5. Guarding against Load Altering Attacks

The recently adopted reliability standard PRC-024-1 mandates that a generator’s protective relays
should tolerate frequency disturbances that fall within the interval of (7). According to the same
reliability standard, the protective relays can disconnect the generators from the grid whenever the
frequency stays out of the interval in (7) for a specific minimum duration. In such cases, the power
system operator must resort to emergency actions to bring the frequency back to the safe interval in (7)
and prevent disconnection of generators and a subsequent blackout. For instance, when the frequency
falls below 59.5 Hz, as a last resort the power system operator must trigger the under-frequency load
shedding (UFLS) and curtail the total power consumption in the power grid ([23], p. 13). Although
the emergency load curtailment is effective at correcting the frequency disturbances, it causes a large
number of electric loads to suffer a disruption in their power supply.

Instead of resorting to the emergency load curtailment, the frequency disturbances can be
corrected by the reaction of electric loads with flexible power consumption. In this approach, a group
of flexible loads respond to the frequency disturbances long before the power grid reaches a point
where emergency load curtailment becomes inevitable. This approach and its role in thwarting load
altering attacks are discussed in the next section.

5.1. Transactive Energy to Guard against Load Altering Attacks

The flexibility of the flexible loads in a power grid can be utilized to thwart a load altering attack
on the power distribution system. Toward this end, the power consumption of the flexible loads
should be reduced when the frequency of sinusoidal voltages drops below the rated frequency of
60 Hz. Similarly, the power consumption of the flexible loads should increase when the frequency of
sinusoidal voltages surges above the rated frequency of 60 Hz. The adjustments in power consumption
of the flexible loads should be made in such a way that, the responses to the frequency disturbances
stay in-proportion to the frequency disturbances. Otherwise, the adjustment in power consumption
of the flexible loads may transform an over-supply of energy to an under-supply of energy, and vice
versa. Therefore, when reacting to the frequency disturbances there is a need for coordination between
flexible loads and the power system operator.
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To ensure such coordination, the power system operator should be able to notify the flexible
loads about the required adjustment in power consumption of the distribution system. The flexible
loads also should be able to indicate their willingness to adjust their power consumption. Once these
information are collected, an adequate number of flexible loads among all the available flexible loads
should be selected to perform the adjustments in their power consumption. Finally, the above process
should be repeated on a moment-to-moment basis, so as to allow update of stakeholders’ responses
to moment-to-moment changes in voltages’ frequencies. Fortunately, all the above prerequisites for
ensuring the coordination between stakeholders are accessible in a transactive energy framework.

In the transactive energy framework, an electricity market runs in the power distribution system
and enables real time and peer-to-peer energy exchanges between the power consumers and the power
system operator [27]. By deploying the transactive energy framework, the power system operator can
purchase energy from power consumers when the frequency of sinusoidal voltages drops below the
rated frequency. Similarly, the power system operator can sell energy to the power consumers when the
frequency of sinusoidal voltages surges above the rated frequency. The transactive energy framework
is precisely explained in [27,46]. The next section provides a brief summary of the discussion in [27,46]
as is pertinent to this paper.

5.2. Transactive Energy Framework

To enable the real time power exchanges between the the flexible loads and the power distribution
system, the operation of the distribution system is divided into successive time intervals of short
length T; e.g., T = 10 milliseconds. Each time interval is referred to as a transaction cycle. At the
beginning of a transaction cycle, power consumers indicate their energy demands or their energy
offers by submitting price bids to the distribution market. A flexible load that can increase its
power consumption submits a negative price bid to indicates its willingness for purchasing energy.
The absolute value of this price bid reflects the highest rate at which the power consumer is still willing
to pay for energy. On the other hand, a flexible load that can reduce its power consumption submits
a positive price bid to the market to indicates an energy offer. This price bid reflects the least rate at
which the flexible load expects to receive payment for its energy offer to the market.

In each transaction cycle, the power market operator collects all the price bids and clears the
market by solving a linear optimization problem that maximizes the social welfare [46]:

Social Welfare = ∑N
k=1 −|Bidk| ∆Pk, (8)

where Bidk is the price bid submitted to the distribution market by the power consumer at bus k.
Also, ∆Pk is the amount of energy exchange at bus k, expressed in terms of additional power injection
to bus k. Once the market is cleared, the dispatch instructions are sent to the flexible loads. Since
each transaction cycle has a short duration T, the maximum energy that a power consumer can sell or
purchase in a transaction cycle is upper bounded by PmaxT, where Pmax = 0.01 Mega-Watts. Such an
upper bound on the energy purchases ensures that the power consumers can follow the dispatch
instructions before the start time of the next transaction cycle.

We note that, in clearing the distribution market the power system operator considers the physical
constraints in the operation of the distribution system, including the limited capacity of the distribution
lines and the safe range of voltage magnitudes. As a result, power flow equations are included in the
social maximization problem that is solved in the distribution market; see [27]. However, since the
energy transactions in each transaction cycle are small amounts upper bounded by PmaxT the nonlinear
power flow equations are accurately approximated by the following linear differential power flow
equation [46]:

∆Pk = ∑N
i=1

∂Pk
∂Vi

∆Vi +
∂Pk
∂θi

∆θi. (9)
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6. Case Studies

In this section, the effectiveness of the proposed attack-thwarting system in countering a load
altering attack is assessed through numerical simulations.

6.1. Simulation Setup

We consider a simple power grid that is made up of a power generator rated at 300 MW and 77
power distribution systems. The electric loads and the electric networks of all the power distribution
systems are set according to the IEEE 33-bus power system. The aforementioned power generator
supplies energy to all the 77 power distribution systems. Since the rated power consumption of each
power distribution system is 3.9 MW, a total number of 77 power distribution systems are incorporated
in the simulations to draw power from the generator at its rated power output; i.e., 77× 3.9 ∼= 300.
For reducing the computation burden in the simulations, all the power distribution systems are
configured identically. For instance, the locations of compromised loads in all the power distribution
systems are the buses 11, 12, 13, 14, 16, 18, 20, 21, and 24. Also, the locations of flexible loads in
all the power distribution systems are 5, 10, 19, 32, 7, 33, 17, 27, and 15. Furthermore, the power
generator is equipped with automatic generation control and provides reserve generation to the power
distribution systems. The parameters of the generator and the automatic generation control are as
follows: R = 0.05, Ki = 1, M = 10, D = 0.9, Tg = 0.25, Tt = 0.6, Kp = 1, Kg = 1, and Kt = 1;
see Figure 1 and [41].

6.2. A Power Grid with No Attack-Thwarting System

Consider a scenario where the power grid described in Section 6.1 is initially operating normally,
until a load altering attack is carried out against the power grid. The power grid is lacking any
attack-thwarting system and is vulnerable to the cyber attack. Figure 3a shows the total power
consumption of the compromised loads in the power distribution systems. Since the power grid is
lacking any attack-thwarting system, the attack succeeds at making severe frequency disturbances.
Figure 3b shows the frequency of sinusoidal voltages in the power grid under the attack conditions.
From Figure 3b, in a short time after the start of the attack, the magnitude of frequency fluctuation
becomes large enough to cause violation of the constraint in (7) and trigger emergency load curtailment.

6.3. A Power Grid with the Proposed Attack-Thwarting System

Consider a scenario where the power grid described in Section 6.1 is equipped with the
attack-thwarting system proposed in Section 5.1. Figure 4a shows the total power consumption
of the compromised loads in the power distribution systems. Also, Figure 4b shows the frequency
of sinusoidal voltages in the power grid under the attack condition. From Figure 4b, the proposed
attack-thwarting system is effective at constraining the frequency of sinusoidal voltages to the safe
range given in (7), thereby countering the load altering attack. From the above discussion, when the
attack-thwarting system is in operation, the load altering attack cannot steer the operation of the power
grid to a point where the emergency load curtailment becomes unavoidable.
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A Power Grid with no Attack-Thwarting System
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A Power Grid with no Attack-Thwarting Tool

     Emergency Load Curtailment

         Should be Triggered to 

Avert a Blackout in the Power Grid

Figure 3. The impact of a Load Altering Attack on a power grid with no attack-thwarting system
(a) Total power consumption of the compromised loads (b) The deviation in frequency of sinusoidal
voltages in the power grid.

6.4. Increasing the Safety Margin in Thwarting the Attacks

As it was discussed in Section 4.1, maintaining the frequency of sinusoidal voltages in the interval
of (7) secures the reliable operation of the power grid. However, when a load altering attack is
detected in a power grid, restricting the frequency of sinusoidal voltages in a closer proximity to rated
frequency allows a safety margin to preclude emergency load curtailment. Fortunately, in the proposed
attack-thwarting framework the proximity of voltages’ frequency to the rated frequency is adjustable.
The adjustment is carried out by means of altering the rate of energy exchanges between the power
system operator and the flexible loads. Namely, when the frequency of sinusoidal voltages is declining,
the pace of frequency drop can be reduced by increasing the rate of energy purchase from the flexible
loads. Similarly, when the frequency of sinusoidal voltages is surging, the pace of frequency surge can
be reduced by increasing the rate of energy sale to the flexible loads.
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A Power Grid Armed with the Proposed Attack-Thwarting System
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A Power Grid Armed with an Attack-Thwarting System

Figure 4. The impact of a Load Altering Attack on a power grid armed with the proposed
attack-thwarting system: (a) Total power consumption of the compromised loads (b) The deviation in
frequency of sinusoidal voltages in the power grid.

We note that the energy exchanges in the transactive energy framework are conducted in
successive transaction cycles that come one after the other [27]. The amount of energy exchanges in
each transaction cycle is upper bounded by a certain fixed amount. Therefore, for altering the rate of
energy exchanges in the transactive energy framework the rate of transaction cycles should be modified.
Figure 5 shows the frequency of sinusoidal voltages under the attack scenario of Section 6.3 in five
different cases. In these cases, the rates of energy transactions in the transactive energy framework
are 100, 200, 300, 400, and 500 transaction cycles per second. From Figure 5, increasing the rate of
transaction cycle increases the proximity of the voltages’ frequency to the rated frequency of 60 Hz.
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Figure 5. The impact of the rate of power exchanges between the power grid operator and the flexible
loads, on the frequency of sinusoidal voltages.

7. Conclusions

In this paper, an attack-thwarting system was proposed that can halt the progress of load altering
attacks in harming power grids. The proposed system provokes adjustment in power consumption
of the flexible loads to correct frequency disturbances that are caused by the cyber attacks. It was
shown that, by employing the proposed system, the frequency of sinusoidal voltages is maintained
within a safe range even if a load altering attack is ongoing in the power grid. It was discussed that
for thwarting an attack, there is a need for real-time energy exchanges between the flexible loads
and the power distribution systems. Furthermore, it was argued that the energy exchanges should
be in-proportion to the frequency disturbances that are caused by the attack. To fulfill the above
requirements, a transactive energy framework was deployed in the proposed attack-thwarting system.
Through the numerical simulations on an IEEE standard 33-bus system, it was shown that the proposed
system is effective at thwarting the load altering attacks.
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