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Abstract: Device-to-Device (D2D) is a major part of 5G that will facilitate deployments with extended
coverage where devices can act as users or relays. These relays normally act as decode and forward
relays (semi-intelligent devices) with limited computational and storage capabilities. However,
introducing such a technology, where users can act as relays, presents a wide range of security
threats, in particular, rogue relay devices or man in the middle attacks (M-I-T-M). Second, passing
fewer control messages is always advisable when considering authenticity and secrecy. To mitigate
M-I-T-M and to reduce communication costs, this paper presents a lightweight elliptic-ElGamal-based
authentication scheme using PKI (FHEEP) in D2D communication. Pollard’s rho and Baby Step,
Giant Step (BSGS) methods are used to evaluate the authenticity and secrecy of our proposed scheme.
The communication cost is calculated based on the comparative analysis indicating that our proposed
scheme outperforms the baseline protocol. The proposed scheme can be used for any infrastructure
architecture that will enhance the security of any D2D settings with better performance.

Keywords: 5G; D2D; lightweight authentication scheme; elliptic curve cryptography; ElGamal;
Man-in-the-middle attack

1. Introduction

Device-to-Device communication (D2D) is one of the major technologies that 5G will present. It is
based on LTE-B, also referred to as LTE REL-12. D2D is a novel and promising technology that allows
communication between two or more devices in proximity with no need to go to the leading network.
Thus, it will be a relief technology for areas that have very weak or no coverage. It has a high data rate
and low latency, and thus it is amenable to low computation devices. IoT devices can communicate
with each other and also with other devices such as smartphones. These smartphones can provide
connectivity to nearby devices and can work as a small base station. This has led to new concepts
such as Device-to-Device (D2D) communication where devices can provide connectivity to nearby
devices, allowing higher bandwidth and extended coverage at no cost. As D2D is an integral part of
5G, it inherits the properties of 5G, such as high data rates and low latency. There are two forms of
communication, as shown in Figure 1 [1]: (a) Inband and (b) Outband.

No cost indicates that installation of a new base station is not required and that it can be
used between near-proximity devices. D2D is becoming the choice of all network operators as it
allows higher bandwidth, more users, increased coverage and high data rates, particularly in sparse
environments [2,3]. D2D comes in two settings: (a) With existing cellular infrastructure also referred
as network assisted [4] (b) standalone settings where there is local connectivity in terms of time or
geographic interests [4,5]. D2D offers several data sharing techniques that allow multiple technologies
to provide connectivity.
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Figure 1. Types of D2D communication. 

Some examples are Relay-By-Smartphone [5] and Data Spotting [6], and FlashlineQ [5] can 
provide connectivity up to 1 KM [6]. These devices can act as semi relays in a D2D network and can 
perform channel selection for underlying devices [1]. In D2D, these relays can act as transparent 
relays (TR) (where they just amplify and forward) or non-transparent relays (NTR) (i.e., decode and 
forward). A problem arises when one of the NTR become rouge, compromising the whole 
communication. Rouge Nontransparent relay NTR, as identified by the 3GPP security workgroup, 
can compromise credentials and launch user data attacks [7]. Attacks can occur on user privacy and 
resource availability as well as data integrity, authentication, and confidentiality [8]. Rouge NTR can 
result in interleaving attacks, one of the most successful types of attack that inflicts damage in cases 
of both success and failure. If an interleaving attack is successful, it is a Man in the Middle Attack (M-
I-T-M). If it is a failure, it is a Denial of Service, aka DoS, attack [9]. Rouge NTR can result in other 
attacks such as replay attacks and authentication attacks, where an adversary can act as a legitimate 
user. To address these attacks, a security and authentication scheme is required that can handle M-I-
T-M, Replay and Impersonation attacks. These devices have minimal computational and storage 
power and thus require the security algorithm to be computationally less expensive while exceeding 
the capabilities of existing algorithms. Stallings [10] required all security algorithms to handle 
important types of attacks, particularly the denial of service (DOS), eavesdropping, interleaving, 
masquerading, Man-in-the-Middle (M-I-T-M) Impersonation, Malware attacks, and trust 
manipulation attacks. 

Elliptic curve cryptography (ECC) is a public key cryptography technique [11]. It is based on the 
algebraic structure that uses finite keys. It was firstly proposed in 1985 but has gained importance in 
current years due to its security strength and key size comparison to other public key security 
algorithms [12]. ElGamal is a public key cryptography technique proposed by Taher ElGamal and is 
based on Deffie Hellman Key Exchange (DHKE). There is a possibility of using ElGamal with ECC, 
several researches have successfully conducted, and results are promising in terms of security 
analysis. SHA is a hashing technique proposed firstly by the National Institute of Standards and 
Technology (NIST) [9]. There are several varieties of this hashing technique such as SHA-1 that was 
using a 160 bits hash. SHA2 goes from 224 to 512 bits hash, while SHA-3 also goes from 224 to 512 
bits has. The only difference is base input that is 256 and 1600 respectively.  

This paper presents a lightweight security scheme that is based on PKI called FHEEP. FHEEP 
uses the great ECC scheme to reduce key size and provide extended security based on the Discrete 
Logarithm Problem (DLP). It uses ECC over ElGamal as it can achieve semantic security [13]. FHEEP 
uses ECC for key selection based on Elliptic Curves approved by the National Institute of Standards 
and Technology (NIST). It is based on PKI infrastructure where the certificates have already been 
obtained from certification Authority CA.  

2. Related Works  

D2D networks [14–16] are key networks that will serve the communication, coverage, and data 
rate demands for any future applications. Currently, D2D has received much attention from 
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Some examples are Relay-By-Smartphone [5] and Data Spotting [6], and FlashlineQ [5] can provide
connectivity up to 1 KM [6]. These devices can act as semi relays in a D2D network and can perform
channel selection for underlying devices [1]. In D2D, these relays can act as transparent relays (TR)
(where they just amplify and forward) or non-transparent relays (NTR) (i.e., decode and forward). A
problem arises when one of the NTR become rouge, compromising the whole communication. Rouge
Nontransparent relay NTR, as identified by the 3GPP security workgroup, can compromise credentials
and launch user data attacks [7]. Attacks can occur on user privacy and resource availability as well as
data integrity, authentication, and confidentiality [8]. Rouge NTR can result in interleaving attacks,
one of the most successful types of attack that inflicts damage in cases of both success and failure. If
an interleaving attack is successful, it is a Man in the Middle Attack (M-I-T-M). If it is a failure, it is a
Denial of Service, aka DoS, attack [9]. Rouge NTR can result in other attacks such as replay attacks and
authentication attacks, where an adversary can act as a legitimate user. To address these attacks, a
security and authentication scheme is required that can handle M-I-T-M, Replay and Impersonation
attacks. These devices have minimal computational and storage power and thus require the security
algorithm to be computationally less expensive while exceeding the capabilities of existing algorithms.
Stallings [10] required all security algorithms to handle important types of attacks, particularly the
denial of service (DOS), eavesdropping, interleaving, masquerading, Man-in-the-Middle (M-I-T-M)
Impersonation, Malware attacks, and trust manipulation attacks.

Elliptic curve cryptography (ECC) is a public key cryptography technique [11]. It is based on the
algebraic structure that uses finite keys. It was firstly proposed in 1985 but has gained importance
in current years due to its security strength and key size comparison to other public key security
algorithms [12]. ElGamal is a public key cryptography technique proposed by Taher ElGamal and is
based on Deffie Hellman Key Exchange (DHKE). There is a possibility of using ElGamal with ECC,
several researches have successfully conducted, and results are promising in terms of security analysis.
SHA is a hashing technique proposed firstly by the National Institute of Standards and Technology
(NIST) [9]. There are several varieties of this hashing technique such as SHA-1 that was using a 160
bits hash. SHA2 goes from 224 to 512 bits hash, while SHA-3 also goes from 224 to 512 bits has. The
only difference is base input that is 256 and 1600 respectively.

This paper presents a lightweight security scheme that is based on PKI called FHEEP. FHEEP
uses the great ECC scheme to reduce key size and provide extended security based on the Discrete
Logarithm Problem (DLP). It uses ECC over ElGamal as it can achieve semantic security [13]. FHEEP
uses ECC for key selection based on Elliptic Curves approved by the National Institute of Standards
and Technology (NIST). It is based on PKI infrastructure where the certificates have already been
obtained from certification Authority CA.

2. Related Works

D2D networks [14–16] are key networks that will serve the communication, coverage, and data rate
demands for any future applications. Currently, D2D has received much attention from academia and
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industry due to its potential advantages and reliable Quality of Service (QoS). There are several services
in mobile D2D networks that are time critical, and their time requirement depends on their requirement
or purpose, limiting it to seconds [17,18]. The emerging mobile D2D heterogeneous network focuses on
providing applications that will support all wireless communication ubiquitously, i.e., in all places and
at all times [18,19]. Several approaches are used to mitigate the associated attacks on heterogeneous
mobile networks. Kim et al. [19] present an asymmetric scheme for broadcasting in order to achieve
low computation overhead and complexity. It used a broadcast encryption scheme and forward was
performed in grouping for keys. It was also based on ECC. This technique proved more efficient
than other key sharing schemes. Laiphrakpam et al. [20] presents a Deffie Hellman (DH) with ECC
using a simple hash algorithm for secure transmission of images using Arnold’s transform that allows
encryption. The resultant algorithm provided confidentiality and proved resilient against Brute force
attacks. Ni et.al [21] proposed an algorithm based on Deffie Hellman for IoT services in 5G that was
used for groups. It allows a ticketing system for the relay for fog nodes. The fog nodes are responsible
for network slicing and data forwarding. This scheme also allows anonymous authentication for
preserving privacy. Sharma et al. [22] presented a protocol based on the Deffie-Hellman key exchange
for the security of Xhanul links. The scheme includes handoffs between nodes. The scheme provides
security and privacy, but not all security requirements are met. The approach is also tested against DoS
attacks and appears secure against major security attacks. Karati et al. [23] proposed a certificateless
signature scheme to solve the key-escrow problem for lightweight devices. Key-escrow or "fair"
cryptosystem is an arrangement in which the keys decrypt encrypted data, are retained in escrow to
allow only an authorized private entity to access those keys under certain conditions. Their scheme is
based on two exponentials for the selection of keys both from signers and signatories. It uses the hash
function to provide integrity, and all computation is performed in the cloud. The scheme is considered
secure against Bilinear Deffie Hellman attacks. Gritti et al. [24] presented a solution for identification
of device attestation and message authentication using the local declaration of devices by creating
a subnet of things. They introduced the selection of keys on multiple cyclic groups using bipartite
graphs. The authors established a bootstrap mechanism for identification and authentication. Fang et
al. [25] Identified attacks in 5G and device-to-device communication such as denial of service, jamming
and MITM attacks. The authors proposed different methods for various security issues such as cyclic
redundancy check for authentication. Frequency hopping was used to determine availability. For
authentication, the hash of identity of the message was used. The authors used Deffie-Hellman for
key exchange and suggested that there should be a trust model for device-to-device communication.
Wu et al. [26] used an interlock protocol to avoid MITM attacks. The authors used the Magpairing
scheme to make the connection between two ad hoc devices. Second, the magnetic field is also taken
into consideration to check the proximity. Cipher block chaining was used to secure the data, and the
protocol was compared with Deffie Hellman; the novel scheme proved to be better than the compared
algorithms. Sedidi et al. [27] employed a Diffie-Hellman key exchange algorithm using normal version;
(b) using the ACK/NACK messages for delivery of packets to the base station; and (c) using Macro
station to send a verification code to verify the reception of data and provide authentication. It was
shown that the techniques were able to mitigate the Man-in-the-middle attack as well as the problem
of key distribution. In [28], the authors implemented Elliptic Curve Cryptography to secure against
blackhole attacks. The authors used the scheme using Adhoc on Demand Multipath Distance Vector as
it is a more reliable scheme. The authors claim that packet delivery can be secured against attacks
using a simulated environment. Dake et al. [29] presented an algorithm with ECC and Elgamal and
compared it with the ElGamal scheme to prove that usage of ECC with Elgamal is a better option.
The comparison was only performed in terms of space and time. The comparison showed that their
proposed algorithm performed better on small devices. Khan et al. [30,31] used a scheme based on
Elgamal for securing the microgrid communication and ensured that it is helpful in the protection
of nonrepudiation and replay attacks. Shah et al. [32] also highlighted the issues that can occur in
device-to-device communication, and it emphasizes the requirement of central control. It uses receive
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signal strength and channel state information to design the key, as well as an algorithm based on DH to
perform key management and sharing. It has proved to be a good defense against man-in-the-middle
attacks. In [33], the authors used a Deffie-Hellman and ECC scheme together to ensure that the key
exchange is performed securely and is not vulnerable to known attacks. Being a lightweight, ECC
can be adapted in lightweight communication. They have used this scheme for image conversion as
images are considered memory intensive, and the result shows that the scheme can be adapted for
transmission of images securely.

3. System Model

Figure 2 depicts the snapshot of the System model, where many devices are connected and
participating in D2D communication. NTR is a non-transparent relay that provides extensive
connectivity and coverage to nearby devices. MRBS is referred to as a master relay base station
and is deployed by mobile network service providers; it is normally a high computational node.
The certification authority (CA) has the responsibility of issuing the certificate to underlying nodes.
Therefore, before any node provides communication, the facility must register with the CA that will
publish the public key of all individuals in a whitelist maintained by the CA.
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Generation of public and private keys is achieved by the individual node to avoid the key-escrow
problem. Thus, MRBS and NTR generate their public and private keys using Algorithm 1 with a huge
key that can avoid DLP attacks.

• Certification Authority (CA): The Certification Authority (CA) is a globally recognized and trusted
entity in which all nodes can trust. Its task is to verify the authenticity of nodes and publish the
public key for each node on a secured publicly available Whitelist that can be accessed by each
node (‘node’ indicates MRBS or NTR).

• Master Relay Base Station (MRBS) is a node that is already registered with the CA and provides
connectivity of all underlying nodes. Cellular companies deploy MRBS

• Non-Transparent Relay (NTR) is a node that provides the facility of connection, communication,
and coverage to underlying devices. These relays are decode and forward and thus have limited
capabilities such as MRBS. NTR is very limited in power, storage and computation.

There are already two keys generated by MRBS and NTR with CA using Public Key Infrastructure
(PKI). The keys are as follows:

MRBS = {KMRBS, PMRBS}

NTR = {KNTR, PNTR}

where K is the private key and P is the public key obtained through CA.
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4. Our Cryptosystem

Our Cryptosystem is a dual security algorithm based on a combination of ECC with ElGamal
using a SHA384 as the hashing algorithm and an embedded challenge response to avoid significant
attacks. It is referred to as the dual security algorithm as for each session a new key is used for
communication along with a stringent authentication mechanism. We built the algorithm on top of the
base algorithm proposed in [34], but with improvements on the encryption and hashing process.

Initially, in Algorithm 1, the NTR wants to communicate with the MRBS, so the NTR needs to
compute the points on Elliptic Curve EC that are broadcasted with basepoint B after a periodic interval.
Step 1 in the algorithm says to compute KNTR from Field FN where 1 < KNTR < N − 1. It then computes
public key PNTR with a private key using Equation (1)

PNTR = KNTR × B (1)

where PNTR KNTR are keys for non-transparent relay.
Once PNTR is computed, it will be shared with the MRBS, so it is sent to MRBS over the channel,

as shown in Equation (2)
E[KNTR(PNTR + E[PMRBS(CH)])] (2)

Algorithm 1: Scheme for Encryption for Session transmission

AT NTR
Step 1: Select secret key KNTR
Step 2: Compute Public Key PNTR = KNTR × B
Step 3: Send temporal public key PNTR to MRBS

E[KNTR(PNTR + E[PMRBS(CH)])]

AT MRBS
Step 4: Decrypt to get PNTR
Step 5: Select secret key KMB
Step 6: Compute Public Key PMB = KMB × B
Step 7: Compute the Secret key SK = KMB × PNTR
Step 8: Encrypt the Message M to get the Cipher CMB

The message is sent along with challenge CH, which is encrypted with the public key of MRBS
PMRBS, and then the key is encrypted with the private key of NTR KNTR. Once the message arrives
at the MRBS, it has to decrypt the message using the public key of the NTR PNTR and then send the
challenge out using its own private key KMRBS, as shown in Equation (3):

D[PNTR[KNTR(PNTR + E[PMRBS(CH)]] = [(PNR+

E[PMRBS(CH)]PNTR], D[KMRBS[PMRBS(CH)]]PNTR, CH
(3)

Now, from PNTR, the Secret key SK is calculated by performing point multiplication with the private
key of MRBS, so step 4 addresses the selection of computer KMB from Field FN where 1 < KMB < N − 1.
Equation (2) PMB can be calculated using KMB × B. Now, the SK can be calculated using Equation (4):

SK = KMB × PNR = (XS, YS) (4)

SK is considered a secret point of communication for both the MRBS and NTR in the on-going session.
Now, this SK can be used to encrypt the Message M to obtain the Cipher CMB. The Cipher is calculated
using the point multiplication of SK and M, as shown in Equation (5).

CMB = (CMB−X, CMB−Y)CMB−X = (XS ×MXoriginal)mod BCMB−Y = (YS ×MYoriginal)mod B (5)
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The Cipher CMB is then used to calculate the Hash H using SHA384 or SHA512, the second family
of SHA using Equation (6):

H = Hash (CMB) (6)

Once the Hash is calculated, the communication incorporates Challenge CH into the solution
by solving it using a simple challenge solver that has already been announced by the MRBS using
Equation (7):

CH1 = Solve(CH)Solve(CH) = Answer CH + New Challenge (7)

For data authentication, the following procedures can be adapted. The new challenge CH1

contains a solution to the old challenge, and the new challenge to be solved by the NTR is made. The
challenges are added in to ensure that communication has occurred successfully, and the new challenge
is sent with the same purpose of achieving surety; this message is received at the end.

To achieve authentication that the MRBS is the one sending the message, the signature S is
calculated by encrypting the challenge CH1 and Hash H with its main private key KMRBS, as shown in
Equation (8).

S = E[KMRBS(H + CH1)] (8)

Once the signature S is obtained, the message can be sent to the NTR that will contain the cipher,
hash and challenge along with Time stamp TS to maintain the freshness of the message, as shown in
Equation (9).

E[PNR(CMB, S, PMB, TS)] (9)

Equation (9) includes the signature S, the session public key of MRBS PMB, the time stamp TS to
maintain the freshness of the message, and they are encrypted using the temporal public key of NTR
PNTR, which can be opened only by the private key of NTR KNTR, as shown in Equation (10).

DKNTR[E[PNTR(CMB, S, PMB, TS)]]CMB, S, PMB, TS (10)

Here, D is used for decryption, and E is used for encryption, as they both cancel each other, so the
message can be obtained.

Once the message is out, time stamp TS is used to check the freshness of the message; if the
time is more than the (Time to Live) TTL of the message, the message is discarded, and there is no
further processing. If the TS matches the requirement, the NTR gets the public key from the CA using
a whitelist maintained by the CA. This public key of MRBS PMRBS will be used to decrypt the signature,
as shown in Equation (11).

D[PMRBSE[KMRBS(H+CH1)]] = H+CH1 (11)

The Hash H and Challenge CH1 is obtained, and the challenge answer is verified by matching it
with the CH that was sent by the NTR. If it matches, it verifies that the old message was received; else,
it might have been lost or held by an attacker. It also solves CH1 to obtain CH1 if a new communication
has to occur; else, this calculation is not required. Once the challenge test is passed, the hash of cipher
text CMB is taken again using Equation (6); if both the hashes are equal, it will verify that the message
was not modified and is received, as shown in Equation (12):

H′ = Hash (CMB) (12)

If H′ = H, the test is passed; else, it is failed.
If all the requirements are met, the secret key is calculated using modified Equation (5) as the

NTR uses its private key KNR and the session public key of MRBS PMB to get SK, i.e., KNR × PMB. That
will be used to decrypt the cipher text CMB to obtain message M.
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5. Analysis and Discussion

FHEEP is based on the security requirement of the D2D network; thus, it is necessary to analyze it
in two aspects, security and the computational aspects.

5.1. Security Aspects

There are several security attacks that can be tested on our proposed cryptosystem; the first trial
can be a brute force attack.

• Brute Force Attack

The adversary can know the primary public key of MRBS PMRBS and NTR PNTR, while it will also
know the base point B and Elliptic curve EC. Now, the challenging task is to determine the private
key KMRBS or KNTR; if one of them can be found, the entire communication can be compromised; for
example, if the MRBS is compromised, the entire underlying system is as well, and if the NTR is
compromised, the small cell network that the NTR is making will be compromised. Our proposed
algorithm uses ECC as the key selection, while the size of the key is ≥ 384, making it more secure
against modern attacks. ECC is based on DLP, which states that

ax = M (13)

where M is a known Multiplicative Group, a is a generator term from M, x is an element such that
x ∈M.

Therefore, the problem is to find the key with the following DLP equations of the following type:

PMRBS = KMRBS × B (14)

Where adversaries must find the K time point multiplication with base point B such that P is
achieved, while the Elliptic curve works on an elliptic equation that effects the rotation with K, so the
complexity becomes greater when the key is rotated M times.

Second, if this communication is cracked, our proposed algorithm uses session-based encryption
using the same algorithm so that cracking occurs for each session. Thus, complexity will accumulate in
each session. The opposite is true if one of the sessions is hacked (which is not possible), so only the
session communication may become compromised and not the remaining sessions.

• Pollard’s rho method [35]

This is an intelligent way to attack that is also lightweight in nature. It requires parallelization
and random walk. It has been observed that it makes it possible to find the secret key by reducing to
the square root of the attack. It has been theoretically shown in a few studies that with 104 computers,
a key can be cracked in less than two years [36]; similarly, Bos et al [37] presented a scheme for solving
112 bits primes using a games console; all are based on the theoretical assumption of collusion. Our
algorithm uses a key size of greater than 512, which is equal to 15,360 bits of RSA [9,37]. Thus, for the
first key, even if the square root is taken, it will be fairly impossible to crack the problem. Figure 3
shows that the key size for the ECC does not increase considerably, but the key size for the RSA
increases dramatically.

• Replay Attack

Replay attacks allow the adversary to store the message and then send the message at some other
interval. This can result in various issues that lead to loss of assets, tracks, and other information.
To avoid this attack, as can be seen in Equation (9), the time stamp is introduced. Depending on the
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channel condition of each session, the TTL is determined, so if the TTL is more than the current time
difference with the message time, the message is considered fresh, as shown in the following equation:

I f (Currenttime −Messagetime) > TTL (15)

Then, the message is fresh; else, message M is not fresh.Future Internet 2019, 11, x FOR PEER REVIEW 8 of 13 
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Thus, the replay attack cannot be performed on our proposed algorithm. There are several types
of attack, such as TCPReplay, but as we have introduced the time stamp and nonce, the attack will
be caught.

• M-I-T-M Attack

For a M-I-T-M attack that can result in interleaving or a DoS attack, we consider the
Needam-schroder protocol [38] and let NTR be a rouge relay:

MRBS→ NTR MRBS→ NTR E[PNR(CMB, S, PMB, TS)]

Here, instead of the NTR, if some other adversary receives the message, it will not be able to open
the message or even gain access to the cipher text. Thus, this attack will fail. We now consider another
attack where a rogue NTR sends its public key to MRBS E[KNTR(PNR + E[PMRBS(CH)])]. This message
can only be generated by a real NTR and not the other rouge NTR, as a rouge NTR message will be

E[KRougeNTR(PNR + E[PMRBS(CH)])

This is not the intended party of communication; thus, the MRBS can ignore the message. It is
seen that the main public key is obtained by the CA and not by the nodes; thus, changes to the M-I-T-M
have failed, and the issue is solved.

• Baby Step, Giant Step (BSGS) Method

BSGS [35] method by shank is an impressive method for solving the DLP problem and focuses on
collisions. It reduces complexity by

√
N times, that is, half the size. If we are using a 192-bit curve,

after taking
√

N, we have 1016 points; thus, it will require 1021 Zeta bytes to store the hash, but this is
not a large figure compared to the recommendation of the proposed algorithm, which is on the order
of 10156 Octillion attempts to make it fairly impossible to crack the key.

• Impersonation attack

The proposed algorithm is robust against authentication attacks where the adversary may pose as
a legitimate node. The problem of rouge relay is becoming more common due to the introduction of
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non-transparent relays [36]. To avoid these attacks, our proposed algorithm uses a two-way approach;
first, it encrypts the message using its private key, as shown in the equation below.

[KNTR−p(PNR + E[PMRBS(CH)])]

The MRBS will check the Whitelist maintained by the CA and obtain public key PNTR, which will
not open the message, and decryption will fail, as shown in the following equation.

D[PNTRE[KNTR−p(PNR + E[PMRBS(CH)])]] = Fail

Thus, the proposed algorithm is secure against impersonation attacks.

5.2. Computational Aspects

The proposed algorithm is better in terms of computation cost and memory consumption. The
proposed algorithm uses ECC. ECC arithmetic is based on an operation that is performed in a finite
field forming an Abelian group [39]. It uses point addition and point multiplication that is different
from normal multiplication; it is faster than typical multiplication. ECC keys are very short, providing
similar security compared to typical techniques such as RSA or DH, as shown in Table 1; they are
extracted from [40–42]. It shows that usage of FHEEP will result in less computational overhead and
handling of keys as the required bits are x number of times less than those of RSA and DH. It also shows
that memory consumption and traffic over the network will be reduced due to fewer bits being set.

Table 1. Showing a key comparison of ECC, RSA, and DH.

FHEEP RSA/DH

112 512
224 2048
571 15,360

5.3. Authentication Overhead

A normal authentication message is a four-step process where each party exchanges certain
information to be authenticated to communicate, as explained in [34]. In authentication requests, a
node may send its information or a challenge, while in response, the node may solve the challenge.
Then, a secret key is shared that has to be verified by the second party. Considering this technique to
be secure, our communication only occurs in one step out of the whole; even if the communication
request considered in Figure 2 is ignored, the proposed algorithm will take two (2) steps as well as
deliver the cipher text, and authentication is also performed, as shown in Figure 4. It is seen that
the communication response is reduced by 4:1 to 5:1, including the communication request. Figure 4
shows that the communication cost is reduced compared to that of the main authentication protocol,
and both results are achieved.

Future Internet 2019, 11, x FOR PEER REVIEW 9 of 13 

 

The proposed algorithm is robust against authentication attacks where the adversary may pose 
as a legitimate node. The problem of rouge relay is becoming more common due to the introduction 
of non-transparent relays [36]. To avoid these attacks, our proposed algorithm uses a two-way 
approach; first, it encrypts the message using its private key, as shown in the equation below. [𝐾 (𝑃 + 𝐸[𝑃 (𝐶𝐻)])]  

The MRBS will check the Whitelist maintained by the CA and obtain public key𝑃 , which will 
not open the message, and decryption will fail, as shown in the following equation. 𝐷 𝑃 𝐸 𝐾 (𝑃 + 𝐸[𝑃 (𝐶𝐻)]) = 𝐹𝑎𝑖𝑙  

Thus, the proposed algorithm is secure against impersonation attacks. 

5.2. Computational Aspects 

The proposed algorithm is better in terms of computation cost and memory consumption. The 
proposed algorithm uses ECC. ECC arithmetic is based on an operation that is performed in a finite 
field forming an Abelian group [39]. It uses point addition and point multiplication that is different 
from normal multiplication; it is faster than typical multiplication. ECC keys are very short, providing 
similar security compared to typical techniques such as RSA or DH, as shown in Table 1; they are 
extracted from [40,41,42]. It shows that usage of FHEEP will result in less computational overhead 
and handling of keys as the required bits are x number of times less than those of RSA and DH. It 
also shows that memory consumption and traffic over the network will be reduced due to fewer bits 
being set. 

Table 1. Showing a key comparison of ECC, RSA, and DH. 

FHEEP RSA/DH 
112 512 
224 2048 
571 15,360 

5.3. Authentication Overhead 

A normal authentication message is a four-step process where each party exchanges certain 
information to be authenticated to communicate, as explained in [34]. In authentication requests, a 
node may send its information or a challenge, while in response, the node may solve the challenge. 
Then, a secret key is shared that has to be verified by the second party. Considering this technique to 
be secure, our communication only occurs in one step out of the whole; even if the communication 
request considered in Figure 2 is ignored, the proposed algorithm will take two (2) steps as well as 
deliver the cipher text, and authentication is also performed, as shown in Figure 4. It is seen that the 
communication response is reduced by 4:1 to 5:1, including the communication request. Figure 4 
shows that the communication cost is reduced compared to that of the main authentication protocol, 
and both results are achieved. 

 
Figure 4. Showing the decreased communication cost between two nodes.



Future Internet 2019, 11, 108 10 of 13

If we consider each communication step to be X joule [43], the total number of steps for traditional
communication will be 4X joule, and the total session cost will be

CCostT =
n∑

i=0

i(4X)

where i is the session number and n are total session number, while for our scheme the communication
cost will be only X joules; thus, the total sessions cost will be

CCostP =
n∑

i=0

i(X)

Thus, there is clearly a difference of 4:1 between the two techniques.
The first baseline protocol ULMAP [44] is only based on NFC and RFID tag authentication for a

small number of devices, and the second baseline scheme Improved SIP [45] is only based on ECC and
relays of several messages transferred between them.

As shown in Figure 5, the FHEEP outperforms the other protocols in terms of a number of message
exchanges with similar security and trust.
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6. Conclusions

We presented a modified algorithm from previous works as a merger of two algorithms, where ECC
is used to select the key pair, and then Elgamal is used for exchanging the secret key. Communication
then occurs normally with secret key encryption, which is considered faster and the most secure.
Moreover, fewer messages form the main key will reduce the probability of guess attacks. ECC is
proven to be light; as shown in the results, the 512-bit key is equal to a 15,360 bit key in RSA, which
is quite a lot bigger. We also tested the FHEEP against major well-known attacks and found it to be
secure against these attacks mathematically. We also used the second level of hashing to ensure that
the integrity of the message is met and that there are no replay attacks, as we are also considering the
nonce in authentication messages. The algorithm is recommended for light devices that have low
computation power but that possess decision capabilities. This algorithm also addresses a new type
of attack called the interleaving attack, which uses a Third party or Certification authority to allow
devices to act as relays, and their trust is established by the CA. FHEEP can also handle new types of
attacks and will be a computationally less expensive algorithm for D2D communication in 5G. In the
future, authors plan to test the algorithms over various setting such as 5G installations and do the
security testing of the proposed algorithm. We also plan to do the formal analysis of the proposed
algorithm to validate the security of the algorithm.
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