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Abstract: The idea and perception of good cyber security protection remains at the forefront of
many organizations’ information and communication technology strategy and investment. However,
delving deeper into the details of its implementation reveals that organizations’ human capital cyber
security knowledge bases are very low. In particular, the lack of social engineering awareness is a
concern in the context of human cyber security risks. This study highlights pitfalls and ongoing issues
that organizations encounter in the process of developing the human knowledge to protect from
social engineering attacks. A detailed literature review is provided to support these arguments with
analysis of contemporary approaches. The findings show that despite state-of-the-art cyber security
preparations and trained personnel, hackers are still successful in their malicious acts of stealing
sensitive information that is crucial to organizations. The factors influencing users’ proficiency in
threat detection and mitigation have been identified as business environmental, social, political,
constitutional, organizational, economical, and personal. Challenges with respect to both traditional
and modern tools have been analyzed to suggest the need for profiling at-risk employees (including
new hires) and developing training programs at each level of the hierarchy to ensure that the hackers
do not succeed.

Keywords: cyber security social engineering; training and awareness programs challenges;
information security awareness programs

1. Introduction

Social engineering is defined as a method that seeks to exploit a weakness in human nature and
take advantage of the naivety of the average person. Although the techniques of social engineering
have evolved over time, the success of such attacks still depends on modern preventive tools and
the security systems in place, as well as the availability of trained and skilled personnel dealing with
sensitive data in organizations [1]. With innovative and interactive education, training, and awareness
programs, corporations seek to prepare their staff with the most current prevention techniques to
evade social engineering threats. The measures undertaken are comprised of training materials,
policy and regulatory frameworks, and training on the safety measures to be taken before and after
attacks. Besides regular training, organizations have the option to conduct timely information security
awareness campaigns to stress the importance of maintaining constant vigilance [2].

As employees play the most important role in safeguarding the interest of organizations when
it comes to socially engineered attacks, organizations choose to implement information security
awareness programs to protect their data. [3,4]. There are some limitations posed in the process of
implementing traditional training methods, including financial constraints [5,6]. There may also be
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challenges in coordination among different teams in training and awareness programs, and there is a
need to monitor the interdependences that may develop among teams during the phase of conducting
awareness programs. In addition, the creative skills of hackers to engineer new threats to deceive the
human element into revealing crucial information should also be taken in consideration [7–10].

In the last decade, a number of high-profile web services have been compromised. Such social
engineering based attacks have resulted in millions of leaked passwords [4,10–12]. Some recent victims
include Yahoo, Dropbox, Last.fm, LinkedIn, Weebly, and MySpace [13]. Table 1 lists some details about
recent breaches that happened within the last ten years on high usage web services. Additionally,
those compromised passwords have been posted (or sold) online months (sometimes years) after they
were stolen from those web services, further heightening the impact of social engineering attacks [13].

Considering the fact that social engineering threats are dynamic and constantly evolving,
developing mitigation tools should be an ongoing measure. Hence, there is no “perfect” security
system against social engineering threats that organizations are subjected to, but training the human
element to counter such attacks is essential. As a result, small and large organizations increasingly
choose training and awareness programs in addition to developing technical tools to contain the
possible damages caused by cyber-attacks [14]. It is imperative to recognize the challenges that
organizations may face in the process of implementing training and awareness programs that aim to
increase the consciousness level of computer users. This study highlights the challenges faced by an
organization using both traditional and modern training and awareness programs as countermeasures.

Table 1. Compromised passwords attacks.

Target Attack Date Passwords Revealed on No. of Passwords Compromised

Yahoo 2013 October 2017 3 billion [15]
Weebly February 2016 October 2016 43 million [16]

Dropbox 2012 May 2016 68 million [17]
Myspace 2008 May 2016 360 million [18]

Most recent catastrophic password breaches revealed months after the actual breach.

2. Methodology

For an analysis of challenges faced by companies in training and awareness programs against
social engineering, this study utilizes the qualitative method of research. Qualitative research is
exploratory in nature and is used to broaden the knowledge of underlying reasons contributing to the
phenomenon in the study. An exploratory method of research allows flexibility in research and seeks
to establish the boundaries of problems. Using this method helps in overcoming challenges associated
with implementing information security training and awareness programs against social engineering
deceiving techniques [19].

Qualitative research in this study is based on a secondary analysis of literature. This type of
analysis adds strength to the knowledge of the subject [20]. Additionally, as this study reviews
traditional as well as recent developments in the field of increasing training and awareness strategies
against social engineering, qualitative analysis of literature allows an in-depth analysis of findings of
original primary studies. This approach allows a careful analysis of observational records, field notes,
and interview transcripts to broaden the understanding in the field [21].

3. Challenges of Trying to Keep a Step Ahead

3.1. Considerations with Social Engineering Training and Awareness Programs

The efficiency of organizational information systems in countering social engineering threats
necessitates the combination of advanced technical measures along with managerial efforts to raise
awareness of personnel. One of the most important measures is to provide the right training to
employees so that they develop the ability to recognize, flag, evade, and disable malicious attempts of
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an attack. However, the road to providing training and awareness programs is fraught with challenges
arising from many factors. The factors can be broadly classified as follows.

3.1.1. Business Environmental

Business environmental factors include interactive work locations of an employee within a firm
as well as outside areas. Environmental changes affecting training and awareness programs provided
to employees are comprised of factors such as prevailing technology, organizational culture, employee
education, policy, and amendments to physical security controls [22]. Staff could be targeted via email
that can be accessed remotely by an outside network. Damages can then take place in organizational
digital devices and networks that are accessed remotely. The impacts of remote access have been
increasing with the integration of internet in each aspect of a business [23]. Wilcox, Bhattacharya, and
Islam [24] highlight that there is an increasing correlation between social engineering and the usage
of social media websites such as Twitter, Snapchat, Facebook, etc. Today, business functions such as
finance information systems and supply chain information systems are integrated into a combined
information system, which increases the vulnerability of an organization. Moreover, social engineering
attacks are dynamic and evolving in nature, and with the increasing integration and dependence of
working through information technology, a complete isolation of employees from being attacked is
very challenging. Studies suggest that the best solution to fight against social engineering threats today
is to develop employees’ knowledge about common methods of socially engineered attacks [25].

3.1.2. Social

The limitation to prevent socially engineered attacks through training and awareness programs
occurs in the process of social communication. On one side, the competition in industry requires a
social bond with customers to stay market relevant. On the other side, it may give rise to informal
communication. Such informal communication and social bonding could cause a breach in terms of
security measures fabricated by staff through training and awareness programs [26]. Social factors
leading to challenges in training and awareness programs to counter social engineering include the
influence of cultures. According to some cultures that embrace community feeling, interactions are
part of work life as well. The trait is carried over by employees into the workplace, making them
vulnerable to hacking through the social engineering process [27].

To the best of our knowledge, there is no comparative study indicating the influence of cultural or
social factors in limiting the impact of training and awareness programs in literature. However, the
findings of a study comparison by Alseadoon [28] highlight that there is only 7% of reported phishing
email experiments in Saudi Arabia. The response rate is found to be much higher than reported by
various studies across the western countries that report only 3–11% [29–31]. Even though there is a
lack of strong relationship between training and awareness programs’ effectiveness and social factors,
the social factor can be an important one in recording the demographic influence while designing a
uniform training method for every employee in an organization.

3.1.3. Constitutional

The governmental impact on training and awareness program discourse is very limited in
literature. The choices on which the political debates take place are largely to increase security
against socially engineered attacks. Furthermore, manipulation based on governmental agendas
in the form of spreading misinformation is a common method used by social engineers. Hackers
leverage the confirmation prejudice and exploit intellectual dissonance to target like-minded groups
and influence specific groups of people to outdo training and awareness programs of personnel [32].
Moreover, Costa and Figueira [33] suggest that governments should legislate more security laws and
take actions on organizations to force them to enhance their training and awareness programs against
social engineering threats. It is very important to ensure that all staff is in compliance with the various
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legal policies to confirm that no security law is broken [34]. The conditions may even lead to trainers
reworking educational materials to ensure that the methods of training are constitutionally approved.

Hackers and/or social engineering attack procedures use several up to date methods to obtain
personal information, including passwords. Five common contemporary attacks include phishing,
baiting, quid pro quo, pretexting, and piggybacking [35,36]. Online guessing is one of these methods,
which can be launched against the publicly facing server by anyone using a browser at anytime [37].
This online guessing technique has raised a serious security concern to many governments and
organizations as various personally identifiable information (PII) and leaked passwords become readily
available. Furthermore, targeted online guessing can exploit not only weak common passwords but
also passwords reused across sites and passwords containing personal information [37]. Figure 1
displays some data about PII-based breaches among three nations, Turkey, China, and the USA.

Future Internet 2018, 10, x FOR PEER REVIEW  4 of 16 

 

against socially engineered attacks. Furthermore, manipulation based on governmental agendas in 

the form of spreading misinformation is a common method used by social engineers. Hackers 

leverage the confirmation prejudice and exploit intellectual dissonance to target like-minded groups 

and influence specific groups of people to outdo training and awareness programs of personnel [32]. 

Moreover, Costa and Figueira [33] suggest that governments should legislate more security laws and 

take actions on organizations to force them to enhance their training and awareness programs 

against social engineering threats. It is very important to ensure that all staff is in compliance with 

the various legal policies to confirm that no security law is broken [34]. The conditions may even 

lead to trainers reworking educational materials to ensure that the methods of training are 

constitutionally approved. 

Hackers and/or social engineering attack procedures use several up to date methods to obtain 

personal information, including passwords. Five common contemporary attacks include phishing, 

baiting, quid pro quo, pretexting, and piggybacking [35,36]. Online guessing is one of these 

methods, which can be launched against the publicly facing server by anyone using a browser at 

anytime [37]. This online guessing technique has raised a serious security concern to many 

governments and organizations as various personally identifiable information (PII) and leaked 

passwords become readily available. Furthermore, targeted online guessing can exploit not only 

weak common passwords but also passwords reused across sites and passwords containing 

personal information [37]. Figure 1 displays some data about PII-based breaches among three 

nations, Turkey, China, and the USA. 

 

Figure 1. Personally identifiable information (PII)-based breaches among three nations [38–40]. 

3.1.4. Organizational 

The internal environment of an organization is comprised of the firm-specific limitations to the 

extent that training and awareness programs will be helpful in controlling socially engineered 

attacks within the enterprise. The limitation arises from the lack of variety of designed awareness 

programs targeting specific groups of staff with different levels of awareness [41]. The security 

training should vary according to the needs of the business, market pressures, business 

modernization, prerequisites, and budget available to the firm. The dynamic methods that the 

cybercriminals use to obtain information are continuously updating [26,42]. Unfortunately, once 

cybercriminals are aware of the preventive measures taken by a targeted firm, they develop and use 

new techniques that staff is unfamiliar with [43]. 

3.1.5. Economical 

Training and awareness programs among employees can be greatly enhanced through 

interactive content [44]. Jemal [44] indicates that the medium through which awareness material is 

provided plays a significant role in the overall impact of such training. However, providing 

Figure 1. Personally identifiable information (PII)-based breaches among three nations [38–40].

3.1.4. Organizational

The internal environment of an organization is comprised of the firm-specific limitations to
the extent that training and awareness programs will be helpful in controlling socially engineered
attacks within the enterprise. The limitation arises from the lack of variety of designed awareness
programs targeting specific groups of staff with different levels of awareness [41]. The security
training should vary according to the needs of the business, market pressures, business modernization,
prerequisites, and budget available to the firm. The dynamic methods that the cybercriminals use to
obtain information are continuously updating [26,42]. Unfortunately, once cybercriminals are aware of
the preventive measures taken by a targeted firm, they develop and use new techniques that staff is
unfamiliar with [43].

3.1.5. Economical

Training and awareness programs among employees can be greatly enhanced through interactive
content [44]. Jemal [44] indicates that the medium through which awareness material is provided plays
a significant role in the overall impact of such training. However, providing cost-effective training with
each evolving attack poses a challenge for organizations. Furthermore, to stay relevant with evolving
socially engineered threats, an organization has to actively test the readiness of its employees. This
process involves evaluating employees on the basis of their readiness and assessing their resilience
and ability to follow security contingency plans [45]. Even if the tests are conducted in-house by an IT
or security department, it would require funds to be diverted from other divisions of the organization
to the training and awareness programs. Briefly, if the required economical resources for training
personnel cannot be allocated periodically, business continuity would be at high risk [46,47].
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3.1.6. Personal

Personality traits are the inherent characteristics of an individual that may pose a threat to training
and awareness programs’ effectiveness against socially engineered attacks. Social engineers selectively
choose their method of attack based on the personality of the targeted employee [48]. Hackers use
different psychological methods to specifically recognize the behavioral vulnerabilities of victims. The
study by Luo et al. [49] indicates that hackers may even use the technique of moral obligatory guilt to
ensure that people act upon the bait. Additionally, the differences in personality of staff even influence
the form of reaction that an employee may have to the attempt of social engineering exploits [50].
Reference [51] highlights neuroticism, which is the affinity to experience intimidating emotions easily,
such as anxiety, anger, vulnerability, or depression, as being highly correlated to chances of responding
to phishing emails. Further, employees who are extroverts and seek excitement are also assertive and
may give out information easily. Lastly, openness as a personality trait means that employees are ready
to try new things, leaving personal information and digital footprints for hackers to work their way
through into their organizations [26,28,52].

The trusting nature of human beings can also be a huge challenge to awareness programs against
social engineering threats. Physical and data security of individuals and organizations needs to
be taken more seriously by individuals in an organization [48–50]. Because of the amount of trust
individuals have in their organizations’ IT infrastructures, employees do not consider security as
a threat. Organizations need to include training materials to cover the trust gaps that individuals
usually have by nature [51]. The trust challenge of staff can be prevented through effective and
comprehensive information security training and awareness programs. However, in some cases,
organizations provide limited resources to train their staff to cover the minimum harms that can be
caused by social engineering attacks [50]. The concept of not needing more security training has
become a major factor that challenges effective safety against social engineering threats. As a result,
there is a lack of awareness among professionals to cover the trust gap that can be minimized by more
awareness campaigns. This gap can create a great opportunity for social engineers to target them easily.

Another factor that poses a challenge for training and awareness programs against social
engineering is the lack of interest found in personnel in general. Individuals often lack personal
motivation to be trained on a regular basis to protect themselves and their organizations [52]. The
concept of security awareness has most often fallen on deaf ears despite the common occurrence of
individuals being attacked for information and data relating to their personal and professional roles.
This lack of interest has also been reflected in literature such as Hadnagy [53], who shows that user
education relating to security awareness is pointless, as individuals do not show enough interest.
Hadnagy also highlights that this lack of interest can be seen as end-users do not think security is
their concern. Rather, employees think that security personnel should be in charge and responsible
for taking care of any security threat that their organization might face. As a result, lack of interest
of individuals relating to social engineering threats becomes a very important factor that challenges
effective training and awareness of staff [54].

Different personal capabilities of understanding the types of malicious intent of social engineering
attacks creates another big challenge in awareness programs [55]. In the past, the approaches of social
engineering techniques were more straightforward than they are today. They used to be poorly veiled,
which provided individuals understanding of the nature of such attacks. However, the increased
sophistication and complexity of social engineering methods makes it harder for victims to recognize
them [56]. In brief, the developments of manipulation tactics might leave individuals unaware of the
new methods of social engineering attacks even if they attend awareness programs.

Social engineers often elect to target employees holding a low profile role, which is not as strategic
for big organizations. Social engineers start collecting data from the lower personnel level about work
activities to gather as much sensitive data as possible before planning to attack the whole firm [51].
Lack of awareness of the seriousness of such attacks, along with the fact that staff may not consider
themselves very important in large corporations, make employees very vulnerable [57]. This lack of
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self-importance creates a challenge for awareness programs. Covering this lack of self-importance
can be included in awareness programs. Employees need to feel the citizenship of themselves to their
organizations and feel invested in the safety of the organization.

The last personal challenge is that individuals sometimes face huge work pressures in their
professional roles and have limited work-life balance as a result. Several organizations have set
strong security policies to force all employees to complete a required security training to increase their
knowledge about social engineering threats. When training and awareness programs are conducted,
employees attempt to get the required training done in their work hours. However, work pressure
can cause a weakness in this matter, as some staff face serious deadlines that challenge the concept of
work-life balance [58]. This work pressure leads to a lack of attention from trainees during training and
leaves them with a sense of uncaring attitude towards the sessions of the awareness programs [48]. This
uncaring attitude creates a challenge for those training sessions to effectively develop the knowledge
base of employees for increasing their awareness towards the ever-evolving methods of various social
engineering attacks.

One of the most common ways to gain access to information systems and sensitive data is not
through forced entry or through electronic theft but through the manipulation of individuals and
human intellect. Social engineering is a way of getting unauthorized access to sensitive and confidential
information, as it relies on psychological manipulation of individuals. As a result, those individuals
reveal such information or provide an access to restricted areas without noticing that they are doing
something wrong. They become victims to social engineering and end up doing something illegal as
their human nature is being taken advantage of [48].

3.2. Review of Challenges Associated with Modern Social Engineering Training and Awareness Programs

Training and awareness programs have been in development as the threats of social engineering
attacks are increasing. Security training and information security awareness programs include
techniques of simulations, serious games, virtual labs, and themed awareness videos and modules [59].
However, these modern training techniques have their own limitations in enhancing employee
preparedness. Several studies [8,9,60] recommend introducing serious card games as a relevant
tool for increasing one’s conscious level against social engineering attacks. The card games method,
however, presents a challenge of coordination among teams of trainees. A collaborative approach is
followed for these types of games during learning phases. It helps to improve the decision-making
skills of an employee when targeted with real attacks. However, the differences of personalities in
perceiving and adopting learning materials among teams can pose a challenge [9,61].

Recent training methods involving interactive games and virtual labs run into the problem of
coordination. As a game involves different steps in both the identification and mitigation of attacks, it
is challenging to incorporate everyone in the correct order. It is difficult to control the exposure of an
employee to the hacker and to control the spread of possible damage in the organization’s information
system. The limitation of coordination arises, as it is difficult to determine who should be involved in
the security effort. It is also difficult to determine whether there is a correct order in which different
teams should do their own specialized work [6].

Recent methods of awareness training such as themed videos and awareness modules are creative
approaches. Although awareness modules may be designed to encompass all security measures,
there might not be just one single solution. This is because uncertainties in a socially engineered
attack are beyond the prediction abilities of the designers of training and awareness programs [61].
Moreover, social engineers are specialized in creating an exceptional need for employees to act upon
bait, exploiting the fear of missing out and reverse psychology that awareness programs might be
unable to contain [62–64].

Modern training methods, including real-life simulation scenarios, aim to provide awareness of
social engineering and how the social engineers actually may operate an attack [58]. Modern training
methods use those simulations to help employees think strategically about whether the message is a
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social engineering attack or not. However, these simulations are prepared similarly for all employees
and do not cater to the understanding of each employee individually [65]. The process of finishing
the simulation sessions does not consider how an individual might perceive the message. Different
employees may have different reactions to each scenario because each individual has different instincts,
different levels of trusting character, and different levels of awareness towards the potential of being
tricked or scammed. These different behavioral aspects pose a challenge in effectively discussing how
to avoid an attack, as perception of each individual plays a role. Furthermore, because the majority of
training sessions are generalized, they might result in a lack of understanding of multi-faceted social
engineering attacks and ultimately not meet the objective of the overall goal of implementing such
awareness programs [66].

Another challenge that modern techniques of training have is that they are time consuming.
Simulations, videos, and interactive games require employees to set aside their normal professional
tasks to be able to complete the required training sessions. This extra time for training limits their
productivity at work, which might affect employees meeting their work deadlines [49]. If workshops
are held outside of working hours, it can create an interference, as staff may or may not attend due to
the disruption to work-life balance.

Modern training methods for social engineering attacks are mostly developed by IT professionals.
This can create a challenge due to the lack of technical knowledge of the majority of the staff in non-IT
organizations [67]. Having a simple design will help trainees focus on the content of the training
session rather than try to understand how to work with the modern training method. End-users will
appreciate the simplicity of the final design of an interface of these modern training tools. In brief, the
simplicity of the designs of modern training methods is important in achieving the overall awareness
of staff and ultimately safeguarding the organization’s information systems.

3.3. Review of Challenges Associated with Traditional Social Engineering Training and Awareness Programs

Traditional training and awareness programs are mainly used by firms to keep employees updated
against socially engineered attacks. Such informative programs include onsite training and awareness
camps, screensavers, posters, manual reminders, and online courses [5,68]. Ghafir et al. [69] indicate
that shortage of training budgets of firms may pose a challenge to training and awareness camps and
other on-site learning methods. This type of challenge is mainly caused by the downward movement
of economies, which encourages companies to minimize training budgets. This also opens up the
opportunity for social engineering based hackers to devise new techniques to sabotage the outdated
systems of the firm. One must also consider the fact that social engineering attacks are not limited to
targeting staff electronically. Physical access threats, including dumpster diving, can lead to major
damages if organizations stop educating their own employees. Incorporating training and awareness
methods for all staff—from high-profile managers to cleaning janitors—poses a challenge, as training
material to suit different needs relies on the learning ability of individuals [6,34].

Traditional training methods have generally been assessed as boring and tedious, limiting their
success. Information security training sessions against social engineering threats sometimes do not
focus on the main objective of making staff remember the major manipulation techniques of hackers.
Instead, they tend to be very generalized and done in completely formal settings, creating a serious
environment that may produce negative results in the final outcome. This type of training environment
makes it easy for staff to forget about the important security information they gain during these
sessions [20]. Training sessions need to have some fun activities to help employees interact with the
customized training materials.

Traditional training methods of social engineering often lack practical exposure for employees [68].
These types of methods do not expose employees to real life scenarios as the ones available in modern
training methods do. Employees are introduced by traditional methods to basic knowledge of what the
attack is about, but when faced with the real attack itself, they may fail to recognize it easily. Moreover,
traditional training methods including printing posters, warnings of social engineering attacks on
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screensavers and desktop, and posting critical consequences of leaking sensitive information carry
very basic and general information. These traditional methods alone do not create sufficient safe
culture among staff [44].

Another challenge that traditional training methods face is that they are not able to address the
full critical evaluation of trust. The main weapon used by social engineering attackers is to gain trust
of their victims to share sensitive information or help them achieve their goal [48]. Social engineering
attackers may become familiar with the employee’s personality at first and then carry out an attack at
a later stage. This natural trust issue may not alert the employee at an early stage that there is an act
of social engineering taking place. Traditional training methods also overlook the behavioral aspect
of individuals, which varies from one person to another. One employee may not perceive the attack
the same way as another employee, and the resultant behavior might be different [65]. A traditional
training session could guide employees to recognize some classic attacks at some point but might not
be able to fully demonstrate how to handle such an occurrence. This issue itself poses problems to
individuals who are faced with real situations.

Social engineering is innovative in nature, and new methods are being devised to sabotage
organizations each day. Technological advancements in designing awareness programs might replace
the existing traditional training methods, including manual reminders, posters, and screensavers,
as they become outdated. In addition, the uncertainty in the mode of attacks poses a challenge to
the traditional approaches of containing socially engineered threats. Caputo et al. [70] highlighted
that even though traditional training methods are implemented, employees still react negatively to
phishing emails. Regardless of the amount of hours spent on training, employees have the curious
nature to check all links in an email. This is why an advanced learning method that includes the option
of simulation would work better in the process of developing the knowledge base of an employee.

Another challenge in traditional awareness programs is a lack of attention paid to training
sessions or not reading the entire learning module. In addition, high cognitive work load along
with work pressure and stress could distract staff from reacting positively against social engineering
attacks [25,71]. The subjective mental workload creates memory deficit that leads to the inability of
employees to distinguish between real and fake messages. Additionally, Halevi [72] argues that human
decisions in general are not entirely logical and can have an emotional bias that tends to influence their
reasoning and judgment against serious threats. These cases may include ignorance of employees to a
threat, overestimating the security systems of their organizations, or even underestimating the abilities
of attackers [25].

3.4. Impacts of Challenges on the Security of Organizations

Today, most organizations mainly rely on the use of information technology, which obligates
them to commit to protect the confidentiality of their consumers [73]. The challenges pose threats to
the integrity of enterprises as well as the availability of information data at all times. The misuse of
information could cause direct negative impacts on an organization’s business continuity [74,75]. If
these limitations are not taken into consideration by decision makers to implement the latest training
and awareness programs, organizations can suffer from major damages to their information assets.
Some of these damages include data leakage, loss of customer confidence, loss of intellectual properties,
and denial of information systems services [24,76,77].

The main goal of conducting information security training and awareness programs is to
complement the security technical measures, tools, and policies in place to enhance the overall safety
of sensitive data. Providing the necessary security awareness programs to staff enhances the overall
security to tackle social engineering and other cyber security threats [58]. The reviewed challenges in
this study may help organizations avoid such negative impacts on their security. The impacts of these
challenges can be either short term or long term. If challenges are not addressed, short term impacts
can include wasting the time and efforts of trainers and trainees, resulting in losing the allocated
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budget for these training sessions if the overall goal of these programs is not met. Long term impacts
may include increased vulnerability of the organization in facing social engineering based attacks [66].

One of the greatest impacts that an organization has due to the challenges faced when conducting
effective training and awareness programs is the threat of security of data, personnel, and its social
and technological infrastructure [44]. The many types of sensitive data that can be impacted include
business plans and procedures, financial data, employees’ private information, salary details, and
many others. Even though confidential data are usually stored in secured technical servers, social
engineers can still take advantage of the impacts of those challenges if not taken into consideration.

The lack of effective training and awareness programs impacts the chances of creating a safe
culture among staff. In general, non-IT employees are not suspicious of social engineering attacks,
especially when social engineers offer them some help in adjusting their work access or resetting their
passwords. Another way a social engineer approaches staff is by offering some rewards or giving
a hope of a great opportunity [78]. The lack of awareness of recognizing such a trick may result in
a successful breach. The impact can then cause the enterprise a huge cost of recovery if the breach
is successful.

The challenges of training and awareness programs also cause an organization to become
more vulnerable to social engineering blackmailing. Having unaware employees that have limited
information security knowledge can widen the gap for easy social engineering attacks [79]. If staff
does not have updated information about the latest fraud techniques in social engineering, they might
provide an open road for attackers to get access to the organizational information systems. If social
engineers are able to get access through unaware staff, companies might suffer from the recently
developed ransomware attacks. Once attackers freeze an organizational workstation or information
system, a negotiation process may fail and result in destruction of important data [60]. In brief, ignoring
the challenges of training and awareness programs against social engineering attacks may result in
being a victim. Well-delivered security training is considered the first line of defense against social
engineering attacks [44].

Additionally, the impacts of not getting the required safety training against social engineering
techniques of deceiving and misleading individuals may lead to reputational damage to enterprises.
Reputation of an organization is crucial for effective relationships with other businesses and customers.
Loss of reputation has serious detrimental effects in the performance of the organization and also in
retaining employees [66]. If the reputation of an organization is compromised, the overall trust of
that firm could be affected as well [80]. In brief, employees’ unsafe behaviors as a result of lack of
awareness may cause massive consequences and harm to both the users themselves and to the overall
reputation of their organizations [81].

4. Strategies for Addressing Social Engineering Education and Awareness Challenges

One of the major and leading challenges faced by enterprises in providing training and awareness
programs against social engineering is the lack of a training budget. The challenge further increases
as a result of global economic strikes. In today’s competitive economy, many businesses attempt to
minimize their expenditures, especially when it comes to costs that are not part of their operation
cost. Unfortunately, many organizations do not prioritize training budgets as they should [44,69].
Considering the fact that not all employees have the same level of awareness, training costs could be
reduced by many strategies. One strategy to overcoming financial constraints related to training costs
is to start testing employees for an understanding of their current vulnerabilities. An assessment test
by specialized training officers or phishing email tests can help identify the current level of awareness.
Once an employee’s specific vulnerability is recognized, organizations can then focus on creating a
purpose-focused session to target those who are identified as high risk to the organization. These
sessions should be designed specifically for vulnerable users. Alternatively, employees who are less
prone to fall for social engineering attempts are then provided with a more specific awareness program,
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which is shorter in duration. This method can help in reducing the cost of training and awareness
programs in comparison to offering the same sessions for all employees.

Providing all employees with similar training and awareness programs poses additional
limitations. Most enterprises still adopt traditional methods of keeping employees aware through the
usage of screen savers and posters [5]. However, such common methods may reduce the effectiveness
across different organizational hierarchies. Generally speaking, executives are exposed to different
types of data hacks with a more sophisticated approach than general employees performing general
roles. For example, general employees such as a person in charge of garbage disposal need to be taught
about the prevention techniques of avoiding dumpster diving risks of information gathering used by
social engineers [6,34]. Penetration testing can be a very helpful strategy to overcoming this type of
challenge. It is one of the methods that corporates can adapt to simulate actions of a real attack trying
to steal sensitive data [82]. Similarly, the same tools and methods of prevention cannot be applied to
managers and board members of an organization, as they are more likely to be targeted with phishing
calls. Employers can focus on designing role-specific interventions for identified weak points at each
level of hierarchy. To strengthen the outcomes of penetration testing, training and awareness programs
need to be effective and up-to-date. Efficiency comes from outlining preventive actions required from
employees and helping them frame a preventive attitude by broadening the comprehensibility of why
the topic is important [83].

Because social engineering is related to the human capabilities, behavioral limitations of
employees pose a challenge to the effectiveness of training and awareness programs. Among
all employees, specific behavioral limitations include biases, cultural influence, and cognitive
favoritism [27,58,84]. Previous studies [62–64] highlight behavioral limitations among the major causes
that increase the chances of socially engineered attacks in organizations. Foremost, noncompliant
behaviors observed among employees in the process of training and awareness programs are
considered to be one of the challenges that needs to be overcome to create a safe culture. In the
case of information security leakage, costs of containment for firms can be a lot higher than if training
was considered in the first place. To counter such behavioral limitations and biases, organizations
need to establish clear security guidelines and educate all staff about them. One of the key strategies
to countering such challenges in training and awareness programs is that employees should learn
to avoid overestimating their capabilities to mitigate security risks. Instead, employees should be
taught through awareness programs that they could use their security knowledge to yield a positive
comprehensive result in the overall security. Awareness campaigns for employees should supersede
the individual bias and eliminate thoughts that such attacks “will not happen to me” [70,85–87].

Coordination among team members poses a challenge in the process of training and awareness
programs. As social engineering attacks are dynamic and evolving, organizations aim to contain
hacking threats using modern training methods. These methods include serious games, virtual labs,
and themed awareness videos and modules [59]. Nevertheless, the presence of specialized information
security training coordinators who are knowledgeable about recent methods is essential as a preventive
measure to mitigate vulnerabilities caused by a lack of security awareness. Training coordinators
and instructors should emphasize the importance of design flow diagrams of threat containment to
specifically inform all employees regarding who handles what aspect of threat control [9]. Strategies
for containing socially engineered threats include the conduction of preparedness exercises based
on collaborative incidental response processes. It is very important to map a detailed description of
interdependency between different organizational teams. They should specifically include all required
activities in sequence for facilitating firm-based training and awareness programs. Briefly, training
and awareness programs enhance the development of the capabilities of staff that are expected to
see a broader picture towards containing organizational vulnerabilities [31,33,34]. Lastly, to better
enhance coordination in handling dynamic socially engineered attacks, training coordinators and
instructors need to stay updated and regularly attend the latest conferences to better know how to
develop in-house training.
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Countering social engineering through new training techniques including simulations faces a
challenge of interdependence. Some training exercises specify roles that each member has to perform
in coordination as a team to control security risks arising from socially engineered attacks. However,
these shared tasks may create interdependencies for certain employees that limit their performances
while working alone. In such situations, when employees are trained to work interdependently,
they will not know the next responsibility to perform for containment of socially engineered threats,
leaving their organization exposed. Interdependency creates loopholes and open doors for social
engineers [7,45,88]. Moreover, previous studies [9,89] indicate that social engineers take advantage of
interdependencies by synchronizing such activities and sharing resources. Social engineers create a
special network that generates a larger scale attack able to impact an entire organization. The trick
behind this is to enter into an information system by phishing single employees. Strategies to counter
interdependencies could include training and awareness programs that are specifically designed to
enhance user-specific engagement and motivate employees to take automatic prediction towards the
next step in containing socially engineered attacks. The strategic measure could also include Tabletop
exercises that use simulated real-life roles and involve all employees and managers to better contain a
possible threat. Tabletop exercises are both online and paper-based and are constructed for identifying
involved agents and the correct flow of decision quality. The exercise involves employees getting
comfortable with their organization’s incident response plan. Simulation of role recognition in a firm’s
security plan helps in identifying security gaps. These gaps, when addressed by organizations, help
improve communication between security stakeholders in firms and help them learn new ways to
execute security plans as well.

Another challenge faced by firms is under-preparation for innovative approaches of socially
engineered hacking attacks. Even with the latest training and awareness program tools, employees
can have vulnerabilities, such as fear of being a victim. Hackers may use reverse psychology to
ensure that their chosen targets take the bait [62–64]. The strategies of training should include
directions for employees to avoid underestimating hackers’ capabilities. Socially engineered attacks
rely on such vulnerabilities as socio-emotional perspectives and trust dimensions. Engagement
with hackers leaves organizations exposed to more threats. Strategies to counter under-preparation
among employees include training and awareness programs involving real case scenarios and case
studies. These scenarios can enhance the knowledge base of weaknesses that hackers might prey
upon. In brief, implementing training and awareness programs is a crucial step towards having a
secure cyber environment in which users of all ages can freely use technology to conduct positive and
self-developing activities. It is considered the most effective way to deal with social engineering threats
as technology development has made humans potential targets of hackers and cyber criminals [4,6,10–
12,44,90–92].

5. Conclusions

This study examines factors that may contribute to overcoming the challenges posed from
implementing training and awareness programs against social engineering. Today, business functions
such as finance and supply chains merge into larger information systems. The integration of
information systems increases the vulnerability of an organization. Staff social media access using
such interconnected information systems can lead to increased threats of attack by malicious social
engineers. Additionally, if the level of information security awareness on the latest techniques used
by social engineers is not well maintained, organizations increase their risk of attack. Because social
engineering attacks are designed to evolve with both changing technologies and security measures,
more categorized training is needed to develop and evolve the knowledge base against such threats.

The main objective of information security training and awareness programs is to enable
employees to develop skills in identifying, disabling, and reporting any social engineering malicious
attempts. One of the primary challenges faced by enterprises in providing training and awareness
programs is the lack of training budgets, especially during global economic strikes. This paper lists
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some working strategies to reduce the cost of training. Undesirable behavior of an employee or the lack
of understanding of information security and organizational security culture counts as confidential
vulnerability. This study further recommends strategies for addressing challenges from the point
of view of security decision makers in organizations. Some recommendations are presented in this
paper, suggesting the conduction of preparedness exercises based on collaborative incidental responses.
Enhancing information security training and awareness programs can help organizations achieve
better results against social engineering techniques.
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