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Abstract

This paper studies parameter estimation of Wiener systems with quantized inputs and
multiple-valued observations in the presence of replay attacks. The proposed approach
effectively addresses the destruction of the data temporal structure caused by replay attacks
as well as the information loss induced by multiple-valued observations, thereby achieving
consistent parameter estimation of Wiener systems under constrained observation condi-
tions. First, the influence of replay attacks on the consistency of parameter estimation is
theoretically analyzed. It is shown that the attack-free estimation algorithm converges to
a biased limit under replay attacks, and an explicit expression of this limit is derived. To
address this issue, two classes of consistent estimation algorithms are proposed. When the
attack strategy is known, a compensation matrix is constructed to correct the compromised
data, thereby eliminating the bias introduced by replay attacks and achieving consistent
parameter estimation. When the attack strategy is unknown, a data preprocessing mecha-
nism with structured markers is designed to estimate the attack strategy, based on which a
compensated parameter estimation method is further developed. Moreover, the statistical
properties of the proposed algorithms are analyzed, and the asymptotic normality of the
estimators is established together with analytical expressions for the covariance matrices.
On this basis, an optimization problem aimed at minimizing the estimation variance is for-
mulated, yielding the optimal design parameters for the consistent estimation algorithms.
Simulation results demonstrate that the proposed methods can effectively suppress the
influence of replay attacks on system identification and achieve accurate and consistent
parameter estimation for Wiener systems under multiple-valued observation.

Keywords: quantized system; multiple-valued observation; Wiener systems; replay attacks;
consistent parameter estimation

1. Introduction

System identification is an important research area in control theory and signal pro-
cessing, whose primary objective is to establish mathematical models of dynamic systems
from input-output data [1-4]. In recent years, with the development of data-driven method-
ologies, system identification has gradually extended from traditional linear systems to
complex nonlinear systems, while facing new challenges such as missing data, noise inter-
ference, and cyber attacks [5-8]. In particular, in networked environments, data integrity
and security issues have become critical factors affecting identification performance [9,10].
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Therefore, the development of robust and efficient system identification methods is of
significant theoretical and practical importance.

Among various nonlinear models, Wiener systems have attracted extensive attention
due to linear dynamics and static nonlinearity structure, which can effectively charac-
terize many practical industrial processes, such as chemical reactions, communication
systems, and biological systems [11-14]. In recent years, various approaches have been
proposed for the parameter identification of Wiener systems. Zhang et al. [15] devel-
oped an identification method combining correlation analysis and intelligent optimization
strategies for Wiener systems with input delays, where heuristic optimization algorithms
were introduced to improve parameter estimation accuracy. Moreover, Wang et al. [16]
incorporated deep learning architectures into Wiener system modeling and established a
neural-network-based identification framework, thereby effectively characterizing complex
nonlinear relationships and enhancing model representation capability. From a theoretical
perspective, Bai and Reyland [17] systematically investigated the consistency and asymp-
totic properties of nonlinear system identification based on statistical learning theory and
recursive estimation methods, providing an important theoretical foundation for param-
eter estimation of Wiener systems. Although considerable progress has been achieved,
the intermediate variables in Wiener systems are generally unobservable, leading to strong
nonconvexity and ill-posedness in parameter estimation. Consequently, the identification
of Wiener systems remains highly challenging under complex observation conditions or
attack environments.

In practical systems, limitations of sensors and communication bandwidth often
require continuous outputs to be quantized, resulting in quantized observation problems.
Quantization inevitably causes information loss, making traditional identification methods
based on continuous observations difficult to apply directly [18-20]. To address this
issue, Guo et al. [21] investigated parameter estimation for linear systems under binary
observations and proposed a time-varying-threshold-based identification method, where
the consistency of the estimator was established. Subsequently, related studies were
gradually extended to multi-threshold quantization scenarios. Compared with binary
measurements, multiple valued observations can provide richer observation information
and thus alleviate information loss to some extent. However, multiple valued observations
simultaneously introduces more complicated nonlinear observation mechanisms, leading
to stronger nonconvexity and increased analytical difficulty in the identification problem.
To tackle this issue, recent studies proposed parameter identification methods based on
quasi-Newton algorithms and established corresponding asymptotic theoretical analysis
frameworks [22]. Meanwhile, from a statistical perspective, quantizers, as a class of
nonlinear sensors, alter the probability distribution characteristics of observation data and
thereby directly affect the statistical performance of parameter estimation. For example,
Forgione et al. [23] showed that quantization changes the covariance structure of estimation
errors and influences the convergence rate.

Furthermore, with the development of networked control systems, the influence of
cyber attacks on system identification has received increasing attention [24]. Among various
attack types, replay attacks constitute a typical cyber attack strategy, where historical data
are maliciously reused to replace current data, thereby destroying the temporal structure
and statistical properties of the data and degrading the performance of identification
algorithms. Zaman et al. [25] defined the replay attack mechanism and analyzed its impact
on control systems.

Table 1 summarizes the most recent works on system identification under attacks,
which can be categorized along three dimensions: the system model, the observation type,
and the defense mechanism.
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Table 1. Comparison of recent works on system identification under attacks.
Reference System Input Excitation Observation Attack Defense
[5] FIR Periodic input Quantized I/0 Replay Stochastic defense
[8] FIR Periodic input Multi-level Tampering Joint estimation
[26] FIR Periodic input Binary Replay Compensation
[27] FIR Periodic input Binary Seq. replay Compensation
This paper Wiener Quantized input Multi-threshold Replay Structured Marking Compensation

As summarized in Table 1, existing studies on identification under cyber attacks
mainly focus on linear FIR systems [5,8,26,27]. Compared with these works, this paper
considers nonlinear Wiener systems, where the nonlinear function is located after the
linear dynamics, making the identifiability analysis more challenging due to the unob-
servable intermediate state. Regarding observations, existing methods mainly consider
binary-valued sensors [26,27] or single-threshold quantization [5,8], while this paper adopts
multi-threshold quantization to obtain richer information and develops a corresponding
weighted fusion strategy. Regarding defense mechanisms, existing works either assume
known attack strategies [8,26,27] or rely on attack detection-based methods [5]. In con-
trast, this paper proposes a unified compensation-based framework that handles both
known and unknown replay attack strategies. For the unknown case, a structured-marking
mechanism is introduced to jointly estimate attack and system parameters. It can be seen
from Table 1 that existing works do not simultaneously address nonlinear Wiener systems,
multi-threshold quantized observations, and unknown replay attacks, which motivates the
proposed identification framework.

Motivated by the complexity of system identification problems under the combined
effects of nonlinear structures, quantized observations, and cyber attacks, this paper focuses
on Wiener systems with quantized inputs and multiple-valued observations, and investi-
gates the consistent parameter identification problem under replay attack environments.
Since replay attacks destroy the temporal structure of observation data and alter their
statistical properties, conventional estimation algorithms developed under attack-free as-
sumptions generally fail in such scenarios. To address this issue, this paper systematically
studies the problem from the perspectives of attack modeling and estimation compensation.
The main contributions of this paper are summarized as follows:

*  An estimation algorithm without replay attacks is developed for parameter identifica-
tion of Wiener systems with multi-valued observations. The impact of multi-threshold
quantization on the observation information structure is investigated, and its effects
on parameter identifiability and estimation accuracy are systematically characterized.

¢  Por nonlinear Wiener systems under the coexistence of quantized observations and
replay attacks, explicit asymptotic bias expressions are derived for the attack-free
estimator (Theorem 2), and consistent parameter estimation methods based on a
compensation matrix are proposed for both known and unknown attack strategies
(Theorems 3—4). The asymptotic normality of the estimators is rigorously established
(Theorem 5).

* By exploiting the asymptotic covariance expressions, an optimal design parameter
minimizing the estimation variance is obtained (Theorem 6), which provides a princi-
pled approach to trading off the marking overhead against the estimation accuracy.

The remainder of this paper is organized as follows. Section 2 formulates the iden-
tification problem. Section 3 presents the parameter estimation method and consistency
analysis in the attack-free case. Section 4 develops consistent estimation algorithms for both
known and unknown attack strategies and provides the corresponding theoretical proofs.
Section 5 analyzes the asymptotic statistical properties of the proposed algorithms and
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investigates the optimal consistent estimation strategy. Section 6 verifies the effectiveness
of the proposed methods through numerical simulations. Finally, Section 7 concludes the
paper and discusses future research directions.

2. Statement of the Problem

The following discrete-time Wiener system with single input and single output
is studied:

(1)

{Xk = upby +ug 160 + -+ Uy, 1160
Ye = H(xk, ) + di

where 6 = [91,92,...,0n1]T e R and 5 = 1,12, .,r]nz]T € R™ denote the unknown
parameter vectors associated with the linear and nonlinear subsystems, respectively.
The nonlinear mapping H(-,#) is a static parameterized function defined on Dy C R.
Fork € {1,2,...,N}, uy, x, and y, represent the system input, internal variable, and sys-
tem output, respectively, while dj denotes additive measurement noise and N is the data
length. The input uy is quantized, taking values from a finite set {y1,...,p,}. Let py
denote the original input signal before quantization. After the quantization process, define
the regression vector as Iy = [uy, ux_1,..., uk_n1+1]T, which yields x; = I176. Here, -T
denotes the transpose operation for vectors or matrices.

The output y; passes through a multi-threshold quantization sensor with thresholds
designed as —oo < Cp < C; < -+ < Cy < oo. After quantization, the multi-valued
observation v} is obtained, which is defined by

vp = Z?:l e <ye<ci) 2)
where
1, Coi<y <G
Irc. N = : ! 3
{Cir<w=Ci} { 0, otherwise. ®)
The data received by the estimation center are denoted by vy, which can be represented
by the vector 7 = [vg|1, . - ., vk|o]T, where vg|; = Ity <iy,i=0,...,0.

Figure 1 shows that the output y; passes through a multi-threshold quantizer to
produce 1Y, which is transmitted over a communication network subject to replay attacks.
The received signal vy, is used by the estimation center to identify the unknown parameters
6 and 7. The noise dj is additive. Let € € (0,1] denote the probability that an attack
occurs, and let T be a fixed integer-valued delay introduced by the attacker. Define the
binary variable «; € {0,1} to characterize the attack status at time instant k, where x; = 1
corresponds to the presence of a replay attack and x; = 0 means that the transmission
is attack-free. Under this setting, the signal received by the estimation center can be
expressed as

ve=(1- Kk)v,g + Kkv,g_T 4)

The replay attack described by (4) can be characterized by a tuple (€, T), which represents
the attack strategy.

Replay

attacks
e Y
. Yk| Linear | %k Static Yk| Multiple-valued v - >
Quantizer d . o - Communication Estimation
ynamics nonlinearity sensor network center

Figure 1. System structure.
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To establish the consistency of the proposed identification algorithm under replay
attacks, several assumptions are required regarding the attack process and measurement
noise. These assumptions are introduced to characterize the uncertainty caused by cyber
attacks and stochastic disturbances while ensuring that the collected data contain sufficient
information for parameter recovery. First, since replay attacks may corrupt the transmitted
observations and introduce statistical bias into the identification process, a constraint
on the attack occurrence probability is necessary to guarantee that the impact of attacks
remains limited. Specifically, the attack probability is assumed to be bounded away from
one, which ensures that a sufficient amount of attack-free information is preserved for
consistent estimation. Second, the statistical property of measurement noise directly affects
the probability distribution of the quantized observations and the construction of the
proposed estimator.

Assumption 1. The attack process is energy-limited, and the attack occurrence probability satisfies
Pr(ky = 1) = e <é < 1forallk € {1,...,N}, where € € (0,1) is a known upper bound
on the attack probability. This assumption ensures that a non-vanishing fraction of the trans-
mitted data remains attack-free at every time instant, which is essential for achieving consistent
parameter estimation.

Assumption 2. The noise sequence dy is assumed to be Gaussian and independently identically
distributed (i.i.d.) with mean zero and known variance o> > 0. The Gaussian assumption is
standard in the identification literature and enables the construction of the estimator through the
probit function ¥ ~1(-). Furthermore, ¥(-) and y(-) denote the cumulative distribution function
and probability density function associated with dy, respectively.

Given the quantized input sequence {1} ; and the multi-valued observations
{ye Y k=1 received under potentlal replay attacks, the objective is to design consistent estima-
tors 9N and 77y such that 9N — 0 and 7y — 7 almost surely as N — co.

3. Preliminaries
3.1. Parameter Estimation Algorithm in the Attack-Free Case

Before proceeding to the detailed mathematical derivation, we outline the logic of the
attack-free estimation algorithm to help the reader navigate the notation. The algorithm
consists of three steps. Step 1:For each input pattern U; and each quantization threshold C;,
the empirical frequency of {v) < j} among all data points with input pattern U; is used

to estimate w; = H(U;8,7) via the inverse noise CDF ¥ ~1(.), yielding & “’N,i (Equations (9)
and (10)). Step 2: The estimates from all v 4 1 thresholds are combined through a weighted
average with weights A; to obtain @y (Equation (11)). Step 3: The system parameters 6
and 7 are recovered from @y by solving the nonlinear equations via the mapping o(-)
(Equations (12)—(14)). This three-step structure—frequency estimation, threshold fusion,
and inverse mapping—carries over to the attack case with the key modification that the
empirical frequencies must first be corrected by the compensation matrix (Section 4).
Assume that {u;} is an arbitrary input sequence taking values from the quantization
set U = {u1,...,pr}. The input sequence {u;} gives rise to the regression vectors I/,
which admits £ = 1™ possible patterns, denoted by U = {Uj, ..., U, }. Specifically,

Un = [, o1, 11 )y
= [p1, 1, 11, M2l 1,

U = [ eyt el ey
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For a given input sequence {1} and its corresponding regression sequence {I1f, ... IIL},
define N; = YN I (r=u;} jeL ={1,...,L}, which represents the number of occur-
rences of the pattern U;.

. . . . T gy
Assumption 3. For a given data length N, define B; = limy 0o ——x——, j=1,...,L.
Whenever the above limit exists and B; is nonzero, the input pattern H]-T is regarded as persistently
exciting. For notational simplicity, let Ly = {1,..., Lo} denote the index set associated with all
persistently exciting input patterns. Lo > n = ny + ny, thereby guaranteeing the identifiability of
the system.

Consider the nonlinear function of the Wiener system in the following form:

H(x1,1) = w
I ()
H(x£0/ 77) = wr,

where w = [wl,...,wcof

Define the full-column-rank matrix Q) = [Hl, | CO] T, which guarantees the identi-

fiability of the system. Choose 17 vectors from H]-T, j=1,..., Ly, to construct a basis set.

T

For convenience, let the selected vectors be H{, R | v which constitute the input matrix

Q=[Iy,...,10,]" (6)

Each pattern H}r, j =1,...,Lp, can be linearly represented by HiT, i=1,...,n,

m
namely, H].T = 'Zl 'yj/iH;.r, j=1,..., Ly, where 7j,i denotes the corresponding coefficients.
=

Consequently, one has
]
x]' = Z’yj,l-xi, ]: 1,...,£0 (7)
i=1
According to (5) and (7), it follows that
H(xq,...,%n,1) = w (8)

Equation (8) contains n unknown variables and # equations, and therefore admits
a unique solution. In this case, system (1) is identifiable. Accordingly, the following
assumption is introduced.

Assumption 4. Suppose that there exists a compact set A C R0 including the true output w.
For every o« = [aq, .. .,BCEO]T € A, the nonlinear equation H(x1, ..., Xn,, 1) = a has a unique
solution o(a) = [x1,..., %, n]" € R". In addition, the mapping o(«) is continuous and bounded

on A.

In the absence of replay attacks, the bounded continuity of o(-) allows probabilities to
be approximated through empirical frequencies. Then, by using two inverse mappings,
the parameter estimates of the Wiener system with quantized inputs and multi-valued
observations can be derived. The corresponding estimation procedure is given as follows.

Theorem 1. Consider system (1) and the multi-valued observations (2)—(3). Under Assumptions 1-4,
as N — oo, the estimates O and ijy obtained from Algorithms (9)~(14) converge consistently to
the true values 6 and 1, respectively.
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e Estimation of w
oy = [y 0y, )
S0) ST
wy; = G-¥ N, Y Vk|jI{H{=ui} (10)
=i
wherei =1,...,Loand j=0,...,0.
e Weighted estimation of &y
v .
oy =Y Aad (11)
j=0
where A; denotes the weight associated with threshold C;, satisfying Ag, ..., Ay > 0 and
A+--+A =1
e Estimation of 6 and y
After obtaining oy, the estimates of 6 and n are given by
Oy = Q Wy (12)
and
ﬁN - [in-‘rl(&\)N)/” 'rQn(‘DN)]T (13)
where
Wy = [01(@n), -+, @y (@N)]T (14)

Proof. In the absence of replay attacks, the probability that the estimation center receives

data satisfying vy < j is given by

E[vy] = E[1{]
= Pr{vg < j}
=Pr{yx < C;}
= Pr{dk < C] - wk}
= ‘F(C] - wk)

Since I‘IE € {Uy,..., Uz}, one has

According to the law of large numbers, as N — oo,

1N
N )3 Vl(c)|jI{H}:ui} = ¥(C — wi)
i k=1

Substituting (17) into (10) yields

('DI(\]I?Z — C] —y-l (T(C] — wz)) = wj

(15)

(16)

(17)

(18)

Since each component converges to the true value of the nonlinear function, it follows

directly that
C/(\JN — W

(19)
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Consequently,
[ 01(@n) 01(w)
on(@xn)]  Lom (@)
0 +1(ON) o +1(w)
on(Wn) on(w)
According to (20),
In=0""TWy = O 'W=0"100=6, N—oo (22)

The proof is completed. O

3.2. Impact of Replay Attacks on the Attack-Free Estimation Algorithm

The estimation algorithm designed for the attack-free case may exhibit different conver-
gence properties when replay attacks occur. Therefore, a theoretical analysis is conducted
to reveal how replay attacks affect the convergence behavior of the algorithm. The analysis
mainly focuses on the following two issues: whether replay attacks invalidate the origi-
nal convergence results, and whether the algorithm still converges when consistency is
destroyed, together with the theoretical expression of its limiting value. This subsection
provides a detailed analysis of these problems.

Due to the temporal dependence introduced by replay attacks, the conditional proba-
bility structure among regression patterns plays a critical role in the performance analysis
of the estimation algorithm. To this end, define an £y x £ probability matrix as

p11(T)  p12(T) o p1L(T)
T L @)
pCO,l(T) p[lo,Z(T) T PLyLoy (T)

where p; (1) = Pr{ I =u; |11} = U;} denotes the conditional probability that the
regression pattern at time instant k — 7 is U; given that the regression pattern at time instant
k is U;. Each column of R(7) forms a probability distribution, namely, Zfz"l pij(t) = 1. Fur-
thermore, when 7 = 0, one has p; j(0) = 1 for i = jand p; ;(0) = 0 for i # j. Consequently,
R(0) = Iz, where I denotes the identity matrix.

Remark 1. In practice, R(T) can be estimated from the input sequence via empirical transition
counts:

I T S Lt =
pij(T) = N , ije{l,..., Lo} (24)
Li—rn YT —uy

The above estimation can be implemented by counting the transitions between input patterns
during a single scan of the data, requiring O(N Ly ) operations. For the system considered in this
paper, Lo = ™ = 4 withr = 2 and ny = 2, and thus R(t) can be directly constructed with
negligible computational cost.

For high-dimensional systems, the main scalability issue arises from the exponential increase
of the number of possible input patterns, i.e., Lo = ™. For example, when r = 2 and ny = 20,
Ly = 220 — 1,048,576, and the full transition matrix contains more than 1012 elements. However,
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in practical applications, only a subset of input patterns is usually activated by a finite-length input
sequence. Let S denote the set of observed patterns and Ls = |S| be its cardinality. Typically,
Ls < Loy, and only the sparse transition matrix HA%S(T) € RE*Ls needs to be constructed.
Consequently, the storage requirement is reduced from O(L3) to O(L2). This sparse implementation
preserves the dominant transition information while significantly improving the scalability of the
proposed compensation framework.

The attack signals contaminate the observation data and thereby introduce non-
negligible estimation errors. To characterize such performance degradation, it is necessary
to analyze the asymptotic properties of the estimator under attack environments.

Theorem 2. Consider the Wiener system (1) with multi-valued observations (2) and (3) under the
(e T) replay attack described by (4). Under Assumption 2, as the data length N — oo, the estimators
Wn, 7 N, and N, converge almost surely to the following theoretical values, respectively:

T
&= |a(@), ., on(@)] (25)
. T
1= |en1(@), . oul)] (26)
i=0'o 27)

where @ is defined in (31).
Proof. In the presence of replay attacks, according to (1)—(4) and Assumption 2,
Pr{v, <a}
=Pr{vy <a, x =0} +Pr{vy < a, x =1}
=Pr{x; =0} Pr{v,? < a}
+ Pr{x; = 1}Pr{1/,97T < a}
=(1—-€)¥(Cs—wy) +e¥(Co — wi_+)

=(1-e)¥(Cs —wy) +¢€ 20 Pm,k(T)‘P(Ca — W) (28)

m=1

According to the law of large numbers, as N — oo, one further has

1N & p
7 L vy = A= €¥(Co—w) +e Y o (D¥(Co—won) =7 (29)
k=1 m=1

Substituting (29) into (9) and (10) yields

Co—¥ (el
oW - ol = : (30)
Ca—¥ ()

Substituting (30) into (11) of the original estimation algorithm gives

=Y A (31)
a=0

Finally, substituting (31) into (12)-(14) leads to (25)—(27). O
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4. Design of Consistent Estimation Algorithms

The above results show that replay attacks invalidate the convergence of the original
estimation algorithm. To ensure accurate parameter estimation, consistent estimation
methods are further developed for two scenarios: known attack strategies and unknown
attack strategies.

4.1. Design of Consistent Estimation Algorithms: Known Attack Strategy

Define the compensation matrix X(e, 7) as

1—e€+ep11(7) €02,1(T) E €0,1(T)
€ T 1—€e+e T) - € T
R(e,7) = Pl,.z( ) | 02,2(7) | P,co.,z( ) 32
€p1,2,(T) €02,2,(T) o 1—e+epr,(T)

When the compensation matrix X(e, T) is invertible, denote its inverse matrix by X(e, 7),
which takes the following form:

qu(e, ) quet) - qig,(e,T)

. €T €,1T) --- €T

Re, 1) = q21 (. ) GI22(‘ ) | 072£0f ) )
qdco1 (6/ T) qcq2 (6/ T) Tt qLoLy (6/ T)

Remark 2. The compensation matrix R(e, T) = (1 — €)lz, + eR(7) has a circulant structure due
to the periodicity of the input sequence. Let Ty = mod (T — 1, Lg) + 1. According to the theory of
circulant matrices, X (e, T) is invertible if and only if

21 (1—-1)
1—€e+eeto #0, 6=0,...,L0—1 (34)

The above condition indicates that singularity may occur only for the special case € = 1/2 together
with specific replay delays. Under the simulation settings adopted in this paper (e.g., € = 0.3,
Loy = 4), this singular case is avoided, and hence the compensated estimator is well-defined.

(a)

Fori=1,..., Ly, the compensated estimator of w; is given by
(@) (& 1Y
O = Co =Y Ll D X vkl qnp-u (35)
j=1 J k= /

Combining (35) with (9) and (11), the weighted estimate &y ; = Y 1_ )\]@Y;)i can be
obtained. Substituting Wy ; into (12)—(14) yields the compensated estimates of the system
parameters Oy and 7.

Theorem 3. As N — oo, under the known attack strategy (€, T), the compensated estimate
obtained from (9), (11) and (35) satisfies oy — w. Furthermore, substituting it into (12)—(14)
yields O — 0 and fjg — 1.

Proof. According to (29), the following relation can be obtained:

N% A Vk|a1{ng:u1} Y(Ca—wr)
: — N(e, 1) : (36)

1 N
Neg ket Velalgrr—u ) Y(Co—wey)
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Rearranging the above equation gives
1 N
N7 k=1 Vklal gt =i ¥ (Co—wr)
R(e, 7) : — : (37)
1 N
Ng, Y Vk|uI{nE:u£0} Y(Co— wﬁg)

Substituting (37) into (35) leads to cﬁ% )l — wj. Similarly, each component converges
to the true value of the nonlinear function, and hence & — w. According to (20)-(22), one
obtains By — 0 and fjy — 7. O

4.2. Design of Consistent Estimation Algorithms: Unknown Attack Strategy

However, in practical scenarios, the estimation center generally cannot directly obtain
the attack strategy. Therefore, a data preprocessing module is introduced to first estimate
the attack strategy (€n, Ty), after which the identification algorithm for known attack
strategies is employed to further estimate the system parameters.

As shown in Figure 2, the multi-valued observation data v are not directly trans-
mitted through the communication network. Instead, they are first processed by a signal
preprocessing module to generate v/). The processed signal v/ may subsequently undergo
replay attacks during transmission to the estimation center. In this case, the replay at-
tack is launched on the preprocessed data 7Y, and the data received by the estimation
center satisfy.

v = (1 —x) 0 + rv?_ (38)

Uk | Linear i
Quantizer . Static
dynamics nonlinearity
1
1
Replay '
1 'Vk
attacks !
R ;
‘o Vi data
— Communication k .
Estimation P— --7 preprocessing
center module

Figure 2. System structure with a data preprocessing module.

Next, the construction procedure of the preprocessed data is presented in three steps.
Let f = T 4 2. In the first step, select an index sequence {C,}ﬁ’l satisfying ¢,+1 — ¢, > 3f,
and set §¢, +1 = N. This condition guarantees that different marked intervals do not
overlap under replay attacks. In the second step, construct the marked intervals. Define
each marked interval as M, = {¢,,..., + 3f — 1}. The overall marked set is defined as
Zg\?) = Uf N, M. In the third step, embed structured markers. Specifically, the following
structure is constructed within each interval to obtain the preprocessed sequence 17]?:
W0, kezl,
W=1<r k=¢+r (39)
r, k=¢+t+r

where:=1,2,...,¢yandr =0,1,...,F— 1.
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As illustrated in Figure 3, the preprocessed data are constructed with total length

— n : . NT. — N—Np . .
No = 3gnt. First, define N; = )7, I{H{:u,-,k gzg(,”}' Next, define the function

S(E) ({x0, X1, - -» Xi—1}), which returns the position index of the first occurrence of f — 1
in the sequence {xo, X1,.-.,X7—1}. If the sequence does not contain f — 1, the function
returns 0, where x € {0,1,...,f —1}. The consistent estimation procedure of the system
parameters is then carried out in two steps.

Figure 3. Illustration of data preprocessing.

In the first step, estimate the attack strategy (€, Tn):

R 1 28N
EN = 29y & Z {(RAT-1 eV} (40)
™ = S(B) (Ve 1) (41)

where V = {ve 71} U {vg yora} and Ve r = {vg 15+ Ve qor1 -
In the second step, estimate the system parameters 6y and 7y

~ ~ ~ T
By = Q! [gl ON)s - Om (5N)] (42)
-~ ~ T

v = [on10n), -, 0u(B)] (43)

0 =1 8T (44)

oy = 2 A0 (45)

a=0

Lo

5 = Co—t ! (2 7@, ?N)w%,ﬂ) (46)
j=1

@ 1 NGO

N,j N Z Vk‘a {HT ngz } (47)

k=1

wherei=1,...,Lgandj=1,...,Lo.

Theorem 4. Consider the Wiener system (1) with multiple-valued observations (2) and (3) under
the (e, T) replay attack described by (4). Under Assumptions 2, 3, and 4, as N — co, one has
Ny — oo. Then, €y — € and Ty — T; moreover, Oy — 0 and iin — 1. Here, the identification
algorithm for €y and Ty is given by (40)—(41), while the identification algorithm for On and T is
given by (42)—(47).

Proof. According to (28), when k ¢ 79 one has Pr{v, <a} = ¢@. When k € 79,
if vg 71 #F—1orvg 071 # f— 1is observed, then the occurrence of a replay attack is
indicated. Moreover, the observed Ty represents the delay introduced by the replay attack.
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Since the marked samples are independently collected and their number satisfies
Ny — o0 as N — oo, the empirical frequencies of the marked observations converge to their
corresponding probability distributions according to the law of large numbers. Therefore,
the attack occurrence probability and the attack delay can be consistently identified from
the marked samples.

Based on the above analysis, according to the law of large numbers, one obtains

(@) (@)

EN — €,TN — T, 0N ; — € ,wp.l,N — o0 (48)

The convergence of €y and Ty indicates that the statistical characteristics of the un-
known replay attack are asymptotically obtained. Consequently, the influence of replayed
observations can be compensated by using the estimated attack parameters. Combining
this compensation relationship with the probability estimation method in (46), one obtains

50— w; (49)
where w; denotes the original observation probability without replay attacks. Therefore,
(49) implies that the proposed method can asymptotically recover the attack-free probability
information from the corrupted observations.

Finally, according to the inverse relationship between the observation probabilities and
the system parameters established in (9)—(13), the consistency of the recovered probabilities
directly guarantees the consistency of the estimated parameters.

The proof is completed. [

5. Performance Analysis of the Consistent Estimation Algorithm
5.1. Asymptotic Normality Analysis

After establishing the consistent estimation algorithm, it is necessary to further investi-
gate its statistical properties, particularly the asymptotic normality of the estimators, which
provides the theoretical foundation for the subsequent optimality analysis.

! - )
Define 7 = 0 AN = EN ,and A =
0 I"l N

identity matrix of dimension ;.

1 , where I;, represents the

Theorem 5. Let E = % and define 7; = limy 0 7j, v = limn 00 NT—]NO According to Theorem
4, the estimator Ay constructed by Algorithms (42)—(47) is asymptotically normally distributed,
and its limiting distribution is given by

\/N(AN—A) 43 (R) (50)
where
R 3F

Z(R) = (14 )T + (14 53)T (51)

Iy = 3fpieet i (e — €2) (52)

T2 = po[diag(e) — diag(e)’]p; (53)

o1 = TY(w)s D& en

O = Ty(w)Sdiag(;)&(e, ) (55)

1’er
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&= Z)\a[ega),...,s(gg]T (56)
Proof. According to (6) and (43), (45), and (46), one obtains
m[ e ]
N —1]
:\/N(A\N - A)
~VNT (o(8v) ~ o()) (57)

According to the mean value theorem, there exists a random vector 4, whose elements

lie between éy and w. Define V(@) = %hzﬁ = [a%—éﬁ), e, W]. Then,

o(n) — olw) = Y(@)(y - ) (58)

Combining (44) and (45) yields
5 " (5
oN—w=Y A(oy —w) (59)
a=1

Extracting the i-th component of (59), fori =1,..., £y, gives

-
& (@)
=
o (@)
=¥ 1 (Y(Co—w;) —¥ ! (Z [%‘j(?N, ?N)@N,jD (60)
=

Applying the mean value theorem again to (60), there exists a vector b whose

elements lie between [¥(C, — wy,..., ¥(Cs — wg,)]T and [Zfzol [qu(EN, ?N)‘DJ(\?,)]‘]"-"

Zfzol {q £oj (€N, ?N)w%)]] ]T. Hence, (60) can be further written as

Lo
(Y (Co—w)) =¥ (Z [‘71‘]'(51\1, ?N)wﬁ)jD

j=1
L S PR
= [ ¥(Ca—wi) =) |qi(En, :
w(bi)l R ]; [q](eN TN)(DN,JH
1 Lo (@) Lo R @ ‘|
=0 ijl€,T)e; " = ij (€N, TN) @y (61)
(bi) L;q](e i ]; en e

Define BI(\L;,)i,l = Zjﬁ:()l qii e, T)S;a) - Zf:ol qi]-(EN,?N)sga) and Bﬁ)i/z = Zjﬁ:ﬂl G ?N)Sy)
_ ]C:Ol [qij(EN, ?N)a)](j)]] Then, (61) can be expressed as the sum of ﬁBl(\[fl)zl
1 B(”)

s BN The two terms are analyzed separately below.

and
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First, there exists a scalar ¢ lying between €y and €. By the mean value theorem,

fBNzl
_st (gii(e,T) — qij(€n, TN))

W
El
%)
S
N
Q
=
=
—~
R
;—]
~—

_\/725 [q:(€Nn, T) — gij(En, TN) ] —

The term Bg\?)l , can be decomposed as

VNBY),

& VN = @

= Z:lqij(GN, TN) \/ﬁ Ni [g; ) — (DI(\],)]} (63)
= i

Define S = diag(

1 1 ini _ .
RN ). Combining (57)—(63) yields

VN(Ay — A) = Dy1+ Do+ Dns (64)
where
dgqi(x,
e | e RE
Dy, =-TY(@)S ZZAﬂe (65)

VNOal]1

9., (x,7) /
Eoz;x |x=¢ Z;O(eN_e)

A RN S @ ) VN — )]
Dy, =TY(a SZM (66)
N 5 1q£o](€NrTN)m [55“) —w%}]
) \F[lhj(GN, 7) — q1j(€n, )]
Dn3=TY(@)S ) Z/\as(a ©7)
= VNIq1j(En, T) — q,j(EN, TN))]

Since E(vx — Evg)? = B2y — (Evy)? = Evx — (Ev)?,k ¢ Zg\?), according to (28), one
has
E(v — Ev)? = ¢ — ek ¢ Z\) (68)

From (39) and (48), it follows that

_R2 e 2
E(I{Vk#fflkad/}) E(I{vk#—mkev}) €-¢€ (69)

By the central limit theorem,

I;’f @y —€) BN (0, —€2), N — oo (70)
\ﬁ(s]@ — o)) LN, — )N = oo (71)
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Let ¢, denote the length of the normal data segment before the i-th data processing
block, namely, the interval between two adjacent coding blocks. Assume that the random
sequence {/,} is independent and identically distributed and follows a Poisson distribution

SN
with parameter . Then, limy_, o Zlg:il\l]é’ = . According to the data preprocessing scheme
in Section 4.2, one has
N YIN £, + 3Fgn R
— = lm == ——° — 14— 72
No  Nos  3igy Y (72)
N YN 0, + 3Egn 3f
— lim ==L 0% =14 73
N — Ny N—oo Ztggl 4, R 73)
According to (70)-(73),
R
Dy i>/\/<0, (1+ 3E)rl> (74)
d 3F
DN,Z —>N O, (1 + §)F2 (75)
DN,3 —0, N — o (76)
Therefore,
~ d R 3r
\/N(AN - A) =Dn,;1 +Dna + Dn3 = N(0, (1 + 37)F1 +(1+ g)rz) (77)

The proof is completed. [

Remark 3. The asymptotic covariance matrix X reflects the influence of replay attacks on the
identification accuracy. Specifically, the covariance term without attack represents the inherent
statistical uncertainty of the binary-valued observations, while the additional attack-related term
characterizes the uncertainty introduced by replayed data. A larger attack probability or replay
duration increases the correlation of received data and reduces the effective identification information,
leading to an increase of ¥. and a degradation of estimation accuracy. Therefore, ¥. provides a
quantitative measure of the impact of replay attacks on parameter identification performance.

5.2. Optimality Analysis

The marking mechanism introduces Ny marked data points, which are used exclusively
for attack parameter estimation and are unavailable for system parameter identification.
The fraction of data used for marking (overhead) is Nyp/N. As N — oo, according to (72),
this overhead fraction converges to

No 3F

N 3R

(78)

Thus, the design parameter Jt directly controls the tradeoff between data preservation and
attack estimation accuracy. A small R corresponds to frequent marking, which provides
more samples for accurate attack estimation but reduces the data available for system
identification. Conversely, a large Rt preserves more data for identification but provides
fewer samples for attack estimation.

According to Theorem 5, the Poisson distribution parameter 3 affects the asymptotic
normality of the parameter estimator through the factors (1 + #/3f) and (1 + 3f/R) in
the covariance expression. Therefore, an optimal consistent estimation algorithm can be
designed to minimize the variance of the estimation error, namely, the discrepancy between
the estimated values and the true parameters. Specifically, the term involving (1 + R/3f)
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originates from the uncertainty in estimating the attack probability €, and decreases as
marking becomes more frequent (f decreases). The term involving (1 + 3f/R) originates
from the finite-sample uncertainty in the system parameter estimation and decreases as
more data are preserved for identification (R increases). The optimal #* balances these
two competing sources of uncertainty. Consequently, this subsection aims to determine the
optimal R that minimizes the trace of the asymptotic covariance matrix.

Let trace(-) denote the trace of the target covariance matrix. Then, the optimality
analysis can be formulated as the following parameter optimization problem:

3t
mg%n {(1 + %)trace(rl) +(1+ §R)trace(l"z)} (79)

Denote the solution of the above optimization problem as the optimal design strategy
R* for the consistent estimation algorithm.

Theorem 6. The optimal design strategy R* for the consistent estimation algorithm given by
(79) is
- [Ap
R* =3 -—= 80
A (80)

where A1 = trace(Ty) > 0and Ay = trace(Tp) > 0.

Proof. According to the arithmetic—-geometric mean inequality,

3t
trace(Z(?R)) = (1 + %)Al + (1 + g)/\z >N+ Ay +2 /A (81)

The equality holds if and only if %—Al = 3[A. Since R > 0, solving the above equation
yields R* = 3f % The proof is completed. [

6. Numerical Simulations

To verify the effectiveness of the proposed consistent identification algorithm, this
paper considers a class of nonlinear quantized systems and conducts numerical experiments
in the presence of replay attacks.

The system output is defined as y; = 20 4 1 + di, where the unknown parameter is
0 = [2, 4]T, the bias term is = 1, and the noise satisfies d; ~ A(0,0?) with variance o = 3.
The input signal is finitely quantized as u; € {—0.1, 0.2}, thus yielding Ly, = 4 possible
regression patterns. The system output is further processed through a multi-threshold
quantizer, where the threshold set is C = {1, 2, 3}, v=3.

To verify the accuracy of the attack-free estimation algorithm (Equations (12)—(14)),
the attack-free scenario is first considered. As shown in Figure 4 (Left: Estimates §; and
0, converge to true values §; = 2 and 6, = 4 . Right: Estimate 7} converges to true value
n = 1. Parameters: N = 6000, ¢ = 3, = 0, C = {1,2,3}, A = [}, 1, 1]), the proposed
attack-free estimation algorithm can accurately estimate 6 and # under quantized input
and multi-threshold measurement constraints, thereby validating the effectiveness of the
attack-free estimation algorithm.
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Figure 4. Effectiveness of the attack-free estimation algorithm (Equations (12)—(14)).

Next, the presence of replay attacks is considered, where the replay attack strategy is
specified as € = 0.3 and T = 1. To verify whether the theoretical convergence values of 6
and # given by (25)—(27) are correct when the original attack-free estimation algorithm is
applied under replay attacks, the results shown in Figure 5 are provided (Left: Estimates 8;
and 6, converge to the biased limits 0, and 0, not to true values #; = 2 and 6, = 4. Right:
Estimate 7 converges to biased limit 7, not to true # = 1. Parameters: N = 6000, o = 3,
€e=03,17=1C={1,23} A= [%, %, %]) The simulation curves validate the correctness
of the theoretical convergence values proposed in (25)—(27).

2
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Figure 5. Effectiveness of the theoretical convergence results (Equations (25)—(27)).

To compensate for the parameter estimation bias caused by replay attacks, a con-
sistent estimation algorithm with known attack strategy is first proposed. Assume that
the estimator has prior knowledge of the attack strategy (e,7) = (0.3,1). As shown in
Figure 6 (Left: Compensated estimates 6, and 6, converge to true values 6; = 2 and 6, = 4.
Right: Estimate 7} converges to # = 1. Parameters: N = 30,000, c = 3,¢ =03, 7 =1,

C=1{1,23} 1A= [%, %, %}), the simulations demonstrate that the proposed consistent
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estimation algorithm with known attack strategy can effectively eliminate the influence of
replay attacks and achieve accurate parameter estimation.

6
R 2 —
......... 62 B
5k 0,
| _62
1.5 |
<= 1 !\f’i\-’:\;._ .
2 i *,"sﬂ“'l" 'u.,_",',’“'“‘-‘.. ..... Y|
1
15 05} |
1 4
0 L | 0 ‘ |
N ><].04 N ><104
@86 (b)

Figure 6. Consistent estimation performance with known attack strategy.

Next, the case of unknown attack strategy is considered to verify the effectiveness
of the consistent identification algorithms (Equations (42)—(47)). Let T = 3 and define
t = T4 2 = 5. The preprocessed data sequence is generated recursively according to (39),
where a specially structured detection sequence is constructed to effectively identify replay
attacks. The parameter R is chosen as & = 20, and the true attack strategy is set as (0.3,3).
The results are shown in Figure 7 (Left: Estimates of attack strategy converge: éy to € = 0.3,
Ty to T = 3. Right: Estimates 91 ,0,, and ij converge to true values 61 = 2,6, = 4,andy = 1.
Parameters: N =30,000,c =3,C ={1,2,3}, A = [%, %, %]) The simulations demonstrate
that the consistent identification algorithms (Equations (42)—(47)) can accurately estimate
the attack strategy and subsequently estimate the system parameters.

3 AAAANNAANAARLANRNRAADNRNRNAANRRR

2.5 —e—¢éy

—A— Ty

- =€
2
1.5
1

k x10*
(a) Attack strategy (b) System parameters

Figure 7. Consistent estimation performance with unknown attack strategy.

To verify Theorem 5, the asymptotic normality of 6;, 6,, and 7 is investigated
through simulations, as shown in Figure 8. (Histograms show empirical distributions over
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MC = 12,000 runs; solid curves show theoretical N'(0, %) densities. Left: vN(fy1 — 6;).
Middle: vN(8y 2 — 6,). Right: v/N(7jy — ). Parameters: N = 30,000, = 3,¢ = 0.3, 7 = 3,
R=20,C={1,23}r=[}11].
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Figure 8. Asymptotic normality under the proposed consistent estimation algorithm with unknown
attack strategy (42)—(47).

According to Theorem 6, the optimal defense parameter is i8* = 86.0234. Meanwhile,
two non-optimal parameters are selected as #¢; = 20 and R, = 130. Parameter estimation
is then carried out using the consistent identification algorithms (Equations (42)—(47)),
and the results are shown in Figure 9 (The optimal R* = 86.0234 achieves the lowest
asymptotic trace. Non-optimal choices & = 20 and #t = 130 produce larger asymptotic
values. N = 40,000, MC = 100). The results indicate that the optimal consistent estimation
strategy minimizes the trace of the covariance matrix and thereby achieves the minimum
estimation error.

R =20
R =130
R* = 86.0235
10! I I I I I L L
0 0.5 1 1.5 2 2.5 3 3.5 4
N x10*

Figure 9. Trace of the covariance matrix trace(N(Ay — A)(Ay — A) ") under different values of .

To further investigate the influence of the labeling overhead on the identification
performance, an additional simulation is conducted. The evolution of the normalized
estimation error under different labeled-data proportions is shown in Figure 10.
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Figure 10. Effect of the labeled-data proportion { on the parameter identification performance.

To further validate the effectiveness of the proposed algorithm with unknown attack
strategy, a comparative analysis is conducted against three representative methods. The first
comparison method (denoted as M) estimates the attack parameters € and 7 purely from
the statistical match rate of the received data without structured markers, and then applies
the same compensation-based estimation procedure as in the consistent identification
algorithms (Equations (42)—(47)). The second comparison method (denoted as M3) adopts
the dynamic watermarking framework [28]: a known pseudo-random watermark is injected
into the system output, attacked segments are identified via sliding-window correlation
detection and removed, and finally the attack-free estimation algorithm (12)-(14) is applied
to the remaining clean data. The third comparison method (denoted as M) employs the
classical chi-squared (x?) residual-based anomaly detector, which is one of the most widely
recognized bad-data detection frameworks in the cyber—physical security literature [29,30].
In My, the x? statistic constructed from the observation residuals under the attack-free
model is compared against a threshold to detect anomalies. The detected attacked segments
are removed, and the attack-free estimation algorithm is applied to the retained clean data.
Unlike M;, My does not embed structured markers or estimate the attack strategy; instead,
it relies on the statistical deviation between the observed and predicted measurement
distributions to identify attack occurrences.

The results in Figures 11 and 12 demonstrate that:

1. The proposed method (M;) achieves the smallest bias for all parameters, indicating
that the structured marking mechanism enables more accurate estimation of the attack
strategy and effective compensation.

2. M, shows larger estimation bias, especially for 6, and 7, since the attack parameters
estimated from empirical match rates are less reliable without deterministic markers,
resulting in an inaccurate compensation matrix.

3. Both M3 and My (detection-and-removal methods) obtain larger RMSE values than M;
due to the data removal process, which reduces the available samples and increases
estimation variance. In contrast, the proposed compensation-based method retains
the received data and achieves better estimation accuracy.

4. Comparing M3 and My, the x?% detector (My) achieves similar RMSE to the watermark-
ing method (M3), since both discard attacked segments. However, the x? detector
is a conventional methods from the cyber-physical security literature and does not
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require signal modification (watermark injection), which preserves the original system
dynamics and avoids potential interference with normal system operation. Neverthe-
less, its accuracy is still significantly lower than that of the proposed M, confirming
the superiority of the structured-marking-based compensation paradigm over the
detection-and-removal paradigm.

5. M; and M, have comparable computational costs, whereas M3 and My require ad-
ditional computation due to the sliding-window detection process. Specifically, My
needs to periodically update the covariance estimate of the residual buffer, leading to
a higher per-sample computational overhead.

To assess the practical feasibility of the proposed algorithm, the computation time is
evaluated against the data length N and the number of quantization levels v. Figure 13
shows the measured computation time as a function of N (with v = 3 fixed) and v (with
N =30,000 fixed). With £y = 4 in the current simulation setting, the per-step cost is modest,
and the total computation time remains well within practical limits even for N = 10°.

12 1.123 1121
1 L
08}
&)
% 0.6}
0.430
0.4}
0.302
0.2}
0
M, M, M, M, M, M, M, M,
(a) Estimation bias (b) RMSE
4
230
<]
E
=
=]
S 2t
=
<
=
S 1+
O
0
M, M, M M,

(c) Computation time

Figure 11. Comparison of the proposed method (M;) with three existing approaches for unknown
attack strategy (a) Absolute estimation bias of 01, 65, and 7. (b) Overall RMSE of the parameter vector
[67,7]T. (c) Mean computation time with +one standard deviation error bars. My: proposed method
(structured marking + attack strategy estimation + compensated estimation, Algorithms (40)—-(47));
M,: empirical attack strategy estimation + compensation (no structured markers); M3: dynamic
watermarking detection + removal + attack-free estimation [28]; My: x? residual-based detection +
removal + attack-free estimation [29,30]. (¢ = 0.3, T = 3, N = 40,000, 30 Monte Carlo runs).
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Figure 12. Boxplots of the parameter estimates obtained by the four methods over 30 Monte Carlo
runs. Red dashed lines indicate the true parameter values (6; = 2, 6, = 4, y = 1). Mj: proposed
method (structured marking + attack strategy estimation + compensated estimation, Algorithms
(40)—(47)); My: empirical attack strategy estimation + compensation (no structured markers); Ms:
dynamic watermarking detection + removal + attack-free estimation [28]; My: x2 residual-based
detection + removal + attack-free estimation [29,30].

The blue boxes represent the interquartile range, covering the 25th—75th percentiles of
the estimates, while the red lines inside the boxes indicate the median estimates. The red
dashed line denotes the true parameter value.
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(a) Computation time versus N (v = 3) (b) Computation time versus v (N = 30,000)

Figure 13. Computational cost of the proposed estimation algorithm. (a) Scaling with data length
N under a fixed number of quantization levels v = 3. (b) Scaling with the number of quantization
levels v under a fixed data length N = 30,000. The dashed lines indicate linear fits.
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To assess the robustness of the compensated estimation algorithm to varying attack
parameters, the estimation error || Ay — Al| is evaluated under different attack probabilities
and attack delays using the known attack strategy setting. Figure 14 shows that the
algorithm converges consistently for all tested values. The convergence rate is slightly
slower for larger € because a larger fraction of data is corrupted, while the delay T has a
negligible effect on the asymptotic accuracy as long as it is correctly known.

10%

10%

e=0.1

T=1
e=0.3 T=2
e=0.5 T=3

10!

07 0.5 1 1.5 2 2.5 3 0 0.5 1 1.5 2 2.5 3

N x10* N x10*
(a) Varying e (1 = 1) (b) Varying 7 (¢ = 0.3)

Figure 14. Sensitivity of the compensated estimation algorithm (known attack strategy) to varying
attack parameters. (a) Estimation error |Ax — Al under e = 0.1,0.3,0.5 with T = 1. (b) Estimation
error under T = 1,2,3 with e = 0.3. (N = 30,000, o = 3).

7. Conclusions

This paper investigates the parameter identification problem for Wiener systems with
quantized inputs and multi-threshold measurements under replay attacks. The main results
are summarized as follows. First, the effect of replay attacks on the attack-free identification
algorithm is investigated, and it is shown that the original algorithm loses consistency under
replay attacks, and the corresponding theoretical biased expressions of these limit values
are derived. Second, to address the performance degradation caused by replay attacks, two
types of consistent estimation algorithms are proposed. When the attack strategy is known,
unbiased consistent estimation is achieved by introducing a compensation matrix to correct
the observed data. When the attack strategy is unknown, a structured-marking-based data
preprocessing method is developed to effectively estimate the attack parameters, and then
achieve consistent identification of the system parameters. Third, the asymptotic statistical
properties of the proposed estimation algorithms are established. It is proved that the
estimators satisfy asymptotic normality, and the covariance structure is explicitly derived.
Based on this result, an optimal design method minimizing the trace of the covariance
matrix is proposed, which provides a theoretical guideline for parameter selection in the
proposed algorithms.

The proposed methods have potential applications in networked control systems,
industrial process monitoring, and cyber—physical system security, especially in complex
environments involving communication attacks and quantized observation constraints. It
should be noted that the proposed results are obtained under the assumption of the consid-
ered noise model and replay attack structure. Specifically, the influence of non-stationary
noise and more sophisticated replay attacks with time-varying attack probabilities or delays
has not been fully investigated. Addressing these challenging scenarios will be an impor-
tant direction for future research.Future research will focus on extending the proposed
framework to more general noise conditions and complex replay attack scenarios, as well
as investigating secure control strategies under quantization constraints.
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