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Abstract


Hyperspectral imaging (HSI) is a state-of-the-art analytical technique that combines the use of conventional digital imaging and spectroscopy to capture both spatial and spectral information simultaneously in hundreds of narrow, adjacent wavelength bands. In recent decades, the progress in HSI has been rapid, and the technique has been increasingly utilized in forensic sciences, demonstrating its superiority to standard analytical techniques with respect to being non-invasive and contact-free. Although numerous forensic HSI articles have appeared in the literature in recent years, there has yet to emerge a systematic comparison of HSI performance, instrumentation, and cross-domain translational difficulties within forensic science. This review fills this important gap by analyzing the principles, instrumentations, methods of HSI data processing, and potential applications of HSI in forensics in the context of nine important fields: blood stain analysis and estimation of blood age; document authentication; fingerprint detection and enhancement; gunshot residue (GSR) analysis; analysis of trace evidences; detection of biological fluids; postmortem interval (PMI) estimation; determination of bruise age; and multidisciplinary applications. Comparative analysis of over fifty peer-reviewed articles published from 2010 to 2026 in HSI-based forensic sciences is provided herein, with classification accuracies between 81% and 100%. The use of chemometric and machine-learning methods, such as principal component analysis (PCA), support vector machines (SVM), partial least square discriminant analysis (PLS-DA), and Convolutional Neural Networks (CNNs), is carefully analyzed. Some problems concerning standardization, legal acceptance, data sets available, and forensic application are considered alongside future developments of HSI technology.
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1. Introduction


Forensic science relies on one simple principle, and that is the scientific and impartial collection, preservation, and analysis of the evidence. The gathering of the physical evidence from the crime scene to the court room requires analytical methods which are accurate, reproducible, and as non-destructive as possible. Traditional forensics face some disadvantages; chemical enhancement techniques lead to destructive and irreversible alteration of the evidence, the inability of traditional imaging techniques to distinguish materials with similar spectra, along with contamination due to extensive sample preparation [1,2].



HSI, initially employed for remote sensing and military applications in the 1970s and 1980s [3], has evolved into a fundamental component of forensic sciences. This analytical method utilizes the interplay between electromegnetic radiation and matter, which means that materials reflect, absorb, and emit electromagnetic energy at distinct wavelengths determined by their unique chemical structure. HSI obtains hundreds of narrow-band images to create the three-dimensional dataset known as the hyperspectral data cube (hypercube for short) [4,5]. The importance of this feature from the forensic perspective is very high. Objects that have a visual resemblance to each other, like questioned document ink and hidden traces of blood stains on complex backgrounds, can be discriminated based on their distinctive spectral signatures. Although traditional RGB imaging acquires the data in three spectral bands, HSI provides high-resolution spectral images with a number of bands ranging from 200 nm to 400 nm, which provides an excellent chance to characterize the material [6]. The recent advancements between 2025–2026 have brought about an enormous boost in terms of HSI due to sensor miniaturization, portable and handheld HSI technologies, high-speed data collection, and the use of AI-based spectral analysis. Specifically, the transformer-based deep-learning architectures, graph neural networks, self-supervised learning, and explainable AI have tremendously advanced the process of hyperspectral image classification in terms of understanding the complex relationships between spectra and spatial features with a reduced reliance on large annotated datasets. This advancement in technology has resulted in the expansion of HSI from its usual laboratory applications into other fields including biomedical imaging, agriculture, food quality inspection, environmental monitoring, and forensic science. Therefore, HSI is emerging as a potential technology for the next generation of forensic examinations [7,8,9,10]. Over the last years, there have been observed numerous advances in the employment of HSI in forensics. The first investigations in this area were conducted by Edelman et al. [11] years ago. Since then, a lot of scientists have proven the potentiality of the technique in different areas, including the analysis of blood stains and biological fluids, questioned documents investigation, fingerprints visualization, GSR detection, trace evidence analysis, and PMI estimation [12,13,14]. To demonstrate the achievements of forensics technology throughout the years, a timeline of the key accomplishments is given in Figure 1.



Considering the above-mentioned comprehensive set of applications of forensic sciences where HSI plays a crucial role, one can easily conclude the diversity of this advanced approach for solving various forensics problems. The key advantage of using HSI over many classical methods lies in its ability to conduct an investigation without destruction or invasion. This means not only preservation of evidence integrity but also availability of subsequent testing [19]. Furthermore, due to providing spatial and spectral information, HSI allows detecting and analyzing diverse types of evidence.



Figure 2 illustrates some examples of important domains where HSI has already been successfully implemented, including blood stain analysis, document forensics, fingerprint identification, gunshot residue analysis, trace evidence examination, biological fluid identification, estimation of postmortem interval, and determination of bruise age.



Even though numerous works have been produced on the topic of HSI-enabled forensic investigations, there is still a lack of thorough and well-structured comparison of various HSI methods used in forensics. The review articles written in this area usually analyze HSI applications for particular fields of forensic investigation without mentioning any comparative analysis of instruments involved, data processing techniques, machine-learning algorithms applied, and problems connected with the transition from one field to another. This paper aims at conducting such a comparative analysis.



1.1. Objectives of This Review


The main objectives of this review are to: (i) present an in-depth understanding of the fundamental aspects, instrumentation, and data processing involved in the implementation of HSI in forensic science; (ii) thoroughly assess the most recent developments in the application of HSI technology to nine forensic areas of importance, such as blood stain, document, fingerprint, GSR, trace, biological fluid, postmortem interval, bruise age estimation, and multidisciplinary forensics; (iii) critically review traditional chemometric methods, machine-learning models, and new deep-learning frameworks used for the forensic HSI analysis; (iv) highlight the existing problems, limitations, and gaps in research concerning the forensic investigation using HSI technology; and (v) outline future research directions in this area, which include explainable artificial intelligence, transformer networks, graph neural networks (GNNs), mobile HSI systems, and forensic imaging protocols.




1.2. Literature Search and Selection Methodology


The review has been carried out based on the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA 2026) protocol in order to make sure that there is transparency, replicability, and systematic nature of the literature search process. The literature search was completed using seven major scientific databases including Scopus, Web of Science, PubMed, IEEE Xplore, ScienceDirect, SpringerLink, and Google Scholar. The period of time considered in the search range is from January 2010 to June 2026; however, some landmark papers prior to the date have been considered to give the historical background.



The search protocol consisted of combining Boolean operators along with keywords connected to the topic of the study, which are “HSI”, “Near-Infrared Spectroscopy”, “Forensic Science”, “Crime Scene”, “Bloodstain”, “Fingerprint”, “Document Examination”, “GSR”, “Trace Evidence”, “Biological Fluids”, “Postmortem Interval”, “Bruise”, “Machine Learning”, “Deep Learning”, and “Artificial Intelligence”.



The articles selected for analysis were supposed to meet the following criteria: (i) published in reputable journals or high-quality conferences; (ii) published in English language; (iii) concerning the use of HSI or other spectral imaging technologies for forensic purposes; and (iv) presenting experimental evidence or results from development and review studies. The papers that were duplicate records, irrelevant to the topic under consideration, insufficient in methodology details and validation, using overlapping data sets, and not published in English language were omitted. After eliminating duplicates, all identified papers were screened based on titles and abstracts and further analyzed for their compliance with the defined eligibility criteria. In the case of an eligible article, the relevant information about the application of forensic technology, imaging method, spectral range, imaging system, pre-processing, feature extraction, machine/deep-learning algorithm used, performance measures, used data set, and limitations of the paper was extracted and comparatively analyzed. The entire process of literature identification, screening, eligibility, and selecting process is illustrated in Figure 3. Overall, 1028 documents were retrieved from database searching. Of 1028 retrieved records, 218 duplicates were removed and the title and abstract of 810 articles were screened. Overall, 58 studies fulfilled the inclusion criteria and have been included in this qualitative synthesis.



Quality Evaluation


The quality of each included study was evaluated based on criteria such as clarity of the experimental design, appropriateness of HSI acquisition details, dataset details, preprocessing method employed, validation scheme, evaluation metrics used, reproducibility of the results, and forensic relevance.






2. Principles of HSI


2.1. Fundamental Concepts


The fundamental basis of HSI relies on the interaction of electromagnetic waves with matter. If light waves of specific wavelengths interact with a specific chemical compound, the probabilities of absorption, reflection, and transmission depend on the molecular structure and electronic configuration of the compound. The dominant process for Ultraviolet (UV) range (200 to 400 nm) is electronic excitation in aromatic compounds and conjugated systems. Chromophoric compounds, such as hemoglobin, melanin, and artificial colorants, have characteristic absorption spectra for visible range (400 to 700 nm). Near-infrared (NIR) range (700 to 2500 nm) comprises multiple overtones and combination bands owing to vibrations of O-H, N-H, and C-H bonds in organic compounds, such as proteins, lipids, and cellulose [20,21]. The most basic element that an HSI system can provide is a three-dimensional image I(x, y, λ), where x and y are spatial coordinates and λ denotes wavelengths. It is known as the hyperspectral data cube, or hypercube, which incorporates both spatial and spectral features at the same time. In other words, every pixel of a particular scene is described by its spectral signature, providing the capability for both spectral discrimination and spatial identification of the material of interest. As shown in Figure 4, the hyperspectral cube is built up from various spectral bands in the direction of wavelengths, and the reflectance spectrum serves as the specific spectral signature of the material [22].




2.2. HSI Acquisition Modalities


HSI systems are differentiated based on the spectral scanning technique used. Whiskbroom (or point-scanning) HSI devices acquire data from only one spatial pixel per image and scan the pixels to form the picture, providing superior spectral resolution, but they need mechanical scanning. The pushbroom (or line-scanning) HSI systems obtain data from one line per snapshot and are popular in forensics for their rapid operation and resilience. Snapshot/staring HSI systems acquire a complete spatial image within a single shot but may lack some spectral resolution [23,24]. The wavelength range in the HSI camera defines what analysis can be performed. Visible-near infrared (VNIR) systems (400–1000 nm) are ideal for detecting hemoglobin derivatives and chromophores. Short-wave infrared (SWIR) systems (1000–2500 nm) offer an abundance of information about organic functional groups. LWIR cameras operate in the mid-infrared thermal emissions band and can perform some very unusual tasks in forensic research [25,26]. Most forensic studies use VNIR cameras for their low cost, high spatial resolution, and standard lab/field environment suitability [27].




2.3. Key Instrumentation Components


The typical components of forensic HSI systems include the light source (tungsten-halogen source for reflectance mode or UV lamp for fluorescent mode activation or laser, collection optics, dispersive device such as diffraction grating or acousto-optic tunable filter (AOTF)), two-dimensional detector array (typically CCD and InGaAs detectors), and computer data acquisition software. Companies producing systems utilized in forensic investigations include Specim (Finland), Headwall Photonics (USA), Resonon (USA), and Cubert (Germany). Mobile and handheld HSI systems for the analysis of crime scenes in situ without transferring specimens to laboratory facilities have been also designed [28]. Systems from the FX line produced by Specim and snapshot imagers represent examples of developments in this direction.





3. Data Processing and Chemometric Methods


3.1. Preprocessing


The preprocessing stage plays an important role in hyperspectral data processing since it enhances data quality through the elimination of instrumental distortions, noise reduction, enhancement of spectra, and normalization before applying any other algorithms. Preprocessing is executed between acquisition and extraction phases, as shown in Figure 5.



First of all, dark current subtraction and radiometric calibration of acquired data with white reference enable transforming data into reflectance values. Moreover, data normalization can be conducted to mitigate the effect of different background-related influences and illumination conditions. Also, noise reduction is a common practice for improving data quality.



Different preprocessing methods can be found in the literature, among which there are Standard Normal Variate (SNV) normalization, Multiplicative Scatter Correction (MSC), Savitzky–Golay (SG) filtering, and derivatives (first and second order) [29,30]. These algorithms help to increase spectral discrimination and reduce the impact of scattering and baseline effects on data. Finally, such preprocessing approaches as binning and spatial filtering can be used to enhance images and decrease computations.




3.2. Dimensionality Reduction


Due to the high dimensionality of hyperspectral images (over 200 bands per pixel), there arises a need to perform dimensionality reduction prior to classification. PCA is universally used to project the data into an alternative lower dimensional space characterized by orthogonal axes maximizing variance. MNF transformation is used when there is spectral correlation of noise. ICA technique is employed when independence of sources is of importance [31,32]. These techniques prove useful not only for visualization (false color imagery) but also in preparing data for further classification.




3.3. Classifiers and Machine Learning


Forensic HSI applications heavily rely on classification methods. The traditional chemometric algorithms used for classification purposes include PLS-DA, Linear Discriminant Analysis (LDA), and Soft Independent Modeling of Class Analogy (SIMCA). SVMs have proven themselves as an efficient tool for forensic HSI in particular, owing to their superior generalization ability in relation to high-dimensional spectra [33,34].



In more recent studies, deep-learning models were also employed to solve forensic HSI problems. In this regard, CNN was tested in 1D (spectral), 2D (spatial), and 3D (spectral–spatial) variants for such applications as blood stain classification, ink differentiation, and drugs identification. As reported by Książek et al., the use of 2D CNN model resulted in an overall classification accuracy of 98–100% under controlled settings [35]. The development of RNNs and transformer-based architectures can be considered a part of ongoing research. Unsupervised machine-learning models such as k-means, hierarchical agglomerative clustering, and self-organizing maps are used in field conditions when there are no references [36,37].




3.4. Emerging Deep-Learning Architectures for HSI Analysis


Current trends in HSI analysis involve the transition from traditional CNN models to more advanced deep-learning approaches such as ViT models, GNN models, spectral–spatial attention models, contrastive learning methods, self-supervised learning techniques, and explainable artificial intelligence (XAI). Although CNN models have shown great promise in capturing spectral and spatial local feature representations, the small receptive fields of such models limit their ability to extract information regarding long-range spectral relations and spatial relationships. As a result, advanced models have been developed that surpass the shortcomings of the traditional models and have outperformed other techniques in remote sensing and biomedical HSI applications. The current developments will be instrumental in developing forensic HSI.



Within such emerging methods, the Vision Transformer (ViT) model has emerged as a prominent choice for HSI classification. Unlike CNN-based methods, which use convolution operations, the ViT architecture uses the multi-head self-attention method to capture the long-range interactions between both spectral and spatial features. More recent transformer-based models have further incorporated multiscale feature extraction and spectral tokens along with convolutional attention mechanism that allows for effective capturing of global context information without sacrificing local spectral properties. Such models have shown significant improvement in terms of classification performance, robustness, and reducing spectral redundancy on several benchmark HSI datasets. The potential of such models in forensic analysis will aid in the detection of blood stain, questioned documents, latent fingerprint, biological fluid, gunshot residue, and trace evidence, especially in difficult environmental scenarios [38,39]. On the downside, transformer-based models usually require a large dataset and high computational power; therefore, transfer learning and lightweight transformers are among the areas of future research.



GNNs constitute yet another major advancement in the field of hyperspectral image analysis. As in the case of GNNs, the pixels or superpixels are modeled using nodes in graphs based on their spectral–spatial associations, thereby making the processing of non-Euclidean nature of HSIs more feasible. Unlike CNNs, GNNs can preserve neighborhood information well and are able to capture long-range spectral interactions, which are crucial for complicated scenes. Graph Transformer Networks have been proposed very recently where the combination of graph learning with transformers is used for the sake of enhancing spectral–spatial representation and classification performance on benchmark HSI datasets [40,41]. These types of techniques can hold great potential for heterogeneous forensic evidence analysis in cases of latent fingerprints, biological stains, gun shot residues, trace evidence, and mixed materials on complex surfaces. But there still exist some limitations due to the computational complexities associated with graph creation and lack of forensic HSI datasets.



Another set of recent trends in HSI analysis includes spectral–spatial attention mechanism, contrastive learning, self-supervised learning, and explainable AI approaches which are proven to be promising for increasing efficiency of HSI analysis. Attention mechanism, including channel attention, spatial attention, and gated self-attention, allows us to adaptively weight discriminative spectral features, excluding redundant information at the same time, thus providing high classification accuracy with small computational costs. Meanwhile, contrastive learning and self-supervised learning have become promising alternatives for minimizing the necessity for using manually annotated datasets and obtaining robust representations based on unlabeled hyperspectral images. Such techniques would be especially beneficial in forensic science in which acquiring annotated datasets is a complex task. Moreover, techniques allowing interpretability of decision-making of the AI model, like SHapley Additive exPlanations (SHAP), Gradient-weighted Class Activation Mapping (Grad-CAM), attention visualization, and saliency maps, provide better interpretability and thus increase judicial validity of the results obtained with help of AI technologies in forensics [38,40,42].



Even though there have been significant advancements in these sophisticated deep-learning algorithms for the purpose of remote sensing, agriculture, food quality assurance, and biomedicine, their use in forensic hyperspectral imaging has not gained much traction yet. The vast majority of forensic analyses still uses classical machine-learning algorithms or even CNNs due to the unavailability of large public datasets, non-standardized data acquisition methodologies, and need for computationally light models that can be used in a real forensic laboratory environment. Future work in this field should concentrate on developing new lightweight transformer models, graph neural networks, self-supervised feature learning, multimodal foundation models, and explainable AI approaches for forensic HSI specifically. These innovations will help to significantly enhance the performance of HSI systems in analyzing blood stains, examining questioned documents, enhancing latent fingerprints, identifying gunshot residues, classifying trace evidences, detecting biological fluids, and estimating postmortem interval.





4. Blood Stain Analysis


4.1. Detection and Identification


The other most important physical evidence in crimes involving violence is blood. However, standard chemical techniques used to visualize blood (luminol, fluorescein, leuco-malachite green) are destructive in nature, prone to causing false positive results, and interfere with subsequent DNA profiling [1]. HSI proves to be a promising non-destructive technique. Blood, in the visible range, is characterized mainly by absorption spectra associated with Hemoglobin (Hb) and Hb-based molecules. The seminal works in this respect include those by Edelman et al. [11] who used reflectance spectroscopy with wavelengths from 400–1000 nm and Partial Least Squares (PLS) regression to identify blood stains on various colored surfaces. The work clearly revealed the difficulties associated with the effect of colors in the visible region and pointed out that NIR spectroscopy is more effective for blood detection amid interfering background substances. In a comparative analysis of Raman, FTIR, and fluorescence spectroscopies for blood detection by Virkler and Lednev [2], the fundamental aspects of molecular differentiation for spectroscopy were discussed. More recently, Bremmer et al. [43] applied spatially offset Raman spectroscopy in combination with reflectance spectroscopy for remote detection of blood up to 2 m distance in laboratory settings. For instance, the non-destructive framework for the classification of blood stains using a hyperspectral camera in the 397–1003 nm wavelength range (with 224 spectral bands) by Zulfiqar et al. [44] is mentioned. The authors used derivative spectral analysis for the selection of features from the spectral signatures and SVM, ANN, KNN, DT, and RF algorithms to classify the selected features. It is noted that the presented method provided excellent results for the bloodstains on different surfaces such as white fabric, white tile, and wall sheet. The paper of Zhang et al. [45] reported the successful use of VNIR-HSI in combination with the Extreme Learning Machine (ELM) algorithm to identify human and animal (chicken and pig) blood stains, achieving an accuracy rate greater than 96% and therefore indicating successful species discrimination of blood stains. The work of Książek et al. [35] presents the comprehensive analysis of several deep-learning classifiers applied to blood stains classification using HSI technique. Specifically, different 1D-CNN, 2D-CNN, 3D-CNN, RNN, and MLP were compared with SVM classifiers. In the case of transductive setup (classification on one image), accuracy of classifiers ranged from 98 to 100%. On the contrary, when performing classification on unseen images (inductive setup), CNN classifiers reached accuracy ranging from 74 to 94% and 3D classifiers performed better on spatially heterogeneous images.



Pallocci et al. [1] provided a detailed narrative review focusing on HSI technology for blood trace analysis, arguing that the use of both HSI and chemometrics yields better results than traditional techniques for trace analysis on dark, patterned, or complex surfaces. Pereira et al. [46] explored the application of this technique in the context of handheld NIR spectrometers in order to detect blood stains, with a detection accuracy ranging between 81–94%, depending on the classifier used, making handheld instrumentation feasible but less accurate than bench-top devices. The recent advancements are concentrated on enhancing the robustness of hyperspectral blood detection in forensic scenarios by resolving issues related to spectral redundancy, interference from substrates, variations in illumination and blood age. For example, the Fast Extraction (FE) approach along with Enhancing Transformation Reduction (ETR) pre-processing technique was proposed by Al-Alimi et al. [47] in order to decrease the dimensionality of hyperspectral data while maintaining its discrimination capacity. The FE framework proved more efficient and robust in terms of classifying blood stains by reducing spectral mixing and increasing speed of analysis, which emphasizes the necessity of using advanced pre-processing in practice. It shows that the future of forensic HSI is closely connected with effective preprocessing, optimization of spectral features, and application of deep-learning algorithms.




4.2. Blood Stain Age Estimation


The temporal characterization of blood stains—estimating how long ago blood was deposited—is of critical investigative importance. As the blood gets older, hemoglobin goes through a set of chemical alterations, namely: oxyhemoglobin (HbO2) → deoxyhemoglobin (Hb) → methemoglobin (metHb) → hemichrome. All these steps lead to the distinct spectral changes within the visible part of the spectrum. Edelman et al. [48] introduced HSI to age blood stain estimation, proving that it is possible to quantify the fractions of hemoglobin derivatives and make an estimation of the stain’s age from 200 days old, with a median relative error of 13.4% using this method. This was validated by creating a simulated crime scene.



Since then, research has improved age estimation methods. In particular, Bastide et al. [49] showed the influence of temperature, humidity, and substrate type on the age-related spectral characteristics of hemoglobin and concluded that the environment has a great influence on the degradation rate of hemoglobin and should be taken into consideration when estimating age. The visible HSI analysis and Linear Discriminant Analysis (LDA) techniques have been employed by Li et al. [50] to determine the age of blood stains for up to 30 days after deposition. It was shown that blood spectral characteristics with respect to age were successfully classified using the mentioned approaches, showing how efficient HSI is for blood stain age estimation. Differences in the environment, such as indoors or outdoors, may significantly influence blood stain aging and its associated spectra, thereby creating difficulties for establishing a generalizable model for the age determination of blood stains [51]. In order to offer a brief survey of significant contributions in terms of methodological advances for blood stain analysis by HSI, we summarize the most relevant articles in Table 1.





5. Document Examination and Forgery Detection


5.1. Ink Analysis and Discrimination


Questioned document examination is among the most mature forensic applications of HSI, and consistently ranks as the most widely published domain in comprehensive reviews of the field [52]. Document fraud encompasses alteration, erasure, addition, substitution, and reproduction of text in legal, financial, and identity documents. The key challenge is that modern inks are formulated to appear visually identical while differing in chemical composition. Conventional UV and IR examination methods detect some alterations but lack the spectral specificity of HSI [53].



The fundamental principle is that inks composed of different dyes or pigments exhibit distinct reflectance spectra, even at wavelengths where they appear identical to the human eye. The ability of HSI to detect such differences on the pixel level allows the mapping of ink boundaries as well as any addition or substitution of the ink [54]. An ink mismatch detector for forensic purposes was suggested by Khan et al. [15], using HSI and pattern recognition to prove that similar spectral inks from different manufacturers and batches can easily be distinguished. Further research [55] focused on localizing forged documents with the help of HSI-based approach that provided an exact mapping of the forgery boundaries. In their study on deep-learning approaches for forgery detection in hyperspectral document images, Khan et al. [56] proved that CNN models have the ability to leverage spectral and spatial features for the task of forged document classification. Abrar and Iqbal [57] introduced an approach based on clustering algorithms like k-means, agglomerative, and c-means clustering to find out how many inks there are in the document, which is essential for detecting multi-stage alterations. Jaiswal et al. [58] proposed DFD-SS (Document Forgery Detection using Spectral–Spatial features), a hyperspectral image-based framework that exploits both spectral and spatial information to detect forged regions in questioned documents.



The use of near-infrared HSI together with chemometrics in the examination of crossing ink lines was shown by Braz et al. [59], showing it was possible to discriminate between intersecting inks and to determine their stroke sequences. Brauns et al. [60] used Fourier Transform Spectroscopy to build an HSI method designed for non-destructive inspection of suspicious documents, providing sub-nanometer spectral resolution for identifying ink aging and alterations. HSI analysis of gel pen inks was explored by Reed et al. [61], and it was found that spectral data are useful in distinguishing visually similar inks.




5.2. Paper and Security Feature Analysis


Apart from ink analysis, there have been applications of HSI in the study of paper substrates and security features in identification documents and banknotes. Various papers produce varying spectral signatures because of different fiber contents, fillers, optical brighteners, and coatings. Causin et al. [54] explored the ability of diffuse reflectance ultraviolet–visible near-infrared spectroscopy in forensic investigations of paper as a way of using the information about substrates in addition to ink analysis.



The restoration of damaged, burnt, or wet documents used in arsons and fraud cases is another example of a particular application domain. Hedjam et al. [62] have formulated algorithms for improving the legibility of degraded documents using both multispectral and hyperspectral image processing techniques that would retrieve text not visible in white light conditions. Meanwhile, Hollaus et al. [63] introduced an approach for the binarization of multispectral images of documents that involved using spectral information along with powerful image processing algorithms to facilitate the process of extracting text from damaged historical manuscripts. New developments in this field have enabled hyperspectral document examination to be extended from spectral match methods to machine-learning algorithms. For example, López-Baldomero et al. [64] combined HSI with both classical machine-learning algorithms and deep-learning algorithms for the classification of historic inks, with the highest F1-score being recorded at 98%, thus highlighting the efficiency of spectral–spatial feature learning in successful classification of the inks. In the same vein, Singh et al. [65] developed an unsupervised deep autoencoder system for ink mismatch detection in order to automate the process of forgery detection without the need for manual annotation of training samples. As part of the comparison between HSI methods to detect document forgeries and authentications, Table 2 provides a summary of relevant research works with their respective results.





6. Fingerprint Detection and Enhancement


6.1. Latent Fingerprint Visualization


Fingerprints continue to be one of the most vital forms of physical evidence in forensics due to their distinctive patterns of ridge formations as well as permanent individual characteristics. Latent fingerprints consist of sweat, oil, amino acids, among other materials, left behind as a result of the contact between fingers and certain surfaces. Traditional methods used in visualizing the fingerprints tend to involve both physical and chemical processes. In this regard, Payne et al. [66] explored the possibility of using visible absorption and luminescence imaging in detecting and enhancing latent fingerprints. The authors noted that multispectral imaging had the capacity to enhance the visibility of latent fingerprints through contrast optimization between fingerprint residues and background surfaces. HSI using reflectance is now being recognized as a very effective non-destructive technique for analyzing complicated surface materials and layered objects. Cucci et al. [67] presented the use of reflectance HSI for examining artwork like old master paintings and manuscripts. In their discussion, HSI was shown to be able to characterize the materials present on the object by mapping pigments and identifying hidden details. The use of this method has been demonstrated to have several advantages since not only spatial but also spectral information is obtained at the same time without taking any samples. In their study, Sodhi and Kaur [68] analyzed the traditional methods used in detecting latent fingerprints and emphasized the prevalence of the use of these methods in forensic sciences. The authors discussed both the strengths and weaknesses of using different types of powder on different substrates. The performance of these powder methods is largely dependent on a number of factors such as the type of substrate used, the type of powder used, and the fingerprint itself. However, despite being simple and cheap to implement, powder methods may be subject to interference from substrates.



Tahtouh et al. [69] examined the use of infrared chemical imaging in the enhancement of latent fingerprints. In their research, they found that infrared chemical imaging was able to enhance latent fingerprints on difficult surfaces without destroying the evidence. They optimized the imaging parameters and established that infrared chemical imaging is an effective method of fingerprinting, since it is less destructive than other methods of visualization. The forensic value of HSI along with independent component analysis for the analysis of superimposed latent fingermarks was assessed by Nakamura et al. [70]. It has been proved that the spectral unmixing methods can help in separation of superimposed fingerprint images, which belong to different individuals, and thus can make ridge pattern visible.




6.2. Fingerprint Age Estimation


The age estimation of latent fingerprints—determining when a print was deposited—is of critical evidential value but remains an unsolved forensic problem. Spectroscopic approaches offer a rational basis: fingerprint lipids undergo oxidative degradation over time, producing systematic spectral changes. The application of NIR-HSI for fingerprint age determination was studied by Carneiro et al. [71]. It was shown in their pilot study that spectral variations arising in latent fingerprints due to aging could be detected with hyperspectral measurements, thus showing the capability to estimate fingerprint age by non-invasive spectroscopy. It seems plausible that the method proposed could contribute to forensic science by providing information about fingerprint age, though additional studies under different environmental conditions should be carried out.




6.3. Chemical Treatment Enhancement


More sophisticated imaging techniques have also been used to supplement traditional methods of fingermark enhancement. For example, Bradshaw et al. [72] illustrated the use of matrix-assisted laser desorption/ionization mass spectrometry imaging after successive fingermark development. They were able to show that chemical imaging allows one to obtain information on the spatial distribution of both endogenous and exogenous components in the latent fingermarks without sacrificing the minutiae details. The effectiveness of HSI in visible wavelength reflectance when compared to AB1, which is a popular agent for enhancing blood stains, in detecting and identifying blood stained fingerprints was investigated by Cadd et al. [73]. It was shown that HSI could successfully visualize blood stained fingerprints without any use of chemicals, retaining spectroscopic information that would help in discriminating blood from the background surface. In order to offer a brief comparative review of the representative approaches of HSI technology applied to latent fingerprint identification, enhancement, and aging, Table 3 offers an overview of the important works that have been published in the literature.





7. GSR Analysis


7.1. GSR Analytical Techniques and Their Drawbacks


GSR is comprised of particulate matter and gases produced when a gun is fired. Conventional analysis of inorganic gunshot residue (IGSR) involves scanning electron microscopy in combination with energy dispersive X-ray spectroscopy (SEM–EDX) to locate particles that contain lead (Pb), barium (Ba), and antimony (Sb). These elements result from primer compositions [74]. Unfortunately, the increased popularity of ammunition without lead has rendered such an approach less efficient, thus prompting a search for other analytical techniques. Organic gunshot residue (OGSR) refers to propellant components, including nitramines, stabilizers, plasticizers, and many other additives. Unlike IGSR, OGSR cannot be reliably detected using SEM–EDX since the technique is not well-suited for detecting organic compounds. In addition, recent literature has revealed several drawbacks associated with interpreting IGSR and OGSR results and their significance, such as problems with secondary transfer, environmental pollution, and the possibility of producing false associations [75].




7.2. HSI Applications in GSR Detection


Głomb et al. [76] pioneered the application of HSI for GSR detection on fabric substrates, comparing an unsupervised anomaly detection approach (RX detector) with a supervised SVM classifier. The study demonstrated that HSI generally outperforms RGB imaging of comparable quality in terms of GSR detection accuracy. The classifier-based approach eliminated the need for fabric-specific normalization required by the anomaly detector, improving operational robustness. GSR samples from two ammunition types at two shooting distances were correctly detected with high sensitivity in both detection scenarios.



Khandasammy et al. [77] proposed a novel two-step method for organic GSR detection combining highly sensitive fluorescence HSI (step 1) with confirmatory Raman microspectroscopic identification (step 2). In this proof-of-concept study, fluorescence HSI scanned large areas for candidate GSR particles based on their fluorescence signal, while Raman microscopy provided confirmatory molecular identification of detected particles. This multi-modal approach significantly improved the reliability and specificity of OGSR detection, particularly in adhesive tape lift samples mimicking real crime scene collection.



Fambro et al. [78] applied laser-induced breakdown spectroscopy (LIBS) for rapid characterization of lead-free GSR, while complementary NIR-HSI studies by de Carvalho et al. [16] employed HSI combined with multivariate curve resolution-alternating least squares (MCR-ALS) to identify GSR from non-toxic ammunition tagged with luminescent metal-organic framework (MOF) markers. This innovative approach proposed encoding ammunition by embedding unique optical markers, enabling both GSR identification and ammunition source attribution through NIR-HSI. Correct identification was achieved in 72.2% of collected samples, with misclassification primarily in cases of minimal material collection.



Álvarez and Yáñez [14] evaluated Attenuated Total Reflectance Fourier Transform Infrared (ATR-FT-IR) hyperspectral microscopy for detecting and characterizing GSR on shooters’ skin, mapping the spatial distribution of IGSR and OGSR components. This approach enabled non-destructive analysis of the GSR deposition pattern without the removal of individual particles required by Scanning Electron Microscopy with Energy-Dispersive X-ray Spectroscopy (SEM–EDX). The spatial distribution patterns retained by HSI analysis have potential for shooting distance estimation and reconstruction of firing scenarios—applications not possible with conventional particle-by-particle SEM-EDX analysis. Table 4 summarizes representative studies employing HSI for gunshot residue analysis, highlighting the spectral ranges, analytical methods, target residue types, and key forensic outcomes.





8. Biological Fluid Identification


8.1. Overview of Body Fluid Analysis in Forensic Science


The process of identifying biological substances, such as blood, semen, saliva, urine, and vaginal fluid, constitutes an essential activity during a forensic investigation because these samples can serve as useful tools in recreating the scene of the crime as well as carrying out DNA analysis. Traditional methods of forensic science involve using presumptive chemical tests, immunochromatographic tests, fluorescence tests, and biochemical analyses for confirmatory results. While these methods have proven to be effective, they depend on sample collection or chemical manipulation of evidence in ways that compromise it before DNA analysis [2,17].



HSI offers a potential method of non-destructive analysis by collecting both spectral and spatial information over hundreds of continuous wavelengths at the same time. The spectral information collected from the presence of proteins, lipids, water, and other biochemical components facilitates differentiation of biological fluids without compromising the forensic evidence. Besides, HSI is useful in analyzing larger surface areas of evidence quickly without having to make any contact with the evidence [4,6].




8.2. Multi-Fluid Discrimination Using HSI


It has been shown through recent studies that the application of HSI for the non-invasive detection and discrimination of biological fluids during forensic investigations has been increasingly possible. For example, Malegori et al. [18] introduced a NIR-HSI system along with chemometric analysis to distinguish between invisible stains of blood, semen, and urine which have been left on different porous and non-porous surfaces. They used the special optical signatures of each type of biological fluid based on its biochemical makeup in order to achieve the localization and differentiation of stains irrespective of the underlying surface.



Edelman et al. [4,79] revealed that it is possible to use the visible-near infrared HSI method to detect blood stains and other biological traces at crime scenes without physical contact. Thus, HSI makes it possible to distinguish biological evidence from the visually similar materials and preserve it for further forensic investigations. Konrad et al. [17] proposed a combination of the forensic workflow in which HSI is used as a screening tool prior to laboratory confirmatory testing. Recent review papers from Mariotti et al. [12] and Pradeep et al. [6] have again highlighted recent advancements made for the use of HSI technology to analyze biological fluids. It was found that the HSI technique is highly advantageous over other techniques in many ways, such as speed, non-contact analysis, preservation of integrity of evidence, compatibility with chemometric and machine-learning methods, and even potential integration into handheld kits to be used at crime scenes. However, much more work needs to be done yet. Table 5 highlights a comparison of typical biological fluid detection approaches using HSI. The findings from these studies clearly reveal that HSI allows for fast, non-destructive, and contactless detection of various biological fluids based on their distinct spectral properties. Modern research has revealed that the utilization of chemometric and machine-learning algorithms improves classification and contributes to developing portable crime scene-screening devices.





9. Trace Evidence: Paint, Fiber, Hair, and Drugs


9.1. Paint Analysis


Raman spectroscopy has emerged as an increasingly valuable tool in the realm of forensic analysis because of its potential to perform fast and non-destructive analysis of the trace materials. The usefulness of Raman spectroscopy has been shown by Claybourn and Ansell [80], especially in forensic cases involving ink analysis and identification of questioned documents.



Ferreira et al. [81] systematically investigated the performance of HSI based on the visible/near-infrared range in combination with PCA in terms of classifying different automotive paints. The analysis of 38 samples belonging to 12 automobile manufacturers showed a perfect classification of most color groups. On the contrary, black paints had worse classification rates because of their low spectral reflectance and high spectral similarity among manufacturers. This example shows a drawback of VIS/NIR techniques in automotive paint analysis. According to the Almirall Review of Paint, Tape, and Glass Evidence [82], HSI allows monitoring the changes in materials over time including pigment modifications and environmental influence. Liang [83] recognized the possibilities of multispectral and HSI as non-destructive methods for analyzing materials and pigments, as well as characterizing surface decay. Liang described the possibilities of obtaining information about the composition and aging process of materials through spectral imaging, thus justifying the use of such techniques for other analytical studies.




9.2. Fiber and Hair Analysis


Color comparison and determination of polymers from textile fibers that usually occur in violent crimes require both techniques to complete the analysis process. Generally, microspectrophotometry was performed to analyze color while Raman spectroscopy and/or Fourier Transform Infrared (FTIR) were utilized to determine the polymers of textile fibers. HSI enables both classification and comparison of spectra and fibers. It was reported in Edelman et al. [11] that colored textile fibers may be categorized based on their spectra using VNIR and SWIR HSI. Now, let us move on to the discussion on hair analysis using HSI. HSI has gained popularity in forensic science because hair spectrum depends on its melanin content, proteins, and surface lipids. Melanin is found in the visible light region, proteins are seen in the near-infrared range, while lipids are found in the surface of the hair. The latest study for identification of hairs obtained from different animals revealed that combination of Attenuated Total Reflectance–Fourier Transform Infrared Spectroscopy (ATR-FTIR) and machine-learning models could be considered a very effective method when it comes to identifying the type of hairs belonging to animals involved in illegal trade [84]. As a result of unique spectral characteristics of hair fibers, it became possible to differentiate between them with a high degree of accuracy, proving its effectiveness.




9.3. Drug and Explosive Detection


Identification of drug components and explosive residues plays a vital role in forensic investigations as well as security purposes. The use of spectroscopic imaging and hyperspectral sensors provides the quick and nondestructive identification of trace amounts of drugs based on their specific optical properties through near-infrared (NIR) or Raman spectrometry. Portable devices utilizing NIR and Raman sensors have already shown great potential in identifying drugs in situ through their precise chemical analysis [85,86]. The use of Raman HSI along with independent component analysis (ICA) techniques has already proven to be effective in detecting and mapping explosive residues, such as 2,4,6-trinitrotoluene (TNT) and cyclotrimethylenetrinitramine (RDX), deposited on banknotes [87]. As a result of utilizing Raman spectra of particular explosives, it is possible to identify the trace residues and visualize their distribution over various substrates. The resulting chemical maps contain useful information about the presence of the explosive residue and its location.



Detection of illicit drugs in banknotes is a significant topic of forensics due to the ability of currency to serve as a vehicle for traces of drugs. Demirel et al. [88] showed that it is possible to detect and quantify drugs present on the banknotes by using the LC–MS/MS method in combination with a fast and non-destructive sample extraction procedure. In addition, HSI has shown promising results in pharmaceutical authentication. Specifically, Wilczyński et al. [89] proved that it was possible to discriminate genuine drugs from counterfeit ones through the use of HSI within the (VNIR, 400–1000 nm) and (SWIR, 1000–2500 nm) regions of the spectrum even in cases of identical API presence in both types of drugs. The non-destructive nature of HSI makes it particularly attractive for rapid forensic pharmaceutical screening without altering the evidence. The comparative list of representative trace evidence studies using HSI techniques is provided in Table 6. All these studies show that HSI can be used effectively to perform rapid, non-destructive, and highly informative analysis of wide range of forensic trace evidence.





10. PMI and Forensic Pathology Applications


10.1. Skeletal Remains and PMI Estimation


The examination of skeletal elements forms an integral part of forensic anthropology since it provides relevant information regarding post-mortem phenomena as well as post-mortem effects on human remains. Upon death, there are a variety of physical, chemical, and biological changes that occur to the skeleton due to taphonomy through factors such as soil condition, temperature, humidity, and microbial decay [90]. Skeletal elements that come into contact with fire will also have their bones subjected to additional heat changes such as discoloration, shrinking, change in shape, and crystalline formation [91]. Taphonomic indicators, morphology of the bones, histology, and biochemistry changes form an integral part of the traditional forensics examination of skeletal elements.



In a recent study, Schmidt et al. [92] have proven that it is possible to use the handheld HSI technology to estimate the PMI in human skeletal remains. Different spectral fingerprints obtained from bones at various stages of decay made it possible to train machine-learning algorithms to separate bone diagenesis related to PMI from archaeological material. Exposure to heat also causes considerable biochemical and structural changes in bones, such as collagen destruction, mineral modifications, and increased hydroxyapatite crystallinity. Ellingham et al. [93] showed that spectroscopy may be used for characterization of changes dependent on temperature for identification of the burning conditions forensically. In comparison with the traditional method of spectroscopy, HSI allows obtaining both spectral and spatial data.




10.2. Bruise Age Determination


Bruises from blunt impact injuries are of significant medical and legal relevance because estimating the bruise age helps to correlate the injury with a particular assault incident or verify the time of the occurrence of the trauma. Estimation of the bruise age is traditionally performed by visually evaluating the changes in the color of the bruise over time. Visual evaluation of the bruise age has proved to be very subjective and inaccurate because of the large variability of the observers’ estimations and lack of precision in establishing the age of the bruise [94].



A number of investigations have been conducted to explore the application of optical spectroscopy and imaging methods in characterizing bruises based on the spectral measurements of hemoglobin and its metabolites. One such study by Hughes et al. [95] shows how reflectance spectrophotometry is capable of objectively identifying hemoglobin derivatives in bruised tissues, thereby offering more insight than conventional visual analysis methods. On similar lines, the later works have studied the spatial distribution and temporal changes in chromophores in bruised skin [96]. The Table 7 below presents the main forensic uses of HSI with emphasis on the most frequently used spectral ranges, analysis techniques, performance, technological maturity, and challenges associated with each forensic domain.





11. Emerging and Multidisciplinary Applications


11.1. Sexual Assault Evidence and Forensic Nursing


The HSI technology has gained significant traction in recent times in being an effective non-destructive means of identifying biological evidence in forensic science investigation procedures. The use of spatial and spectral information through HSI provides a fast way of detecting and characterizing blood stains across large areas without having to physically interact with the evidence. Some research studies conducted have indicated the ability of HSI technology in being able to distinguish between different blood stains as well as being used in effective sample screening in forensics [97].




11.2. Fire and Arson Investigation


The fire investigation often includes the study of documents that have been burnt. HSI has proved to have much potential in the forensics field of document analysis because of its ability to make the concealed text visible and to extract information not available through conventional imaging methods. The applications of HSI in the analysis of documents include reading of obscured, altered, and degraded text [98,99].




11.3. Art Forgery and Cultural Heritage Forensics


The process of authentication of works of art and culture is usually based on the analysis of pigments, inks, and material compositions that cannot be recognized by ordinary visual analysis. HSI gives comprehensive spectral data about works of art within a broad range of wavelengths, allowing non-destructive testing of artworks and detection of material properties specific to authentic or fake items. The value of this feature for forensic purposes includes investigation of insurance frauds, recovery of stolen works of art, and issues of authenticity in court cases. Spectral analysis of pigments and materials carried out with the help of HSI allows detecting anachronisms in the form of materials that were not available at the time of claimed creation [100].




11.4. Environmental and Disaster Victim Identification


HSI technology has proved itself to be promising in the remote sensing of human remains and clandestine burial sites across large geographic areas. With the use of spectral changes in the environment due to decomposing processes, HSI from an airplane is capable of detecting anomalies that could point to the existence of hidden human remains. According to Kalacska et al. [101], hyperspectral imagery was capable of detecting individual graves based on spectral changes in the environment around them. This particular field of application is still being actively developed, but it clearly shows the possibilities of using HSI in forensic searches and the localization of clandestine burial sites.





12. Cross-Domain Comparative Analysis


It is important to evaluate the comparative performance of HSI in various domains of forensic science to have a more accurate idea about the efficacy of the technology used. Even if each study shows relatively high accuracy rates in its domain of investigation, inter-domain comparison enables a better understanding of the pros and cons of HSI applications in forensic science. Table 7 shows the main applications of HSI in forensics, along with the spectral range used, popular machine-learning algorithms, performance levels, maturity levels, and current challenges.



Figure 6 shows an overview of the reported accuracy of HSI in the different forensic application domains. The most developed areas in forensic HSI are blood stain examination, document examination, and biological fluid examination where several studies have been reported that achieve classification accuracies greater than 95%. These high accuracies are primarily due to the presence of distinguishable spectral signatures, controlled acquisition environment in laboratory settings, and well-defined preprocessing and chemometric methodologies.



Alternatively, newly proposed applications such as gunshot residue analysis, PMI estimation, bruise age estimation, and trace evidence examination are less mature forensic HSI areas. Their accuracies are somewhat lower because their spectral signatures are greatly dependent on the substrate composition, environmental effects, aging processes, and the lack of annotated forensic data sets. Most importantly, the prediction of PMI depends on many biological and environmental factors.



The comparative analysis of the machine-learning approaches also demonstrates that the traditional chemometric models like PCA, Partial Least Squares Discriminant Analysis (PLS-DA), Linear Discriminant Analysis (LDA), and SVMs are popular due to their strong performance in smaller forensic datasets. New deep-learning models like CNNs provide better results by using the spectral and spatial information together but need more annotated datasets and computational capabilities as well as standardization of the imaging protocol to work properly. The novel architecture of ViTs, GNNs, spectral–spatial attention networks, and self-supervised learning show great potential for model generalization but have not been widely used in forensic HSI yet.



There are some issues that affect all forensic areas equally and include unavailability of benchmark data, variability because of different imaging devices and lighting, lack of standardization of the acquisition protocol, lack of external validation, and low interpretability of the machine-learning models for forensic purposes. To address these issues and facilitate the use of HSI in forensics, standardized spectral libraries, multi-center forensic datasets, and explainable artificial intelligence should be implemented.




13. Challenges, Limitations, and Standardization


13.1. Technical Challenges


The processing of hyperspectral images leads to the generation of spectral data in high dimensions, which necessitates special methodologies to analyze them properly. One such method that has gained a lot of recognition in the analysis of hyperspectral images is anomaly detection as it helps in the detection of spectrally unique objects regardless of their known features. One of the most basic methods used for anomaly detection is Reed-Xiaoli (RX) detector proposed by Reed and Yu [102].



In most forensic HSI applications, substrate interference is considered a difficult problem. Substrate materials can have spectral signatures similar to those of the target evidence, leading to low accuracy rates and making automatic detection a tough job. In forensic applications of HSI, substrate interference is important due to the necessity of finding evidence in a variety of different substrates. The so-called “one-class classification” problem, in which there is sufficient characterization of only the target class but not the background material, has gained increased interest in the study of forensic HSI. Recent works using anomaly detection and one-class classifiers such as the one-class SVM (OC-SVM) have shown very promising results in blood stain detection in hyperspectral scenes [20,103]. Anomaly detection has become a potential approach for the one-class classification task in forensic HSI due to challenges associated with obtaining representative background samples. Anomaly detection algorithms aim to capture the properties of the target object while considering all other objects as anomalous. Recently, it was shown that Isolation Forest-based approaches can be successfully used in hyperspectral anomaly detection tasks. In particular, Li et al. [104] introduced a Kernel Isolation Forest (KIF) method that exploits the non-linear structure of hyperspectral data and, thus, enhances anomaly detection. Similarly, Song et al. [105] proposed an enhanced spectral–spatial Isolation Forest algorithm which takes into account both spectral and spatial information for anomaly detection. Along with other one-class learning techniques like One-Class Support Vector Machines (OC-SVMs), Autoencoders, and Variational Autoencoders (VAEs), they allow detecting anomalous spectral signatures without need in background samples. This makes them a promising choice for forensic applications, e.g., for blood stain detection, latent fingerprints enhancement, gunshot residue detection, and trace evidence analysis in heterogeneous environments. Thus, while anomaly detection approaches have shown great promise in analyzing hyperspectral data, their use within the context of forensic HSI is still limited and needs to be explored in more detail through the analysis of extensive forensic data sets collected from crime scenes. Environmental variables may impact the spectral features of materials and, thus, may influence the reliability of HSI-based material identification/classification model performance. Such variables as moisture content, changes in temperature, oxidation, and lighting may impact the spectral behavior of materials and negatively impact the generalization ability of the predictive models. In addition, differences between different HSI systems, as well as between different calibrations and acquisition parameters, may create variability in spectra and complicate the task of transferring the models between different systems and environments [106].




13.2. Validation and Standardization


Perhaps one of the key hurdles hindering the implementation of forensic HSI into everyday use is the lack of standardized and validated analytical protocols. Unlike DNA profiling methods, which are supported by international standards of validation procedures and proficiency testing, HSI-based forensic techniques have yet to undergo proper validation processes in terms of forensic quality assurance guidelines. These include developmental validation, internal validation, reproducibility testing, error rate estimation, and blind inter-laboratory proficiency testing [107].



The second important barrier is the lack of comprehensive and standardized spectral libraries. The training of machine-learning and classification algorithms relies on good quality spectral data. Variation in imaging devices, acquisition parameters, substrates, and conditions might affect spectral fingerprints to a considerable degree and make it impossible to construct transferable models. Thus, the creation of standardized spectral libraries with various types of evidences, substrates, and acquisition parameters is considered to be a key point towards the improvement of HSI-based analysis [44,108].




13.3. Legal and Courtroom Admissibility


For HSI-derived evidence to be admissible in legal proceedings, it must satisfy established scientific reliability standards. In the United States, the Daubert standard requires that scientific evidence be based on testable methodologies with known error rates, peer-reviewed validation, and general acceptance within the relevant scientific community. Similar admissibility standards apply in the United Kingdom and other Commonwealth jurisdictions. Even though there has been an increasing body of peer-reviewed literature available on forensic HSI in recent times, validation studies, inter-laboratory testing and statistical analysis of the analytical capabilities have been scarce. National Research Council has stressed that any forensic technique which is used for legal purposes should be validated scientifically and should adhere to certain standards of reliability and uncertainty [107]. Therefore, additional research would be needed to define the general standards of performance for HSI techniques in forensics. International validation standards and reporting guidelines should be developed for HSI techniques to make their use in forensics more common.




13.4. Evaluation Metrics for Forensic HSI


Even though classification accuracy is the most common performance metric mentioned in the literature, this metric may not sufficiently reflect the reliability of the forensic HSI systems. False positives could mean that some of the evidence will be falsely linked to a certain individual or object, and false negatives would mean that some critical pieces of evidence will be missed. Thus, using only accuracy as an indicator can give misleading results when dealing with imbalanced class distributions. Some other evaluation metrics such as precision, recall (sensitivity), specificity, F1 score, receiver operating characteristic (ROC) curve, area under the ROC curve (AUC), and false positive rate (FPR) help to evaluate the performance of classifiers. While precision helps to estimate what percentage of true positive instances was detected from all of the predicted positives, recall allows assessing how well the classifier detects the relevant forensic evidence. F1 score is helpful when dealing with imbalanced classes since this metric combines precision and recall. Also, both specificity and FPR are crucial for the forensic application of models because they estimate the ability of the classifier to correctly identify non-target pieces of evidence. From the review of the literature, it can be seen that many of the early HSI research studies in forensics evaluated their models using classification accuracy alone; however, it has become common practice in recent years for studies to evaluate models using other measures like precision, recall, F1-measure, confusion matrices, and ROC-AUC analysis as well.





14. Future Directions and Research Priorities


14.1. Portable and Field-Deployable Systems


Field-ready HSI systems that are strong and economical are among the most significant technological developments for the successful implementation of HSI technology in real-life situations. Classical HSI devices usually tend to be costly and bulky. Moreover, they require specific acquisition conditions that cannot always be provided in practice. The technological developments such as sensor miniaturization and compact camera design including Fabry–Pérot cameras and mosaic cameras have allowed designing portable HSI cameras. These technical developments might help to perform data acquisition quicker and make HSI implementation more effective [109].



In order to be useful in practice beyond the laboratory setting, HSI systems should be portable, power efficient, fast at data acquisition, and resilient to changing conditions. Miniaturization of sensors, speed of imaging, and integration of the components involved have enabled the creation of small-sized HSI systems that can be used in real-time and field conditions. The innovations can lead to broader application of HSI in scenarios where quick and non-invasive analysis is necessary and laboratory-based imaging systems are not feasible.




14.2. Integration with Artificial Intelligence


The integration of HSI with advanced artificial intelligence (AI) methodologies represents one of the most transformative future research directions in forensic science. Modern deep-learning architectures, including convolutional neural networks (CNNs) and transformer-based models, have demonstrated exceptional performance in hyperspectral image classification tasks within remote sensing and biomedical imaging domains [110]. However, their application to forensic scenarios remains comparatively underdeveloped.



Several issues are currently restraining the implementation of deep-learning approaches for the analysis of hyperspectral images. One such issue is the relatively low amount of labeled data compared to the amounts of data used in training deep-learning models. Another issue is the high dimensionality and spectra of the hyperspectral data that makes overfitting and non-generalization likely when the data used for training are limited. The third issue is variation in data acquisition conditions that have a negative impact on the classification performance and necessitate using advanced techniques like transfer learning and data augmentation [111]. XAI methods become more and more popular in increasing the transparency and explainability of ML algorithms. Attention visualization, saliency mapping, and feature attribution are some methods that might assist in detecting spectral and spatial features that play role in model predictions and hence provide an understanding of model behavior [112,113]. In the context of forensics, the capability of explaining and justifying conclusions is especially significant since scientific evidence employed during legal procedures needs to be transparent, reliable, and scientifically justified [107]. The implementation of XAI approaches in forensic HSI tools can be beneficial in terms of both methodological transparency and trust in automated forensic analysis results.




14.3. Multi-Modal Analytical Platforms


However, no one approach to data analysis will be able to fully describe a complex material or piece of evidence. Thus, it is likely that future analysis procedures will be increasingly combining the use of hyperspectral imagery with other sensing technologies to increase the reliability of the identification process. The ability to integrate spatial spectral data with other types of data will allow one to achieve better performance when classifying samples and conducting their comprehensive characterization. Integration of complementary sources of data for hyperspectral imagery and pattern recognition is an ongoing research direction [114].



Correlative multi-modal imaging has the potential to significantly improve the reliability and specificity of forensic evidence interpretation. For example, HSI may rapidly localize suspicious regions across a large evidence surface, while Raman spectroscopy or XRF may subsequently provide molecular or elemental confirmation. The development of automated integrated platforms capable of performing sequential multi-modal analysis without manual evidence transfer represents an important future research direction with significant implications for laboratory efficiency, evidence preservation, and analytical reproducibility.




14.4. Database Development and International Harmonization


Development of curated, high-quality, and publicly available spectral libraries for different types of forensic evidence could greatly enhance the practical application and standardization of forensic HSI technology. The development of spectral databases should include a broad range of forensic evidence such as blood, bodily fluids, inks, paints, fibers, explosives, drugs, and biological materials obtained under different environmental conditions on various instruments. Likewise, it is important to coordinate and standardize methods of forensic analysis on the international level, in order to ensure consistency, replicability, and compatibility of the methods used in different labs. As previous experience of ENFSI shows, cooperation is beneficial for setting the standards and validation procedure for forensic science [115]. Regarding the use of HSI for forensics, cooperation between forensic labs, universities, and instrument manufacturers would help develop unified spectral libraries, calibration, data processing, and reporting procedure.





15. Conclusions


In this review, a complete study of HSI for forensic purposes has been carried out via the critical evaluation of over 50 publications related to forensic science from nine major fields. Based on the results obtained, it can be stated that HSI has become an advanced non-destructive technique able to provide spectral and spatial data during a forensic investigation. For instance, mature forensic science applications such as document examination, blood stain analysis, and biological fluids identification achieved up to 99% of classification accuracy. Emerging techniques like fingerprint enhancement, GSR detection, trace evidence analysis, and PMI estimation continue to develop significantly. Moreover, the role of machine-learning and deep-learning methods in further increasing the precision of HSI analysis was emphasized. SVM, PLS-DA, and CNN algorithms became popular in this respect. Nevertheless, a number of important issues still need to be addressed. Namely, the need for standards and forensic spectral database development, high price of necessary hardware, and legal questions about the admission of HSI data in courts should be mentioned. Thus, future works should concentrate on the development of portable HSI, explainable AI, multi-modality analytical approaches, and spectral library standardization.
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Figure 1. Evolution of HSI in forensic science from 2012 to 2026, illustrating key developments in forensic applications and AI-assisted analysis [4,12,15,16,17,18]. 
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Figure 2. Major forensic applications of HSI. 
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Figure 3. PRISMA 2026 flow diagram illustrating the literature search and study selection process. 
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Figure 4. Hyperspectral data cube representation (x, y, λ) and corresponding reflectance spectrum. 
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Figure 5. General workflow of HSI in forensic analysis. Different colors indicate the major workflow stages. 
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Figure 6. Comparison of reported performance across major forensic HSI application domains. 
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Table 1. Comparative summary of selected HSI studies on blood stain analysis.
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	Authors
	Range
	Method
	Application
	Key Finding
	Performance





	Edelman et al. [11] (2012)
	NIR
	PLS
	Blood ID and aging
	Age estimation on coloured surfaces
	13.4% error



	Książek et al. [35] (2020)
	VNIR
	CNN/SVM
	Blood classification
	3D-CNN performed best
	74–100% Acc.



	Bremmer et al. [43] (2011)
	VIS
	Reflectance
	Blood detection
	Remote detection (2 m)
	>90% Acc.



	Zulfiqar et al. [44] (Year)
	VNIR
	SVM/ANN/RF
	Blood identification
	Multi-substrate detection
	High accuracy



	Zhang et al. [45] (2024)
	VIS–NIR
	ELM
	Species identification
	Human vs. animal blood
	>96% Acc.



	Pereira et al. [46] (2017)
	NIR
	KNN/LDA
	Portable blood ID
	Field deployment feasible
	81–94% Acc.



	Al-Alimi et al. [47] (2025)
	VIS–NIR
	FE + ETR
	Blood detection
	Reduced spectral redundancy and substrate effects
	Higher accuracy & faster computation



	Li et al. [50] (2013)
	VIS
	LDA
	Age estimation
	Reliable up to 30 days
	>90% Acc.










 





Table 2. Comparative summary of selected HSI studies on document examination.
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	Authors
	Range
	Method
	Application
	Key Finding
	Performance





	Causin et al. [54] (2012)
	UV–VIS–NIR
	Diffuse reflectance
	Paper discrimination
	Paper type differentiation
	High accuracy



	Khan et al. [15] (2015)
	VNIR
	Spectral matching
	Ink mismatch detection
	Automatic ink mismatch detection
	High accuracy



	Abrar et al. [57] (2023)
	HSI
	Clustering
	Ink quantification
	Estimated number of inks
	Improved estimation



	Jaiswal et al. [58] (2022)
	HSI
	DFD-SS
	Forgery detection
	Spectral–spatial features
	High accuracy



	Braz et al. [59] (2019)
	NIR
	PLS-DA
	Crossing ink lines
	Writing sequence determination
	Excellent classification



	Brauns et al. [60] (2006)
	VIS
	FT-HSI
	Fraudulent documents
	Non-destructive analysis
	High discrimination



	Reed et al. [61] (2014)
	VNIR
	HSI
	Gel pen inks
	Ink discrimination
	Improved contrast



	López-Baldomero et al. [64] (2025)
	VIS–NIR
	DL + SVM
	Historical ink classification
	Accurate spectral ink mapping
	98% F1-score



	Singh et al. [65] (2025)
	HSI
	Autoencoder
	Ink mismatch detection
	Unsupervised forgery detection
	Improved robustness










 





Table 3. Comparative summary of HSI-based fingerprint detection and enhancement studies.
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	Authors (Year)
	Spectral Range
	Method
	Application
	Key Finding
	Outcome





	Payne et al. [66] (2005)
	Visible imaging
	Absorption and luminescence imaging
	Fingerprint enhancement
	Improved latent ridge visibility
	Better detection after optimization



	Cucci et al. [67] (2016)
	VIS–NIR
	Reflectance HSI
	Artwork and document analysis
	Non-destructive material identification
	Demonstrated HSI for material characterization



	Sodhi and Kaur [68] (2001)
	Visible
	Powder method review
	Latent fingerprint detection
	Reviewed powder development methods
	Summarized conventional fingerprint techniques



	Tahtouh et al. [69] (2007)
	Infrared imaging
	IR chemical imaging
	Latent fingerprint enhancement
	Optimized IR imaging protocol
	Improved fingerprint recovery



	Nakamura et al. [70] (2023)
	VNIR HSI
	Independent Component Analysis (ICA)
	Overlapping latent fingerprints
	Separated mixed fingerprints using ICA
	Enhanced donor discrimination



	Carneiro et al. [71] (2023)
	NIR HSI
	Spectral aging analysis
	Fingerprint age estimation
	Age-related spectral changes identified
	Potential for age estimation



	Cadd et al. [73] (2016)
	Visible HSI
	HSI vs. Acid Black 1
	Blood-stained fingerprints
	Comparable performance without chemicals
	Non-destructive alternative










 





Table 4. Comparative summary of HSI-based GSR analysis studies.
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	Authors
	Range
	Method
	Application
	Key Finding
	Outcome





	Álvarez et al. [14] (2020)
	ATR–FTIR
	HS microscopy
	GSR on skin
	Chemical mapping
	Non-destructive



	Dalzell et al. [75] (2026)
	–
	Transfer analysis
	Secondary GSR
	Transfer assessment
	Forensic guidance



	Głomb et al. [76] (2018)
	VNIR
	HSI + ML
	IGSR patterns
	Better than RGB
	High detection



	Khandasammy et al. [77] (2019)
	Fluorescence
	Imaging + Raman
	Organic GSR
	Fast screening
	High specificity



	de Carvalho et al. [16] (2018)
	NIR HSI
	Chemometrics
	Tagged GSR
	Reliable identification
	Field potential










 





Table 5. Comparative summary of HSI-based biological fluid identification studies.
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	Authors (Year)
	Range
	Method
	Application
	Key Finding
	Outcome





	Edelman et al. [4] (2012)
	VIS–NIR
	Reflectance HSI
	Blood/body fluid traces
	Rapid contact-free detection
	Crime-scene screening



	Pradeep et al. [6] (2024)
	VIS–NIR
	Review
	Body fluid analysis
	HSI + AI integration
	Future forensic potential



	Mariotti et al. [12] (2023)
	VIS–NIR
	Review
	Forensic applications
	Summarized HSI advances
	Emerging forensic tool



	Konrad et al. [17] (2023)
	VIS–NIR
	HSI workflow
	Multiple body fluids
	Rapid pre-screening
	Reduced destructive tests



	Malegori et al. [18] (2020)
	NIR
	HSI + Chemometrics
	Blood, semen and urine
	Distinct spectral signatures
	Non-destructive discrimination










 





Table 6. Comparative summary of HSI-based trace evidence analysis studies.
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	Authors (Year)
	Range
	Method
	Application
	Key Finding
	Outcome





	Ferreira et al. [81] (2017)
	VIS/NIR
	PCA + HSI
	Automotive paints
	Most paint classes separated
	High classification accuracy



	Almeida et al. [87] (2015)
	Raman HSI
	ICA analysis
	Explosive residues
	TNT/RDX residues mapped
	Spatial localization



	Demirel et al. [88] (2025)
	LC–MS/MS
	Chemical analysis
	Drug-contaminated currency
	Drug traces quantified
	Forensic applicability



	Wilczyński et al. [89] (2016)
	VNIR/SWIR
	HSI classification
	Counterfeit drugs
	Genuine and counterfeit drugs differentiated
	Authentication achieved










 





Table 7. Cross-domain overview of HSI applications in forensic science.
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	Forensic Domain
	Spectral Range
	ML/Analysis Method
	Performance
	Studies
	Maturity
	Main Limitation





	Document examination
	VNIR; UV–SWIR
	SVM, CNN, Clustering
	92–98%
	∼12
	Mature
	Similar inks; aged documents



	Blood stain analysis
	VIS–NIR
	PLS, SVM, CNN, FE+ETR
	80–100%
	∼12
	Advanced
	Substrate variability aging effects



	Biological fluids
	VIS–NIR
	PLS-DA, SVM, PCA
	90–97%
	∼8
	Advanced
	Mixed fluids; textile effects



	Fingerprint detection
	UV–VIS–NIR
	Spectral unmixing
	High contrast
	∼8
	Developing
	Donor variability; aging



	Trace evidence
	VIS/NIR; SWIR
	PCA, LDA, SVM
	High
	∼8
	Developing
	Dark samples; limited datasets



	Drug and explosive detection
	NIR; Raman
	ICA, MCR, ML
	>98%
	∼8
	Developing
	Trace-level spectral overlap



	Gunshot residue
	VNIR; MIR
	SVM, MCR-ALS
	High
	∼6
	Early
	Lead-free GSR; limited datasets



	PMI estimation
	VIS–NIR
	CNN, ML, Spectral analysis
	Promising
	∼5
	Early
	Limited clinical validation



	Bruise age estimation
	VIS
	Reflectance spectroscopy
	Objective assessment
	∼5
	Early
	Skin tone; healing variability
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