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Abstract

The development of 5G environments has several advantages, including accelerated data
transfer speeds, reduced latency, and improved energy efficiency. Nevertheless, it also
increases the risk of severe cybersecurity issues, including a complex and enlarged attack
surface, privacy concerns, and security threats to 5G core network functions. A 5G core
network DDoS attack detection model is been proposed which utilizes a binary improved
non-Bald Eagle optimization algorithm (Sin-Cos-bIAVOA) originally designed for IoT
DDoS detection to select effective features for DDoS attacks. This approach employs a
novel composite transfer function (Sin-Cos) to enhance exploration. The proposed method’s
performance is compared with classical algorithms on the 5G Core PFCP DDoS attacks
dataset. After rigorous testing across a spectrum of attack scenarios, the proposed detection
model exhibits superior performance compared to traditional DDoS detection algorithms.
This is a significant finding, as it suggests that the model achieves a higher degree of
detection accuracy, meaning it is better equipped to identify and mitigate DDoS attacks.
This is particularly noteworthy in the context of 5G core networks, as it offers a novel
solution to the problem of DDoS attack detection for this critical infrastructure.

Keywords: 5G; PFCP; cybersecurity; intrusion detection; DDoS

1. Introduction
Fifth-generation (5G) mobile communication technology represents a cutting-edge

advancement in mobile systems. It is engineered to provide rapid data transmission speeds,
significantly reduced latency, and support for a vast number of simultaneous connec-
tions. Today, 5G communication facilities provide the network foundation for realizing
the human–machine Internet of Things; 5G technology has a wide range of application
scenarios, including enhanced mobile broadband, ultra-high reliability and low-latency
communications, and machine-type communications. In addition, 5G technology can
provide faster network speeds and lower internal delays, support more device connections,
and provide better services for various applications; for example, 5G technology is used
in fields such as autonomous driving, telemedicine, and smart homes to improve the
performance and reliability of various applications.

The leapfrogging advancements in artificial intelligence, large language models, in-
telligent agents, and related technologies have introduced new challenges and a range of
solutions to modern 5G network security [1]. While the 5G networks bring great conve-
nience to mankind, their security cannot be ignored. The security issues of 5G networks
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involve many aspects, including core network, edge network, data security, virtual net-
work technology vulnerability, network business security, network architecture security,
encryption security, authentication security, privacy security, and more.

Mobile communication networks [2] can be broadly divided into wireless and core
networks, each employing different protocols and interfaces, requiring the application and
management of distinct security technologies. Moreover, with multiple sections, security
monitoring becomes complicated and traffic analysis to identify security threats is inevitably
difficult. The classification of common 5G network security threats is illustrated in Figure 1.
In Radio Access Networks (RAN), there are various security threats such as information
leaks, user DoS, base-station DoS, eavesdropping, and unauthorized data use. Attackers
can exploit paging messages to intercept victims’ identities and launch DoS attacks by
disrupting connections. They may also attempt to eavesdrop on communications by
extracting security keystreams, especially when there are vulnerabilities in the allocation of
identifiers. Furthermore, attackers can misuse network bearers for unauthorized purposes
such as free data communication or caller spoofing, highlighting the need for robust security
measures in RAN to protect user data and service integrity. The 5G core network faces
various security threats such as information leakage, IP depletion, DDoS attacks, NAS
manipulation, eavesdropping, and IP spoofing, which can impact the network’s normal
operation and the security of user data.

5G Network 

Security Threat

Radio Access Network 

Security Threat

5G Core Network 

Security Threat

Information Leak

User DDoS

Base-Station  DDoS

Eavesdropping

Unauthorized Data Use

Information Leak

UE IP Deplete

DDoS

NAS Manipulation

Eavesdropping

Spoofing

Figure 1. Classification of 5G network security threats. Source: [2].

Given these threats, the security of the 5G core network is crucial [3]. The core network
carries user data and business data, and forms the hub of the entire mobile communication
network. Today, 5G core networks face a variety of security threats. Major threats include
malicious attacks and intrusions, in which hackers can exploit vulnerabilities in the 5G
core network to attack and intrude core network elements, obtain sensitive information,
disrupt network normality run, etc. Data leakage and privacy invasion are also concerns,
as large amount of user data and business data are stored in the 5G core network. If data
security protection measures are not in place, data leakage and privacy invasion may
occur. Attackers may exploit vulnerabilities in the User-Plane Function (UPF) or Access
Management Function (AMF) within the 5G protocol stack by repeatedly initiating attach
requests, PDU session establishment requests, and similar signaling, thereby bypassing
the legitimate authentication processes of the core network and continuously depleting IP
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resources. In a denial of service attack, hackers may launch a denial of service attack on
the 5G core network, paralyzing network services or reducing service quality. Attackers
can forge legitimate IP addresses to construct malicious packets, exploiting the IP pro-
tocol’s source address validation flaw to bypass security checks. Additionally, protocol
vulnerabilities may be used to alter user plane data, or key reinstallation attacks can be
employed to compromise encryption safeguards. Attackers can exploit vulnerabilities
in the virtualization management plane, forge session management signaling, and steal
user-plane traffic. Spoofing attacks also pose a severe threat to the security of the 5G core
network, as attackers may disguise themselves as legitimate users or entities in order to
gain unauthorized access, steal sensitive information, or spread malicious software.

The control plane of the 5G Core Network(5GCN) [4] is essential for enabling re-
liable and high-performance 5G communications by delivering critical services such as
authentication, user credential management, and privacy-sensitive signaling. However, the
threat landscape has broadened significantly, and the control plane now encounters serious
security risks from a variety of sources and interfaces. External network attackers can flood
the 5G core network with numerous service requests, overwhelming system resources
and impeding legitimate users’ access to services. There have not been very many studies
investigating the security issues of the 5GCN control plane.

This paper focuses on security issues of the Packet Forwarding Control Protocol (PFCP)
utilized in the N4 interface between the Session Management Function (SMF) and the User
Plane Function (UPF) in the 5G core network. The study analyzes the characteristics of
PFCP DDoS attacks in 5G core networks and explores effective solutions for detecting PFCP
DDoS attacks.

The main contributions of this study can be summarized as follows: in Section 2
(Related Work), we conduct an analysis of the PFCP operational mechanisms and the
principles of DDoS attacks targeting this protocol; in Section 4 (Experimental Results and
Analysis), we propose a Sin-Cos-bIAVOA-based multi-session duration comprehensive
analysis PFCP DDoS attack detection model for the PFCP session mechanism; in Section 4.3
(Effectiveness Evaluation Experiment), we utilize publicly available datasets to validate
the detection effectiveness of the model in both single-packet DDoS attack scenarios and
mixed-packet DDoS attack scenarios; finally, Section 4.4 (Accuracy Comparison Evaluation
Experiment) and Section 4.5 (Experiment on the Classification and Identification of Attack
Types) describe comparative experiments between our proposed model and traditional
machine learning and deep learning methods to evaluate the model’s detection accuracy,
detection efficiency, and other aspects.

Based on the previous remarks, the rest of this paper is organized as follows: Section 2
introduces the research progress in the field of AI-based DDoS attack detection; Section 3
describes the proposed 5G core PFCP DDoS attack detection method; Section 4 discusses the
experimental results and evaluates the method; finally, Section 5 provides the concluding
remarks of the paper.

2. Related Work
This section primarily introduces the structure of the 5G core network, working

principles of the PFCP protocol, and attack methods, presents the main research directions
and progress in the field of attack detection, and describes the experimental environments
and datasets proposed by researchers in recent years.

2.1. 5G Core Network DDoS Attacks

The structure of the 5G core network [5,6] is primarily composed of three main com-
ponents: the access network layer, the transport network layer, and the core network layer.
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The access network layer is mainly composed of base stations, and is responsible for the
access and management of user equipment (UE) on the wireless side. In 5G, the access
network adopts a Centralized Unit (CU) and Distributed Unit (DU) architecture. The
CU handles baseband processing such as channel coding and modulation, while the DU
is responsible for radio frequency processing such as filtering and power amplification.
This architecture optimizes the signal processing process, enhancing network efficiency
and performance. The transport network layer [7] consists of a series of operator-owned
switching and routing devices, primarily used for transmitting control signaling and user
data between the base stations and the core network. The design and implementation of the
transport network are crucial for ensuring the efficiency and stability of data transmission.
The core network layer deploys a series of core network elements which are responsible for
terminal user access and mobility management as well as processing user services. The
architecture design and implementation of the core network directly impact the network’s
availability, reliability, and performance.

As illustrated in Figure 2, the 5G core network architecture [8] comprises the following
network functions: Network Slice Selection Function (NSSF), Network Exposure Function
(NEF), Network Repository Function (NRF), Policy Control Function (PCF), User Data Man-
agement (UDM), Access and Mobility Management Function (AMF), Authentication Server
Function (AUSF), Access Management Function (AMF), Session Management Function
(SMF), and User Plane Function (UPF).

NSSF NEF NRF PCF UDM AF

DNAUSF AMF UPFSMF

NG PDU Session

XN

N22 N15 N10 N5

N13

N12

N14 N8 N11 N7 N9

N4 N6

N1 N2 N3

5G Core

RAN

Figure 2. 5G core network structure. Source: [9].

Table 1 illustrates the communication interfaces [10] between various modules in the
5G core network, with the N4 interface serving as the bridge between the UPF and the
SMF. The establishment and updating of the N4 interface can be initiated by either the
SMF or the UPF; however, the release process is always initiated by the SMF. During the
update process, the N4 interface is notified of changes in the network function support
characteristics, and the UPF can also use the update process to inform the SMF of resource
availability or request that the SMF initiate the release process. Therefore, the N4 interface is
particularly noteworthy in the 5G core network and is also a key area for attack prevention.

In this paper, our primary concern revolves around the security challenges associated
with the PFCP, a protocol that finds its application in the N4 interface between the SMF
and the UPF within the 5G core network.
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Table 1. 5G core network interface functions.

Interface Functions

N1 UE-AMF
N2 gNB-AMF
N3 gNB-UPF
N4 SMF-UPF
N5 PCF-AF
N6 UPF-DN
N7 SMF-PCF
N8 AMF-UDM
N9 UPF-UPF

N10 SMF-PCF
N11 AMF-SMF
N12 AUSF-AMF
N13 AUSF-UDM
N14 AMF-AMF
N15 AMF-PCF
N22 AMF-NSSF

The control plane protocol [11] used for the N4 interface between SMF and UPF
is the PFCP protocol, which is defined in the TS 29.244 specification. This protocol is
primarily used for SMF to instruct UPF on packet forwarding. The structure of the PFCP
message is illustrated in Figure 3. The PFCP consists of a protocol header followed by
subsequent Information Elements (IEs). The header contains several key fields, such as
the Session Endpoint ID (SEID), MP flag, version, message type, and message length.
These fields provide the necessary information and control mechanisms for communication
between SMF and UPF. Specifically, the SEID is used to identify and control the amount
of subsequent packet content, while the MP flag and version information are used to
identify the state and version of the protocol. The message type and message length
provide information about the specific content and length of the current message. Together,
these pieces of information ensure efficient and accurate communication between the SMF
and UPF.

PFCP message header

Zero or more Information Element(s)

Bits

8           7           6           5           4           3           2           1Octets

1 to m

m+1 to n

Figure 3. PFCP structure. Source: [12].

The UE sends an NAS registration request [11]. The gNodeB (gNB), which is the
base station of the 5G radio access network, receives the registration request from the
UE. This request is then forwarded to the AMF, a component within the 5G core network
responsible for handling access requests and mobility management. The AMF queries
the necessary service information through the NRF, which acts as a service discovery and
registration center, aiding the AMF in locating the appropriate services. The AMF sends an
authentication request to the AUSF, which is tasked with executing user identity authenti-
cation. The AUSF authenticates the UE, which may involve using SIM card information,
network authentication tokens, or other authentication mechanisms. If the authentication
is successful, the AMF sends a 201 status code to the UE, indicating successful resource
creation, and the registration process can proceed. The AMF may need to obtain the URL of
the PCF from the NRF for policy control purposes. The AMF interacts with the PCF, which
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makes decisions based on the UE’s policy requirements, such as QoS rules. The AMF also
interacts with the UDM, which is responsible for managing user identities, subscription
information, and other data. The SMF is in charge of establishing, modifying, and releasing
sessions, working in coordination with the AMF to ensure session continuity. The UPF
is responsible for forwarding data to the correct destination. With the completion of the
registration process with the 5G network, the UE can now begin using 5G network services.

PFCP is primarily used to establish, modify, and delete sessions between the SMF and
UPF [13] as well as to control and manage traffic. The message interaction workflow is
illustrated in Figure 4.

SMF UPF

Figure 4. Working principle of PFCP message exchange. Source: [13].

The message interaction workflow includes three sessions. The operational principles
and functions of each session are as follows:

• Session establishment: When a UE accesses the 5G network and initiates a service
request, the SMF sends a session establishment request to the UPF via PFCP. This
request includes session-related parameters such as user identification, service type,
and QoS requirements. The UPF creates the corresponding session context based on
these parameters and allocates resources to ensure correct transmission of user traffic
on the user plane.

• Session modification: During the course of a session, if there is a change in business
requirements, such as a user switching from watching a video to engaging in a video
call, which entails different QoS requirements for bandwidth and latency, the SMF
can send a session modification request to the UPF via the PFCP protocol. The UPF
then adjusts resource allocation and traffic handling strategies based on the modified
parameters to accommodate the new business requirements.

• Session deletion: When a user terminates a service or when the network side needs to
release resources, the SMF sends a session deletion request to the UPF. Upon receiving
the request, the UPF releases resources associated with the session, such as closing
tunnels and reclaiming bandwidth, thereby completing the session deletion process.

In accordance with the current knowledge related to the PFCP, we can present PFCP
exhibits certain network security risks. There are four common types of attacks targeting
the PFCP in the core of 5G [14]. These attacks primarily focus on the communication
between the SMF and UPF. The four different types of attack principles are as follows:
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1. PFCP session establishment DDoS attack: This attack is designed to deplete the UPF’s
resources by inundating it with numerous legitimate session initiation and heartbeat
messages. As a result, the 5G core may be impeded in its capacity to establish new
PDU sessions between the client and the DN.

2. PFCP session deletion DDos attack: The goal of this attack is to sever the connection
between a particular UE and the DN. It targets the PDU session linking the client to
the DN, aiming to disconnect the DN connection while keeping the UE connected to
either the NG-RAN or the core network.

3. PFCP session modification flood attack (DROP apply action field flags): The goal of
this attack is to disable the packet processing rules associated with a specific session,
ultimately causing the target UE to disconnect from the DN.

4. PFCP session modification flood attack (DUPL apply action field flag): This attack
is designed to take advantage of the DUPL flag within the application action field,
compelling the UPF to replicate session rules, thereby creating several pathways for
data originating from a single source.

2.2. 5G Core Network DDoS Attack Detection Methods

In 5G core networks, DDoS attacks are a common attack method that cause network
paralysis or failure to operate properly by occupying a large amount of network resources.
In order to detect DDoS attacks, several methods can be adopted. Over the past two years,
trends in DDoS attacks have led researchers to analyze several mitigation strategies based
on software-defined networking (SDN), network function virtualization (NFV), and mobile
target defense [15], while emphasizing several challenges encountered when employing
innovative technologies to counteract DDoS attacks. Onoja [16] and colleagues introduced
a security approach for 5G networks that mitigates DDoS attacks by actively managing
threat responses. Their method utilizes a reactive, event-focused security policy language,
fostering a flexible, efficient, and lightweight defense strategy. Mamolar, A.S. et al. [17]
introduced an innovative method to address the shortcomings of conventional detection
systems. They developed a new sensor that can collect the necessary data to trace an
attacker even if the attacker is moving across multiple locations. Furthermore, the authors
of [18] proposed an autonomous security system—comprising its design, implementation,
and empirical validation—that effectively shields networks from Distributed Denial of
Service (DDoS) attacks by autonomously selecting and executing appropriate counter-
measures without human intervention. Ramezan, G. [19] and colleagues introduced an
extensible authentication protocol called EAP-ZKP which is applicable in both initial and
subsequent authentication stages to help mitigate DDoS attacks along the CN edge. A
novel defense framework [20] integrates real-time threat detection with proactive mitiga-
tion to neutralize signaling-based DDoS attacks in 5G standalone core networks. Some
researchers used a novel [21] enhanced naive Bayes algorithm. This method not only
examines both the independent and interdependent aspects of features through structural
improvements but also employs a genetic algorithm to identify the optimal combination
of attribute weights for effective categorization. A hybrid classification framework for 5G
DDoS attacks combining deep neural networks with a modified equilibrium optimization
algorithm (MEOADL-ADC) was proposed in [22], achieving superior detection accuracy
through adaptive feature learning and parameter optimization. Based on an actor–critic re-
inforcement learning framework [23], Slice Isolation-Based Reinforcement Learning (SIRL)
mitigates DDoS attacks in Beyond-5G networks by dynamically configuring a graph-based
environment. The model leverages five optimized graph features to represent network
states and employs a ranking-driven adjustment mechanism to adapt its defense strategy
in real time, enhancing resilience against evolving attack patterns. The deep learning frame-
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work in [24,25] detects DDoS attacks in 5G slices and deploys a resource-minimal sinkhole
slice to isolate malicious traffic, which was validated in a 5G prototype for autonomous
attack containment. The DDoS intrusion detection framework in [26] was designed for dy-
namic IoT environments, effectively counteracting one of the top threats to data flow in IoT
networks. Their approach utilizes a Kalman backpropagation neural network to enhance
the detection and mitigation of DDoS attacks. The federated-learning framework in [27]
enables privacy-preserving DDoS detection on the GTP protocol in 5G core networks by
aggregating distributed device intelligence for real-time attack identification. This approach
eliminates centralized data sharing while maintaining detection accuracy through collab-
orative model training across network nodes. Fang, L.M. [28] and colleagues proposed
a countermeasure against DDoS attacks in the 5G context by integrating smart contracts
with machine learning. Their approach conceals a secure server within a blockchain net-
work and dynamically controls the scale of attacks through adjustments in transaction
fees. A randomized backward learning enhancement to the African Vultures Optimization
Algorithm (AVOA) yielded the IA-VOA variant [29], demonstrating superior convergence
speed, stability, and reliability across experimental benchmarks. Finally, the AVO-DT meta-
heuristic decision tree framework [30] integrates the AVOA to enhance malware detection
accuracy by optimizing tree construction through global search and local exploitation.

In summary, biomimetic intelligent optimization algorithms hold vast potential for
application in DDoS attack detection. These algorithms can handle high-dimensional data,
address issues with data noise, and compensate for the shortcomings of traditional ap-
proaches. By utilizing biomimetic intelligent optimization algorithm, it is possible to learn
and extract features from network traffic data. These features can be used to classify normal
and attack traffic, making it possible to detect DDoS attacks. In practical applications,
suitable biomimetic intelligent optimization algorithms can be selected based on specific
circumstances, or multiple methods can be combined for comprehensive detection. Timely
identification and handling of security incidents are crucial to ensuring the secure and
reliable operation of 5G core networks.

2.3. Relevant Intrusion Detection Datasets for Security Testing and Malware Prevention

It is evident that intrusion detection mechanisms empowered with Artificial Intel-
ligence (AI) models play a crucial role. To further investigate the characteristics of 5G
networks, and in particular to evaluate the attack detection capabilities and effectiveness
of AI models, researchers have conducted relevant studies focusing on 5G experimental
platforms and datasets. The Vulnerability Assessment Approach (VAA) [31] is used to
identify and evaluate vulnerabilities in 5G networks, particularly focusing on 5G Edge
networks. The VAA utilizes the TOPSIS technique to analyze vulnerabilities from an at-
tacker’s perspective, considering the dynamic and scalable nature of 5G Edge networks.
G. Amponis [32] led a team in designing a labeled security dataset named the “5GC PFCP
Intrusion Detection Dataset” as part of a cloud-based 5G Edge security testbed introduced
to evaluate the VAA’s accuracy, scalability, and performance. The dataset comprises net-
work flow analytics designed for AI detection models to identify cyberattacks aimed at
the Packet Forwarding Control Protocol (PFCP) utilized in the N4 interface of 5G core sys-
tems. It examines four distinct PFCP attack scenarios, offering crucial network traffic data
through pcap files as well as detailed TCP/IP and application-layer metrics. The dataset
consists of balanced TCP/IP and PFCP flow statistics, with an equal number of samples
for each class, facilitating the training and testing of machine learning and deep learning
algorithms for intrusion detection. They also proposed a containerized 5G testbed [33]
designed to train defenders and develop intrusion detection systems by emulating various
network functions and implementing specific attack scenarios, including full-stack attacks
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targeting both networked hosts and 5G network functions. The testbed generates malicious
datasets containing traffic from both classical and 5G-specific attacks, which can be used
to train AI and ML systems for proactive threat detection. J. Ock et al. [34] explored the
use of synthetic data generation for anomaly detection in the 5G NWDAF architecture.
Due to the challenges of insufficient training data quality and quantity in NWDAF, they
proposed using CTGAN to generate high-quality synthetic 5G NWDAF data. They then
conducted experiments and evaluate the quality of the synthetic data and the resulting
anomaly detection performance, finding that CTGAN-generated synthetic data can be a
promising alternative to address data scarcity issues. Researchers have also utilized the
NIDS datasets in [35] as a network testing platform to create synthetic datasets for public re-
search. These datasets comprise labeled network flows constructed from features extracted
from network traffic. 5G-NIDD [36] is a fully annotated dataset constructed on a fully
functional 5G test network, and is available for researchers developing and testing AI/ML
solutions. The test platform for the WUSTL-HDRL-2024 dataset [37] is designed to simulate
a dynamic 5G network environment. This dataset meets the need to comprehensively
capture various interactions and security threats within 5G networks. Moubayed, A. [38]
proposed a framework design that integrates Exploratory Data Analysis (EDA) and Deep
Learning (DL) for 5G network intrusion detection. Tests using the 5G-NIDD dataset demon-
strated that the method possesses exceptional capabilities in both intrusion detection and
attack identification. Researchers have employed various sampling methods to balance
benign and malicious traffic in 5G networks; however, they often overlook the imbalance
among different types of malicious traffic. CoSen-IDS [39] addresses this imbalance issue
through cost-sensitive learning. The NetsLab-5GORAN-IDD dataset [40] integrates both
higher-layer network packet data and lower-layer radio telemetry, offering a comprehensive
view of normal and malicious activity within a realistic 5G O-RAN deployment. Captured
during controlled attack scenarios, the dataset includes benign traffic as well as multiple
types of network-layer attacks targeting the O-Cloud Edge Server.

3. Method
In this section, the principle of the AVOA algorithm and its optimization method

based on sin-cos are introduced, with a focus on presenting the proposed PFCP DDoS
attack detection model based on this algorithm.

3.1. AVOA

The AVOA algorithm is a swarm intelligence optimization algorithm that simulates
the foraging behavior of African Vultures for global optimization. In 2021, Benyamin
Abdollahzadeh et al. [41] proposed this algorithm, which performs optimization by mim-
icking the leader–follower model and natural predation behavior of African Vultures.

As shown in Figure 5, the principles of the AVOA algorithm mainly include the
following stages:

1. Population Initialization: A certain number of individuals are randomly generated as
the initial population.

2. Fitness Evaluation: The fitness value of each individual is calculated based on the
problem’s fitness function.

3. Selection Operation: Individuals are sorted according to their fitness values; those with
higher fitness are selected as elite individuals to be retained for the next generation.

4. Behavior Simulation: Includes two phases, blind search and local search; in blind
search, individuals move randomly by a certain distance in the hope of finding better
solutions, while in local search individuals search around the current best solution to
find solutions closer to the optimal solution.
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5. Population Update: The population is updated based on the new positions.
6. Termination Condition Check: It is determined whether the termination condition is

met. If so, the algorithm ends; otherwise, it returns to step 3.

t≤T

Start

Initialize Vultures in problem space and Set

parameters

Evaluate vultures and find First best vulture

and second best vulture

Select First best vulture or second best vultureusing 
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NO

Yes

Exploration Phase Exploration Phase

Figure 5. Flowchart of AVOA.

The mathematical model of the AVOA algorithm consists of four main components:
leader selection, vulture hunger rate, exploration phase, and exploitation phase. Leader
selection is determined by calculating the fitness of all solutions to choose the optimal
one as the leader. The hunger rate acts as a conversion factor, determining whether the
vultures will search for food at greater distances or forage around the strongest solution.
The exploration and exploitation phases employ different strategies based on the vulture
hunger rate and current position, aiming to find the global optimal solution. The AVOA
algorithm is characterized by its strong optimization capability and rapid convergence
speed. It has been applied in numerous practical engineering projects and has demonstrated
its superiority through tests on 36 standard benchmark functions.

3.2. Sin-Cos-bIAVOA

AVOA suffers from the drawbacks of slow convergence speed and local optimum
stagnation. In response to various complex optimization tasks and different application
scenarios, researchers have proposed several enhanced optimization methods based on
AVOA, tailored to the specific requirements [42–44]. Zakieh Sharifian et al. [45] introduced
an enhanced binary version of AVOA termed Sin-Cos-bIAVOA, designed for selecting
effective features pertinent to DDoS attacks. This approach incorporates an innovative
compound sin-cos transfer function to boost exploratory capabilities while employing
the Gravitational Fixed Radius Nearest Neighbor (GFRNN) classifier for identifying the
optimal feature subset.
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Sin-Cos-bIAVOA operates through three distinct phases. Initially, the algorithm probes
new and promising regions to prevent premature convergence and avoid local optima. In
the subsequent phase, it gradually transitions from exploration to exploitation. Finally,
the algorithm focuses on fine-tuning around the highest-quality solutions to identify the
optimal outcome. Figure 6 illustrates the detailed steps and overall workflow of the
algorithm. After the population is initialized, the sin-cos transfer function is employed to
generate binary positions. In this algorithm, the input parameters include the population
(N), dimension (D), and maximum number of iterations. The number of vultures in an
environment is simulated as the population (N), while D is the dimension of the problem.
The output parameters are the optimal and suboptimal results.

iteration<Max

Start

Initialize Vultures in problem space and Set

parameters

Call Sin-Cos Transfer Function

i≤Pop

Return First best 

vulture

Finish

Yes

NO

NO

Yes

Evaluate vultures and find First best vulture

and second best vulture

iteration<Max/3

Call Exploitation 

Function

Yes

NO

Max/3 iteration

2Max/3

prob f 0.4

Yes

Call Exploitation 

Function

Call Exploitation 

Function

Call Exploitation 

Function

NO

Yes

NO

Figure 6. Workflow of Sin-Cos-bIAVOA.

A new compound transfer function, termed sin-cos, is introduced to convert continu-
ous representations into binary ones. This function enhances the exploration capabilities of
bIAVOA by generating a highly diverse population. It operates by applying a specific set
of functions and rules [45] to map the continuous search space into its binary equivalent:

S1(xij) = Cos(xij)/2 + 0.5 (1)
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x′ij =

{
1 if rand1() < S1(xij)

0 if rand1() ≥ S1(xij)
(2)

S2(xij) = Sin(xij)/2 + 0.5 (3)

x
′′
ij =

{
1 if rand2() < S2(xij)

0 if rand2() ≥ S2(xij)
(4)

xi =

{
x′i if f (x′i)is better than f (x

′′
i )

x
′′
i if f (x

′′
i )is better than f (x′i)

(5)

where xij is the current continuous position of the ith vulture in the jth dimension and
f(.) is the fitness function. Sin(.) and Cos(.) are sine and cosine functions, respectively;
the functions Sin(.) and Cos(.) generate two values in the range of [0, 1], and two new
binary positions are created according to Equations (1) and (3). The position with the
highest fitness value is chosen and labeled as xi, representing its new location in the binary
search space. The two functions Sin(.) and Cos(.) along with these rules generate a diverse
range of solutions and enhance the algorithm’s ability to explore new possibilities. The
pseudocode for the sin-cos transfer function is provided in Figure 7.

Pseudocode of Sin-Cos Transfer Function 

Function Sin-Cos 

Inputs: Viltures’ postions(x), dimension 

1.   for j=1 to dimension do 

2.      S1(xij) = Cos(xij)/2 + 0.5 

3.      if S1(xij) p rand1() then 

4.         x′ij = 1 

5.      else 

6.         x′ij = 0 

7.      S2(xij) = Sin(xij)/2 + 0.5 

8.      if S2(xij) p rand2() then 

9.        x″ij = 1 

10.     else 

11.       x″ij = 0 

12.     Compute Fitness value x′i : f(x′i) 

13.     Compute Fitness value x″i : f(x″i) 

14.        if f(x′i) is better than f(x″i) 

15.           xi = x′i 

16.           f(xi) = f(x′i) 

17.        else 

18.           xi = x″i 

19.           f(xi) = f(x″i) 

20. End 

21. return xi,  f(xi) 

 

Figure 7. Sin-Cos transfer function.

3.3. PFCP DDoS Attack Detection Model

DDoS attack detection is part of the Detect functionality within the Core category of
the NIST Cybersecurity Framework. Specifically, this function aims to identify potential
cybersecurity incidents through continuous monitoring and anomaly analysis, with DDoS
attack detection serving as a key technology for recognizing abnormal traffic or malicious
behavior.The control plane of the 5G core network adopts a service-based architecture
design. In this service-based architecture, network elements are connected to the same
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line, each with a service-based interface that allows them to interact with other network
elements externally. As illustrated in Figure 8, the 5G network is a packet-switched network,
in which the concepts of the control plane and the user plane have always existed. The
control plane and user plane are categorized based on the type of data they handle; the
control plane is responsible for transmitting control signaling (signaling interaction), while
the user plane is responsible for transmitting actual data.

NSSF AUSF UDM SMSF PCF
Application

Function

SMFAMF

UPF

N4N2N1

N3

N6

Radio Access

Network

Data Network

Control Plane

User Plane

Internet

Service 

Network

Corparate 

Network

Attack Detection System

Traffic Detection

Data Preparation

Data Analysis

Attack Alert

Figure 8. Network structure of the 5G core PFCP DDoS attack detection model.

Taking the N4 interface as an example, this paper considers the potential risks in
the communication process between the UPF and the SMF. First, the UPF communicates
directly with the operator’s data network, and its ports may be exposed to the public
network; additionally, due to the separation of control plane and user plane in the 5GC
architecture, the UPF needs to be deployed at the network edge, increasing the risk of
exposure. The establishment process of the N4 interface is initiated by the SMF and sent
to the UPF. If the UPF lacks a robust authentication mechanism for network elements,
attackers could impersonate the SMF to launch attacks on the UPF. The PFCP protocol
supports several business processes, including session establishment, session modification,
session deletion, and session reporting. After establishing a connection with the UPF using a
forged SMF, attackers can exploit the session modification process to redirect user plane data
packets for data theft or can use the session deletion process to deny service to certain users.

DDoS attacks on the 5G core network occur primarily between the SMF and UPF units.
Therefore, deploying traffic collection probes at the N4 interface to collect and analyze
network traffic on the N4 interface can most effectively enable DDoS attack detection and
early warning.

The entire traffic detection system comprises four main components: traffic collection,
data preprocessing, data analysis, and attack alerting. Among these, data preprocessing and
data analysis are the most critical, with their algorithmic principles and models illustrated
in Figure 9.
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Figure 9. Principle of the 5G core PFCP DDoS attack detection model.

The detection model obtains raw traffic data from the traffic probe. Traffic packets are
parsed according to the TCP/IP protocol format, with layered parsing of network layer
TCP/IP protocol data and application layer PFCP protocol data, and feature values are
extracted to form a dataset. Based on different timeout durations (15 s, 20 s, 60 s, 120 s, 240 s),
PFCP protocol sessions are statistically integrated. Session data are detected using the Sin-
Cos-bIAVOA algorithm. Finally, the detection results are summarized and comprehensively
analyzed to generate DDoS alert information for output. The attack detection model
captures network data through the N4 interface and accurately identifies both attack packets
and attack sessions by analyzing multiple timeout dimensions, enabling the detection
of PFCP DDoS attacks in the 5G core network. This model represents an innovative
practical application of the Sin-Cos-bIAVOA algorithm, achieving attack detection through
a comprehensive process that encompasses data collection, data integration, and data
analysis and processing.

4. Experimental Results and Analysis
In this section, the model is evaluated using publicly available datasets. Its effec-

tiveness in detecting both single-type and mixed-type attacks is tested, its performance is
compared with other algorithms, and its recognition accuracy for various attack types is
further assessed.

4.1. Experimental Environment and Equipment Configuration

The experiment was conducted on a workstation equipped with an NVIDIA GeForce
RTX 3060 graphics card and an Intel Core i7 processor. This hardware configuration pro-
vides sufficient performance for graphical processing and deep learning computational
requirements. The software environment utilized the Windows 11 operating system. Algo-
rithm implementation employed the MATLAB R2024a programming language, utilizing
both the Deep Learning Toolbox and the Statistics and Machine Learning Toolbox.

4.2. Experimental Dataset

George Amponis et al. [32] introduced the 5G Core PFCP Intrusion Detection Dataset.
This resource comprises a collection of network flow statistics designed for AI-based detec-
tion models to identify cyberattacks aimed at the PFCP. PFCP facilitates communication
on the N4 interface between the SMF and the UPF within the 5G core. The public datasets
have been released by IEEE Dataport.

This dataset contains network traffic and traffic statistics for each entity involved.
Specifically, each 7z/zip file includes the following: pcap files, TCP/IP network traffic
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statistics, PFCP flow statistics, and statistics using different timeout values (e.g., 15, 20, 60,
120, and 240 s).

Based on the previous remarks, the dataset was divided into six distinct sub-datasets:
PFCP Session Deletion DoS Attack, PFCP Session Establishment DoS Attack, two variants
of PFCP Session Modification DoS Attack (DROP and DUPL), Balanced PFCP APP Layer,
and Balanced TCP-IP Layer. For training and testing, the data were split at a ratio of 70% to
30%, respectively, with a stratified approach ensuring that each subset contained the same
class proportions.

4.3. Effectiveness Evaluation Experiment

To assess the performance of the proposed method, this study utilizes a range of
metrics, including accuracy, precision, recall, F-measure, specificity, and Feature Reduction
Rate (FRR), as defined below.

Accuracy =
TN + TP

TN + TP + FN + FP
(6)

Precision =
TP

TP + FP
(7)

Recall =
TP

TP + FN
(8)

F-measure = 2 × Precision × recall
Precision + recall

(9)

Feature Reduction Rate =
Number of Reduction Feature

Total Features
(10)

In this context, TP denotes the count of DDoS attack records that have been accu-
rately identified and TN represents the number of normal records that were correctly
classified; conversely, FN and FP correspond to misclassified DDoS attack and normal
records, respectively.

The results of the algorithms on the datasets are provided in Tables 2–5. The tables
present the detection results for the Deletion DDoS Attack, Establishment DDoS Attack,
Modification DDoS Attack DROP, and Modification DDoS Attack DUPL datasets, which
represent four distinct types of single-attack traffic. Each set of experimental data includes
normal traffic and a single type of attack. The proposed algorithm demonstrates high
detection accuracy across all five session scenarios with varying timeouts (15 s, 20 s, 60 s,
120 s, and 240 s).

The experimental results demonstrate the proposed algorithm’s comprehensive per-
formance in detecting PFCP DDoS attacks against the 5G core network. By focusing
particularly on the Deletion DDoS Attack, Establishment DDoS Attack, Modification DDoS
Attack DROP, and Modification DDoS Attack DUPL datasets, each of which represents a
unique type of single-attack traffic, the results provide an in-depth analysis of the algo-
rithm’s capabilities in identifying these distinct forms of cyber intrusions. Notably, the
algorithm consistently demonstrated high detection accuracy across all five session scenar-
ios, each with varying timeouts (15 s, 20 s, 60 s, 120 s, and 240 s). This array of timeout
settings allows for a broad evaluation of the algorithm’s performance under different condi-
tions of urgency and computational load, further highlighting its robustness and efficiency
in identifying cyber threats in real-time scenarios.
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Table 2. Results on PFCP session deletion DDos attack dataset.

Timeout (s) Fitness Feature
Reduction Rate Accuracy (%) Precision(%) Recall (%) Specificity (%) F-Measure (%)

15 0.011232 0.050633 98.9166 98.4646 100 96.4506 99.2264
20 0.010144 0.037975 99.0137 98.547 99.9133 97.4665 99.2255
60 0.011539 0.037975 98.8728 98.25 100 96.9298 99.1173
120 0.009363 0.025316 99.0798 98.5294 100 97.6 99.2593
240 0.004965 0.050633 99.5495 99.359 100 98.5075 99.6785

Table 3. Results on PFCP session establishment DDoS attack dataset.

Timeout (s) Fitness Feature
Reduction Rate Accuracy (%) Precision (%) Recall (%) Specificity (%) F-Measure (%)

15 0.002626 0.012658 99.7475 100 99.5816 100 99.7904
20 0.002590 0.025316 99.7639 100 99.6109 100 99.8051
60 0.008907 0.025316 99.1259 100 98.5994 100 99.2948
120 0.000253 0.025316 100 100 100 100 100
240 0.000253 0.025316 100 100 100 100 100

Table 4. Results on PFCP session modification DDoS attack DROP dataset.

Timeout (s) Fitness Feature
Reduction Rate Accuracy (%) Precision (%) Recall (%) Specificity (%) F-Measure (%)

15 0.000795 0.025316 99.9452 100 99.9155 100 99.9577
20 0.002002 0.075949 99.8745 99.8917 99.8917 99.8507 99.8917
60 0.002100 0.025316 99.8134 100 99.6732 100 99.8363
120 0.000253 0.025316 100 100 100 100 100
240 0.000253 0.025316 100 100 100 100 100

Table 5. Results on PFCP session modification DDoS attack DUPL dataset.

Timeout (s) Fitness Feature
Reduction Rate Accuracy (%) Precision (%) Recall(%) Specificity (%) F-Measure (%)

15 0.001448 0.10127 99.9559 99.9393 100 99.8397 99.9696
20 0.000253 0.025316 100 100 100 100 100
60 0.000253 0.025316 100 100 100 100 100
120 0.000253 0.025316 100 100 100 100 100
240 0.000126 0.012658 100 100 100 100 100

4.4. Accuracy Comparison Evaluation Experiment

This section aims to evaluate the detection performance of various algorithms in terms
of their DDoS attack detection by comparing their effectiveness under different timeout
values. The goal is to determine the adaptability of different algorithms in detecting attacks
within various time windows (timeout values), thereby providing theoretical support and
practical guidance for DDoS attack detection in real applications. The experimental dataset
utilizes a mixed dataset in which attack packets and normal packets are proportionally
balanced at a ratio of 1:1. To increase the complexity of the experiment and further assess
the accuracy and adaptability of the algorithms, the attack packets are evenly distributed
among four types of attacks: PFCP session establishment DDoS attack, PFCP session
deletion DDoS attack, PFCP session modification flood attack (DROP apply action field
flag), and PFCP session modification flood attack (DUPL apply action field flag). The
experiment introduces eight commonly used attack detection algorithms for comparison:
Back-Propagation (BP), Convolutional Neural Network (CNN), Radial Basis Function
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(RBF), Extreme Learning Machine (ELM), Random Forest (RF), Support Vector Machine
(SVM), Long Short-Term Memory (LSTM), and AVOA.

The experiment also established five different timeout values (15 s, 20 s, 60 s,
120 s, and 240 s) to simulate the detection performance under different time windows.
The selection of timeout values aims to cover detection scenarios from short time windows
to long time windows. The experimental results are shown in Table 6, with detection accu-
racy as the main performance metric used to evaluate the effectiveness of each algorithm
under different timeout values.

Table 6. Results on balanced PFCP session DDos attack dataset.

Timeout (s) 15 s 20 s 60 s 120 s 240 s Average

Sin-Cos-bIAVOA 0.9821 0.9769 0.9740 0.9749 0.9895 0.97948
AVOA 0.9168 0.9326 0.9391 0.9452 0.9079 0.92832

BP 0.9737 0.9760 0.9365 0.9713 0.9685 0.9652
CNN 0.9770 0.9692 0.9452 0.9427 0.9755 0.96192
RBF 0.9287 0.9342 0.9240 0.9229 0.9406 0.93008
ELM 0.9455 0.9345 0.9317 0.9337 0.9336 0.9358
RF 0.9786 0.9711 0.9711 0.9606 0.9720 0.97068

SVM 0.9488 0.9378 0.9308 0.9337 0.9231 0.93484
LSTM 0.9494 0.9313 0.9423 0.9444 0.9650 0.94648

Figure 10 provides a visual comparison of the detection accuracy results for various
algorithms under different timeout values. The Sin-Cos-bIAVOA algorithm consistently
exhibits the highest detection accuracy across all timeout values, with an average accuracy
of 0.97948. This indicates that the algorithm demonstrates high robustness and adaptability
in detecting DDoS attacks. Additionally, most algorithms achieve high detection accuracy
under short timeout values (15 s, 20 s), likely due to the ease of capturing traffic characteris-
tics within short time windows. However, the performance of some algorithms declines
in longer timeout values (120 s, 240 s), possibly due to the interference caused by data
noise over extended time windows. The AVOA algorithm optimized using the sin-cos
method demonstrates a higher detection accuracy compared to the original method. The
Sin-Cos-bIAVOA algorithm maintains a high level of performance even at longer timeout
values, demonstrating its strong capability in handling complex traffic patterns.
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Figure 10. Results on balanced PFCP session DDos attack dataset.
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4.5. Experiment on Classification and Identification of Attack Types

In the previous section, the comparative experimental results demonstrated that the
proposed method achieves higher detection accuracy relative to traditional machine learn-
ing algorithms for binary classification applications such as attack detection, confirming
its ability to effectively identify PFCP DDOS attack traffic in 5G core networks. Building
on this, another experiment was designed to further validate the algorithm’s recognition
accuracy across different attack types.

The experimental dataset in this subsection employs a mixed dataset in which attack
packets and normal packets are balanced in a 4:1 ratio. The attack packets are evenly
distributed among four types of attacks: PFCP session establishment DDoS attacks, PFCP
session deletion DDoS attacks, PFCP session modification flooding (DROP) attacks, and
PFCP session change flooding (DUPL) attacks. In the mixed dataset, the packet counts
for the five categories are approximately evenly distributed. Each category is assigned
a distinct timeout (15 s, 20 s, 60 s, 120 s, and 240 s, respectively) in order to increase
the complexity of the experiment and allow for further evaluation of the the proposed
algorithm’s accuracy and adaptability.

The experimental results are shown in Table 7. The accuracy for the five different
timeouts ranging from 15 s to 240 s is 81.713%, 79.4907%, 84.478%, 86.445%, and 89.5522%,
respectively, showing an initial slight decline followed by a gradual increase. The highest
accuracy of 89.5522% is achieved with the longest timeout of 240 s. A comprehensive anal-
ysis of the various metrics indicates that with an adequate extension of the timeout period,
the proposed attack detection classification algorithm demonstrates a notable performance
improvement in several aspects, including feature reduction, accuracy, precision, recall,
specificity, and F-value. Notably, all of these metrics reach relatively high levels when the
timeout is set to 240 s.

Table 7. Results of the classification and identification of attack types experiment.

Timeout(s) Fitness Feature
Reduction Rate Accuracy (%) Precision (%) Recall (%) Specificity (%) F-Measure (%)

15 0.18319 0.21519 81.713 81.7937 81.5645 95.4375 81.6789
20 0.20431 0.12658 79.4907 79.4623 78.833 94.8953 79.1464
60 0.15835 0.46835 84.478 83.7885 84.0444 96.1426 83.9162
120 0.1404 0.62025 86.445 86.7326 86.1504 96.6255 86.4405
240 0.10824 0.48101 89.5522 90.3047 89.5645 97.4019 89.9331

To comprehensively evaluate the performance of the classification algorithm, a 5 × 5
confusion matrix is employed in Figure 11 to visually display the distribution of the classi-
fication results. The results reveal the algorithm’s recognition ability for different classes,
clearly illustrating the prediction confusions for each class. The experiment conducted
classification tests on five types of communication packets, with the specific labels being
as follows: 1, normal data; 2, establishment DDoS attack; 3, deletion DDoS attack; 4, mod-
ification DDoS (DROP) attack; 5, modification DDoS (DUPL) attack. The classification
performance of the algorithm was also evaluated under five distinct timeout conditions.

A comparison of the confusion matrix results under different timeout conditions
reveals that the timeout duration has a significant impact on the performance of the clas-
sification algorithm. The values along the main diagonals demonstrate that the overall
classification accuracy varies under different timeout conditions. With extended timeout
durations, a certain level of classification accuracy can be maintained. In terms of catego-
rization, the algorithm is more accurate for the normal data, establishment DDoS attack,
and deletion DDoS attack data types, while the accuracy for the modification DDoS (DROP)
attack and modification DDoS (DUPL) attack data types is slightly lower.
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4.6. Discussion

The experimental results verify the superiority of the proposed Sin-Cos-bIAVOA
algorithm in detecting 5G PFCP DDoS attacks. Comparing the detection performance of
various algorithms under different timeout values, the results indicate that the proposed
algorithm maintains high detection accuracy in both short-term and long-term windows,
demonstrating strong robustness and adaptability.

In binary classification attack detection, the proposed algorithm exhibits high detection
accuracy for four types of single-category attack traffic, particularly excelling when the
timeout is set to 240 s. In the experiment on balanced traffic attack detection conducted
over time intervals ranging from 15 to 240 s, the proposed algorithm outperforms other
commonly used machine learning and deep learning algorithms, achieving an average
accuracy of 97.948%.

In multi-class attack detection, the proposed attack detection algorithm demonstrates
a consistent trend of performance improvements across multiple metrics as the timeout is
appropriately extended, with all indicators reaching high levels when the timeout is 240 s.

The model still has room for further optimization, particularly in terms of detection
accuracy on balanced datasets. Moreover, the model needs to be further adapted to the
higher demand for attack detection efficiency in the high-concurrency and high-traffic
scenarios typical of 5G networks.
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Figure 11. Confusion matrices for the attack type classification results, with each subfigure representing
experimental outcomes under different timeout conditions: (a) 15 s, (b) 20 s, (c) 60 s, (d) 120 s, (e) 240 s.

5. Conclusions
In this paper, we have focused on security issues in 5G core networks and proposed a

DDoS attack detection model based on the Sin-Cos-bIAVOA algorithm, adapting Sin-Cos-
bIAVOA from IoT DDoS detection to the 5G core network context. Through comparative
experiments on a DDoS attack detection datasets for 5G core networks, the proposed detec-
tion model demonstrates superior performance across various attack scenarios, achieving
higher detection accuracy than traditional DDoS detection algorithms. This provides a
novel solution to the problem of DDoS attack detection in 5G core networks.

The Sin-Cos-bIAVOA algorithm demonstrates high accuracy for PFCP DDoS binary
classification attack detection in the 5G core network, achieving an average accuracy of
97.948% in balanced traffic attack detection, outperforming other conventional algorithms.
In multiclass experiments, the proposed algorithm is capable of accurately classifying
both normal traffic and various types of attack traffic. Experimental tests show that the
Sin-Cos-bIVOA algorithm can reach an accuracy of 89.552% and specificity of 97.4019%
under a 240-s timeout.

This research indicates that a longer timeout allows the algorithm to more thoroughly
process and analyze data, thereby unearthing more valuable feature information and
enabling more precise classification and identification of attack types. However, in practical
applications it is also necessary to consider the potential drawbacks of excessively long
timeouts, such as increased resource consumption. Thus, selecting the most appropriate
timeout setting based on specific scenario requirements is crucial in order to achieve an
optimal balance between performance and resource utilization while effectively ensuring
the security and stability of the network system. Further research will focus on performing
more granular analyses of detection performance under various timeout conditions for
different types of attacks as well as on exploring other factors that may influence algorithm
performance, with the aim of continuously refining and improving the attack detection
and classification algorithm to enhance its applicability and effectiveness in complex and
dynamic cybersecurity environments.

Future efforts will focus on further exploring and optimizing this detection model,
enhancing its adaptability and accuracy, and improving the concurrent execution efficiency
of DDoS attack detection in 5G core networks. This effort is aimed at addressing the new
challenges posed to 5G core network security by complex application scenarios such as
large bandwidth, low latency, and terminal roaming.
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