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Abstract: The paper presents models for managing cross-domain redundancy to enhance the reliabil-
ity of two priority communication channels within critical infrastructure systems. Employing Markov
chain models, the paper analyzes the impact of two distinct redundancy management strategies: a
unified reserve pool and a separate pool approach with cross-domain resource sharing. The study
introduces reliability improvement factors to quantify system performance, exploring their depen-
dency on the number of additional redundant elements, their inherent reliability, and the chosen
strategy for managing cross-domain redundancy. An air traffic control system serves as a case study
of the application of the proposed management algorithms. Results indicate that the integration
of resources from different priority domains significantly improves communication reliability. The
findings may be useful for the design and operation of secure communication networks.
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1. Introduction

Communication systems in high-security and mission-critical domains present unique
challenges and requirements that set them apart from standard networks. These specialized
areas, spanning aviation, military operations, emergency services, financial institutions,
healthcare, nuclear facilities, space agencies, diplomatic corps, and critical infrastructure, all
share a common need for robust, secure, and highly reliable communication channels. This
reliability becomes even more essential in multi-channel communication systems, where
the uninterrupted operation of high-priority channels is paramount, while lower-priority
channels can tolerate some degree of communication loss.

Data centers and cloud computing services underpin much of today’s digital infrastruc-
ture, operating multiple channels to serve diverse client needs [1]. Enterprise applications,
especially those in the financial sector, require high-priority channels to ensure consistent
uptime and reliability. These channels must be protected against any interruptions to main-
tain business continuity. Meanwhile, general consumer services operate on lower-priority
channels, where occasional service disruptions are less impactful. By using resource reallo-
cation, data centers can shift computational power and bandwidth from low-priority to
high-priority channels during critical periods, thereby maintaining the necessary service
levels for enterprise clients while managing overall resource efficiency.

Public safety and emergency services rely on robust multi-channel communication
systems to coordinate their efforts effectively [2]. During emergencies, channels desig-
nated for police, fire, and medical services become a high priority, as any communication
breakdown can impede response efforts and endanger lives. In contrast, municipal or
public works communications are a lower priority and can afford some loss of connectivity.
By temporarily reallocating communication resources from public works to emergency
services during crises, these systems ensure that high-priority channels remain operational,
facilitating efficient and effective emergency response.
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Aviation communication systems are quintessentially multi-channel, catering to both
civilian and military flights [3]. High-priority channels are used for military communica-
tions, handling classified and sensitive information that must remain secure and uninter-
rupted. Civilian communications, operating on lower-priority channels, manage routine
flight operations. To ensure the reliability of high-priority channels, aviation systems
employ cross-domain redundancy. When high-priority military channels face failures,
civilian communication resources can be temporarily utilized to support military opera-
tions. Although this may reduce the availability of civilian channels, it ensures that critical
military communications remain intact, reflecting a strategic balance to maintain overall
system integrity.

The multi-channel nature of critical communication systems, coupled with their dual-
priority structure, forms the backbone of many high-stakes operational environments. This
architecture is not merely a technical choice but a strategic imperative that balances the
need for uninterrupted, secure communication with practical operational realities. In these
systems, the multi-channel approach serves as a fundamental reliability mechanism. By
operating multiple independent channels, the system ensures that the failure of one channel
does not compromise the entire communication network.

The dual-priority structure of these systems adds another layer of sophistication to
their design. The high-priority domain, often referred to as the RED domain in secure com-
munications parlance, handles critical, often classified information that must be protected at
all costs. This domain is engineered with the highest levels of security and reliability, often
featuring additional encryption, stricter access controls, and more robust infrastructure.

In contrast, the lower-priority domain, sometimes called the BLACK domain, handles
less sensitive, often unclassified information. While still important, communications in
this domain can tolerate brief interruptions or delays without catastrophic consequences.
This tiered approach allows for more efficient resource allocation, focusing the most robust
protections on the most critical information flows.

In normal operations, the domains remain strictly segregated, maintaining clear bound-
aries between sensitive and non-sensitive information. However, in emergencies or when
resources are stretched thin, there is potential for controlled, secure sharing of resources
between domains.

The reliability model for these systems must account for several key factors:

• The model needs to accurately represent the independence of multiple communication
channels.

• The models of high-priority (RED) and lower-priority (BLACK) domains must account
for cross-domain resource sharing in emergency situations.

• Reliability models must incorporate maintenance operations and repair times.
• Reliability models need to accurately represent how mechanisms of redundancy and

failover mechanisms perform under various failure scenarios.

This paper aims to develop a comprehensive reliability model for advanced communi-
cation systems that operate with multiple channels and distinct priority levels. To ground
this theoretical work in practical reality, we will use air traffic control (ATC) communication
systems as our primary case study. Air traffic control serves as an excellent example for our
modeling efforts due to its critical nature and complex operational requirements. While
our focus is on air traffic control, the principles underlying this model can be applicable to
other critical communication systems that share similar characteristics.

The remainder of this paper is structured as follows. Section 2 provides a review of the
current literature in the field of two priority communication systems with RED/BLACK
architectures. Section 3 introduces the concepts and methodologies employed in the
study, describing in detail the architecture of RED/BLACK communication systems, dis-
cussing the reliability issues inherent in these architectures, and introducing the concept
of cross-domain redundancy for enhancing their reliability. Section 4 presents two dis-
tinct algorithms for managing cross-domain redundancy in RED/BLACK systems and
provides detailed Markov chain models for each approach. Mathematical expressions for



Algorithms 2024, 17, 386 3 of 19

steady-state probabilities and channel availability are derived for both strategies. Section 5
discusses the results. It compares the performance of the two proposed algorithms and
examines the reliability improvement achieved through cross-domain redundancy. This
Section includes a detailed interpretation of the graphical results, exploring the implica-
tions of varying system parameters on overall reliability. Section 6 summarizes the key
findings of the study, discusses their implications for the design and operation of critical
communication systems, and suggests directions for future research in this field.

2. Related Works

The exploration of reliability in communication systems within the scope of the
RED/BLACK equipment domains, intersects various fields, including aviation commu-
nication, information security, and reliability engineering. This Section reviews relevant
research that contributes to the foundation and context of this study.

Issues of reliability of ATC are very important for the safety of flights. The chapter [4]
describes a system for air traffic management (ATM), designed to manage multiple flight
trajectories simultaneously for safe and efficient air traffic flow. The paper [5] addresses
the challenges of data exchange in the ATM system, particularly as air traffic volumes
increase, impacting the interoperability between the ATM system and its data sources.
The study [6] introduces a comprehensive model to assess air traffic network reliability,
considering connectivity, travel time, and capacity aspects. Applying this model to the air
traffic network reveals a reliable system, identifying key operational strengths and areas
for improvement, which is valuable for future traffic planning and management.

The novel semantic-based searchable encryption scheme for enhancing data security in
the aviation industry, addressing the vulnerability of unencrypted aircraft communications
and flight data is introduced in [7]. The proposed solution, rigorously analyzed for security
and efficiency, is effective for text-level encryption and is tested with a real-world aviation
dataset, demonstrating its potential for secure, privacy-preserving, and lightweight data
protection against distinguishability attacks in the aviation sector.

The study [8] examines the security vulnerabilities in aviation communication systems,
particularly the controller–pilot data link communications (CPDLC), in the face of increas-
ing hacking risks. It assesses CPDLC’s technological aspects to construct a threat model and
suggests several solutions for enhancing the security of data messaging in ATM. The paper
explores the potential of elliptical curve cryptography, protected aircraft communications
addressing and reporting systems, and the Host Identity Protocol as countermeasures.
Additionally, it evaluates identity-defined networking as a comprehensive security solution
that would necessitate global changes in air traffic communication systems.

The paper [9] addresses the security vulnerabilities in automatic dependent surveillance-
broadcast (ADS-B) data transmission within communications, navigation, and surveil-
lance/air traffic management (CNS/ATM) systems. It proposes a security framework
that employs simple public key infrastructure certificates for ADS-B sensor authorization
and symmetric cryptography for encrypting data between ADS-B sensors and ATC. This
framework includes an ADS-B sensor authentication module, an encrypted data processing
module, and an ADS-B sensor information management module. By implementing this
framework, the CNS/ATM system can effectively counter security threats like ground
station flood denial, ghost injection, and data modification.

Mission-critical communications of ATM are discussed in [10]. The paper outlines the
increasing risks of communication failure in busier airports and complex ATM environ-
ments. It emphasizes the importance of real-time, deterministic CNS/ATM information
transmission for aircraft safety and operational efficiency.

The optimization of radio resources in aviation has been the subject of numerous
studies. The study [11] addresses enhancing reliability in ATM communication systems
by proposing a dynamic distribution of communication equipment across channels. It
contrasts this approach with traditional redundancy methods, using a mathematical model
for channel reliability and comparative analysis in real ATM conditions.
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The report [12] outlines the development and evaluation of a prototype internet
protocol-based voice communication system for ATC, designed to connect controllers with
pilots via radio. The role of redundancy and maintenance in secure communication systems
is critical, as explored in [13]. This paper explores the enhancement of communication
channel reliability in ATC systems, which are crucial for flight safety. It focuses on the
effectiveness of using redundancy with a common set of standby radio stations, combined
with periodic maintenance, to improve communication between air traffic controllers
and pilots.

The origins and applications of the RED/BLACK concept have not been extensively
discussed in the literature. Both the concept itself and the equipment that implements
it are reflected mainly only in information from manufacturers of such equipment. The
voice communication systems include important features to cope with the specific needs
of advanced and secure communications on the basis of the RED/BLACK concept, which
are described in [14]. Red/Black Web-Based HF Radio system monitoring is described
in [15]. In [16] the RED/BLACK multi-level security architecture for secure and non-secure
communications is given.

L3Harris has developed a digital inter-communication system (ICS) that provides
operators with intuitive and flexible access to mission audio. The ICS-based platforms
can use their red/black separation features for simultaneous and secure audio [17]. The
VOICE C2 Red/Black [18] is a system, tailored for secure, multi-enclave operations in fixed
and deployable air defense settings. The system allows simultaneous access to both secure
(RED) and non-secure (BLACK) communication channels, integrating operator positions,
communication equipment, and a cross-domain solution for unified control of both asset
types from a single console.

The R&S®M4ACS is a state-of-the-art, fully IP-based voice communications system
designed for seamless airspace operations, combining rich functionality with exceptional
usability [19]. Using the benefits of IP technology, it offers robust security, resilience, and
supports crypto pooling. It enables operators to manage all communications from a single
screen while maintaining strict security. The system distinctly separates secure (RED)
and unsecure (BLACK) domains, allowing simultaneous access to both using the same
audio accessories.

AviCom is an advanced radio and audio management system designed to give aircraft
crews complete control over communication assets, ensuring secure audio management [20].
It digitally processes audio, classifying it as secure (RED) or non-secure (BLACK), with
hardware-level interlocks guaranteeing the protection of secure communications. This
system is adaptable for various RED security levels, making it suitable for clients with
complex national and international security needs on a unified platform.

Orion’s RED/BLACK switch facilitates a seamless shift from unsecured to highly
secure communications, integrating with radio encryption terminals [21]. This device
enables the placement of encryption mechanisms in a secure zone, distinct from radio
equipment, accommodating operational scenarios that require the separation of encrypted
digital radio packets and secure voice calls.

Radio communications reliability issues are one of the key components of the air
traffic control system. The paper [22] discusses the advent of cognitive radio technology,
highlighting its prospects for enhancing spectrum efficiency in civil aviation by enabling
dynamic spectrum access. It delves into the current research, regulatory landscapes, and
the challenges hindering its adoption in aviation.

The paper [23] examines how advancements in power electronics and energy process-
ing can potentially disrupt onboard aircraft equipment and ground stations that provide
air traffic services, with a specific focus on emergency radio systems. It details experi-
mental efforts to measure the effects of high-power electronic interference on emergency
radio systems, highlighting the significant risks posed to aircraft backup systems and very
high-frequency radios.



Algorithms 2024, 17, 386 5 of 19

The rapid advancement of remotely piloted aircraft systems in commercial and re-
search sectors, noting the challenges of integrating these services into non-segregated
civilian airspace, including regulatory, security, and technical issues, is discussed in pa-
per [24]. The paper introduces a flexible communication infrastructure manager utilizing
software-defined networking and virtualization to manage this complexity and meet regu-
latory demands for communications.

The role of air traffic control automation systems in managing flight order and ensuring
aviation safety is discussed in [25]. It emphasizes the importance of reliability prediction
during the ATC system design phase and safety evaluation during operation. The focus of
the research is on developing models for both reliability prediction and safety evaluation
tailored to the general architecture of ATC systems.

The paper [26] highlights the crucial issues of communication errors in civil aviation
safety and management. It proposes the implementation of a supervisory control and data
acquisition system for ATM. This centralized system would facilitate information exchange
and aid management systems in making informed decisions for ATM.

The factors impacting the operational reliability of ATC communication systems,
proposing concepts, and methodologies tailored to the unique characteristics of the ATC
communication network are analyzed in [27]. Using the civil aviation communication net-
work as an example, it examines the development of backup systems, evaluation methods,
and ideas for reliability management within these critical communication frameworks.

The report [28] addresses the limitations of current broadcast radio communication
in air traffic control, noting that a significant portion of such communication is dedicated
to the procedural complexity of transferring aircraft between sectors. It posits that digital
end-to-end communication, akin to mobile technology, will eventually supplant current
methods, offering substantial benefits by rendering the internal air traffic control structure
transparent to aircrews, with systems automatically connecting aircraft to the appropriate
controller. The paper explores the challenges and advantages of this shift and suggests
adaptations to existing broadcast standards to simulate an end-to-end communication
system in the interim.

The integration of sophisticated automatic speech recognition technologies in ATC
is discussed in [29]. The paper describes an algorithm to convert speech into ontology
instructions and outlines an interface for reliable ATC communication, which accounts for
plausibility values, speaker identification, and ambiguous outputs.

The report [30] discusses the development and evaluation of a prototypical IP-based
voice communication system for air traffic control, designed to connect controllers with
pilots via radio. This system integrates telephone and radio services, records communi-
cations, and allows retransmission across multiple channels, with the prototype enabling
simultaneous connection for two users. The project also tested system latency, revealing
inconsistencies in measurement methods, and emphasizing the need for careful selection
and application of these methods.

The literature reviewed underscores the complexity of maintaining reliability in secure
communication systems and emphasizes the continuous need for improvement in their
management and operation. However, the gap in the literature becomes apparent when con-
sidering the dynamic nature of communications redundancy in air traffic management systems
and the specific application of cross-domain resource allocation for enhancing reliability.

This paper aims to bridge this gap by providing a comprehensive Markov reliability
model for multichannel communication systems. It extends beyond the foundational
approaches identified in the literature by offering a granular analysis of system behavior
under various operational conditions and resource management strategies, which have not
been as thoroughly examined in previous studies.
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3. Materials and Methods
3.1. RED/BLACK Concept of Communication in Aviation

The RED/BLACK concept represents a fundamental framework in secure communica-
tions, underpinning the design of mission-critical systems. This concept delineates sensitive
classified RED domains from non-sensitive unclassified BLACK domains, enabling the
simultaneous transmission and processing of both open and restricted information flows.

In aviation systems, for example, the RED designation refers specifically to communi-
cation networks, equipment, protocols, and data authorized to handle confidential, secret,
or top-secret information. This encompasses systems that transmit encrypted commu-
nications vital for military, law enforcement, or other operations pertinent to national
security. Conversely, the BLACK designation refers to standard commercial systems for
public aviation communication and air traffic control operations involving routine non-
sensitive information.

The segregation between RED and BLACK ensures that sensitive information remains
isolated and uncompromised while allowing regular aviation communication to occur freely
across the BLACK domain. This bifurcation is physically manifested through separate
infrastructure for both domains including distinct radio systems, antennas, networks,
storage systems, and facilities restricting access only to personnel with appropriate security
clearances for the RED domain.

The segregation also encompasses stringent security protocols enveloping all aspects
of RED communications, ensuring confidentiality and integrity. These include encryption
mechanisms, access control and monitoring systems, robust physical security measures,
and extensive personnel vetting procedures aligned to the level of information sensitivity.

The main applications of the RED/BLACK concept are shown in Table 1.

Table 1. The main functions and applications of the RED/BLACK concept.

Applications of
RED/BLACK Concept Description

RED Communications

- These are the channels or systems that handle classified, sensitive, and secure communications.
- Information transmitted via RED radios is often encrypted and requires authorized access.
- The equipment and wiring used for RED communications are designed to prevent any form of

electronic eavesdropping or interception.
- RED communications must be processed, stored, and transmitted using secure methods that

meet stringent government and military standards.

BLACK Communications

- These involve non-classified, public, or less sensitive information that does not require the same
level of security as RED communications.

- BLACK radios can include routine air traffic control communications with aircraft, where the
information does not have implications for national security.

- The systems and networks for BLACK communications are typically not encrypted or are
encrypted at a lower level of security.

Separation

- The separation is both physical and electronic. Physically, the equipment might be color-coded,
with RED cables and devices clearly marked to avoid accidental cross-connections with
BLACK systems.

- Electronically, the systems are designed so that RED and BLACK signals are processed through
separate circuits and can never intersect. This prevents any potential leakage of classified
information into unclassified channels.

Implementation in Air
Traffic Control

- In air traffic control, the concept would be applied by using separate radio systems for RED and
BLACK communications. The RED radios might be used for secure military communications or
other sensitive information exchanges, while the BLACK radios would handle the routine
management of civilian air traffic.

- Air traffic control centers that manage both civilian and military aircraft, or those located near
sensitive installations or borders, might require such a system to ensure the security
of communications.
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Table 1. Cont.

Applications of
RED/BLACK Concept Description

Security Protocols

- The RED/BLACK concept is supported by strict protocols and procedures. Personnel are
trained to understand the importance of the separation and to handle each type of
information appropriately.

- Regular security audits and checks are conducted to ensure that the separation is maintained
and that no cross-contamination occurs between RED and BLACK systems.

3.2. Architecture of RED/BLACK Communication

The architecture that physically realizes RED/BLACK communications encompasses
specialized infrastructure and protocols aligned to securely segregate sensitive and public
data functions in aviation systems. The foundation lies in physical separation through
dedicated RED and BLACK hardware—distinct sets of radios, antennas, cabling, rout-
ing equipment, and control systems provisioned for each domain. It is important that
the terminal devices—radio stations—are identical in both domains and differ only in
tuning frequencies.

Network architectures implement logical controls and monitoring systems to sustain
electronic separation. RED networks are further hardened through encryption, access
restrictions, and data leakage countermeasures integrated through secure gateways for
external interfaces. BLACK networks leverage standard cybersecurity protections.

A hallmark of the RED/BLACK environment is sustained redundancy within each
domain ensuring maximum information assurance. RED systems mandate comprehen-
sive redundancy with dedicated failover infrastructure guaranteeing near-continuous
functionality. BLACK implements cost-optimized redundancy suiting commercial reliabil-
ity parameters.

The specified architecture, divided into two domains, creates high security for the
operation of the RED domain, but at the same time requires a certain redundancy due to
the allocation of communication resources, which generally reduces the efficiency of the
use of communication equipment.

3.3. Reliability Issues of RED/BLACK Architecture

While the RED/BLACK bifurcation provides crucial security assurances, the iso-
lated nature of the domains introduces inherent reliability challenges for such systems.
Strict physical and logical separation creates confined silos, limiting collective redundancy
strengths compared to integrated systems.

Isolating the high-assurance RED environment incurs overheads, directly impacting
service availability and mean time between failures compared to the relatively open BLACK
domain. Obtaining like-for-like RED and BLACK redundancy entails proportionally high
costs due to stringent RED assurance needs. Robust partitioning also restricts shared fate
resilience offered through loosely coupled architectures.

These reliability differentials must be carefully evaluated when considering innova-
tions like the cross-domain resource sharing proposed in this paper. The architecture must
balance reliability gains from added redundancy against the risks of improperly segregating
RED and BLACK environments when resources are mixed. A reliability model mapping
domain interdependencies could help assess these factors.

3.4. Redundancy of Hardware in the Architecture of RED/BLACK Communication

Redundancy is pivotal in the RED/BLACK architecture to assure the continuity and
integrity of sensitive classified environments alongside the availability of routine aviation
communications. Redundancy in aviation communication systems is not just a measure of
reliability; it is a necessity for safety and security. The critical nature of these communica-
tions requires that there is no single point of failure. Both the RED (secure) and BLACK
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(non-secure) domains must maintain continuous operation, as any disruption could have
serious implications.

Continuous monitoring systems of RED/BLACK architecture are implemented to
detect failures or degradations in system performance. Upon detection of a failure, auto-
mated systems switch operations to the redundant systems without manual intervention,
ensuring minimal disruption. RED requires failover mechanisms to handle fast security
key rotations alongside equipment switchovers. BLACK leverages standards-based redun-
dancy protocols. Blending standards where feasible improves cost efficiencies without
diluting security capabilities.

3.5. Cross-Domain Redundancy for Reliable ATM Communication with RED/BLACK Domains

The typical architecture of air traffic management communication with RED/BLACK
domains is shown in Figure 1, focusing on the segregation between RED and BLACK
domains. In this context, “RED” would represent secure, sensitive, or classified networks,
while “BLACK” refers to unclassified or less secure networks.
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Figure 1. Architecture of air traffic management communication with RED/BLACK domains.

There are two separate local area networks (LAN), one marked in black and the other
in red, indicating the unclassified and classified domains, respectively. Each domain has its
own set of local radios and remote radios, with the classified domain’s elements marked in
red, and the unclassified in black. The controller manages the interactions between these
two domains.

The two domains are kept separate to ensure that classified information remains
secure and that there are clear distinctions between the types of information transmitted or
received across these networks.

The robustness of ATM systems is a critical factor in ensuring the safety of air navi-
gation. A lapse in the efficacy of communication between air traffic controllers and pilots
is not just problematic but potentially hazardous as a significant contributor to aviation
accidents. The ATM system employs a variety of air traffic controllers—tower, approach,
and departure, and route controllers—each reliant on independent communication chan-
nels operating at specific radio frequencies. These frequencies facilitate the uninterrupted
interaction with aircraft across different phases of flight.

In the complex environment of air traffic control centers, the communication network
is dual-layered, comprising RED and BLACK domains to handle secure and non-secure
information, respectively. Each air traffic controller is supported by two independent sets of
radio stations (RS). The local set is within the air traffic control center for immediate access,
while the remote set, consisting of more powerful RS, is typically housed at a distance
located, as a rule, several kilometers from the airport, within a remote radio center. In this
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case, the approach to ensuring the reliability of each of the radio centers, local and remote,
is implemented in the same way, which allows them to be considered independently on
the basis of the same model.

The most effective method for increased reliability of communication in ATC multi-
channel systems is to use N = k + n RS, where k is the number of ATM channels provided
by a similar number of main radio stations (MRS) and n denotes a set of universal standby
radios [31]. The voice communication system is the core component of this architecture, fa-
cilitating all necessary switching operations and frequency restructuring within the reserve.

For RED domain controllers, who carry out highly responsible missions, it is im-
perative to ensure even greater reliability of their communication channels. One of the
approaches to bolstering this reliability is the strategic utilization of the BLACK domain
resources in contingency scenarios. If all backup RS in the RED domain were to fail, a pre-
determined number of RS from the BLACK domain could be requisitioned as an additional
reserve for domain RED.

The reliability enhancement from this method is multi-fold. First, it provides an
extra layer of fail-safes beyond the conventional redundancy already in place. Second,
it introduces a level of flexibility in resource allocation that is uncommon in standard
communication system designs. Third, the approach optimizes the utilization of available
resources, effectively increasing the operational resilience of the system without necessitat-
ing the procurement of additional dedicated hardware.

This paper aims to analyze the degree to which this innovative redundancy strategy
improves the reliability of RED domain communication channels (CC). The study provides
insights into the effectiveness of integrating BLACK domain resources as an additional
redundancy layer for the RED domain in communication systems from the RED domain
CC reliability point of view.

4. Results

In this Section, we introduce two strategic approaches for managing cross-domain
redundancy in RED/BLACK communication systems. These approaches, referred to as
‘strategies’ throughout the Section, involve specific rules and methodologies for allocating
and managing redundant resources across the RED and BLACK domains. Rather than
procedural algorithms in the traditional sense, these strategies represent high-level frame-
works that guide the redundancy management process. Their effectiveness is analyzed
through Markov chain models, which allow us to evaluate the reliability improvements
they offer.

4.1. Algorithms for Managing Cross-Domain Redundancy in RED/BLACK Systems

There are two algorithms for managing cross-domain redundancy in RED/BLACK
communication systems with two distinct strategies that offer different approaches to
resource allocation and system resilience.

The first algorithm proposes a unified reserve pool that combines resources from both
RED and BLACK domains. This integrated approach allows for dynamic allocation of
reserve resources across domains as needed. Under this model, when a failure occurs
in either domain, the system can draw from the combined pool of reserve radio stations,
regardless of their original domain designation.

The advantages of this unified approach include the following:

• Improved resource efficiency, as all reserve units are available to both domains.
• Potentially faster response to failures, as there’s no need to exhaust one domain’s

resources before accessing the other.

The second algorithm proposes a more conservative, staged approach to cross-domain
redundancy. In this model, each domain (RED and BLACK) initially operates with its own
dedicated reserve pool. The RED domain, being a higher priority, gains access to BLACK
domain resources only after exhausting its own reserves. This approach maintains a stricter
separation between domains under normal operating conditions.
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Advantages of this staged approach include the following:

• Clearer security boundaries between domains during normal operations.
• Simplified resource management within each domain.

Both algorithms offer unique trade-offs between security, efficiency, and complexity.
The choice between them would depend on specific operational requirements, security
policies, and risk tolerance of the critical infrastructure system.

Our analysis focuses on quantifying the reliability improvements offered by each
strategy compared to systems without cross-domain redundancy. The following results
present the comparative performance of these models under various operational scenarios
and system configurations.

To analyze algorithms for managing cross-domain redundancy in RED/BLACK com-
munication systems, we will use the Markov chain models. The Markov model, with its
memoryless property, is particularly suited for analyzing communication systems because
it can model the probabilities of failures and recoveries based on the current state of the sys-
tem without the need for historical data. For example, if a communication channel within
the RED domain is in a ‘degraded’ state, the Markov model can predict the likelihood of it
failing completely or recovering to full functionality in the next time step.

This probabilistic analysis provided by the Markov chain allows us to identify weak
points in the communication architecture and to design redundancies and safeguards that
can improve the overall reliability of the RED domain. By simulating various scenarios
through the Markov model, we can anticipate the behavior of the communication channels
during different operational conditions and can implement strategic improvements.

Furthermore, the Markov model can bridge the gap between theoretical resilience
and practical performance. It provides a quantitative framework that can inform the
development of protocols and technologies to bolster the security and reliability of the
RED domain, ensuring that classified information remains protected while maintaining
the continuous flow of communication necessary for effective operations. In this case, the
Markov model serves as an important tool in the risk management and optimization of
secure communication channels within the RED/BLACK domains.

The reliability analysis presented in this study focuses on steady-state reliability, which
pertains to the long-term behavior of the system once it has reached a regime condition.
Steady-state analysis is particularly useful for evaluating the long-term availability and
reliability of systems, which is critical for dual-priority communication systems where
continuous and reliable operation is paramount. The assumption of steady-state conditions
allows us to concentrate on the system’s performance after transient effects have dissipated,
providing a clearer picture of its reliability under normal operating conditions.

The following symbols have been used to develop equations for the models:

λ—failure rate for MRS and RRS;
µ—repair rate for MRS and RRS;
γ = λ/µ—reliability parameter;
k—number of communication channels and MRS in the RED domain;
n—number of RRS in the RED domain;
N = k + n—total number of RS in the RED domain;
h—number of communication channels and MRS in the BLACK domain;
m—number of RS allocated in the BLACK domain for possible additional reservation of RS
in the RED domain;
M = h + m—total number of RS in the RED domain;
AR—channel availability in the RED domain with traditional architecture;
ARD—channel availability in the RED domain with cross-domain RS redundancy from the
BLACK domain;
UR = 1 − AR—channel unavailability in the RED domain with traditional architecture;
URD = 1 − ARD—channel availability in the RED domain with cross-domain RS redun-
dancy from the BLACK domain;
pi—stationary probability of the state Hi in Markov model.
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The models were built for the case of restoring failures by one repair unit in each
domain. All switching of radio stations in the system is assumed to be automatic and
instantaneous, and the switching devices themselves are assumed to be fail-free.

4.2. Model for Algorithm with Unified Pool of Reserve Resources of RED/BLACK Domains

The operation of the discussed system is described by the Markov Chain state tran-
sition diagram (Figure 2), where H0—initial state of fully reliable equipment without
failures; Hi—state in which i RS failed, but the dedicated channel has available RS; Hi f —
state of the system in which i + 1 RS are failed RS, including radios in the dedicated
communication channel.

Algorithms 2024, 17, x FOR PEER REVIEW  11  of  20 
 

The  reliability  analysis presented  in  this  study  focuses on  steady‐state  reliability, 

which pertains to the long‐term behavior of the system once it has reached a regime con‐

dition. Steady‐state analysis is particularly useful for evaluating the long‐term availability 

and  reliability  of  systems, which  is  critical  for  dual‐priority  communication  systems 

where continuous and reliable operation  is paramount. The assumption of steady‐state 

conditions allows us  to concentrate on  the system’s performance after  transient effects 

have dissipated, providing a clearer picture of its reliability under normal operating con‐

ditions. 

The following symbols have been used to develop equations for the models: 

𝜆—failure rate for MRS and RRS; 

𝜇—repair rate for MRS and RRS; 

𝛾 ൌ 𝜆 𝜇⁄ —reliability parameter; 

𝑘—number of communication channels and MRS in the RED domain; 

𝑛—number of RRS in the RED domain; 

𝑁 ൌ 𝑘 ൅ 𝑛—total number of RS in the RED domain; 

ℎ—number of communication channels and MRS in the BLACK domain; 

𝑚—number of RS allocated in the BLACK domain for possible additional reservation of 

RS in the RED domain; 

𝑀 ൌ ℎ ൅ 𝑚—total number of RS in the RED domain; 

𝐴ோ—channel availability in the RED domain with traditional architecture; 

𝐴ோ஽—channel availability in the RED domain with cross‐domain RS redundancy from the 

BLACK domain; 

𝑈ோ ൌ 1 െ 𝐴ோ—channel unavailability in the RED domain with traditional architecture; 

𝑈ோ஽ ൌ 1 െ 𝐴ோ஽—channel availability  in  the RED domain with  cross‐domain RS  redun‐

dancy from the BLACK domain; 

𝑝௜—stationary probability of the state 𝐻௜  in Markov model. 

The models were built  for  the case of restoring  failures by one repair unit  in each 

domain. All switching of radio stations in the system is assumed to be automatic and in‐

stantaneous, and the switching devices themselves are assumed to be fail‐free. 

4.2. Model for Algorithm with Unified Pool of Reserve Resources of RED/BLACK Domains 

The operation of the discussed system is described by the Markov Chain state tran‐

sition diagram (Figure 2), where 𝐻଴—initial state of fully reliable equipment without fail‐

ures; 𝐻௜—state in which  𝑖 RS failed, but the dedicated channel has available RS; 𝐻௜௙—

state of the system in which  𝑖 ൅ 1 RS are failed RS, including radios in the dedicated com‐
munication channel. 

 

Figure 2. Markov model for the algorithm with a unified pool of reserve resources of RED/BLACK
domains.

In accordance with the diagram (Figure 3), the system of Chapman–Kolmogorov’s
equations can be written on the basis of the general rules [32] directly from the Markov
Chain state transition diagram:

pi =
(N + M)!

(N + M − i)!
γi p0, 1 ≤ i ≤ n + m

pn+m+i =
(N + M)!

(k + h)!(k − i − 1)!k
γn+m+i p0, 0 ≤ i ≤ k − 1

pn+m+i, f =
(N + M)!(i + 1)

(k + h)!(k − i − 1)!k
γn+m+i+1 p0, 0 ≤ i ≤ k − 1

The normalizing condition is:

∑
∀i

pi(t) = 1 (1)

Value of p0 can be obtained by replacement pi, ∀i and pi, f , ∀i in the normalizing
Equation (1):

p−1
0 = (N + M)!

{
n+m

∑
i=1

γi

(N + M − i)!
+

γn+m

k(k + h)!

[
k−1

∑
i=1

1
(k − i − 1)!

γi +
k−1

∑
i=0

i + 1
(k − i − 1)!

γi+1

]}
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On the base of the obtained equations of probabilities for the algorithm with a unified
pool of reserve resources of RED/BLACK domains, the channel availability in the RED
domain is obtained as

ARD1 = 1 − URD = 1 − ∑
∀i, f

Pi f =
a1 + a2

a1 + a2 + a3
, (2)

where

a1 = (N + M)!

(
n+m

∑
i=1

γi

(N + M − i)!

)

a2 =
(N + M)!γn+m

k(k + h)!

k−1

∑
i=0

(k − i)!
(k − i − 1)!

γi

a3 =
(N + M)!γn+m

k(k + h)!

k−1

∑
i=0

(i + 1)γi+1

(k − i − 1)!
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Figure 3. Markov model for algorithm with separate reserve pools of reserve resources of
RED/BLACK domains.

4.3. Model for Algorithm with Separate Reserve Pools of Reserve Resources of RED/BLACK Domains

The operation of the discussed system is described by the Markov Chain state transi-
tion diagram (Figure 3), where H0—initial state of fully reliable equipment without fail-
ures; Hi—state in which i RS failed, but the dedicated channel has available RS; Hi f —state
of the system in which i + 1 RS are failed RS, including radios in the dedicated communica-
tion channel.

In accordance with the diagram (Figure 3), the system of Chapman–Kolmogorov’s
equations can be written on the basis of the general rules [32] directly from the Markov
Chain state transition diagram:

pi =
N!

(N − i)!
γi p0, 1 ≤ i ≤ n

pn+i =
N!(m + k)!

(N − i)!(m + k − i)!
γn+i p0, 1 ≤ i ≤ m − 1

pn+m+i =
N!(m + k)!
(k − i − 1)!k

γn+m+i p0, 0 ≤ i ≤ k − 1

pn+m+i, f =
N!(m + k)!(i + 1)

(k − i − 1)!k
γn+m+i+1 p0, 0 ≤ i ≤ k − 1
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Value of p0 can be obtained by replacement pi, ∀i and pi, f , ∀i in the normalizing
Equation (1):

p−1
0 = N!

[
n
∑

i=1

γi

(N−i)! +
m−1
∑

i=1

(m+k)!
(N−i)!(m+k−i)! γ

n+i
]

+N!(m+k)!γn+m

k

[
k−1
∑

i=1

γi

(k−i−1)! +
k−1
∑
0

(i+1)γi+1

(k−i−1)!

]
On the basis of the obtained equations of probabilities, the channel availability in

the RED domain for the algorithm with separate reserve pools of reserve resources of
RED/BLACK domains is obtained as

ARD2 = 1 − URD = 1 − ∑
∀i, f

Pi f =
a1 + a2

a1 + a2 + a3
, (3)

where

a1 = N!

[
N

∑
i=1

γi

(N − i)!
+

m−1

∑
i=1

(m + k)!γn+i

(N − i)!(m + k − i)!

]

a2 =
N!
k

k−1

∑
i=0

γn+m+i

(k − i − 1)!

a3 =
N!
k

k−1

∑
i=0

(i + 1)γn+m+i+1

(k − i − 1)!

5. Discussion

The analysis of two distinct algorithms for managing cross-domain redundancy in
RED/BLACK communication systems reveals important insights into the reliability and
efficiency of these critical infrastructure systems. Our results demonstrate that both cross-
domain redundancy strategies offer significant improvements in reliability compared to
traditional isolated architectures. However, the comparative performance between the two
algorithms reveals nuanced trade-offs between resource efficiency, operational complexity,
and security considerations.

While the term “algorithm” is used to describe these strategies, it is important to
note that these are conceptual frameworks rather than computational procedures. The
analysis presented focuses on the theoretical evaluation of these strategies through Markov
chain modeling, providing insights into how they can enhance system reliability. Future
work could involve the development of more detailed procedural algorithms that imple-
ment these strategies in practical applications, offering step-by-step guidelines for their
deployment in real-world systems.

Figure 4 illustrates the relative performance of the two algorithms by showing the
reliability improvement factor B as a function of the number of reserve elements in both
the RED (n) and BLACK (m) domains for a system with the number of channels h = 8 in
the BLACK domain and k = 10 in the RED domain. This factor B represents the ratio of
unavailability between the unified pool algorithm (ARD1) and the separate pools algorithm
(ARD2), effectively quantifying how much more reliable the separate pools approach is
compared to the unified pool approach:

B =
1 − ARD1

1 − ARD2
=

URD1

URD2
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The graph in Figure 4 depicts several key insights:

• The reliability improvement factor B generally increases as the number of reserve
elements in both domains increases, indicating that the separate pools algorithm
becomes increasingly advantageous as more backup resources are available.

• The improvement is showing diminishing returns as the number of reserve elements
grows, particularly in the RED domain.

• The impact of increasing reserve elements in the BLACK domain (m) appears more
pronounced than increasing reserves in the RED domain (n), especially when n is
small. This suggests that leveraging BLACK domain resources can be particularly
effective for improving RED domain reliability.

• There are noticeable “steps” in the improvement factor, particularly visible as m increases.
• The complex interplay between RED and BLACK domain reserves emphasizes the im-

portance of considering both domains holistically when designing redundancy strategies.

This visualization underscores the potential benefits of the separate algorithm, par-
ticularly in scenarios where a high number of reserve elements can be allocated in both
domains. However, it also hints at the need for careful optimization, as the gains from
additional reserves are not uniform and may need to be balanced against increased system
complexity and cost.

To quantify the reliability improvement achieved by the second strategy (separate
pools with cross-domain access) compared to the classical approach (RED domain using
only its own reserves), we introduce the factor of channel availability improvement V:

V =
1 − AR

1 − ARD2
=

UR
URD2

where AR represents the availability of the system with only RED domain reserves (classical
approach), and ARD2 is the availability of the system using the second strategy with cross-
domain redundancy. The value of ARD2 is determined using Equation (2), while AR was
derived in previous studies [33].

Figure 5 illustrates the reliability improvement factor V as a function of the additional
standby radio stations m in the BLACK domain that can be accessed by the RED domain.
The graph shows multiple curves, each representing a different reliability parameter γ of
the radio stations.
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The analysis of Figure 5 underscores the substantial benefits of implementing cross-
domain redundancy in RED/BLACK communication systems. It shows that the ability to
access BLACK domain resources when RED domain reserves are exhausted can dramat-
ically improve overall system reliability, particularly in systems with inherently reliable
components. This approach offers a powerful method for enhancing the resilience of
critical communication infrastructure without the need for extensive additional hardware
investments in the high-security RED domain.

The graph illustrates that the channel availability in the RED domain increases when
the number of standby radios m in the BLACK domain increases. At the same time,
the availability of channels dramatically increases with the increased reliability of the
radio stations.

The implementation of the RED/BLACK concept in air traffic management communi-
cation systems introduces a robust framework for maintaining the integrity and security
of classified and unclassified information. The study of the efficiency of cross-domain
redundancy by leveraging BLACK domain resources for bolstering RED domain reliability
reveals several key insights.

The analysis of a cross-domain redundancy strategy reveals substantive reliability
improvements in the high-assurance RED domain by leveraging the BLACK domain’s
backup resources. The flexibility of controlled resource sharing counters the limitations of
isolated RED/BLACK architectures.

The Markov model affirms the integration of supplemental BLACK radios significantly
enhancing RED channel availability. The reliability factor’s mathematical invariance for
highly reliable systems cements the approach’s applicability across varied network config-
urations and scales. Additionally, the selective pooling of BLACK backups for RED needs
aligns with emerging standards on managing costs and complexities for mission-critical
networks through dynamic redundancy. The model-based methodology demonstrates
quantifiable reliability gains from such architectures.

Currently, aviation communication systems are subject to stringent requirements,
including the “five nines” availability standard, which translates to a system being op-
erational with a probability of 0.99999 [34]. This level of reliability is critical in ensuring
continuous and secure communication channels, which are vital for safe and efficient air
traffic management. Modern redundant radio communication channels in air traffic control
systems are designed to meet or exceed this availability standard, already providing a
channel availability of at least 0.99999 [35]. The approaches to ensuring reliability that are
proposed in this article, particularly the cross-domain redundancy strategies, are designed
to further enhance this availability.
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As demonstrated in Figure 5, the implementation of the proposed reserve management
strategies can lead to a significant increase in the availability of communication channels.
The graph clearly shows that these strategies have the potential to increase availability by
orders of magnitude, thereby moving beyond the already stringent “five nines” benchmark.
The approaches presented in the study significantly enhance the reliability and availability
of communication channels in aviation systems, making them even more resilient and
capable of meeting the highest industry standards.

In comparing the results to prior studies, we observe that the proposed strategies for
cross-domain redundancy management offer significant improvements in system reliability.
For example, unlike traditional approaches that often rely on static redundancy configu-
rations, proposed dynamic resource allocation strategies provide greater flexibility and
robustness. Specifically, the use of cross-domain resource sharing, as demonstrated in the
Markov chain analysis, results in a marked increase in channel availability, surpassing the
reliability benchmarks reported in previous works [35]. This advancement is particularly
evident in scenarios with limited redundant resources, where our strategies demonstrate
superior performance in maintaining high availability under failure conditions.

At the same time, the cross-domain redundancy approach optimizes resource utiliza-
tion since the BLACK radios provide additional redundancy only when needed, rather than
being dedicated RED backups. The flexibility afforded by the ability to utilize radios across
domains has tangible advantages over a siloed redundancy strategy. The cost savings from
reduced hardware needs while maintaining high redundancy are significant.

However, the discussion must also consider potential limitations and challenges involved
in implementing this cross-domain redundancy. The model does not yet account for specific
RED selection logic for BLACK reserves. Moreover, the instant cross-domain switchover as-
sumptions require validation against scenarios with encrypted session migrations. Analyzing
associated switching device vulnerabilities could strengthen trust arguments.

This study contributes to the current body of knowledge by offering a theoretical
model for enhancing communication reliability within the specialized context of air traffic
management. However, it also provides practical considerations for the design and imple-
mentation of these systems. The proposed model and findings emphasize the critical role of
dynamic redundancy and cross-domain resource utilization in strengthening the reliability
of ATM communication systems, particularly those operating within the RED domain.

Future work should focus on refining the Markov model to include considerations for
the strategy of selecting m radio stations from the BLACK domain and exploring the impact
of non-instantaneous switching devices. Additionally, further empirical validation of the
model in operational settings would be beneficial to substantiate the theoretical findings
and to fine-tune the model for practical applications in air traffic control systems worldwide.

While the application of Markov chain models has provided valuable insights into
the reliability of dual-priority communication systems, it is important to acknowledge
the limitations of this approach, particularly in relation to state space explosion. The
strategies we employed, such as state aggregation and model simplifications, are effective
for managing the complexity, but there are scenarios where the number of states may still
become large, making exact solutions computationally challenging. Future research could
explore alternative modeling techniques, which may offer a more scalable approach to
analyzing systems with extensive state spaces. Additionally, further investigation into
hybrid models that combine Markov chains with other methods could provide a balanced
solution to the state space explosion problem.

Future research could explore the application of alternative modeling formalisms, such
as stochastic reward networks (SRNs) [36,37] and multidimensional universal generating
functions (MUGFs) [38–40], which have demonstrated efficacy in characterizing modern
and complex network architectures. SRNs could provide a more nuanced analysis of
the reliability and performance of dual-priority communication systems, particularly in
environments like 5G networks, where system states and rewards can vary significantly.
MUGFs, on the other hand, could offer a scalable solution for analyzing the reliability
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of multi-tenant service function chains, potentially overcoming the limitations posed by
state space explosion in traditional Markov models. These approaches represent promising
directions for further enhancing the robustness and applicability of reliability models in
complex communication systems.

6. Conclusions

The paper presents a comprehensive investigation into improving the resilience of
aviation communication systems with RED/BLACK environments through cross-domain
redundancy. By developing and analyzing Markov reliability models, the paper has
quantified the substantial gains achievable in the mission-critical RED domain by leveraging
supplemental BLACK backups when contingencies exhaust native reserves.

The study introduces two distinct algorithms for managing cross-domain redundancy:
a unified reserve pool and a separate pool approach. Both strategies demonstrate significant
improvements in reliability compared to traditional isolated architectures, with the separate
pools approach showing promise in scenarios with a high number of reserve elements.

There are some key findings of the study:

• Cross-domain redundancy significantly enhances overall system reliability.
• The separate pools algorithm, where the RED domain accesses BLACK domain re-

sources only after exhausting its own, proves more advantageous as the number of
reserve elements increases in both domains.

• For highly reliable systems, the reliability improvement factor remains stable across
varying numbers of communication channels, indicating the model’s applicability
across different network scales.

• The proposed strategies offer a balanced approach to redundancy, effectively improv-
ing reliability while managing system complexity and cost.

Controlled integration, enabled through a layered reliability model and failsafe mecha-
nisms, can significantly enhance communication resource efficiency in air traffic control systems.

The methodology and results presented constitute a compelling argument for the
sharing of resources across security domains to enhance system-wide reliability. This
approach not only improves operational resilience but also optimizes resource utilization,
potentially leading to cost savings in system design and implementation.

Future work should focus on refining the model to include specific selection strate-
gies for BLACK domain resources, exploring the impact of non-instantaneous switching
mechanisms, and conducting empirical validation in operational settings. Additionally,
investigating the application of these models to other critical infrastructure systems could
further broaden the impact of this research.
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