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Abstract

:

A well-functioning smart grid is an essential part of an efficient and uninterrupted power supply for the key enablers of smart cities. To effectively manage the operations of a smart grid, there is an essential requirement for a seamless wireless communication system that provides high data rates, reliability, flexibility, massive connectivity, low latency, security, and adaptability to changing needs. A contemporary review of the utilization of emerging 6G wireless communication for the major applications of smart grids, especially in terms of massive connectivity and monitoring, secured communication for operation and resource management, and time-critical operations, are presented in this paper. This article starts with the key enablers of the smart city, along with the necessity of the smart grid for the key enablers of it. The fundamentals of the smart city, smart grid, and 6G wireless communication are also introduced in this paper. Moreover, the motivations to integrate 6G wireless communication with the smart grid system are expressed in this article as well. The relevant literature overview, along with the novelty of this paper, is depicted to bridge the gap of the current research works. We describe the novel technologies of 6G wireless communication to effectively perform the considered smart grid applications. Novel technologies of 6G wireless communication have significantly improved the key performance indicators compared to the prior generation of the wireless communication system. A significant part of this article is the contemporary survey of the considered major applications of a smart grid that is served by 6G. In addition, the anticipated challenges and interesting future research pathways are also discussed explicitly in this article. This article serves as a valuable resource for understanding the potential of 6G wireless communication in advancing smart grid applications and addressing emerging challenges.
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1. Introduction


The smart city consists of a number of key enablers, which are smart education, smart healthcare, a smart economy, smart factories, smart warehouses, smart transportation, etc. [1,2]. The key enablers of smart cities require uninterrupted and efficient power supplies to fulfill their requirements [1,2,3]. Moreover, to effectively pursue all the functionalities of a smart grid system, a suitable wireless communication is required that can provide a high data rate, reliability, flexibility, low latency, massive connectivity, security, and the necessary adaptive functionalities [1,4]. Among the various applications of the smart grid, massive connectivity and monitoring, secured communication for resource allocations and operations, and time-critical operations are the vital factors in the case of an effective, uninterrupted, and reliable power supply for smart cities [5,6]. Future 6G wireless communication is a suitable solution for the communication of smart grid systems by providing all the required key performance indicators (KPIs) in terms of communication to successfully perform the abovementioned smart grid applications [7,8,9].



The smart city consists of several key enablers, which are the smart grid, smart factories, smart warehouses, smart healthcare, smart transportation, smart education, a smart economy, smart agriculture, a smart environment, etc., and these are illustrated in Figure 1. The aim of providing a smart, uninterrupted power supply and management is the prime concern for successfully operating all of the smart city applications [1,10,11,12].



Each of the smart city key enablers require their own respective power requirements [13,14,15,16,17,18]. Thus, an uninterrupted smart power supply is the basic requirement for the key enablers to conduct all of the smart applications of smart cities. The smart grid is a viable power supply and distribution remedy for the smart city key enablers. Moreover, the advancement of the smart grid is a trendy research area. The basics of the smart city and the smart city key enablers are briefly introduced in Section 1.1. Moreover, the overview of the smart grid and 6G wireless communication are briefly introduced in Section 1.2 and Section 1.3. The relevant literature overview of the previous works and the motivation of this paper are described in Section 1.4. In addition, the key contributions of this article are briefly described in Section 1.5.



1.1. Basics of the Smart City


The term “smart city” signifies a developed urban locality that ensures sustainable development with regard to the economy, as well as enhanced living standards by prevailing various key features such as industry, economy, education, health care, transportation, government, people, and living standards [19]. The smart city is a unique way through which to solve urban problems [20].



Smart applications are integrated into smart cities—whose daily activities are related to the modern technologies in the world [21]. Cities should have interconnected technology and management, along with peaceful and interactive living standards [20,21]. Therefore, the smart city can promptly overcome the worst scenarios and destructive crises [22]. According to Figure 1, the smart city is based on ten major key enablers. Furthermore, all the key enablers are equally important for the feasible advancement of smart cities [1,23]. The major smart city key enablers are briefly described as follows:



1.1.1. The Smart Grid


The smart grid is a future electrical network encompassing four major domains: bulk generation, transmission, distribution, and consumer segments. Moreover, uninterrupted communication between the domains is essential for the smart grid system [24]. Furthermore, the Internet of Things (IoT) and artificial intelligence (AI) are also integrated with the power grid in the case of the smart grid system [24]. In addition, the smart grid is not only a sustainable, cost and power-effective power supply solution, but it also provides high-quality, low losses, as well as a safe and secure power supply [25,26,27].




1.1.2. Smart Education


Distance learning is a common method of teaching in the current education system [28,29]. Moreover, future distance learning, or education systems, require a higher quality of Internet service, along with real-time interactions and lower power consumption [29]. Moreover, the improvement of the quality of remote learning and education will enhance the number of quality human resources, improve employment productivity, support influential institutions, and secure sustainable economic advancement [13].




1.1.3. Smart Transportation


Smart transportation is another key enabler for a sustainable smart city [30]. Smart transportation requires different communication technologies, such as vehicle-to-everything (V2X), vehicle-to-grid (V2G), vehicle-to-infrastructure (V2I), vehicle-to-vehicle (V2V), vehicle-to-pedestrian (V2P), vehicle-to-cloud (V2C), vehicle-to-device (V2D), etc. Smart transportation avoids collisions, saves energy, and improves road-safety, as well as increases the efficiency of traffic [31]. Thus, smart transportation can play a crucial role in the economic advancement of the smart city.




1.1.4. Smart Healthcare


Smart healthcare is a crucial key enabler for smart cities [32,33]. Smart healthcare can provide intra-hospital observation, remote patient monitoring, virtual healthcare, long-distance surgery, remote learning for doctors and nurses, remote diagnoses, emergency services, and remote consultations [17]. These applications required new technologies like virtual reality (VR) and augmented reality (AR) which require real-time, reliable, low latency, and flexible communication networks [1,17]. Smart healthcare ensures precise and high-quality medical care for the residents of smart cities.




1.1.5. Smart Farming


Smart farming introduces information and communication technology (ICT) in the agricultural and farming sectors of smart cities [34]. The IoT, sensors, actuators, unmanned aerial vehicles (UAV), robots, geopositioning, big data, and other ICT applications are to be introduced into the cultivation process of the agricultural sector [34]. Several evolving technologies are to be introduced into smart farming like smart machines, crop sensors, cloud computing, as well as the IoT for the smart control, analysis, and planning of farming [35]. The process of smart farming consists of smart analysis and planning, smart sensing and monitoring, smart control, and storing big data in cloud devices [36]. Smart farming not only reduces labor requirements, but it also enhances the caliber of production [37].




1.1.6. Smart Social Networking


The popularity of social platforms and people from different categories are connected through online social networking (OSN) [38]. The data from OSN provide social, cultural, and economic information, which are utilized by the commercial industries, authorities, policymakers, and governments of smart cities to realize the market trends and behavioral patterns of smart city residents [39]. Therefore, the effective progression of smart cities is linked to individual behavior within online social networking (OSN) platforms [40,41].




1.1.7. Smart Factory and Smart Warehouse


The smart factory is defined as an intelligent or digital factory [42]. A fully connected manufacturing system is introduced in the case of the smart factory, which can operate without any human force by data generation, transmission, reception, and processing for production purposes [43]. Smart factories introduce novel technologies in the case of production, such as a cyber physical system (CPS), AI-based decision making, intelligent data exchange models, human–machine interactions, cloud-enabled manufacturing and services, and comprehensive connections for the IoT for the effective production of goods and the minimization of human forces [42,43].



The smart warehouse provides high-quality services for the residents of smart cities [44]. Moreover, the smart warehouse enhances the productivity of supply chain management and also provides advantages to the stack holders of the communities within smart cities [45].




1.1.8. Smart Environment


The smart environment is a vital key enabler for the advancement of the smart city [46]. The smart environment changes the city and also reshapes the environment of the city for the settlement of the residents [47]. Moreover, various environmental challenges such as waste management and the pollution of the smart city can be effectively handled by the smart environment [48,49]. Furthermore, AI-based intelligent resource management in the smart environment is also a vital factor for smart cities.



All of the functionalities of the abovementioned key enablers of the smart city, as well as smart power supply and management, are required to be uninterrupted. As mentioned earlier, the smart grid is a viable solution for fulfilling the power supply requirements of the smart city key enablers. Therefore, the basic principles of the smart grid system are described in Section 1.2.





1.2. Basic Principles of the Smart Grid


The basic electrical power system is a network that consists of the generation, transmission, and distribution of electrical power [2,50,51]. The electrical power system that supplies electrical power to the user (e.g., in industry and the home) in a large geographical area is termed an electric grid [51]. The basic smart grid system consists of four major domains, which were mentioned earlier in Section 1.1.1. Figure 2 illustrates the basic structure of the smart grid framework [3,6,52,53]. The smart meter is integrated with the smart grid, which can provide intelligent functionalities such as bidirectional energy trading, decentralized power generation, energy redistribution, request coordination, etc., for the smart and uninterrupted power supply of each key enabler of the smart city [54]. Compared to the conventional power grid, the communication network is integrated with the smart grid architecture to provide different functionalities, such as effective energy redistribution and utilization, as well as price negotiation [15]. The smart grid communication network consists of four distinct kinds of networks (e.g., the Internet, the wide area network (WAN), the substation local area network (LAN), and the premises area network) [55]. By utilizing the various networks, all the major domains of the smart grid are interconnected and would also communicate with the market, operator office, and service provider to perform the functionalities of the smart grid [2,3,6,50,51,52,53]. Moreover, AI, the IoT, and CPS would also be integrated with smart grids to elevate the efficiency of the smart grid system with regard to monitoring, operation, and coordination/management purposes [56].



The smart grid provides a number of efficient features in terms of power generation, supplies, distribution, and management, such as distribution automation, smart meters, distributed generation, renewable generation integration, automated and intelligent reviving systems, smart meter data coordination, secured communication, demand responses, reduced carbon emissions, the field area network (FAN), etc. These features would provide uninterrupted and effective power supply for the different applications of smart cities [57]. In addition, among the different applications of the smart grid in terms of communication, the crucial applications would be massive wireless connectivity for a huge number of devices (e.g., UAVs, robots, sensors, and IoT devices) and monitoring, the performance of secure communication for resource management and operation, and also the pursuit of real-time monitoring [52,53]. UAVs and robots are usually utilized for fault detection in transmission lines [52,53]. It is also difficult to maintain secured communication for operation and resource management, and also to perform time-critical or real-time operations of smart grids in the case of critical situations such as power outages, fault detection, island detection, etc. [58]. The technology of 6G is a suitable communication solution for fulfilling all of the smart grid communication network demands. The basic outline and fundamentals of 6G wireless communication are described in Section 1.3.




1.3. Overview of 6G Wireless Communication


The technology of 6G is the type of next-generation wireless communication that is capable of overcoming the shortcomings of previous 5G/4G wireless communication systems [9]. An intelligent 6G wireless communication network with improved KPIs will be expected to be implemented between 2027 to 2030 [59]. At present, autonomous systems are very familiar in every element of life such as healthcare, transportation, industry, etc. Thus, a massive number of sensors have been introduced into power grids, cities, homes, industries, vehicles, offices, and other sectors for automated and smart-driven lifestyles [9]. So, 5G can provide seamless wireless connectivity for such an autonomous system [24,60]. However, though 5G is already implemented in most countries, and it is going to be deployed all over the world within a few years, it cannot provide fully intelligent, reliable, and flexible communication with the required KPIs for the different applications of the smart grid [60,61]. Therefore, future 6G wireless communication is a suitable solution for satisfying the various demands associated with smart grid communication networks. [62].



It must be noted that 6G can provide remarkable performance improvement in the case of data rate, jitter, latency, reliability, connection density, area traffic capacity, spectral efficiency, flexibility, and energy efficiency for the effective execution of the considered major smart grid applications [7,62]. Moreover, 6G is a type of intelligent wireless communication that can provide vast possibilities, such as the augmentation of human intelligence, quality of experience, the Internet to everything, quality of life, etc. [63]. AI and 6G will create a revolution by transforming connected things into connected intelligence, which is appropriate for time-critical, secured, reliable, and adaptive smart grid applications [64].



Moreover, various novel technologies will be introduced in 6G wireless communication to effectively provide the required key performance indicators (KPIs) in terms of considered smart grid applications [1,65]. Non-orthogonal multiple access (NOMA); energy harvesting (EH); wireless power transfer (WPT); a green IoT; massive multiple-input–multiple-output (mMIMO); mmWave; terahertz (THz); AI-based ultra-dense networks (UDNs); intelligent reflecting surface (IRS); beamforming; AI-based secured edge/cloud computing; and device-to-device (D2D) communication are all examples of novel technology that can be used with 6G wireless communication to provide significant performance improvement in the case of the considered KPIs for smart grid systems (e.g., data rate, energy efficiency, jitter, area traffic capacity, latency, connection density, spectral efficiency, and reliability). These are all illustrated in Table 1 [1,7,63,65].




1.4. Related Literature Overview and Key Motivations


Smart cities and smart grids are currently popular and highly researched topics in both academic and industrial sectors. Numerous works and publications have been dedicated to exploring the latest research trends and technological foundations in the smart grid communication networks of smart cities. A survey was published based on the multiple applications of IoT-Fog architectures for smart cities [66]. Moreover, the challenges of fog computing were also discussed in this paper. A recent survey on deep learning techniques in terms of privacy and the security enhancement of a smart grid network for a smart city was conducted [67]. A systematic cyberattack survey for various smart grid components through smart grid networks was described in [68]. The challenges and opportunities of smart grid communication networks were described in [2]. However, major 6G-enabled smart grid applications were not elaborately studied in [2]. The encompassing investigation of the latest research trends, as well as the technological foundations, in smart grid communication networks was described in [24,69]. In that study, the prospects of a next-generation intelligent smart grid based on AI, 5G, and the IoT was delved into. However, major 6G-enabled smart grid applications were not deeply investigated in [24,69]. Vulnerability assessments in terms of a massively connected CPS of 6G-enabled smart grid systems were described in [70]. A comprehensive survey of 6G in the case of only low-latency and secured applications of smart grid systems was described in [71]. In addition, 6G wireless communication that is incorporated into autonomous connected devices (ACDs) was also assessed in [72]. But smart grid applications by 6G wireless communication were not deeply studied in [72]. Table 2 summarizes the methodologies and limitations of some of these potential previous survey papers on smart grid networks.



Table 2 depicts the previous works that have primarily focused on security, vulnerability, and latency assessments of futuristic smart grid systems, as well as those that have discussed the technological foundations of smart grid communication networks with regard to 5G/6G wireless communication. However, they have not thoroughly examined the challenges related to massive connectivity and monitoring, secured communication for resource allocations and operations, and the time-critical operations of smart grid systems. Furthermore, the prospect of 6G wireless communication in the context of the abovementioned smart grid applications was not adequately investigated in the existing literature in terms of the novel communication technologies. This paper seeks to bridge this gap by exploring these critical aspects and shedding light on the potential of 6G technology for addressing the abovementioned challenges in smart grid applications.




1.5. Key Contributions of the Paper


The fundamental objective of this article is to illustrate an in-depth overview and potential of 6G wireless communication to perform the abovementioned applications and also to overcome the challenges of massive connectivity and monitoring, secured communication, and the time-critical operations of smart grid communication. Moreover, the prospects of 6G wireless communication in terms of the KPIs for the abovementioned smart grid applications are described in this survey paper. The required KPIs for the considered smart grid applications by utilizing the novel technologies of 6G are discussed elaborately in this article. In addition, the challenges and future research pathways in terms of 6G for the considered smart grid applications are also explained extensively here. This paper mainly emphasizes the 6G-based smart grid applications for the smart city. The principal contributions of this paper are outlined as follows:




	
Section 2 is a description of the novel technologies of 6G for the respective KPI improvements for the considered smart grid applications.



	
Section 3 represents the major applications of the smart grid that can be served by 6G wireless communication.



	
Section 4 expresses the main challenges along with the potential future research pathways in the realm of 6G wireless communication for the considered smart grid applications.



	
This study provides its conclusions in Section 5, and it also provides a concise overview of the key discoveries.










2. Novel Technologies of 6G for Smart Grid Applications


This section introduces the novel technologies of futuristic 6G communication for various smart grid applications. The future smart city and smart grid applications require a huge number of connected devices, as well as the performance of reliable, flexible, and time-critical operations [10,73]. The 6G-adopted new technologies that are required to enhance the KPIs and fulfill the requirements of smart grid communication networks are also discussed [10,73,74].



In this study, we consider massive connectivity, secured communication, and the time-critical monitoring and operations. Thus, various novel technologies will be introduced in 6G communication to address the specific requirements and challenges of smart grid systems. The novel technologies of 6G, such as WPT and EH, mMIMO, a green IoT, NOMA, mmWave, terahertz (THz), AI-based ultra-dense networks (UDNs), intelligent reflecting surface (IRS), device-to-device (D2D) communication, beamforming, and AI-based secured edge/cloud computing to provide significant performance improvement in case of the considered KPIs for smart grid system are reviewed [1,7,71,75,76,77,78]. Figure 3 illustrates the novel technologies regarding 6G wireless communication.



2.1. Massive MIMO (mMIMO)


The fundamental principle of massive MIMO is to create multiple spatial channels between the BS and user devices by exploiting the spatial domain. Each antenna at the BS transmits signals simultaneously, and the user devices receive a combination of these signals, which are then isolated, as well as decoded at the receiver end by sophisticated techniques. In the traditional MIMO systems, both the user devices and BS have multiple antennas for throughput and reliability improvements. However, traditional MIMO-based wireless communication has a limited number of antennas at the user devices and BS.



In contrast, mMIMO significantly increases the number of BS antennas (i.e., in the order of tens or hundreds). Furthermore, mMIMO is a key performer in the case of 6G, which provides ultra-high speed data rates, along with low-latency and ultra-reliable communication. Moreover, MIMO enhances spectral efficiency, as well as energy efficiency [79,80]. The spectral efficiency is significantly improved due to the development of MIMO. Thus, mMIMO is incorporated with 6G wireless communication for spectral efficiency, capacity, and energy-efficient improvements [81].




2.2. Non-Orthogonal Multiple Access (NOMA)


NOMA provides enhanced spectral efficiency along with massive connectivity [1]. NOMA represents a multiple-access approach that is utilized in wireless communication systems. An individual user is assigned a specific orthogonal resource (e.g., time slots/frequency channels) to transmit their data in traditional orthogonal multiple access (OMA) schemes. However, NOMA takes a different approach by enabling multiple users to concurrently share identical resources. In NOMA, several users are allocated the same resources (e.g., time slots or frequencies), and the respective signals are decoded at the respective user end based on power levels, coding, or spreading sequences. This allows different users to access identical resources concurrently. Therefore, NOMA can provide enhanced spectral efficiency, and it can also serve a diverse number of users simultaneously. Moreover, it also provides enhanced data rates, as well as capacity, than is provided in conventional OMA techniques [82].



However, interference cancellation and signal decoding at the user ends are crucial issues for NOMA. The successive interference cancellation (SIC) technique is capable of solving the decoding and interference cancellation issues. Furthermore, orbital angular momentum (OAM) and MIMO are also incorporated with NOMA for the significant enhancement of spectral efficiency and capacity [83,84]. Nevertheless, full-duplex relaying (FDR) is combined with NOMA and OAM-MIMO techniques to enhance the coverage area, improve spectral efficiency, and mitigate the interference issues of FDR [85].




2.3. Energy Harvesting (EH) by Wireless Power Transfer (WPT)


The joint power and information transfer is a novel approach in providing energy harvesting and communication simultaneously through the wireless network [14]. Simultaneous wireless information and power transfer (SWIPT)-based NOMA (NOMA-SWIPT) is capable of serving massive connectivity, as well as enhanced spectral efficiency, data rates, reliability, and energy efficiency [86,87,88]. The SWIPT protocol is usually considered the best RF-based energy harvesting method for energizing the devices and overcoming the battery draining issue in the case of relaying and other purposes as well [87,89].



The cooperative relaying improves the coverage area and minimizes network outages for the cell edge devices [90,91]. Moreover, cooperative NOMA-enabled SWIPT protocols and an energy harvesting-based green IoT can provide improved spectral and energy efficiency, massive connectivity, wide coverage area, as well as low-latency communication [1,92].




2.4. mmWave and THz Communication


Furthermore, mmWave and THz technologies possess narrow beams and small wavelengths, leading to enhanced transmission speeds, increased throughput, improved spectral efficiency, and expanded capacity in 6G systems. In contrast, these waves have limited transmission distances.



The basic concept behind using mmWave and THz-based cells is to offer enhanced data rates, energy efficiency, capacity, and spectral efficiency while reducing latency. Achieving this involves minimizing the distance between the users and the BS, thereby reducing propagation loss and interference, as well as ensuring high-quality connections. Capacity and quality of service (QoS) are increased by integrating mMIMO with small cells. On the other hand, additive white Gaussian noise (AWGN) is reduced [93]. In addition, THz communication provides low-latency and broadband applications, like virtual reality (VR), ultra-HD videos, and augmented reality (AR).




2.5. AI-Based Ultra-Dense Networks (UDNs)


In this study, we explore the integration of AI techniques like reinforcement learning, deep learning, and machine learning in 6G-enabled UDNs for smart grid applications. The UDN is capable of handling a vast number of small cells. The fundamental concept behind deploying small cells is to ensure enhanced spectral efficiency, capacity, energy efficiency, and data rates while minimizing latency [1]. AI-based UDNs are another promising technology to meet the demands of modern communication systems by efficiently utilizing resources and enhancing connectivity. However, effective resource allocations and interference mitigation are the major difficulties in the case of UDNs.



Furthermore, effective resource allocation can be performed by applying AI in UDNs [94]. In addition, an AI-based UDN provides improved spectral and energy efficiency, network efficiency, and less jitter as well [1].




2.6. Intelligent Reflecting Surface (IRS)


In the wireless communications sector, intelligent reflecting surface (IRS) is a revolutionary emerging technology for the manipulation and utilization of radio waves. Also known as reconfigurable intelligent surfaces or smart reflecting surfaces, IRS is a passive array of electromagnetic elements, such as specially designed meta-materials or low-cost antennas, which can intelligently reflect, refract, and manipulate incoming wireless signals. IRS manipulates the transmission between sender and receiver in the case of a non-line-of-sight (NLOS) scenario. IRS controls the communication environment, as well as regulates the communication channels to improve performance [95].



IRS improves spectral efficiency, energy efficiency, and area capacity as well [96]. Moreover, IRS is also a promising and cost-effective solution for 6G.




2.7. Beamforming


Beamforming is a technique used in wireless communication systems to focus the radiated beam of radio frequency (RF) signal in a certain direction. A narrow and concentrated beam of energy can be directed in a certain direction by utilizing the beamforming technique. This directed beam enhances the signal strength and quality between a transmitter and receiver, thereby improving the overall communication performance. The omnidirectional radiation pattern of the cellular devices or BS can create severe interference, which can degrade the network performance. Thus, the beamforming technique is introduced in modern cellular technology as it can radiate a beam to a particular device in a directional manner [81]. AI can also be integrated with beamforming techniques to improve efficiency [97].



Therefore, it can provide faster, more reliable, and interference-free communication. Moreover, the spectral efficiency is improved due to interference minimization [1].




2.8. AI-Based Secured Edge/Cloud Computing


The current cloud and edge computing frameworks are not capable of processing huge numbers of small data sets, as they are designated to handle big data sets. To overcome this drawback, next-generation 6G communication networks will require AI-based edge computing infrastructure to appropriately process such vast quantities of small data. This will necessitate the development of new machine learning methods that go beyond the traditional big data analysis approach [8]. These advanced AI-based techniques will have a vital role in enhancing network functions, as well as enabling the provision of novel services to reduce the processing delay of the edge devices envisioned for future communication networks [8]. In the future, network configurations will emphasize energy efficiency improvement when offloading substantial volumes of small data to edge computing centers.



Ensuring data privacy and security in current IoT-based networks is a crucial priority. The Internet of Everything (IoE) interconnects a huge number of devices. Thus, the need for decentralized AI technologies becomes evident to train data sets that are spread unevenly across multiple edge/cloud devices for IoE networks. However, this distributed approach also introduces potential security vulnerabilities, including poisoning attacks and authentication issues [98].



The integration of AI and the blockchain is a potential solution in which to address the abovementioned challenges. Future communication networks must incorporate adaptive security solutions based on AI and blockchain principles [76,99]. These advanced security measures will play a critical role in securing IoE networks from potential threats and ensuring the transmitted data integrity, security, as well as the process, across the communication network [8]. The novel technologies of 6G wireless communication provide significant improvements in KPIs for various applications. However, future network technologies will raise concerns about cost, security, and privacy [98,100]. The technology of 6G can address security issues by introducing AI, the blockchain, and federated learning (FL) [76,77,99]. Blockchain-incorporated FL prevents malicious activities that can persist in conventional blockchain-based applications. Moreover, the introduction of appropriate algorithms for blockchain- and FL-based 6G networks could provide significant security and privacy enhancements for various applications [98,100].




2.9. Device-to-Device (D2D) Communication


D2D communication defines a communication architecture that facilitates direct communication among adjacent devices, except in traditional BSs or infrastructure intermediaries. In D2D communication, devices, such as smartphones, tablets, or IoT devices, can communicate directly with each other, forming ad hoc networks or forming a direct link when they are in close proximity.



D2D communication reduces the gap between the sender and receiver. Moreover, it can enhance the battery life of the device as well [1]. The spectral efficiency can be improved by introducing mMIMO for D2D communication. Moreover, D2D also provides low-latency communication by maintaining machine-to-machine communication [101].




2.10. Key Findings of the Novel Technologies and Their Relation to the Smart Grid


The evidence presented above clearly indicates that 6G is capable of providing significantly improved KPIs than prior generations (e.g, 5G, and 4G) of wireless communication. This is made possible through the utilization of various emerging and innovative technologies. In addition, the achieved improved KPIs by the respective novel techniques of 6G are summarized in Table 3.



To address the essentials of the considered smart grid applications, appropriate wireless communication is required that supports time-critical operations, as well as secure and massive connectivity. The essentials of the considered smart grid applications are fulfilled by 6G wireless communication. The forthcoming section will delve into a detailed discussion of how 6G addresses these crucial aspects.





3. Major Applications of the Smart Grid Served by 6G


The smart grid holds immense significance for the advancement of the sustainable smart city. The key features of the smart grid communication network are its reliance on high speed, reliability, low latency, low jitter, flexibility, massive connectivity, higher area capacities, computational offloading, and secure data communication networks to effectively and intelligently manage complex power systems. Unlike traditional power grids, smart grids employ bidirectional communication, which greatly enhances their capabilities [102]. However, the specific communication demands and appropriate techniques can vary based on the particular environment and circumstance.



Figure 4 illustrates the flowchart regarding the operation logic and framework for implementing a smart grid by 6G. The goal and objectives of the smart grid communication network for the smart city applications are defined, such as massive connectivity and monitoring, secured communication for operation and resource management, and time-critical operations. The 6G-enabled smart grid infrastructure is designed based on these major requirements. The requirements are considered based on the goal and objectives of the smart grid for smart city applications. Afterward, all the requirements based on the objectives are verified. Subsequently, 6G-enabled smart grid infrastructure is deployed and integrated into the control and monitoring system. Afterward, the smart grid functionalities are tested and validated. The monitoring and management of a smart grid by 6G-enabled wireless communication is also performed accordingly, as is depicted in Figure 4.



At present, low carbonization is one of the prime concerns for the power grid systems of smart cities [103]. The integration of 6G and a smart grid is a suitable solution for enhancing the coordinated operation of the smart grid by a damping technique for low carbonization. A 6G-enabled smart grid can provide real-time monitoring and a control of energy flows. Moreover, the integration of 6G and a smart grid can also provide enhanced energy efficiency, reduction in carbon emissions, and the support of sustainable energy practices. In addition, this synergy provides real-time grid condition monitoring, demand responses, wide-area monitoring and control, advanced control, and efficient load management by the massive, high-speed, and low-latency 6G wireless communication. Grid resilience, cybersecurity, and supportive policies play critical roles in ensuring a sustainable and reliable smart grid ecosystem by utilizing sustainable, secured, and reliable 6G wireless communication. The technology of 6G could have a significant impact on the various applications of smart grid systems. This paper mainly focuses on massive connectivity and monitoring, secured communication for operations and resource management, and the time-critical operations of smart grid systems. The major applications and respective novel techniques are mentioned in the following subsections.



3.1. Massive Connectivity and Monitoring


The technology of 6G wireless communication is a feasible solution for massive connectivity and the time-critical monitoring of smart grid systems. Furthermore, 6G can provide seamless communication among a massive number of devices, thereby facilitating real-time data exchange, comprehensive time-critical monitoring, and effective energy management. For time-critical monitoring, along with massive connectivity, the important KPIs are connection density, area traffic capacity, data rate, reliability, latency, energy efficiency, and spectral efficiency. PD-NOMA offers notable performance and advantages that facilitate enhanced data rates, spectral efficiency, massive connectivity, as well as low latencies to support massive connectivity along with the time-critical monitoring of smart grid systems [104]. In PD-NOMA, distinct transmission powers are assigned to multiple users according to their respective channel conditions. The superimposed signal, containing data for all users, is then transmitted to them [105]. Based on the reception and channel condition, the users employ SIC or direct decoding to decode their respective signal. The SIC decodes the signal of individual users sequentially from the superimposed signal based on their assigned power [106]. Therefore, PD-NOMA, along with OAM-MIMO (NOMA-OAM-MIMO), can provide massive connectivity, high data rates, and improved spectral efficiency. Moreover, IRS, THz, and BF can be incorporated with the D2D/cooperative relay-based NOMA-OAM-MIMO communication for smart grid UDNs to provide improved reliability, low latency, less power consumption, enhanced area capacity, and an enhanced coverage area of the UDNs of a smart grid [81,83,84,90,91,93,95,96,97,101]. Furthermore, NOMA-enabled Q-learning UDNs can also provide high area capacities and massive connectivity for the UDNs of a smart grid system [94,107]. In addition, energizing the massive number of connected devices is another challenging issue. Thus, NOMA-incorporated wireless power transfers, such as NOMA-SWIPT, are required. They are needed to energize the IoTs, UAVs, robots, and edge/cloud devices, as well as provide energy efficiency [14].



The grid monitoring algorithms (e.g., PLeC/AB-PLeC/FIB/BW-PLeC) can be processed by AI-based edge/cloud computing devices 8. The energy devices (e.g., IoTs, UAVs, and robots) can communicate with the edge/cloud devices via the abovementioned novel techniques of 6G wireless communication system for time-critical smart grid monitoring [108,109]. The fault identification/location, as well as the deployment of the phasor measurement unit (PMU), are vital factors for grid monitoring [108]. For medium voltage grids, along with low latency monitoring, three different algorithms (path length constraint (PLeC), the application-level betweenness, along with PLeC (AB-PLeC), as well as the flow interference and bandwidth constraint (FIB)) were proposed in [108]. These algorithms are mainly focused on the strategic deployment of high-capacity links, thus aiming to strike a trade-off between deployment expenses and the achieved latency. The PLeC along with bandwidth and path length constraint (BW-PLeC) algorithms are introduced to achieve a low-latency communication framework [109]. These algorithms aim to enhance the performance of the conventional power-line communication technique by incorporating alternative enhanced speed communication links at crucial locations of the smart grid. The primary goal is to meet the specific delay requirements while minimizing deployment costs. All the requirements of the monitoring algorithms can be fulfilled by the abovementioned novel communication techniques of 6G.




3.2. Secured Communication for Operations & Resource Management


The interconnection, reconfigurability, the wide variety of energy device types, and information networks introduce crucial implications for data security and reliability in smart grid systems [110,111,112]. Therefore, a massive amount of data are generated in case of bidirectional smart grid communication, and proper security and privacy are required for the operational and other confidential instances of data [26,113,114]. The operational integrity of the smart grid could be compromised by covert cyberattacks or the manipulation of data [115].



Thus, advanced encryption, authentication, and privacy mechanisms are required to protect the critical data transmitted between smart grid devices and control centers. In traditional artificial intelligence of things (AIoT) frameworks, vast amounts of identical energy-oriented data from the IoT devices of each user are transferred to cloud/edge devices for storage or decentralized processing [116]. However, this approach poses significant risks in terms of privacy infringement and potential data misuse. Federated learning (FL) is an attractive AI paradigm that ensures privacy while preserving data [116,117]. The energy data owners (EDOs) can collectively train the shared AI model, except in cases of divulging the energy-oriented data by an edge-cloud-assisted FL framework [99,117]. It facilitates efficient and fortified energy data communication for the respective smart grid users by integrating FL and the blockchain [99]. Furthermore, to address the challenge of limited knowledge regarding confidential multidimensional user data in real-world cases, a bi-layer deep re-enforcement-learning-inspired incentive algorithm is also introduced in [99]. This algorithm incentivizes active participation from energy data owners (EDOs), as well as encourages high-quality contributions to the shared model.



The software-defined IoT (SDIoT) in 6G makes the CPS more vulnerable to cyberattacks [62]. A novel graphics-processing-unit (GPU)-based adaptive robust state estimator named LSTMKF was introduced in [62]. This state estimator integrates a deep learning algorithm, and is specifically based on long short-term memory (LSTM) with an extended nonlinear Kalman filter. By combining these techniques, the LSTMKF state estimator enhances security measures and effectively manages the load within the system [62]. Edge computing is required for the computational offloading of LSTMKF due to computational complexity. However, the lightweight false state injection (FSI) can poison the state information of the edge devices in the case of deep-learning-based resource allocation [94]. Thus, to enhance security and privacy, an FL with the blockchain can be integrated for edge computing-based distributed computational offloading, as well as in also enhancing energy efficiency [99,116,117]. Moreover, the edge/cloud devices can be energized by the NOMA-SWIPT-based technique, which is discussed in an earlier subsection [14].




3.3. Time-Critical Operations


The real-time operations of smart grid systems, such as fault detection, outage management, island detection and management, energy management, and load balancing, can be supported by 6G. The network slicing based on non-real-time, close-to-real-time, and real-time operations is an effective solution for smart grid systems [118]. The time-critical applications of smart grid systems require area traffic capacity, spectral efficiency, latency, user data rate, and reliability. The novel 6G-enabled D2D/cooperative NOMA-OAM-MIMO, along with IRS, BF, THz, AI-based edge computing, and the real-time smart grid operational algorithms (e.g., EDGE/PMU-based voltage stability/phase-angle based island detection/learning-to-infer), can fulfill the KPI requirements and can also perform the time-critical operations of smart grids [119,120,121,122]. Furthermore, wireless power transfer (SWIPT/NOMA-SWIPT) can energize edge/cloud devices for time-critical operational purposes, which is discussed in the earlier subsection of this paper. Moreover, the emBB and mMTC are suitable for non-real-time applications, and mMTC is appropriate for semi-real-time applications and ultra-reliable-low-latency-communication (URLLC). Both are appropriate for time-critical (real-time) smart grid operations [118]. The time-sensitive communication service-based AI-enabled 6G network slicing approach is a possible solution for accomplishing the time-critical smart grid operations [118].



For the time-critical smart grid operations, there are several novel algorithms that have been proposed for time-critical energy management, island detection, and outage detection and recovery. The energy management of the smart grid system regarding the demand response is a time-critical issue that can be overcome by a hybrid EDGE algorithm [119]. Edge is evolved by combining a genetic algorithm (GA) along with an enhanced differential evolution (EDE) algorithm [119]. The phase angle-based island detection method is much more resilient, more secure, computationally simple, and takes less time to detect the island of a smart grid system [123]. The PMU-based voltage instability indexed method was introduced in [120]. The proposed index can also detect the outage of lines/gens in an unsupervised manner [120]. The AI-enabled network slicing and intelligent cloud/edge computing can also overcome the computational issue within the provided time constraint for the proposed technique. The real-time detection of line outages is an immensely challenging task, particularly in scenarios where unknown line outages rapidly accumulate, thus leading to large-scale blackouts [121]. Hence, a pioneering learning-to-infer approach has been devised to detect the time-critical multi-line outages in a smart grid [122]. Additionally, the integration of AI-edge computing and 6G wireless communication techniques can effectively tackle the computational complexity involved in the process. Moreover, 6G-based novel communication techniques, which are mentioned above along with AI-enabled network slicing and intelligent edge/cloud computing, can process the algorithms for computational offloading, as well as effectively perform the time-critical operations of smart grids.



Based on the above discussion, Table 4 summarizes the major applications and respective suitable techniques for 6G-based smart grid communication networks.





4. Challenges and Future Research Directions


It must be noted that 6G can provide the required KPIs for the considered smart grid applications. However, there are some challenges that will be discussed in the following subsection, along with future research directions for the relevant challenges.



4.1. THz and mmWave Communication Challenges


The utilization of THz waves for wireless communication faces a significant challenge due to its substantial free space path loss (FSPL). Thus, THz/mmWave provides limited wireless coverage or transmission distance. However, larger lenses and antennas could potentially reduce FSPL issues, but they are not ideal because they conflict with the crucial design parameter of maintaining a compact form factor for indoor network components [124].



Additionally, the high directivity of the link makes it susceptible to blockage issues [125]. To address these challenges, beam-forming technology can be employed to mitigate blockage vulnerability. However, reliable non-line-of-sight (NLOS) wireless communication can be ensured by relay/IRS. It is essential to find potential solutions that overcome the major challenges of IRS/relay, such as beamforming, signal reception, location, etc., for the successful implementation of THz wave-based wireless communication systems.




4.2. Energy Consumption and Low-Carbon Emission Challenges


The deployment of UDNs results in a massive consumption of energy. The mobile network operators face a considerable financial burden, with approximately 30% of their operational expenses (OPEX) being attributed to energy consumption [126]. Moreover, BSs predominantly rely on the electrical national power grid, which, unfortunately, is powered by methods that generate CO2 emissions, as documented in [127].



WPT is a viable solution for overcoming these challenges. Moreover, there are other suitable techniques to overcome the energy consumption issues of UDNs, such as optimization of the radio process, radio planning and deployment, hardware solutions, and the BS sleeping strategy [128]. More future research needs to be conducted on the abovementioned AI-based techniques for performance optimization.




4.3. Network Management and Orchestration


Different applications of smart grid systems require specific network slices in the case of 6G. Therefore, 6G needs to deal with heterogeneous network slices for different applications, as well as those that are crossed with multiple technical domains, such as radio access, cloud, core, and edge networks. Thus, intelligent network management and orchestration techniques are required for the use of a 6G wireless network in a smart grid system.



Zero-touch service management and intelligent networks can be a feasible solution for the intelligent and autonomous network orchestration and management techniques for 6G [129]. Different applications are considered in this technique but smart grid applications should still be well studied. In addition, more ongoing research and studies are required for network management and orchestration techniques.




4.4. 3D Network Coverage for UAVs and Monitoring Robots


It is very challenging to achieve three-dimensional (3D) network coverage for UAVs and monitoring robots in 6G-enabled smart grids with respect to fault monitoring in transmission lines and towers. The enhanced data rate, low latency, and reliable wireless network coverages are needed for UAVs and monitoring robots. Moreover, mobility is another big challenge for uninterrupted communication between ground offices and UAVs/robots [7].



UAV swarm-incorporated cell-free wireless communication is a potential solution for 3D network coverage regarding the monitoring of UAVs and robots [7]. Moreover, UAV-based base stations can also provide network coverage in remote areas where transmission lines and towers are located [7]. A number of ongoing studies are required on AI-based UAV swarms that can provide more effective network coverage and transmission line monitoring. Moreover, a number of future studies on UAVs to everything (U2X) and cell-free 6G wireless communication are required to overcome the mobility issue of monitoring UAVs/robots [130].




4.5. Ultra-High Capacity Backhaul Link


The technology of 6G can provide a thousand times higher wireless connectivity than 5G. To provide a high data rate, high area capacity, and high connection density for the wireless communication of smart grid networks, the backhaul connectivity should cope with a high capacity to support the huge amounts of traffic [9]. Ultra-high capacity backhaul refers to the high-speed and high-capacity links that connect the core network or central hub of a telecommunications system to the access points or base stations in the network. Backhaul is a critical part of the network infrastructure as it is responsible for carrying a high volume of data traffic between the core and edge of the network.



Thus, various emerging technologies such as free space optical communication (FSO), high-speed fiber optics, and OAM-based backhaul communication can be potential solutions through which to provide high traffic capacity for huge volumes of traffic for smart grid networks [9,131,132]. A number of studies are required for reliable, efficient ultra-high capacity, and ultra-high speed FSO/OAM communication for 6G networks.




4.6. Appropriate Channel Estimation Techniques


In 6G, IRS emerged has emerged as a viable solution through which to address the primary challenges, including high cost, limited coverage, and excessive power consumption, of previous wireless communication generations. The integration of mMIMO, AI-enabled beamforming, and IRS technologies effectively reduces propagation loss and enhances the overall QoS.



However, implementing efficient channel estimation for the wireless link between the BS and IRS poses several challenges. Among these challenges, dealing with the randomness inherent in the real channel is particularly difficult. To overcome this, a deep learning approach can be introduced to enable adaptive collaboration between the BS and IRS during channel estimation.



Moreover, channel estimation is essential for the EH-based NOMA-SWIPT technique [133]. Without appropriate channel estimation, it is very challenging to maintain flawless communication, as well as energizing the end devices.



Therefore, AI can be incorporated with 6G wireless communication to provide accurate channel estimation for uninterrupted communication, as well as energy harvesting in end devices. In addition, appropriate channel estimation algorithms need to be developed and incorporated in 6G-based smart grid communication networks to fulfill these objectives.




4.7. Suitable Physical Layer Security


Securing a UDN consisting of diverse node types becomes a prime concern in which to achieve flexible quantum-safe security measures for 6G. Due to these considerations, a bottom-up method is advocated, thereby aiming to harness all available security measures across the generic communication stack. A pivotal technology candidate in this endeavor are the potential lattice-based signature schemes [134].



Moreover, various techniques such as secure beamforming, physical layer encryption, and authentication mechanisms have been proposed in previous studies to protect smart grid communication from eavesdropping and unauthorized access [135]. As 6G aims to offer a comprehensive security approach, it is imperative to not only focus on security by design, but to also address privacy by design. Both aspects are essential for providing a robust and trustworthy 6G wireless communication system for smart grid monitoring and operations.




4.8. Challenges of Interference and Effective Spectrum Management


Different interference mitigation techniques such as parallel interference cancellation and SIC can be integrated with a 6G-based smart grid network. In addition, deep learning-based decoding can be incorporated with NOMA-enabled 6G wireless communication instead of SIC to provide faster and more effective decoding of the respective end user signal without interference [136]. However, more feasible solutions are required for some open challenges of NOMA, such as multi-cell scenarios, mobility, imperfect channel state information, etc.



The limited spectrum resources, along with interference mitigation challenges, require the effective management of 6G. Different spectrum-sharing approaches such as implementing spectrum sharing strategies and prolific spectrum management techniques are appropriate for 6G spectrum management. Ensuring efficient spectrum management is critical for optimal resource exploitation while maximizing the QoS for users [9].



In addition, different suitable spectrum handling techniques can be incorporated with 6G-based smart grid communication networks, such as wide-spectrum access, carrier aggregation, and cognitive radio [9].




4.9. Challenges for Energy Optimization Algorithms, Energy Flow, and Traffic Flow Algorithms


It must be noted that 6G wireless communication for smart grid applications must meet specific requirements, including ultra-low latency, high reliability, data rates, edge computing, security, energy efficiency, and adaptable QoS. Challenges include interoperability, scalability, regulatory compliance, and resilience. Balancing these requirements and overcoming challenges is crucial for the successful integration of 6G into smart grid energy optimization and traffic flow algorithms.





5. Conclusions


In this paper, the integration of 6G technologies presents a transformative opportunity through which to revolutionize the energy sector through smart grids in terms of energizing the key enablers of smart cities. This paper has demonstrated the potential of 6G wireless communication in enabling time-critical smart grid applications with massive connectivity and enhanced security by improved KPIs and novel technologies of next-generation intelligent wireless communication.



Nevertheless, numerous significant challenges are associated with 6G-enabled smart grid network implementation. These challenges encompass limitations in THz and mmWave communication, energy consumption optimization, network management, 3D network coverage, ultra-high capacity backhaul links, channel estimation, physical layer security, and interference management. Addressing these obstacles necessitates interdisciplinary research, collaboration, and innovative solutions. In addition, future research directions have been outlined in this paper to overcome these challenges and to harness the full potential of 6G in smart grid communication networks. By effectively addressing these issues, we can unlock the capabilities of 6G, as well as aim to create intelligent, interconnected, and resilient smart grid systems.



In conclusion, continuous research and innovation are crucial to fully harness the transformative power of 6G technologies for smart grid applications. With concerted efforts and advancements in these areas, we can propel the energy sector of smart cities toward a more sustainable, efficient, and intelligent future.
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Abbreviations


The following abbreviations were used in this manuscript:



	ACD
	   Autonomous connected devices



	6G
	   Sixth generation



	BSs
	    Base stations



	KPIs
	   Key performance indicators



	IoT
	   Internet of things



	IoE
	   Internet of everything



	AI
	   Artificial intelligence



	CPS
	   Cyber physical system



	UAV
	   Unmanned aerial vehicle



	OSN
	   Online social networking



	mMIMO
	   Massive multiple-input–multiple-output



	mmWave
	   Millimeter wave



	NOMA
	   Non-orthogonal multiple access



	EH
	   Energy harvesting



	WPT
	   Wireless power transfer



	Green IoT
	   Green Internet of things



	FAN
	   Field area network



	THz
	   Terahertz



	IRS
	   Intelligent reflecting surface



	D2D
	   Device-to-device



	SWIPT
	   Simultaneous wireless information and power transfer



	RF
	   Radio frequency



	UDNs
	   Ultra-dense networks



	LOS
	   Line of sight



	AR
	Augmented reality



	FL
	Fedarated learning



	VR
	Virtual reality



	UAVs
	Unmanned aerial vehicles



	PD-NOMA
	Power domain non-orthogonal multiple access



	SIC
	Successive interference cancellation



	PMU
	Phasor measurement unit



	PLeC
	Path length constraint



	AB-PLeC
	Application-level betweenness and path length constraint



	FIB
	Flow Interference and bandwidth constraint



	BW-PLeC
	Bandwidth and path length constraint



	QoS
	Quality of service



	EDOs
	Energy data owners



	FSI
	False state injection



	CPS
	Cyber physical system



	LSTMKF
	Long short-term memory Kalman filter



	FSPL
	Free space path loss



	NLOS
	Non-line-of-sight



	FSO
	Free space optical communication



	OAM
	Orbital angular momentum



	OPEX
	Operational expenses



	CO2
	Carbon dioxide



	V2V
	Vehicle-to-vehicle



	V2I
	Vehicle-to-infrastructure



	V2X
	Vehicle-to-everything



	V2G
	Vehicle-to-grid



	V2P
	Vehicle-to-pedestrian



	V2C
	Vehicle-to-cloud



	V2D
	Vehicle-to-device
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Figure 1. Key Enablers of the Smart City. 
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Figure 2. The Conceptual model of the Smart Grid [5,6]. 
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Figure 3. The novel technologies of 6G wireless communication and its respective KPIs. 
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Figure 4. Flowchart of a 6G-Enabled Smart Grid. 
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Table 1. Comparisons between the major KPIs of 5G and 6G [1,7,63,65].
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	KPIs
	5G
	6G





	Peak Data Rate
	20 Gbps
	1 Tbps



	Peak Spectral Efficiency
	30 bps/Hz
	60 bps/Hz



	Experienced Data Rate
	0.1 Gbps
	1 Gbps



	Energy Efficiency
	0.5 pJ/b
	1 pJ/b



	Area Traffic Capacity
	10 Mbps/m2
	1 Gbps/m2



	Latency
	1 ms
	10–100 μs



	Jitter
	Not Specified
	1 μs



	Connection Density
	106 devices/Km2
	107 devices/Km2



	Reliability
	10−5
	10−7










 





Table 2. Methodologies and limitations of some potential previous survey papers on smart grids (SG) and smart cities (SC).
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	Methodologies
	Limitations
	Ref.





	IoT-Fog architectures for smart cities
	Focus on security and latency
	[66]



	DL based security for SG networks
	Focus on security
	[67]



