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Abstract: In the context of growing vulnerabilities, cyber-risk management cannot rely on a one-
off approach, instead calling for a continuous re-assessment of the risk and adaptation of risk
management strategies. Under the mixed investment–insurance approach, where both risk mitigation
and risk transfer are employed, the adaptation implies the re-computation of the optimal amount to
invest in security over time. In this paper, we deal with the problem of computing the optimal balance
between investment and insurance payments to achieve the minimum overall security expense when
the vulnerability grows over time according to a logistic function, adopting a greedy approach, where
strategy adaptation is carried out periodically at each investment epoch. We consider three liability
degrees, from full liability to partial liability with deductibles. We find that insurance represents by
far the dominant component in the mix and may be relied on as a single protection tool when the
vulnerability is very low.
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1. Introduction

Cybercrime costs exhibit a continuous growth trend, with a 15% year-on-year in-
crease (See the estimate by Cybersecurity Ventures on https://cybersecurityventures.com/
cybercrime-damage-costs-10-trillion-by-2025/, (accessed on 15 May 2022)). A faster-than-
exponential growth was observed in the years from 2000 to 2006 [1]. Later, an investiga-
tion into breaches up to 2015 reported an increase in the overall frequency of large data
breaches [2]. Finally, a steady increase of cyber-incidents was noted in the years up to
2018 in [3]. Though most cybersecurity literature is devoted to analyzing vulnerabilities
and their reduction, the sheer growth of cyber-risk threats calls for a broader range of
countermeasures, which do not involve just the engineering side.

The panorama of risk-management techniques includes risk transfer (e.g., insurance)
and risk avoidance in addition to risk mitigation (with the latter category essentially in-
corporating all the technical countermeasures). The classification of strategies adopted for
cyber-risk management is not different from what is considered for general risk manage-
ment [4–6]. It is to be considered that, though risk avoidance is typically included in the
set of risk-management strategies, is not a viable option in many cases, since it could lead
to a significant sacrifice of usability [7]. A historical survey of cyber-risk management is
provided by [8].

After the early debate on the insurability of cyber-risks [9], a market for insurance has
actually developed [10–13]. Pricing methods have been proposed to compute the insurance
premium (see, e.g., [14]).

More recently, a new approach, based on the joint use of risk mitigation and risk
transfer measures, has been proposed [15,16]. In that approach, investments allow us
to reduce the vulnerability, which in turn is reflected in a lower premium. So far, those
investigations have considered investments in security as a one-off option. However,
the reality is that companies must keep investing in security to confront new threats.
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The net effect of the evolving landscape is a natural growth of vulnerability over time.
A logistic model has been recently proposed in [17] to describe that growth. The joint
mitigation-transfer approach must be reassessed in this context of growing vulnerability.

In this paper, we approach the problem of devising a joint risk-management approach
in the face of a growing vulnerability by looking for the optimal investment amount to
minimize the overall security expense (investment plus insurance) when threats keep
growing and call for a sequence of investments. Here, we adopt a greedy approach where
optimization is sought at each investment step rather than globally over a time horizon.
Our major contribution is evaluating the optimal investment for a sequence of epochs
when insurance and investment are employed jointly for three insurance liability cases (full
liability, partial liability, and partial liability with deductibles).

After the literature review in Section 2, we describe the models employed for the effec-
tiveness of investments and vulnerability growth over time in Section 3. The investment
optimization problem is posed in Section 4 and solved in Section 5 for the scenario where
investments are carried out periodically. Finally, in Section 6, we report some results.

2. Literature Review

In this paper, we deal with a problem in cyber-risk management. We can classify the
literature of interest about this topic into four primary groups: those sketching a general
cyber-risk management framework; those describing the mitigation approach by identifying
a relationship between investments in security and vulnerability; those analyzing the pricing
proposition in insurance; and those considering a mixed investment–insurance approach.

A general taxonomy of risk-management approaches is contained in the recent paper
by Eling et al. [8]. In the class of papers describing a general framework to address cyber-
risks, a major subclass is represented by those papers concerning critical infrastructures,
where the subject of risk interdependence is particularly relevant. That dependence is
described in [18], where the growing importance of cyber-risks is highlighted. In order
to decide which approach to use in the toolbox of risk management (including tolerance),
Kure et al. propose a scoring system coupled with a decision tree [19].

The most established model to relate security investments and vulnerability reduction,
which allows us to compute the optimal investment to be made in security, is due to Gordon
and Loeb (GL) [20], who actually proposed two models, which we refer to as GL1 and
GL2 in the following. The use of GL models in a practical setting has been investigated
in [21,22]. A special form of the GL1 model was derived by [23] when attacks target a
particular node (one-to-one attacks) (the equivalence of the two models was proven by [24]).
The GL1 model has been used in several papers [25–29], and a dynamic extension has also
been proposed by [30]. For the GL2 model also, an equivalent model was derived in [23] to
model attacks that propagate epidemically over a scale-free network (opportunistic attacks).
The equivalence of the GL2 model and that proposed by [23] was proven by [24]. The GL2
model was used, e.g., by [15,16,25,28,29,31–33].

Three additional models to describe the impact of investments on the breach proba-
bility have been proposed in [34]. Additionally, three more models, respectively named
the exponential power class function, the proportional hazard class model, and the Wang
transform model, have been proposed in [35]. The exponential power class function has
been employed by [36] to derive an optimal mix of mitigation measures and investments in
knowledge and expertise. All the three models proposed by Wang have been employed
by [37] to investigate the competition between two cloud providers.

The economic consequences of cyberattacks have also been a matter of concern for a
long time, as shown in the cyber-risk management framework proposed by [38]. A taxon-
omy has been proposed to classify the costs of cybercrime [39]. The consequences on the
market value of companies must be accounted for in addition to the direct losses suffered
by companies and their customers [40,41]. Of course, the ultimate goal is to estimate the
actual costs, which is the subject of several papers, e.g., [26,42–45].
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The decision to invest may also be related to the risk-taking attitude of the com-
pany [25]. However, not investing enough in security may lead to liability consequences
as well [24]. Though most papers adopt a straightforward net profit maximization ap-
proach, a mixed-integer linear programming formulation has been adopted in [32] for an
Industry 4.0 supply chain. A game-theoretic approach is employed in [29] to analyze the
investment strategies of two interconnected firms under different types of attack (targeted
vs opportunistic). A similar context has been further explored in [33], where a company
with systems deployed both in its headquarters and some branches has been considered.
The optimal trade-off between investing in knowledge and expertise versus investing in
deploying mitigation measures has been investigated by [36]. A different approach is
taken in [46], where a stochastic programming approach is employed to minimize the over-
all cybersecurity expense under the use of investments only, considering a time-varying
investment effectiveness described by an exponential function of the investment.

A risk-management tool alternative to investing in cybersecurity is insurance. Insur-
ance is a risk transfer measure whereby the insured is indemnified against cybersecurity-
related losses by paying a periodic fixed sum (the premium). The actuarial approach is a
more recent streak in cyber-risk management. A thorough discussion of pricing principles
(premium setting) as well as a brief review of frequency and severity models for security
breaches are contained in [14]. An earlier survey of cyber insurance models is reported
in the paper by [47], while a brief review of the state of the cyber insurance market is
contained in [13], with similar analyses carried out for Sweden [10], Norway [12], and the
US [11]. However, the debate about the use of insurance has gone on for several years,
with contrasting opinions. For example, opinions favoring cyber insurance appeared in
the papers by [48–50] (if protection quality is not high). On the other hand, insurance has
also been considered a possible factor favoring a market for lemons. Opinions contrary
to insurance are shown in [51,52], where the intrinsic information asymmetry concerning
the insured’s vulnerability may lead to no insurance market. Additionally, the danger of
overpricing insurance policies exists, since the insurer may have imperfect knowledge of
risks and may err on the safer side [53,54]. Several approaches have been proposed to
compute the premium. A mean-variance approach has been employed in [55]. A more
accurate formula, which, however, requires the knowledge of skewness and kurtosis, has
been proposed by [56]. The incorporation of a discount in premium formulas has been
proposed in [15] to incentivize all actions aimed at reducing the amount of loss. That
proposal has been advocated by [31] for the power sector. Additionally, security audits to
design insurance contracts have been proposed in [57]. Since insurance may be reflected
in the prices operators charge for their services, the issue of insurance price sustainability
also arises [58]. The issue of correlated risks has been dealt with in [59] by resorting to a
copula model.

Despite being sometimes presented as alternatives, investing in security and buying
an insurance policy may be used together, as illustrated in the paper by [60]. Precisely,
investing may be used to reduce the insurance premium, as advocated in several papers.
The seminal paper in this context is probably that by Young et al. [15], where a pricing
formula has been proposed that incorporates an incentive for vulnerability reduction. That
same approach has been suggested in [61], where a risk assessment method based on the
use of Bayesian attack graphs has been proposed. However, it has been shown that the
mixed strategy may revert to insurance alone under certain conditions (e.g., low potential
loss, or either very low or very high vulnerability), and optimal investment decisions may
require an accurate estimate of the vulnerability [16].

3. Vulnerability, Investments, and Insurance

We consider a system exposed to cyberattacks, which can end up with a loss of money.
Here we are not so much interested in quantifying the money lost due to those attacks,
but the probability that the attack is successful, i.e., the probability that a data breach occurs.
We call that probability the vulnerability v(·) of the system, following the definition in [62].
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In this section, we review the notion of vulnerability and describe how it varies under the
influence of time and security expenses.

We consider data breaches as incidents where an attacker takes (steals) information
from a system without the knowledge or authorization of the system’s owner. Consistent
definitions of data breaches are employed in [20,34,35] The vulnerability is the probability
that a data breach occurs, conditional on the risk event (see the definition 1.19 of [62]).
The intention of the attacker to initiate an attack represents the threat (see the definition
1.18 of [62]).

If no money is spent on security, the vulnerability of a system naturally increases over
time, since new threats are devised, and the shielding capability of the protection tools in
place decays. Following the work of [17], we assume that a logistic function describes the
shape of the time-led evolution of the vulnerability.

However, we can fight the natural growth of vulnerability by adopting either (or both)
approaches to risk management, i.e., taking a risk mitigation policy or a risk transfer one.
Risk mitigation is typically achieved by investing in security tools (e.g., antivirus software).
Risk transfer consists instead of subscribing to an insurance policy that indemnifies us
against the possible losses due to a cyberattack.

With risk mitigation, the vulnerability decreases as a function of the investment we
carry out in security, though it cannot be reduced to zero. Though several functions have
been proposed to describe the impact of investments on vulnerability, the two seminal
models by Gordon and Loeb [20] are still the most widely employed ones. In the following,
we refer to those models, respectively, as GL1 and GL2 for short.

Since we are interested in examining how the vulnerability evolves over time, we
do not assume that investments take place on a single date. Instead, we have a sequence
of times t0, t1, t2, . . . , tn, with zi being the investment at time ti. We envisage therefore a
sawtooth-like vulnerability, which grows within each (ti−1, ti) interval due to time but is
slashed after investments take place at times t1, t2, . . . , tn. The logistic function describing
the evolution during no-investment intervals is then

v(t) =
V

1 + e−k(t−a)
ti < t < ti+1 (1)

where V is the maximum vulnerability value, k is the logistic growth rate or steepness of
the curve, and the parameter a = ti +

1
k ln
[

V
v(ti)
− 1
]

is a function of the vulnerability value
after the latest investment.

Under the GL1 model, after the zi investment, the vulnerability decreases to

v(ti) =
V

(1 + αzi)β[1 + e−k(ti−a)]
(2)

If the GL2 model is adopted instead, the vulnerability decreases to

v(ti) =

[
V

1 + e−k(ti−a)

]αzi+1
(3)

In Figure 1, we see the impact of investments in reducing the vulnerability despite
its growth over time. In that case, we have considered a GL1 model with two investment
events of EUR 10,000 each. You can see that the periodic reduction of vulnerability makes
the overall vulnerability evolution resemble a sawtooth.
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Figure 1. Impact of investments on vulnerability (GL1 model with α = 2.7 · 10−5, β = 1.1) (logistic
growth model with V = 0.95, k = 2.68) (attack probability q = 0.7).

The risk transfer approach can be adopted as an alternative to risk mitigation. In this
case, we may buy an insurance policy, pay the premium, and be indemnified against
the potential loss. Though several papers have been devoted to the computation of the
fair premium (see, e.g., Ref. [56] for more precise computation of the premium under the
expected utility framework, or [33] for the case of a multi-branch company), we consider
a simple expression, proposed in [39], where the premium P incorporates an incentive to
invest in security (since investing decreases the probability of security breaches and the
associated losses) as

Pi = P0[1− r(1− vi)] (4)

where P0 is the base premium rate, i.e., the premium in the total absence of investments,
the vulnerability at time i is vi = v(ti) after the i-th investment, and r is the discount factor.
As in [16], we can assume that the base rate premium P0 is a fraction γ of the potential loss
λ as P0 = γλq, with q being the probability that an attack takes place.

We can consider variants of this scheme based on introducing liability limits. In ad-
dition to full liability (where the insurer insures the full loss suffered by the insured), we
can consider an upper limit ` on the coverage: the insurer will refund the insured up to the
amount `. Should the actual loss λ be larger than the maximum liability L, the insured will
suffer a net loss `− λ. Finally, we can introduce a limit on liability from below in the form
of deductibles. The deductible is the amount F paid out of pocket by the insured before
the insurer pays any expenses. The compensation actually paid by the insurer when the
loss due to the security breach is λ will be λ− F. The rationale for deductibles is that they
are meant to deter the many claims that could otherwise be submitted. Summing up, we
consider three liability schemes:

• full liability;
• limited liability (with upper limit)
• limited liability with deductibles (both lower and upper limit).

Since the premium is set to incentivize investment, it is natural to consider mixed
policies, where a company uses both mitigation and transfer tools by investing in security
and buying insurance policies at the same time. Such a mixed policy has been shown to
reduce the overall security expense to achieve the desired level of security [33].

4. The Security Expense Minimization Problem

As hinted at in Section 3, we consider a mixed strategy, where the company wishing
to edge against cybersecurity-related losses invests in security and buys cybersecurity
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insurance at the same time. The company’s expense in security consists of both components.
In this section, we provide a mathematical formulation of those components and define the
security expense minimization problem.

In the following, we assume that the probability q of an attack does not depend on the
specific epoch but just on the duration of the time interval [ti, ti+1]. For the time being, we
assume that investment is carried out periodically so that ti+1 − ti = T, ∀i. We also assume
that the loss λ in the case of a successful attack is a fixed quantity (this is quite a simplifying
assumption, though the modeling of severity for security breaches calls for a probability
density function model [39]).

In the case of full liability, the company invests in security and buys an insurance
policy covering any loss at the same time. The overall expense is simply the sum of two
components (investment and insurance premium):

Efull = Z + P, (5)

where Z = ∑n
i Zi is the overall investment throughout the n periods, and P = ∑n

i Pi
is similarly the sum of the insurance premiums paid over the periods. In particular,
by recalling Equation (4), at the i-th period we have

Efull
i = Zi + P0[1− r(1− vi)], (6)

where vi = v(ti).
Similarly, if the insurance policy includes an upper limit u on liability, the overall

expense will be

Epartial =

{
Z + P if λ ≤ u
Z + P + R if λ > u

(7)

where q is the probability that an attack takes place, and R = ∑n
i=1 Ri is the residual loss

not covered by insurance.
For the i-th period, the residual loss is

Ri = q(λ− u)vi, (8)

where vi is the average vulnerability in [ti, ti+1], since we must take into account that the
timing of the data breach is unknown, and the probability of its success changes along the
interval till the next investment instalment. After recalling Equation (1), we obtain

vi =
1

ti+1 − ti

∫ ti+1

ti

v(t)dt =
V
kT

ln
[
1 +

vi
V

(
ekT − 1

)]
(9)

The expense in the i-th period is then

Epartial
i =

Zi + P0[1− r(1− vi)] if λ ≤ u

Zi + P0[1− r(1− vi)] + q(λ− u) V
kT ln

[
1 + vi

V

(
ekT − 1

)]
if λ > u

(10)

We can now consider the third case, where we have both a lower bound ` and an upper
bound u on liability. We refer to this case as partial liability with deductibles. The overall
expense in the i-th period is then

Ededuct
i =


Zi + P0[1− r(1− vi)] + λq V

kT ln
[
1 + vi

V

(
ekT − 1

)]
if λ ≤ `

Zi + P0[1− r(1− vi)] + `q V
kT ln

[
1 + vi

V

(
ekT − 1

)]
if ` < λ ≤ u

Zi + P0[1− r(1− vi)] + (λ− u + `)q V
kT ln

[
1 + vi

V

(
ekT − 1

)]
if λ > u

(11)
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5. The Periodic Investment Solution

In a mixed cyber-risk management approach, the premium in the insurance component
is a consequence of both exogeneous factors (the insurance company setting the base
premium, and the external environment posing threats) and one’s own choices to invest.
The only strategic leverages are then the amount of money to invest and when to invest.
In the following we assume that investment is made periodically, so that the only choices
are to set the period and the amount of money to invest. However, for the time being, we
consider the impact of the investment amount only.

The straightforward goal is to minimize the overall security expense. Though this
could be achieved considering the entire time horizon, for the time being, we adopt a
greedy approach, where the expense minimization is conducted at each investment epoch.
Our goal is then to find

Z∗i = arg min
Zi

Ei|T, H, (12)

where the investment periodicity and the overall time horizon are set, and the asterisk
denotes the optimal solution.

In the following we consider all the case resulting from the combination of the liability
policies (full, partial, partial with deductibles) and the investment effectiveness models
(GL1 and GL2).

We start with the full liability case. In that case, we have a closed-form solution. We
consider first the GL1 model. Following the derivation in [16], we zero the first derivative
of the overall expense

∂Efull
i

∂Zi
= 1− P0rαβV

(1 + e−kT(V/vi−1 − 1))(1 + αZi)β+1 = 0. (13)

After some passages, the resulting optimal investment is

Z∗i =
1
α

[(
P0rαβV

1 + e−kT(V/vi−1 − 1)

) 1
β+1
− 1

]
. (14)

This extremal investment point is a sure minimum, since the second derivative is
positive, being a product made of all positive factors:

∂Efull

∂Zi

=
P0rα2β(β + 1)V

(1 + e−kT(V/vi−1 − 1))(1 + αZi)β+2 (15)

However, the straight mathematical derivation may lead us to a negative invest-
ment, which obviously makes no sense. Hence, the solution is valid if the following
condition holds

P0rαβV
1 + e−kT(V/vi−1 − 1)

> 1 (16)

In general, the validity is granted when

• the vulnerability vi is close to the maximum vulnerability V
• the maximum vulnerability V is large;
• the investment epochs are not too close to each other.

A similar development can be conducted when the GL2 model applies. In that case,
the first derivative is

∂Efull

∂Zi

= 1 + P0rαv(ti)
αZi+1 ln(v(ti)) = 0 (17)
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which reaches its minimum at

Z∗i = − 1
α

 ln(−P0rα ln( V
1+e−kT(V/vi−1−1)

)

ln( V
1+e−kT(V/vi−1−1)

)
+ 1

. (18)

The validity conditions for this expression have been thoroughly examined in [16].
We can now move to the case where the insurance company sets a ceiling for its

liability. When the loss does not exceed the upper bound u, the expressions stay the same
as in the full liability case. Instead, when λ > u, we obtain the following derivatives. For
the GL1 model, we obtain

∂Epartial
i
∂Zi

= 1− P0rαβV
(1 + e−k(ti−a))(1 + αZi)β+1

− V
k

q(λ− u)
T

ekT − 1
V + vi(ekT − 1)

Vαβ

(1 + ekT)(1 + αZi)β+1 =

1− αβV
(1 + e−kT)(V/vi−1 − 1)(1 + αZi)β+1

[
P0r +

V
k

q(λ− u)
T

ekT − 1
V + vi(ekT − 1)

]
= 0

(19)

For the GL2 model, we have instead

∂Epartial
i
∂Zi

= 1 + P0rα

(
V

1 + e−k(ti−a)

)αZi+1
ln
(

V
1 + e−k(ti−a)

)

+
V
k

q(λ− u)
ti+1 − ti

α(ekT − 1)
V + vi(ekT − 1)

(
V

1 + e−k(ti−a)

)αZi+1
ln
(

V
1 + e−k(ti−a)

)
=

1 + α

(
V

1 + e−kT(V/vi−1 − 1)

)αZi+1
ln
(

V
1 + e−kT(V/vi−1 − 1)

)
×

[
P0r +

V
k

q(λ− u)
T

ekT − 1
V + vi(ekT − 1)

]
= 0

(20)

In both models, we see that the resulting equation is not amenable to a closed-form
solution. In the following, we will resort to a numerical approach.

Finally, when we consider the cases where deductibles are also included in the insur-
ance policy, we obtain the following derivatives for the expenses to minimize for the GL1
and GL2 model, respectively:

∂Ededuct
i
∂zi

= 1− P0rαβV
(1 + e−k(ti−a))(1 + αzi)β+1

− V
k

q(λ− u + `)

T
ekT − 1

V + vi(ekT − 1)
Vαβ

(1 + ekT)(1 + αzi)β+1 =

1− αβV
(1 + e−kT(V/vi−1 − 1))(1 + αzi)β+1

[
P0r +

V
k

q(λ− u + `)

T
ekT − 1

V + vi(ekT − 1)

]
= 0

(21)



Algorithms 2022, 15, 211 9 of 16

∂Ededuct
i
∂Zi

= 1 + P0rα

(
V

1 + e−k(ti−a)

)αZi+1
ln
(

V
1 + e−k(ti−a)

)

+
V
k

q(λ− u + `)

ti+1 − ti

α(ekT − 1)
V + vi(ekT − 1)

(
V

1 + e−k(ti−a)

)αZi+1
ln
(

V
1 + e−k(ti−a)

)
=

1 + α

(
V

1 + e−kT(V/vi−1 − 1)

)αZi+1
ln
(

V
1 + e−kT(V/vi−1 − 1)

)
×

[
P0r +

V
k

q(λ− u + `)

T
ekT − 1

V + vi(ekT − 1)

]
= 0

(22)

6. Example Application

After having sketched the solution to the expense minimization problem, in this
section we provide some examples of its application. We are reminded that for the partial
liability and the partial liability with deductible cases, we will be forced to employ a
numerical approach.

In the following, we employ the values shown in Table 1. We will consider a time
horizon H = 1 and T = H/n with n = 2, 3, 4. The premium is accordingly adjusted to
take into account the duration of the insurance policy validity. In order to test different
signs of the order relationship between the loss λ and the liability thresholds ` and u, in the
following we will consider λ = 5 · 103 to test the case λ < `, λ = 5 · 106 to test the case
`, λ < u, and λ = 107 to test the case λ > u.

Table 1. Values of the parameters used.

Parameter Value

α 2.7× 10−5

β 1.1
u 8.5× 106

` 5000
γ 0.05
q 0.9
λ 107

V 0.95
r 0.5

We start with the case of full liability. In Figure 2, we plot the cumulative optimal
investment for the GL1 model. The initial vulnerability is v0 = 0.1. We see that in all three
periodicity cases the initial investment is zero, i.e., it is enough to rely on insurance due
to the low vulnerability value. Instead, as we progress over time, breaking the overall
investment into three instalments pays, since it leads to the minimum overall investment.

However, when we look at the overall expense, the picture changes just a bit. In Figure 3,
we see that the best choice is still to split the investment into as many epochs as possible,
though the differences among the three periodicity values flatten out at the end of the time
horizon. Insurance represents the dominant component in the overall expense, being nearly
an order of magnitude larger than investments.

When the insurance policy includes a partial liability, we have again a no-investment
strategy for low vulnerability values, but the differences due to different periodicity values
in the cumulative investment are smaller than what we saw in the full liability case,
though the four-instalment solution is still the preferred choice (see Figures 4 and 5).
The pictures refer to the situation where the loss exceeds the liability, since no significant
differences appear to the full liability case when λ < u.
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Figure 2. Optimal cumulative investment under full liability and GL1 model.
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Figure 3. Optimal cumulative expense E under full liability and GL1 model.
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Figure 4. Optimal cumulative investment under partial liability and GL1 model.

When we consider the overall expenses, the dominant role of insurance is confirmed.
The subdivision of investments in as many epochs as possible is also suggested.
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Figure 5. Optimal cumulative expense E under partial liability and GL1 model.

Finally, these results are confirmed if we consider the case with deductibles, as shown
in Figures 6 and 7.

0 0.2 0.4 0.6 0.8 1

4

6

8

·104

t

C
um

ul
at

iv
e

in
ve

st
m

en
tZ

n=2
n=3
n=4

Figure 6. Optimal cumulative investment under partial liability with deductibles and GL1 model.
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Figure 7. Optimal cumulative expense E under partial liability with deductibles and GL1 model.

Similar results are found for the GL2 model. Here, we do not comment on those
results, but simply show the pertaining curves in Figures 8–13.
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Figure 8. Optimal cumulative investment under full liability and GL2 model.
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Figure 9. Optimal cumulative expense E under full liability and GL2 model.
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Figure 10. Optimal cumulative investment under partial liability and GL2 model.
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Figure 11. Optimal cumulative expense E under partial liability and GL2 model.
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Figure 12. Optimal cumulative investment under partial liability with deductibles and GL2 model.
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Figure 13. Optimal cumulative Expense E under partial liability with deductibles and GL2 model.

7. Discussion and Conclusions

We have computed the optimal mixed strategy to address a growing vulnerability over
time. In all cases, the insurance component dominates by roughly an order of magnitude
over investments. When the vulnerability is quite low, investments can be avoided so as to
rely on insurance only. Those results appear to be valid even when the insurer’s liability
reduces due to the imposition of deductibles and upper limits. The overall message is that
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insurance appears as the main tool to rely on in cyber-risk management, though this conclu-
sion strongly relies on the validity of the Gordon–Loeb model to describe the effectiveness
of investments. These conclusions confirm what had been found for the case of a single
investment/insurance instalment with identical assumptions for the investment effective-
ness (i.e., the Gordon–Loeb model) [16]. However, what emerges from the analysis in the
growing vulnerability case is that a distribution of countermeasures over time (e.g., pe-
riodically re-evaluating the situation and de facto fractioning the investment/insurance)
leads to a lower overall security expense. Our contribution extends the previous investi-
gations considering the synergetic use of investments and insurance to reduce the impact
of cyberattacks and is a first step to a dynamic risk-management approach. Though the
time evolution of the vulnerability is described by a fixed function of time, the function
parameters may be recalibrated at each time step to closely follow the actual evolution
of risk.

Though these general conclusions may be expected to hold for different choices of
the parameters to those employed in this paper, a limitation is represented by the greedy
approach. An overall investment optimization could be applied over a longer time horizon.
Additionally, while we have considered investments as the only strategic variable, we could
obtain better results by allowing the timing of investments to be optimized as well, possibly
considering non-uniform subdivisions of the time horizon (i.e., relaxing the periodicity
constraint). In addition, the simplifying assumption of fixed losses should be replaced by
the inclusion of a probability model for the severity of security breaches.
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