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Abstract

:

Many complex systems in the real world can be modeled as complex networks, which has captured in recent years enormous attention from researchers of diverse fields ranging from natural sciences to engineering. The extinction of species in ecosystems and the blackouts of power girds in engineering exhibit the vulnerability of complex networks, investigated by empirical data and analyzed by theoretical models. For studying the resilience of complex networks, three main factors should be focused on: the network structure, the network dynamics and the failure mechanism. In this review, we will introduce recent progress on the resilience of complex networks based on these three aspects. For the network structure, increasing evidence shows that biological and ecological networks are coupled with each other and that diverse critical infrastructures interact with each other, triggering a new research hotspot of “networks of networks” (NON), where a network is formed by interdependent or interconnected networks. The resilience of complex networks is deeply influenced by its interdependence with other networks, which can be analyzed and predicted by percolation theory. This review paper shows that the analytic framework for NON yields novel percolation laws for n interdependent networks and also shows that the percolation theory of a single network studied extensively in physics and mathematics in the last 60 years is a specific limited case of the more general case of n interacting networks. Due to spatial constraints inherent in critical infrastructures, including the power gird, we also review the progress on the study of spatially-embedded interdependent networks, exhibiting extreme vulnerabilities compared to their non-embedded counterparts, especially in the case of localized attack. For the network dynamics, we illustrate the percolation framework and methods using an example of a real transportation system, where the analysis based on network dynamics is significantly different from the structural static analysis. For the failure mechanism, we here review recent progress on the spontaneous recovery after network collapse. These findings can help us to understand, realize and hopefully mitigate the increasing risk in the resilience of complex networks.
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1. Introduction


Network science is an interdisciplinary research field, attracting enormous and increasing attention from many disciplines, ranging from computer science, physics, biology, social science to engineering [1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21]. Many real-world complex networks are heterogeneous and show a power-law degree distribution, called scale-free (SF) networks [2,6], such as the Internet [22], the WWW [3], social networks [23,24,25,26,27,28], infrastructure networks [29], biological networks [30,31], etc. The discovery of SF networks has a large impact on the basic properties of networks, since SF networks exhibit drastically different properties compared to the classical Erdős–Rényi (ER) networks [32]. For example, SF networks are significantly more robust than ER networks to random failures, but less robust to targeted attack [3,4,5,33].



The resilience of a network characterizes its ability to remain functional after node or link failures, the study of which is usually based on three main factors: the network structure [4,5,8,33,34], the network dynamics [35,36] and the failure mechanism [37,38,39]. The resilience of complex networks can be either characterized by the integral size of the giant component during the whole attacking process [34,40] or defined by the percolation thresholds [4,41,42]. The percolation threshold,   p c  , is the minimal fraction of remaining nodes (or links) that leads to the collapse of the network [4,43], which is usually predicted by percolation theory, a method from statistical physics [43]. The percolation theory helps us identify the global connectivity of complex networks with critical threshold   p c   that distinguishes between the connectivity phase and the fragmented phase of networks. Apart from finding the percolation threshold, percolation theory yields quantitative information on the critical properties near the critical threshold, showing how fast or slow the system collapse is. Moreover, using percolation theory, one can address some other issues, such as efficient attacks or immunization [5,8,33,44,45], obtaining the optimal path [46] and designing robust networks [34,35].



For the network structure, increasing evidence shows that diverse critical infrastructures interact with each other, such as water and food supply, communications, fuel, financial transactions and power stations [47,48,49,50,51,52,53]. Take the coupled system for example, as shown in Figure 1: the electric power network provides power for pumping and for controlling the systems of the water network; the water network provides water for the cooling and emissions reduction of the power network; the fuel network provides fuel for generators in the electric power network; the electric power network provides power to pump oil in the fuel network, etc. [54].
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Figure 1. (Color online) Illustration of the interdependent relationship among different infrastructures [54]. These complex relationships are characterized by multiple connections between infrastructures, feed-back and feed-forward paths and intricate, branching topologies. The connections create an intricate web that can transmit shocks across multiple infrastructures. [54].This figure is from Ref. [59]. 
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To study the interdependence between networks, Buldyrev et al. [55] developed an analytical framework based on the generating function formalism [56,57], discovering a first order discontinuous phase transition, which is dramatically different from the second order continuous phase transition found in isolated networks. This means that the interdependence between networks can highly increase the vulnerability of the system, since the failure of nodes in one network may lead to the failure of dependent nodes in other networks, and this may happen recursively and lead to a cascade of failures and system collapse. For example, electrical blackouts that affect large regions are usually the result of cascading failures between interdependent communication network and the power grid [52,58].



The development of the model of interdependent networks triggered many follow-up works [59]. For example, Parshani et al. [60] studied a model more close to real systems, two partial interdependent networks; Shao et al. [61] developed a theoretical framework for understanding the robustness of interdependent networks with a varying number of support and dependency relationships. Baxter et al. [62] studied avalanches in interdependent networks. Cellai et al. [63] studied percolation in interdependent nodes with common links. Note that, in interdependent networks [55,60], there are two types of links: (i) connectivity links within each network and (ii) dependency links between networks. Connectivity links within and between networks have been studied extensively in [64]. The case in which two types of links may coexist in a single network has been studied in [65,66,67]. Hu et al. [68] studied the case where both dependency and connectivity links connect different networks in coupled network systems and found a hybrid first and second order transition. The theory for the cascading failures of interdependent networks potentially helps us to understand and realize the theoretical foundation in the study of resilience in the next generation of the power grid, including smart grids [69,70,71]. While the interdependency links between networks make the systems highly vulnerable, correlations exist between the degrees of the dependent nodes in both networks, and the vulnerability of these coupled system is also studied [63,72,73,74].



In many real systems, more than two networks might interact with each other. For example, in biology, the gene regulatory network, the protein interaction network and the metabolic network are coupled with each other. Gao et al. [42,75,76] developed an analytical framework to study the percolation of a tree-like network formed by n interdependent networks (tree-like NON), discovering that while for   n = 1  , the percolation transition is a second order, and for any   n > 1  , where cascading failures occur, it is a first order (abrupt) transition. The tree-like NON has some other extensions, such as the multiplex networks [62] considered as n interdependent networks without the feedback condition and the interdependent networks based on epidemic spreading [77]. More recently, Gao et al. [78] developed a general framework to study the percolation of any “network of networks” and found that the percolation theory of a single network studied extensively in physics and mathematics in the last is a specific limited case of the more general case of n interacting networks. Due to the broad range of applications of networks of networks, there are many studies in this field [42,53,55,79,80], such as the robustness of the network of ecological networks [81], the robustness of multiplex networks [62], the percolation of two antagonistic networks [82], the transportation in two interconnected networks [83,84], the eigenvalue and eigenvector analysis of multi-layered networks [85,86,87,88,89], and so on.



Another fundamental property of network structure influencing resilience is that the systems are usually spatially embedded. For example, cascading failures [90] have caused blackouts in interdependent communication and power grid systems spanning several countries [52]. The spatial properties of the power grid and transportation networks can be modeled by a lattice model due to its simplicity. This is since their links have a typical length, which is significantly smaller than the system size. Based on the universality principle of statistical physics, the breakdown process of the power grid can be viewed as a phase transition, whose critical properties are independent of the network structure details. These critical properties are considered universal on different spatial networks with the same dimension (note that the dimension of the power grid and lattice is two). Indeed, by comparing the lattice model presented here to a more general model proposed by Danziger et al. [91], where the distribution of link lengths is more like the power grid, similar results are obtained. In order to design resilient infrastructures or to improve existing ones, it is necessary to understand how vulnerability is affected by such interdependencies [52,54,92]. Spatially-embedded networks characterized by a dimension, which depends on the link length distribution [12,93,94], are extremely vulnerable to various types of attacks [95,96,97] when they are interdependent on each other.



For the study of the resilience of complex networks, besides the network structure, the second main factor is the network dynamics. Most studies carried out on networks assume static networks, while many real systems are dynamically evolving with time or influenced by other factors. For example, the flows in traffic networks evolve with time [35], and the gene regulatory networks are different under different environment conditions [98]. The behavior of the resilience of dynamic systems may be different from the static systems where the breakdown only occurs in their structure. For example, the functional part of a traffic transportation network is usually determined by the dynamical flows, which may be different from the giant connected component in static networks. Moreover, the robustness of the dynamic traffic networks [35] can be improved by increasing the velocities of the bottleneck links, which are identified via the dynamic functional traffic network, and these links are usually different from the results of network analysis based solely on structural information. It has been observed [35] that there is hardly a correlation between the dynamic robustness and the velocities of the links with the highest betweenness, which are usually considered as a structural bottlenecks.



Furthermore, the failure mechanism is another main factor in the study of the resilience of complex networks. Many works that we reviewed above, especially the work on interdependent networks [55,60] and networks of networks [42,75,76], already demonstrate the mechanism of cascading failures. For some systems in real-world scenarios, after the breakdown, they can spontaneously recover, such as brain seizures in neuroscience or sudden market crashes in finance; after an inactive period of time, a significant part of the damaged network is capable of spontaneously becoming active again; moreover, the process can often occur repeatedly. Majdandzic et al. [39] developed a framework for understanding dynamic networks based on the node recovery process that demonstrates the systems’ or system of systems’ [99] ability to spontaneously recover. These papers [39,99] also demonstrate the conditions for which a system will be in a functional state.



These three main factors (network structure, network dynamics and failure mechanism) play important roles in determining the resilience of realistic critical infrastructures, which may also shed light on the study of the resilience of the power grid (an important system related to energies). In this review, we discuss in Section 2 the percolation of a network formed of nodes that represent interdependent networks. We review the new phenomena found in networks of networks and show that the new percolation laws of interdependent networks generalize the known results for single networks. Since spatially-embedded networks are common in our world, we discuss in Section 3 the results on the extreme vulnerability of interdependent spatially-embedded networks. Moreover, we summarize the percolation transition and spontaneous recovery in dynamic systems respectively in Section 4 and Section 5.




2. Framework for a Network Formed of Interdependent Networks


Diverse networks are coupled together and depend on each other: for example, gene regulatory networks, protein interaction networks and metabolic networks are coupled in biology; and the power grid networks, communication networks and other critical infrastructures are dependent on each other. Such coupled networks form a system of a NON. Understanding how the interdependence between networks affect the system robustness is one of the major challenges when designing resilient infrastructures. Here, we review the theory generalization of the robustness of NON [42,75,76].



2.1. General Framework


Consider a system (NON) composed of n nodes, as shown in Figure 2, where each node is a network and each link represents a full or partial dependency relation between networks.
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Figure 2. Schematic representations of a network of networks (NON) and several examples of its possible structures. Connectivity links (black) exist within networks, and dependency links (red) connect different networks. Examples include a line (top left), a tree (top center), a star (top right), a random regular network of networks where each network has   m = 2   dependencies (bottom left) and a random regular network of networks with   m = 3   (bottom right). After [100]. 
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Each network i (  i = 1 , 2 , . . . , n  ) of the NON is assumed to consist of   N i   nodes linked by connectivity links and is characterized by a degree distribution    P i   ( k )   . Two networks i and j form a partially-dependent pair if a certain fraction    q  j i   > 0   of nodes of network i directly depends on the nodes of network j, that is the nodes of network i will stop functioning if the nodes in network j on which they depend do not function. In each network i, we remove a fraction of   1 -  p i    of nodes and only a fraction of nodes   p i   could function after initial attacks or random failures. The assumption that only nodes that belong to the giant connected component of each network i remain functional can be used to explain the cascade of failures: nodes in each network i that do not belong to its giant component fail, causing failures of nodes in other networks that depend on the failing nodes of network i. Such a failure of the nodes in other networks will cause further failures of nodes in network i, which depends on the failed nodes of the other networks, and this process will keep on iteratively, until no more failure could happen. At the final steady state, the final giant component size of each network   P  ∞ , i    can be computed by the equations from [78]:


   P  ∞ , i   =  x i   g i   (  x i  )   



(1)




where    g i   (  x i  )    is the function for computing the size of the giant component of network i and   x i  (  i = 1 , 2 , . . . , n  ) satisfy the following n equations:


   x i  =  p i   ∏  j = 1  K   [  q  j i    y  j i    g j   (  x j  )  -  q  j i   + 1 ]   



(2)




and the product is taken over the K networks inter-linked with network i by the partial dependency links (non-zeros   q  j i   ). If the dependencies between networks satisfy the condition of “no-feedback” (if node   a l   of network i depends on node   b m   of network j and   b m   depends on node   a n   in network i, then   l = n  ) [42], the fraction of nodes in network j that survive after the damage caused by the dependencies between network j and other networks, except network i, can be written as:


   y  i j   =   x i    q  j i    y  j i    g j   (  x j  )  -  q  j i   + 1    



(3)







If the dependencies do not satisfy the condition of “no-feedback”, then    y  i j   =  x j   .




2.2. Percolation Laws


Next, we will summarize the percolation laws in an NON for both cases where the dependencies satisfy the “no-feedback” condition and where no such condition holds [42,75,76,78].



(a) No-feedback condition



(i) Given a tree-like NON consisting of n Erdős–Rényi (ER) [32] networks with the same average degrees   〈 k 〉   and each pair of networks are fully interdependent    q  i j   = 1  , after removing the   1 - p   fraction of nodes from any one of the networks, the size of the mutual giant component (the final giant components, which are the same for all networks after the process of cascading failure) [75] follows:


   P ∞  = p   [ 1 - exp  ( -  〈 k 〉   P ∞  )  ]  n   



(4)







If   n = 1  , Equation (4) is the result for a single ER network [32], and the system shows a second order phase transition, while for   n > 1  , the system undergoes a first order phase transition, as shown in Figure 3a.



(ii) For a tree-like NON formed by n random regular (RR) networks [76] with the same degree k, after removing the   1 - p   fraction of nodes from any one of the networks, the size of the mutual giant component follows:


   P ∞  = p { 1 - {  p  1 n    P  ∞    n - 1  n    [ ( 1 - (   P ∞  p   )  1 n    )   k - 1  k   - 1 ]  + 1  } k   } n   



(5)







If   n = 1  , Equation (5) yields the result of a single RR, as shown in Figure 3b.



(iii) For an NON composed by an n ER network with the same average degree   〈 k 〉   where each network depends on exactly m other networks (an RR network where each node is an ER network) and each pair of interdependent networks has a coupling strength q, after removing a fraction   1 - p   of nodes from one network, the final giant component [75] size of the system and of each network follows:


   P ∞  =  p  2 m    ( 1 -  e  -  〈 k 〉   P ∞    )    [ 1 - q +     ( 1 - q )  2  + 4 q  P ∞    ]  m   



(6)




where   P ∞   does not depend anymore on the number of networks n. Note that if   q = 0   or   m = 0  , then    P ∞  = p  ( 1 -  e   〈 k 〉   P ∞    )   , which is again the result of a single ER network [32]. The good agreement between theory and simulations is shown in Figure 4; for the details, see [78].
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Figure 3. The tree-like NON is composed of (a) Erdős–Rényi (ER) networks and (b) random regular (RR) networks. Plotted is   P ∞   as a function of p for   k = 5   for RR networks composed of (a) ER and (b) RR networks for several values of n. The results obtained using Equation (4) for ER networks and Equation (5) for RR networks (lines) agree well with the simulations (symbols). After [76]. 
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Figure 4. The giant component for an RR network composed of ER networks,   P ∞  , as a function of p, for ER networks with average degree   〈 k 〉 = 10  , (a) for two different values of m and   q = 0.5   and (b) for two different values of q and   m = 3  . The curves in (a) and (b) are obtained using Equation (6) and are in excellent agreement with the simulations (symbols). The symbols are obtained from simulations by averaging over 20 realizations for   N = 2 ×  10 5   . In (a), simulation results are shown as circles (  n = 6  ) for   m = 2   and as diamonds (  n = 12  ) for   m = 3  . These simulation results support our theoretical result, Equation (6), which is indeed independent of the number of networks n. After [78]. 
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(b) Absence of no-feedback condition



(iv) For an NON composed by n ER network with the same average degree   〈 k 〉  , each network depends on exactly m other networks (an RR network where each node is an ER network), and the dependencies between networks do not satisfy the “no-feedback” condition. The size of the final giant component [75] for all networks after removing a fraction   1 - p   of nodes from each network follows:


   P ∞  = p  ( 1 -  e  -  〈 k 〉   P ∞    )    ( 1 - q + q  P ∞  )  m   



(7)







(v) For an NON composed by n RR networks with the same degree k, where each network depends on exactly m other networks (an RR network where each node is an RR network), after removing randomly a fraction   1 - p   of nodes from one network, the size of the giant component [75] follows:


  1 -   1 -   P ∞   p ( 1 - q - q  P ∞  )     1 k   = p  1 -   1 -   P ∞   p ( 1 - q - q  P ∞  )      k - 1  k      ( 1 - q + q  P ∞  )  m   



(8)







Again, both Equations (7) and (8), if   m = 0   or   q = 0  , show the analytical results of a single network. Equations (7) and (8) agree well with the simulation results, as seen in Figure 5 and Figure 6.



This rich generalization shows that the percolation of a single network studied for more than 50 years is a limited case of the more general case of a NON.
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Figure 5. The giant component for an RR network of ER networks with feedback condition   P ∞   as a function of p for ER average degree   〈 k 〉 = 10  , for different values of m when   q = 0.5   and (a) for different values of q when   m = 3  . The curves in (a) and (b) are obtained using Equation (7) and are in excellent agreement with the simulations (symbols). The symbols are obtained from simulations of an NON with   n = 6   networks forming a circle by averaging over 20 realizations with   N = 2 ×  10 5    with both cases   m = 2   and   m = 3  . The absence of the first order regime in the NON formed of ER networks is due to the fact that at the initial stage, nodes in each network are interdependent on isolated nodes (or clusters) in the other network. However, if only nodes in the giant components of both networks are interdependent, all three regimes, second order, first order and collapse, will occur, like in the case of the RR NON formed of RR networks. After [78]. 
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Figure 6. The giant component for an RR NON formed of RR networks with feedback condition   P ∞   as a function of p for the RR of degree   k = 6   and   m = 3  , for two different values of q. The curves are obtained using Equation (8), which shows a first order phase transition when q is large, but a second order phase transition when q is small. After [78]. 
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3. Extreme Vulnerability of Interdependent Spatially-Embedded Networks


3.1. Pair of Spatially-Embedded Networks


In interdependent non-embedded networks, there is a critical coupling of interdependence above which a single failure can invoke cascading failures that may abruptly break down the system, while below which small-scale failures only lead to small damages on the system, and the percolation transition is continuous and not a collapse. If the coupling in the interdependent NON is below this critical coupling, the system can be considered in a “safe region” which is free from the risk of abrupt collapse.



Many critical infrastructure networks are embedded in space, such as the telecommunication networks and the power grid. Interdependent spatially-embedded networks, modeled by coupled lattices, have been found significantly more vulnerable compared to non-embedded networks [96]. In contrast to non-embedded networks, there exists no critical coupling, and any small coupling of interdependent nodes will lead to an abrupt collapse of first order transition. In such systems, there is no “safe region”. Furthermore, in [95,96], it is assumed that the length of the interdependent links between sites of two lattices is constrained by distance r, as shown in Figure 7. The work in [95] found that for full coupling (  q = 1  ), the percolation transition changes from a first order to a second order at   r =  r c  = 8  ; percolation for   r <  r c    is a second order transition and for   r >  r c    is first order transition. When the coupling reduces (  q < 1  ),   r c   increases, as shown by Danziger et al. [101]. Very recently, it was found that when the dependency links have zero length, but the connectivity links have a characteristic length ξ, a similar phenomena happens that a critical characteristic length   ξ c   exists [91]. For   ξ <  ξ c   , the percolation transition is continuous (second order), while for   ξ >  ξ c   , the transition is abrupt.





[image: Energies 08 12187 g007 1024] 





Figure 7. Illustration of interdependent spatial networks. Two square lattices A and B are networks where every node has two types of links: connectivity links and dependency links. Every node is initially connected to its four nearest neighbors within the same lattice via connectivity links. Each node   A i   in Lattice A depends on one and only one node   B j   in Lattice B via a dependency link (and vice versa), with the constraints that    |   x i  -  x j   | ≤ r    and    |   y i  -  y j   | ≤ r   . If node   A i   fails, then node   B j   fails and vice versa. After [95]. 
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Spatial constraints make the system not only vulnerable to random failures, but also even more susceptible to spatially-localized failures caused by natural disasters or malicious attacks. Local failures (like the Tohoku earthquake and tsunami in 2011, or the recent typhoon in the Philippines, or a chemical/biological attack), can cause total failures within a given radius from the center of the disaster, which may propagate over the entire interdependent network system [97]. Note that for non-embedded networks, the effect of local failures on different networks is different when compared to random failures [102]: the effects of local failures and random failures on an ER network are identical; an RR network is more robust under local failures compared to random failures; and there is a critical exponent   λ c   for SF networks (with degree distribution   p  ( k )  ∝  k  - λ    ). For λ below   λ c  , the SF network is found to be significantly more vulnerable with respect to local failures compared to random failures, and for   λ >  λ c   , the opposite is true.



Under a random attack, a finite fraction of the system nodes has to be removed to trigger the collapse of the system. Surprisingly, it is found that a localized failure in interdependent spatial networks can invoke, in many scenarios, substantially more damage to the networks than an equivalent random failure [97], as shown in Figure 8a. In the   〈 k 〉 - r   plane, where   〈 k 〉   is the average degree of network and r is the length of dependency links shown in Figure 8b, the interdependent spatially-embedded network shows three phases: stable, unstable and metastable. As shown in Figure 8c, the metastable phase spans a broad range of parameters, and if the localized failure size is larger than a critical size   r h c  , it will spread globally and fragment the entire system. The critical damage size   r h c   does not scale with the system size and constitutes a zero-fraction of large systems, as shown in Figure 8d.
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Figure 8. The effect of a localized attack on a system with dependencies. (a) Propagation of local damage in a system of two interdependent diluted lattices with spatially-constrained dependency links between the lattices (only one lattice shown here). The hole on the right is above the critical size   r h c   and spreads throughout the system, while the hole on the left is below   r h c   and remains essentially the same size. (b) A localized circular failure of radius   r h   in a lattice with dependency links of length up to r. (c) Phase diagram of a lattice with dependencies or two interdependent lattices. Depending on the average degree   〈 k 〉   and dependency length r, the system is either stable, unstable or metastable. The circles illustrate the increase (when   〈 k 〉   increases) of the critical attack size (  r h c  ) that leads to system collapse in the meta-stable region. (d) As the system size grows, the minimal number of nodes that cause the system to collapse increases linearly for random attacks, but stays constant (<300) for localized attacks. This figure was obtained for a system of interdependent lattices diluted to   〈 k 〉 ≈ 2.9   and   r = 15   with 1000 runs for each data point. After [97]. 
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3.2. Network of Spatially-Embedded Networks


As reviewed above, a system of two interdependent spatially-embedded networks is extremely vulnerable. In real systems, more than two spatially-embedded networks might be coupled together, which makes the system even more vulnerable as more networks are coupled. Shekhtman et al. [100] has generalized the study of the percolation of a pair of interdependent spatial networks to the percolation of a network of interdependent spatial networks. The spatial correlations found between failures in power grids and transportation systems might enable a method to better predict the location of forthcoming failures.



The NON (composed of n networks, which are numbered by 1, 2, ..., n) can assume various topologies, such as a line, a tree or a star. Some examples of possible configurations are shown in Figure 2. For each pair of interdependent networks, a fraction of nodes   q  i j    in network i depend on the nodes of network j, and the dependencies either follow the “no feedback condition” [42] or the “feedback condition”, where the dependencies may form loops [78].



For the case of two interdependent spatially-embedded networks, the system undergoes a first-order phase transition only for   r >  r c  ≈ 8  , where   r c   is the critical dependency length above which the percolation transition shifts from a second order (below   r c  ) to a first order. It is found [100] that for tree-like networks of networks, the critical dependency length   r c   significantly decreases as more networks are coupled, and with enough interdependent networks (  n ≥ 11  ), the system undergoes a first order phase transition even for   r = 1  .



If the dependencies between networks contain loops, the system is so vulnerable that when the coupling strength is   q >  q  m a x    , it will collapse even if a single node is removed. The critical coupling strength   q  m a x    decreases quickly, as the degree m of the random regular NON increases regardless of the dependency length r. These results show the extreme sensitivity of coupled spatial networks and emphasize the susceptibility and the high risk of these networks to sudden collapse. Note that the percolation theory of a network of interdependent spatial networks can be potentially applied to infrastructural systems, such as power systems and transportation systems, which are embedded in 2D space, for designing more resilient interdependent systems.





4. Percolation in a Dynamic Traffic Network


The studies of the percolation phenomena in complex networks and that in the NON reviewed above mainly focus on their static structures. Many systems are not static, but dynamically evolve with time [103,104]. For example, the flows of a traffic network [35] dynamically change at different times during a day, which leads to different dynamical structures of the traffic network. The study of percolation in a dynamic traffic network reviewed here provides insight to the traffic dynamics, which might be useful for improving transportation, epidemic control and emergency evacuation.



In [35], a road network is constructed based on the data of the velocities with 5-min segment records measured in a region in the central part of Beijing, where nodes represent the intersections and links represent the road segments between two intersections. For each road, the velocity    v  i j    ( t )    varies during a day according to real-time traffic. For each road   e  i j   , the 95th percentile of its velocity in each day is set as its limited maximal velocity, and    r  i j    ( t )    is defined as the ratio between its current velocity and its limited maximal velocity measured for that day. For any given threshold q, the road   e  i j    can be classified into two categories: functional when    r  i j   > q   and dysfunctional for    r  i j   < q  :


   e  i j   =      1 ,   r  i j   > q       0 ,   r  i j   < q       



(9)







In this way, a functional traffic network can be constructed for any given q value from the traffic dynamics of the original road network, which becomes more diluted as the value of q increases. As shown in Figure 9, when the value of q increases, the size of second largest cluster reaches a maximal value at a critical threshold   q c  , separating the fragmented phase from the connected phase of the traffic network and quantifying the organization efficiency of real traffic.
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Figure 9. Percolation of traffic networks. Traffic networks for three q values corresponding to different connectivity states. (a)–(c) exhibit the traffic networks under different q values with 0.69, 0.38 and 0.19 representing the states of high-, medium- and low-velocity thresholds, respectively. For clarity, only the largest three clusters are plotted, which are marked in green (largest cluster), blue (second largest cluster) and strawberry (third-largest cluster). Here, the clusters are strongly connected components. (d) The size of the largest cluster (G) and the second largest cluster (SG) of traffic networks as a function of q. Critical value   q c   is determined as the q value when SG becomes maximal. (e)   q c   as a function of time, averaged separately over nine weekdays and two weekends. After [35]. 
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The value of   q c   characterizes the efficiency of global traffic. The higher   q c  , the more efficient is the traffic in the city. The critical threshold   q c   is determined by the velocities of the bottleneck links, which bridge different functional clusters in a functional traffic network. The critical threshold   q c   can be significantly increased through increasing the velocity of the bottleneck link. Surprisingly, the improvement of   q c   is usually negligible when the velocity of the link with the highest betweenness is increased, although such a link is usually considered as a bottleneck link, because it bridges different topological communities [105,106]. This indicates that the bottleneck links found via percolation in the dynamical network are unique and different from the results of network analysis based only on structural information.




5. Spontaneous Recovery in Dynamical Networks


An entire class of real-world dynamic complex systems can spontaneously recover after their collapse [39,107,108,109,110]. For example, the Internet can initially fail after a severe attack, and then after a period of time, recover; a human brain can spontaneously recover after an epileptic attack; a traffic network returns to its normal state after a period of gridlock; and a financial network may, after a period of time, recover after having a large fraction of its constituents fail. Majdandzic et al. [39] developed a framework for understanding dynamic networks that demonstrate an ability to spontaneously recover.



We next review briefly the model developed in [39]. Given a network, each node is assumed to fail independently of other nodes (internal failure) with a probability of   p d t   during a time interval   d t   and also fail externally due to a substantially damaged neighborhood. Nodes that have not failed either externally or internally are regarded as active. If node j has m or more than m active neighbors during   d t  , we assume that its neighborhood is “healthy”, but if node j has less than m active neighbors during the interval   d t  , there is a probability   r d t   that node j will externally fail, where r is denoted as “damage conductivity”. Moreover, there is a reversal process in the network: node j recovers from an internal failure after a time period   τ ≠ 0  , and it recovers from an external failure after time   τ ′  , which are set to one for simplicity.



The time-averaged fraction of failed nodes a in a network can be analytically computed by the equation:


  a  ( r ,  p *  )  =  p *  + r  ( 1 -  p *  )   ∑ k   f k   ∑  j = 0  m     k  k - j      a  k - j     ( 1 - a )  j   



(10)




where the parameter    p *  ≡ 1 - e x p  ( - p τ )    represents the average fraction of internally-failed nodes and r is the parameter that controls the external failures. The solution of the time-averaged fraction of active nodes   〈 z 〉 = 1 - a   shows hysteresis for a range of r while slowly changing   p *   in different directions, increasing or decreasing   p *  . In the two-parameter   ( r ,  p *  )   space, the network exhibits two phases. As shown in Figure 10, Phase I (green region) represents a high activity collective network mode; Phase II (orange) represents a low-activity mode. The hysteresis region (purple) is bounded with spinodals denoted by red and blue lines.



The analytic framework has been applied to a real economic network where nodes represent companies. Market returns (for a period of 100 days) were used to construct an appropriate binary variable for each node. The state of company i at time t was defined as “good” (“bad”) if, during the period   [ t - 100 , t ]  , the company has a market value increase (decrease). At each t, the fraction of companies that have positive net returns during   [ t - 100 , t ]   is defined as   z ( t )  . The behavior of   z ( t )   switches back and forth between high and low values, resembling the phase-flipping phenomena that our model predicts for the hysteresis regime. The comparison with real data indicates that the model is a plausible qualitative explanation for the behavior that is observed in real economic networks. Moreover, the study of the spontaneous recovery in dynamical networks was recently extended to the case of networks of networks [99].
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Figure 10. Critical behavior of the system with first order phase transition and hysteresis. (a) Equilibrium average fraction of active nodes   〈 z 〉   as a function of   p *  , which represents the average fraction of internally-failed nodes. For three different values of r, simulation results (symbols) and the mean-field theory (MFT) prediction (solid lines) agree well with each other. Parameters for random regular networks,   N = 107  ,   〈 k 〉 = 10   and   m = 4  , are used in this example. (b) The phase diagram in model parameters (  r ,  p *   ) exhibits two phases. Phase I (green region) represents a high activity collective network mode; Phase II (orange) represents a low activity mode. The hysteresis region (purple) is bounded with spinodals denoted by red and blue lines. After [39]. 






Figure 10. Critical behavior of the system with first order phase transition and hysteresis. (a) Equilibrium average fraction of active nodes   〈 z 〉   as a function of   p *  , which represents the average fraction of internally-failed nodes. For three different values of r, simulation results (symbols) and the mean-field theory (MFT) prediction (solid lines) agree well with each other. Parameters for random regular networks,   N = 107  ,   〈 k 〉 = 10   and   m = 4  , are used in this example. (b) The phase diagram in model parameters (  r ,  p *   ) exhibits two phases. Phase I (green region) represents a high activity collective network mode; Phase II (orange) represents a low activity mode. The hysteresis region (purple) is bounded with spinodals denoted by red and blue lines. After [39].



[image: Energies 08 12187 g010]






6. Conclusions


We have reviewed recent studies on the resilience of complex networks. In interacting networks, when a node in one network fails, it usually causes dependent nodes in other networks to fail, which, in turn, may cause further damage in the first network and result in a cascade of failures with sometimes catastrophic consequences. For the dynamics of the cascading failures and, in particular, how they behave with time (number of steps), see Zhou et al. [111]. The analytic framework of the percolation of a NON represents a general result that includes a specific case of percolation of a single network. Our review intends to introduce the recent progress in the theoretical aspects of the robustness of interdependent networks, the dynamics of cascading failures and their realistic applications, which may shed some light on the study of power grid resilience considering the risky issues due to the interdependence between the electric grid and other networks.



It is thus important to develop algorithms for improving the robustness of embedded interdependent networks according to their topological structure and function. Currently, three methods have been proposed to improve the robustness of the non-embedded interdependent networks: (i) increase the fraction of autonomous nodes [60], especially nodes with a high degree, (ii) design the dependency links, such that they connect the nodes with similar degrees [72,73], and (iii) protect the high degree nodes against attack [112].



The behavior of the breakdown of dynamic systems may be different from the static systems, where the breakdown only occurs in their structure. For example, the robustness of dynamic traffic networks [35] can be improved by increasing the velocities of the bottleneck links, which are identified via the dynamic functional traffic network. Moreover, the dynamical robustness of complex networks, which is defined as the ability of a network to maintain its dynamical activity, when a fraction of the dynamical components are deteriorated or functionally depressed, but not removed [113], may be different from the structural robustness. For example, the low degree nodes are the key nodes that influence the dynamic robustness, while structural robustness is largely influenced by hubs [114]. Note that some dynamic systems can spontaneously recover after a breakdown [39,107,108,109,110,115,116].



In summary, our analysis may help engineers to identify the vulnerabilities of systems in order to plan and design more resilient infrastructure systems. In particular, the following ideas should be considered: (1) when one designs a single infrastructure network, which is isolated and independent of other systems, in order to increase its robustness to random failures, one needs to construct the structure to have an as much as possible heterogeneous degree distribution, such as in SF networks; (2) however, when one designs interdependent infrastructure systems, it is preferred that each network will be as much as possible homogeneous in the degree distribution in order to increase its robustness to random failures; (3) if the topology of some networks is known to be heterogeneous, such as communication networks, and these networks are interdependent on each other, one should prefer to increase the degree correlations (prefer dependencies between nodes of similar degrees) between two networks in order to increase their robustness. More results about how to design and protect interdependent systems can be found in [117,118,119].



The challenge remains in this field that only a very few real-world systems have been analyzed using the percolation approach [72,120,121]. We expect the framework of an interdependent NON to provide insights leading to further analysis of real data on interdependent networks. Further studies of interdependent networks should focus on (i) an analysis of real data from various interdependent systems and (ii) the development of mathematical tools for studying models based on data of real-world interdependent systems.
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