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Abstract

The accelerated development of Smart Cities globally, driven by rapid urbanization and
urgent climate challenges, underscores the critical role of advanced energy infrastructures
integrated with emerging digital technologies. This article explores the evolution of smart
cities from an energy-centric viewpoint, emphasizing the interdependence among energy
systems, digitalization and cutting-edge communication technologies. Adopting a system-
of-systems perspective, we examine how different urban subsystems, including energy
grids, transportation networks and data management systems, interact to improve overall
urban functionality and long-term viability. Through a structured analysis of recent litera-
ture, we highlight the transformative potential of renewable energy integration, intelligent
energy management systems and the crucial transition from 5G to 6G communication in-
frastructures, which collectively promise significant enhancements in urban sustainability,
efficiency and resilience. Additionally, we address key challenges such as cybersecurity
vulnerabilities, fragmented standardization frameworks and the need for comprehensive
data governance. Viewing smart cities as a complex system of systems, this article argues
for a holistic and interdisciplinary approach, emphasizing enhanced interoperability, robust
cybersecurity protocols and inclusive participatory governance frameworks.

Keywords: smart city; renewable energy; digitalization; 6G; cybersecurity; interoperability;
artificial intelligence; system of systems; data governance

1. Introduction

The global trend toward urbanization has intensified the need for smarter and more
sustainable urban development. In 2023, more than half of the world population lived in
cities and consumed up to two-thirds of the global resources [1]. This imbalance under-
scores the necessity for cities to adopt intelligent strategies that optimize urban space and
promote long-term resilience through sustainable planning. According to the ISO/IEC
30145-1:2021 standard titled “Information technology—Smart City ICT reference frame-
work; Part 1: Smart city business process framework” [2], Smart Cities can be understood
as urban environments driven by integrated IT architectures that coordinate business and
public processes across interconnected digital platforms. Crucially, this infrastructure in-
cludes the energy sector, which plays a foundational role in enabling the transition toward
low-carbon, resilient urban environments [2]. However, the proliferation of nonlinear
household loads, such as LED lighting and inverter-based devices, introduces significant
power quality challenges, necessitating advanced harmonic mitigation strategies [3]. Stan-
dardization ensures scalable development, allowing interoperability across smart energy
systems, communication networks and big data platforms [4]. This scalability must be
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supported by advanced disturbance analysis that identifies root causes—such as capacitor
switching or incipient faults—to prevent catastrophic cascading failures in complex urban
grids [5]. New generations of wireless communication, such as 6G, further support this
ecosystem with higher data throughput, lower energy consumption and enhanced data
protection. Ultimately, the integration of IoT devices across sectors facilitates data-driven
urban management, promoting sustainability, energy autonomy and resilience in the evolv-
ing smart city landscape [6]. This management is increasingly dependent on high-fidelity
long-term electricity load forecasting (LTLF) models that capture complex temporal and
frequency-domain dependencies [7]. Authors of [8] emphasize the importance of Al in
enhancing governance through IoT and transparent frameworks. Furthermore, deep rein-
forcement learning integration with evolutionary algorithms is proposed in [9] to optimize
energy-sector operations and address urban uncertainties in dynamic environments. Simi-
larly, deep learning and blockchain techniques are employed in [10] to secure authentication
mechanisms for device-to-device communication. To better understand IoT challenges and
opportunities in smart city transitions, authors of [11] present a comprehensive overview of
successful IoT implementation across the energy, transportation, community and healthcare
sectors. Telecommunication infrastructure serves as a backbone of smart cities, as efficient
Al deployment relies on a large volume of data. The survey performed in [12] highlights
the role of beyond 5G networks in emergency response, healthcare, and autonomous trans-
port. Additionally, the authors of [13] stress the importance of telecommunications for
integrating IoT and enabling large-scale data flows. These contributions point to B5G/6G
as essential enablers for ultra-low latency, reliability, and connectivity among billions of de-
vices. However, security and trust are equally critical. Studies in [14,15] explore blockchain
methods for protecting IoT and smart grids. Meanwhile, the authors of [16] expand the
review of energy infrastructure security to classical approaches and next-generation tech-
nologies, ranging from firewalls and cryptography to edge computing. Together, these
works propose decentralized trust frameworks as alternatives to vulnerable centralized
models. In [17], the authors propose an activity-network-things (ANTs)-centric architec-
ture to increase flexibility in security provision across key smart-city domains. Finally,
sustainability and inclusiveness remain core challenges. In [18], a cognitive city platform is
introduced to integrate resilience and anomaly analytics, while authors of [19,20] highlight
risks of exclusion under top-down governance models. Regional studies from Indone-
sia [21] and Korea [22,23] address the living lab methodology and eco-district planning to
improve quality of life in terms of economy, mobility, and the environment. Concurrently,
authors of [24,25] examine the intelligent vehicles and digital twin approach to improve the
mobility infrastructure for a sustainable transportation sector. These findings confirm that
future smart cities must balance technological innovation with social justice, inclusiveness,
and sustainability.

The primary objective of this study was to conduct a comprehensive, systematic
review of the existing literature regarding Smart Cities from an energy-centric perspective.
It specifically analyzes the interdependence of renewable energy sources, smart grids,
and digital technologies (IoT, Al, 6G), identifying the relationship between technological
capabilities and standardization gaps (Figure 1). Rather than proposing a novel conceptual
framework, this review synthesizes current knowledge to highlight the transition from 5G
to 6G and the role of digital twins in energy management, thereby offering a consolidated
foundation for future urban policy and planning research.
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Figure 1. Conceptual representation of a Smart City from the energy perspective.

2. Materials and Methods

The evaluation of energy systems in the context of Smart City development requires a
multidisciplinary approach that integrates emerging technologies, digital infrastructure
and smart efficient energy grids. To analyze the optimal transition to a sustainable and
digital energy sector, and to address the standardization of development processes, this
article employs a methodology based on a comprehensive literature review. The findings
are synthesized and presented by using a graphical representation of the results, ensuring
a structured and accessible overview.

Our research on the Smart City concept was conducted with emphasis on Renewable
Energy, Smart Grid, Energy Efficiency, Digitalization, IoT, 6G and Big Data.

The review methodology adhered to PRISMA (Preferred Reporting Items for Sys-
tematic reviews and Meta-Analyses) reporting standards for scoping reviews, ensuring
transparency and reproducibility of the selection process. The literature search was con-
ducted using the Web of Science and Scopus databases, covering the period from 2015 to
2024 to capture the most recent advancements in 6G and Al integration. The search query
employed a combination of keywords: “Smart City” OR “Smart Grid” and “Renewable
Energy” OR “Energy Efficiency” and “6G” OR “IoT” OR “Artificial Intelligence”) and
“Standardization”. Inclusion criteria were restricted to peer-reviewed journal articles and
conference proceedings published in English that explicitly addressed the intersection of
energy systems and digital infrastructure. Following the application of these criteria, a
total of approximately 20 peer-reviewed articles were selected for detailed analysis and
are summarized in Table 1. Following selection, the results were synthesized and are
represented graphically to facilitate coordination between different perspectives and ensure
a structured, accessible overview.
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Table 1. Overview of the selected articles on Smart City Energy perspective.

Ref. Year Study Area Keywords Proposal Results
o fgj;:ﬂfrelﬁ:? Review and analyze Significant potential for
managemen%'y smart city concepts, Al-based models in
[26] 2023 Southeast Asia  energy modeling; 1mplementat19n energy management but
verview: challenges, sustainable many challenges due to
renewable ene/:r . energy management and  regulatory and economic
smart city. 8Yr modeling strategies. barriers
Energy efficiency;
5G; radio access Understand the The study highlights the
network; metrics, increasing number of need to balance coverage
[27] 2024 EU modeling; data; connected devices impact  and efficiency, providing
traffic; user device; on energy usage and data  strategic directions for
base station; transmission efficiency. future 5G deployments.
wireless; KPI.
. Survey aggregating The 6G transition will be
literature on emerging 6G :
. . a cornerstone in the
technologies and their .
R design and governance of
. applicability in Smart s Lo
[6] 2023 Global Smart city; Smart Cities. focusing on smart cities, prov1d1ng a
Mobility; 5G; 6G. T & faster, more secure, and
connectivity, energy . .
. energy-efficient
efficiency, and urban .
. alternative to current
infrastructure .
. . technologies.
integration.
Internet of Things; A new mechanism that The model.us.ed, b ased
. - on the optimization of
complex problem optimizes decision current-day ener
solving; critical [oT ~ making based on energy transactions 1}~,e ducegsythe
[28] 2023 South Korea systems; nanogrid; costs and the transac tic;n costs of
optimization; task orchestrating of IoT .
modeling; task sensors for peer-to-peer energy and improves
i . overall energy efficiency
orchestration transactions.
and power management.
Enhancing energy grid =~ Cyberattacks on inverters
Smart Grid: resilience by and OCR protection
) e implementing systems can cause major
[29] 2004 Clobal (C:)}\,Ibe?;};l;éi?trsélivj cybersecurity measures network disruptions,
Intellicent Y for solar inverters and including overcurrent,
inver%er integrating overcurrent  voltage fluctuations and
' protective relays (OCRs) uncontrolled
for grid restoration. disconnections.
Positive Energy Proposal of a fuzzy
Districts: Smart logic-based energy The proposed energy
Storage SI stems: management system management system
Fu zgz Iz’o i ! used in residential enables the residential
Manay em%nt Positive Energy Districts  Positive Energy Districts
[30] 2024 EU S stgemS' (PED) to optimize to achieve higher
Dis}:[ribu te’ q self-sufficiency and self-sufficiency and
Generation: self-consumption by self-consumption, with a
Hvbrid Renewz,ﬂble dynamically managing a  feasible economic rating,
sy stems: Ener centralized energy reaching a 6- to 12-year
y Resiliency &Y storage system for green return on investment.

energy solutions.
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Table 1. Cont.

Study Area Keywords Proposal Results
Successful zero-net
Low-Carbon Introducing a holistic carbon community
Communities: approach to the planning  transitions depend on
o model for integrated early community
Public-Private . . -
Partnershios: community involvement aimed at
. ps; empowerment with the building trust through
Collective actions; e . .
. . scope of transitioning public—private
Participatory - .
. . toward a zero-net carbon  partnership, flexible and
Taiwan Action Research; . ) . L .
. community, with a focus site-specific planning
Responsible . . .
Research on collective action, with transparent
Innovation: localized resource monitoring, reducing
Environment,al identification, flexible institutional
. . energy system planning fragmentation and
Planning; Social ) .
Scier{ce and digital performance community reluctance
' monitoring. towards new policies and
technologies.
The current urban plans
Development of a exhibit moderate
diaenos tiIZ framework sustainability, but present
ai d evaluation of a lack of sufficient smart
: o o technology integration,
Smart City; indicators for smart cities with sienificant
Sustainable City;  assessment and transition L0 Stghul
L deficiencies in goal
Smart Urban Plan; toward sustainability, )
. . . setting, governance and
South Korea Urban policy direction and comprehensive
Regeneration strategies to enhance ‘m llzmenta ton
Project; Smart urban planning through P e
. . . strategies, highlighting
Green City. the integration of smart
. the need for more
technologies and adaptive
sustainable development pave,
sidelines technology-driven and
& ’ sustainability-focused
planning frameworks.
Proposal of a governance
and implementation A well-structured
framework for renewable = governance model for
) energy communities renewable energy
SmalgteGch)I\;zg?ance, (RECs) within Positive ~ communities (RECs) that
) y Energy Districts (PEDs), is supported by
Requirements; .97, . .
Best Practicesf aligning with Italian regulatory and
EU Ener ’ regulation to enhance technological inceptives
Commui}i,tieS' citizen participation, can enhance energy
Citizen ! optimize energy efficiency, promote social
Empowerment management, and inclusion and accelerate

support the energy
transition through a
multi-stakeholder
approach.

the transition toward a
sustainable Positive
Energy District (PED).
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Table 1. Cont.

Ref. Year Study Area Keywords Proposal Results
Successful
The development of a implementation of a
Municipal Data Utility KDW requires a robust
KDW) in Mainz, legal framework,
8
Germany, as a legally stakeholder engagement,
Smart City; Data ~ secure and interoperable standardized data
Sharing; Urban platform for governance and scalable
[34] 2024 EU Data Platform; intermunicipal data technical infrastructure,
Interoperability; sharing, designed to thus showing the
Security facilitate efficient urban potential to enhance
governance data-driven municipal
decision making, interoperability efficiency
addressing legal and and evidence-based
technical challenges. decision making in urban
management.
Optimization of the
plllrll)hoc (E:;sgii?r:“]]gork The optimization of
Street and Road restructlllrin rouéesy public transport in
Network; Route; imorovin sc%e dulin/ Odessa, through better
Public Transport; pe fficiegnc and & route planning, dedicated
[35] 2023 Ukraine Urban Transport eraency . lanes and improved
Industry; prioritizing public schedule, increases
. ! transport infrastructure L .
Metric-Tabular to enhance service passenger satisfaction
Method. s ) and promotes sustainable
reliability and improve urban mobili
sustainable urban by
mobility.
Proposal of a model
based on the Diffusion of .
Innovation (Dol) Theory The a.c.loptlon .Of
T . eMobility sharing
Digitalization; with the purpose of services within smart
Disruptive highlighting the factors communities is primaril
Mobility; that influence eMobility influenced b Zrceive dy
eMobility sharing services in smart a dvanfap os
Adaptation; communities, using a compatibilit ‘%Viti’l user
[36] 2023 EU Electrical Vehicle = mixed-method approach P Y
. . needs and ease of access,
Sharing that combines therefore improvin
Adaptation; quantitative survey infrastruc turI; olicg
Diffusion of analysis and qualitative support and dIi) ita%,
Innovation; Smart interviews to provide intz pration for ‘Eser
Communities insights for better & .
inteoration acceptance, enhancing
. & ! long-term sustainability.
infrastructure and
policy-making support.
5G Network; A bibliometric analysis of The integration of
Federated Deep  the convergence between artificial intelligence and
Learning; Internet  artificial intelligence and  blockchain in smart cities
of Things; blockchain in smart cities, will lead to enhanced
[37] 2023 Global Reinforcement aimed at identifying key ~ security, efficiency and
Learning; Smart research trends and data management, but
Contract; emerging applications to  faces challenges related
Systematic enhance urban security to scalability and
Review. and data management. interoperability.
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Table 1. Cont.

Ref. Year Study Area Keywords Proposal Results
Machine Learning-based The P roposed machme
model, utilizing the learning ronodel achleyed
Smart Cities; Ensemble (Tree) method, rzziliestigr? /i}?ecil:;rtz;r;ss
Shared Mobility; to assess the accuracy P of user %ri < in shared
Machine Learning;  and compliance of user mobilit sp stems and
[38] 2023 EU Artificial routes in shared mobility identi ﬁZ d}ll<e factors
Intelligence; systems to enhance such as speed Zfavel time
Mobility operational management, and enerp cc;nsum tion
Modeling. safety and sustainability enabl%z real- tinlfe !
of the transportation &
system in Smart Cities assessment through an
’ integrated application.
Proposal of a Significant disparities in
MCDM Methods; multi-criteria decision szrslteari%l};&rllid Cgir;a;ir
Integrated making (MCDM) EU-27 cozﬁries
Approach; methodology integrating emphasizine that w,hile
[39] 2023 EU Sustainable Energy five ranking methods na tirc))ns like gwe den and
and Climate (CODAS, EDAS, TOPSIS, Denmark lead in
Development; VIKOR and WASPAS) to .
. sustainable development,
European Union assess the energy and other countries lag due to
Member States. climate sustainability of . &<
EU-27 countries economic and policy
’ differences.
A scoping review of
Smart City Assessment  The study concludes the
(SCA) frameworks in need for standardized
developing economies, and integrated Smart
Smart City; Smart highlighting the City Assessment
City Readiness; predominant frameworks in
Smart City methodologies, gaps in developing economies,
Assessment; standardization and the =~ highlighting the lack of
1401 2023 Global Developing need for more integrated, methodological
Economies; adaptable and consistency and the need
PRISMA; stakeholder-inclusive for stakeholder
Assessment Tools. evaluation models to engagement to ensure
enhance urban sustainable and effective
sustainability and smart city
technological implementation.
advancement.
City digitalization is
Comparative framework inevitable, but it must be
Smart Enerev: for analyzing city tailored for local realities,
&Y digitalization through incorporate robust
Smart Solutions; .o . .
Dieital Twin: ! digital twin platforms, cybersecurity measures
[41] 2023 EU Di % taliza tior;' emphasizing the and leverage data-driven
Sens%)rS' Securi t, _ integration of real-time decision making with a
Mﬂ,i tary ¥ urban data, security focus on Al integration

challenges and military
applications.

and military applications
in the smart urban
infrastructure.
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Table 1. Cont.

Ref. Year Study Area Keywords Proposal Results
The success of smart
Proposal for smart cities cities depends on
to integrate robust implementing
privacy by design transparent data
Public mechanisms, transparent protection policies,
Administration data governance policies enforcing legal
Reform: and citizen implication safeguards against
[42] 2023 EU o overnm’e nt: frameworks to mitigate surveillance abuses and
C fm ter an d’ the risk of excessive fostering public
Sgciet surveillance and data engagement to ensure
Y exploitation, ensuring a that technological
balance between digital advancements enhance
innovation and urban life without
individual freedom. compromising privacy
and individual freedoms.
Digital twins are a
A hybrid physical promising solution for
emulated digital twin optimizing electrical
Data model for managing power systems, but their
Communication: electrical power systems, effective implementation
[43] 2024 EU Digital Twins: I Cé' integrating real-time data  requires standardization,
M%) dels: Netv;lork, from physical devices enhanced interoperability,
Colntrol with simulated cybersecurity measures
’ environments while and Al usage, combining
addressing key real and simulated data
challenges. to improve accuracy and
scalability.
Usage of NB-IoT NB—IOT technol-ogles
provide an effective and
(narrowband Internet of .
. scalable solution for
Things) technology to .
modernizing and
enhance the renewal ; o
Industry 4.0; . P safeguarding critical
i, saucerization of critical
Critical water supply and
. water supply and
Infrastructure; wastewater treatment
[44] 2023 Global wastewater treatment . .
Water . . infrastructure in smart
infrastructures in smart " . .
Management; IoT cities. ensurine high cities while emphasizing
Network. ’ 58 the need for future

availability and
automated management,
compliant with industry
4.0 standards.

advancements in Al,
hyper-automation and
6G connectivity for
further optimization.

Furthermore, the analysis essentially involved examining technical standards applica-

ble to smart city development using international standard libraries [45,46]. The identified

standards were categorized into relevant sections including smart grid infrastructure, smart

cities, IoT, cybersecurity, communications, and new-generation technologies such as 6G.

The implementation level of these standards was assessed by comparing them with case

studies of smart cities that have integrated such technologies. This comparison provides

valuable insights into their adoption effectiveness.

Although the article selection was based on multiple criteria, this methodology has

certain limitations. For example, some analyzed articles may reflect geographical and
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economic factors specific to certain regions. Consequently, the author’s findings may be
challenging to replicate in different geopolitical contexts.

Technical standards are constantly evolving, and their adoption can significantly
depend on the local policies and the technical know-how available in each city. These
differences can impact the effective implementation of energy solutions in smart cities,
thereby making standardization and interoperability of these systems key challenges in the
transition to a smarter urban infrastructure.

The proposed methodology conducts a semantic analysis of the relationship between
the digitalization of urban spaces, energy efficiency and standardization within the frame-
work of smart urban development, offering a comprehensive perspective on the various
development trajectories while identifying potential challenges during the implementation
and development process.

3. Results
3.1. Growing Cities: A Catalyst for Smart Infrastructure

In 2023, the World Bank reported that more than four billion people lived in cities,
representing 57% of the global population [1]. Over the past 15 years, average urban density
has increased from an average of 3500 to 4261 inhabitants per square kilometer; although
cities occupy 5% of the global land area, they require more than 75% of the world’s natural
resources [47]. This highlights the urgent need for cities to pursue smarter development
by emphasizing sustainability and the improved optimization of urban spaces. Imple-
menting smart solutions across various urban systems is crucial to support viable growth
and long-term resilience plans [48]. In this context, the replication of successful smart city
solutions acts as a vital policy instrument. This replication allows cities to scale innova-
tions while minimizing the risks associated with missing technical skills or financial con-
straints [49,50]. An effective transformation process requires a collaborative approach that
ensures sustained commitment from all actors. As stated in [31], the success of community
engagement in the zero-emission transition is dependent on public—private partnerships,
trust-building among stakeholders and early resident involvement in the decision-making
process. To illustrate this, a Participatory Action Research (PAR) framework was applied in
a zero-carbon community project in Pinglin, Taiwan. The study focused on the following
stages: (1) identifying key factors influencing community engagement, drawing on a col-
lective action theory and a co-evolution theory, and (2) implementing the participatory
planning model. This model ensured direct involvement in all the stages of the project,
including community selection, local resource assessment, carbon footprint inventory and
the integration of energy efficiency and green energy strategies. Project implementation
was assessed through qualitative and quantitative data collection, utilizing participant ob-
servation, interviews with representatives of the community and policymakers, workshops
and the analysis of the government documentation.

In [32], a series of indicators were applied to urban planning strategies in Incheon
Metropolitan City and Goyang-si, South Korea, to evaluate their current level of sustain-
ability and smart city integration. The methodology used to diagnose smart city plans
focused on identifying the optimal transition pathway for more sustainable and intelligent
urban development. To assess and diagnose the urban landscape from a sustainability
perspective, the authors proposed a set of evaluation indicators based on five components:
factual analysis (current situation and forecasting), objectives and targets (goal setting and
progress measurement), policies and strategies (sustainable urban development strategies),
cooperation and governance (stakeholder participation) and the implementation feasibility
(efficiency of policies).

https://doi.org/10.3390/en19081993


https://doi.org/10.3390/en19081993

Energies 2026, 19, 1993

10 of 48

The average sustainability score of the analyzed urban plans was 45.58/100, highlight-
ing the need for significant improvement. The urban intelligence score was even lower at
24.14/100, indicating the limited integration of smart urban technologies in the planning
process. General urban development master plans tend to be uniform and fail to account for
specific characteristics of each urban landscape. Conversely, urban regeneration plans that
score higher in cooperation and governance lack effective integration of smart emerging
technologies. These findings highlight the need for tailored planning approaches that
incorporate the adaptation of emerging technology and stronger local engagement in the
strategy development phase [51]. Smart city initiatives should move beyond purely techni-
cal goals toward holistic urban sustainability. Participatory platforms empower citizens
to engage directly in urban decision-making processes. However, these initiatives often
focus on governance and environment and can overlook social and cultural dimensions.
Integrating human-centric urbanism ensures that technology serves the diverse needs of
the entire population [52].

This approach aligns smart strategies with the lived experiences of city inhabitants.
The transition to Industry 5.0 further emphasizes a human-centric approach to urban
development. It prioritizes the well-being of citizens alongside technological progress.
This paradigm shifts focus toward sustainable and resilient urban value chains. It fosters
collaboration between humans and intelligent systems to meet societal needs [53].

A primary concern in widespread technology implementation in the urban landscape
is information security during the planning and managing phase, where data exposure
can lead to physical and economic impact. Therefore, ensuring cyber-resilience through
blockchain is crucial for protecting individuals and institutions at the urban scale. This is
particularly true in managing malicious behaviors such as electricity theft and false data
injection during energy transactions [54].

The authors of [32] concluded that, rather than solely implementing technology for
technological competitiveness, the application of smart technologies should align with the
urban development goals, regional conditions and public acceptance.

The findings from these urban planning and community engagement studies under-
score an important point: the successful technical implementation of energy and communi-
cation systems (as discussed in subsequent sections) is conditional on robust, adaptable, and
inclusive governance models. Specifically, the data-driven urban management facilitated
by advanced digital infrastructure must be supported by transparent and participatory
frameworks to ensure public trust and policy effectiveness. Furthermore, this trust must be
supported by strong cybersecurity and data protection protocols. This highlights clear inter-
dependence: technology provides the means (data and efficient operation) but governance
provides the framework (trust, standardization) essential for the transition [55].

3.2. Renewable Energy Systems and Their Urban Applications

The integration of renewable energy sources is a fundamental pillar in the global
energy transition. However, this implementation presents challenges such as grid in-
stability and lack of supportive policies for green initiatives [56,57]. To accelerate this
transition, Al, IoT and big data platforms are among the most widely adopted technolo-
gies. These solutions enable the optimization of energy usage and emission reduction by
facilitating decentralized energy production and seamless integration into urban energy
flows. Consequently, this enhances the stability of both traditional and smart grids [26].
A specific challenge in these low-inertia systems is that providing frequency regulation
can electromechanically excite torsional vibrations in wind turbine drivetrains [58]. These
vibrations can be mitigated using hybrid control schemes—combining linear and sliding
mode controllers—that leverage battery energy storage systems (BESSs) for active damp-
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ing [59]. Urban renewable stability is further improved by co-locating floating solar (FPV)
with hydropower reservoirs, utilizing their daily and seasonal complementarity to reduce
power variability [60]. At the local level, this efficiency is maximized through Soft Actor-
Critic (SAC)-based Maximum Power Point Tracking (MPPT) controllers. These controllers
outperform traditional methods in identifying the global maximum power point under
complex partial shading conditions [61,62].

With the ongoing integration of green energy solutions in power distribution networks
and communication systems, there has been a growing focus on controlling and protecting
these newly interconnected systems [63]. A key priority is safeguarding energy infrastruc-
ture against cybernetic threats, underscoring the need for a robust protection strategy. The
rapidly increased usage of solar systems, inverters and Intelligent Electronic Devices (IEDs)
has highlighted the vulnerability of energy infrastructures to cyber-threats, raising concerns
about the sustainability and resilience of the power grid. Specifically, the intelligent invert-
ers used in photovoltaic plants and the protection relays are vulnerable to malicious attacks
due to their reliance on wireless communications and advanced Supervisory Control and
Data Acquisition (SCADA) systems. Furthermore, the absence of up-to-date firmware can
result in the malfunction of the control protocols, exposing significant vulnerabilities that
compromise grid reliability [29].

In [26], Smart City initiatives in Southeast Asia were analyzed, with a focus on op-
timization strategies and improving energy storage and distribution management by
examining key existing infrastructures and applied development trajectories. Through this
analysis, the authors thus identified realistic progress along with major challenges that
influenced the adoption of smart energy solutions. These challenges were assessed from
economic, technological and legislative perspectives to highlight the factors that impact the
implementation and scalability of novel solutions.

A critical aspect of implementing smart energy infrastructure relies on feasibility
studies. These studies assess the actual environmental impact of renewable energy systems
and the large-scale adoption of micro-grids based on the climatic conditions of each urban
landscape. Furthermore, selecting the appropriate energy management models is essential
for ensuring the implementation of a functional and efficient energy system within the
urban environment [64,65].

A multi-criteria decision making (MCDM) methodology used to assess the energy
and climate sustainability of the EU-27 member states is presented in [39]. Applying a
multi-criteria framework combining five complementary methods (including TOPSIS and
VIKOR) against 17 sustainability indicators aligned with EU 2020 [46] and UN SDG [26]
targets, the study ranked all 27 member states across three reference years (2010, 2015,
2020). Results revealed notable disparities: Scandinavian and Alpine countries consistently
led in performance, while Bulgaria, Cyprus, Poland and the Czech Republic lagged behind
due to lower energy efficiency and slower progress in reducing greenhouse gas emissions.

The study in [39] emphasizes a growing share of renewable energy in final energy
consumption, transmission and electricity production, alongside an overall reduction
in greenhouse gas emissions across the EU. However, variations in sustainability levels
have been observed, indicating that environmental and energy policies are implemented
differently, shaped by economic and social factors [66]. In this regard, the transition to
sustainable urbanism is supported by the adoption of green technology innovations. These
innovations prioritize energy substitution and the optimization of building enclosure
structures to reduce the cooling and heating loads of large-scale sports facilities [67]. Finally,
the strategic development of urban green spaces and the mitigation of the urban heat
island effect are essential for reducing localized cooling energy demands and improving
the overall energy efficiency of dense metropolitan areas [68].
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3.3. From 5G to 6G: Advancing Communication Infrastructure for Smart Cities

The 6G infrastructure represents the successor of 5G technology. Both new infrastruc-
tures operate at a much higher radio frequency. This enables the transfer of larger quantities
of data, supporting the widespread use of Internet of Things (IoT). According to [6], the use
of sensors is expected to reach billions of units in the near future. A significant advantage
of 6G is its substantially lower energy consumption compared to previous generations and
its improved security, owing to the capability to detect cyber-threats and to encrypt data
within secure decentralized systems. These aspects make the use of such communication
infrastructure highly appealing for smart applications at the urban scale [69].

Smart Cities and 6G will transform the urban environments, but their integration
presents challenges including spectrum allocation, infrastructure investment, security risks
and regulatory complexities. Achieving global coverage requires massive deployment of
base stations. Furthermore, higher-frequency bands demand additional infrastructure to
mitigate signal disruptions while requiring a critical balance between transmitter linear-
ity and power efficiency [70,71]. According to [6], despite these challenges, 6G will be a
driving force in Smart City innovation. It enables ultra-fast, low-latency connectivity for
autonomous transport, smart grids and public safety. Additionally, it facilitates enhanced
real-time data communication, optimized energy management and strengthened emer-
gency response systems; in this context, the deployment of low-altitude UAVs equipped
with LiDAR sensors represents a critical mobile sensing layer that facilitates the rapid
physical twinning of urban infrastructure to support real-time situational awareness and
high-fidelity disaster modeling [72].

By simulating four different scenarios regarding implementation and operation in the
Netherlands and Croatia, the authors of [27] assessed the impact of the increasing number
of user devices (UDs) on energy consumption and 5G network data sharing efficiency. Four
base station deployment strategies were modeled, ranging from incremental rollout and
energy-saving pause modes to full pre-installation and hybrid power optimization schemes,
in order to assess long-term trade-offs between energy efficiency and network coverage.

The analysis identified two key effects over a ten-year period between 2020 and 2030
in the Netherlands and Croatia. First, the energy and data transmission efficiency will
improve due to more advanced infrastructures; second, the network coverage may decrease
in areas with fewer users due to an increased size of the data packets. Between the two
countries, the Netherlands experiences a significant increase in user density in urban areas,
leading to higher energy efficiency in data transmission per unit. In contrast, Croatia,
which has a more geographically dispersed user base, will require a greater number of base
stations in rural areas, resulting in an overall increase in total energy consumption.

In conclusion, 5G networks will improve their energy efficiency per unit of data
transfer in the coming years, but overall energy usage will increase. However, the im-
plementation of optimization techniques, such as intelligent BSs power management and
pause mode utilization, can enhance overall energy efficiency. Consequently, energy
and communication infrastructure operators should prioritize a balanced approach in
their respective development strategies. This approach must optimize both data transfer
and energy usage, considering population density and the distinct needs of urban and
rural areas [27].

6G technologies play a crucial role in the transformation of smart cities, requiring a
reevaluation of the communications sector and wireless technologies in urban environments.
This transition must be built on emerging IoT infrastructure and economic factors that
support the development and reliable operation of smart cities [44].

According to [6], the most important features of the reevaluation of the communication
sector are interoperability, data privacy and the security of digital devices, alongside the
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different implementation difficulties. 6G is an ideal solution for IoT technologies, which are
expected to scale to billions of devices in the coming years, due to their ability to operate at
higher radio frequency with a greater capacity and lower latency.

This novel technology presents significant improvements over 5G by utilizing THz
frequency bands with the purpose of improving data transfer rates while reducing energy
consumption. It can also introduce decentralized intelligent networks that present enhanced
security and distributed data processing, integrating Al for a dynamic network and resource
management system [73].

Smart cities leverage digital technologies to optimize resource management, including
intelligent urban transport networks, improved water supply monitoring, optimized waste
management, and more efficient lighting and heating solutions for buildings. With the
increasing use of IoT and other digital technologies specific to urban environments, the
generated data has reached massive volumes, with continuous daily growth. Thus, data
analytics, management systems, storage and infrastructure have become critical compo-
nents for the development of smart cities. Data analytics enables cities to interpret this
information and make data-driven decisions to enhance efficiency and sustainability. A
ubiquitous connectivity system can support large-scale IoT infrastructure for enhanced
transport and urban management, alongside improving energy efficiency with low-power
communication and energy distributed networks resulting in overall reduced power con-
sumption. Another fundamental component in smart cities is represented by a robust
data infrastructure that serves as the foundation for all data-related activities, including
networks, hardware, and software required for data storage, processing, and analysis. With
a well-developed data infrastructure, cities can fully leverage the benefits of big data and
analytics, fostering a smarter and more sustainable future.

Therefore, 6G can enhance smart energy management systems, enabling cities to coor-
dinate energy production and consumption by integrating renewable sources and storage
solutions while also reducing energy losses in telecom networks through edge and mobile
edge computing by minimizing long-distance data transmission. Additionally, smart grids
will benefit from IoT sensors and Al, improving anomaly detection and optimizing energy
distribution based on real-time demand [6,73,74]. Within this infrastructure, non-invasive
monitoring using the Negative Voltage Factor (NVF) allows for the early identification
of stator inter-turn and single phasing faults in urban industrial motors [75]. IoT-based
controlled islanding strategies further enhance grid resilience, and these systems detect
cascading failures using Wide Area Monitoring Systems. The MQTT protocol facilitates
low-latency communication between grid nodes. Splitting the grid into stable islands pre-
vents large-scale urban blackouts [76]. This partitioning is technically optimized through
spectral clustering applied to the nodal admittance matrix (NAM), which identifies subsys-
tems with weak physical coupling to facilitate localized small-signal stability analysis in
large-scale power electronics-based networks [77]. Ensuring the stability of these systems
also requires advanced protection for synchronous units, such as monitoring excitation
system output quantities to provide faster and more accurate Loss of Excitation (LOE)
detection [78,79].

3.4. Advancing Urban Energy Management with Smart Grids and loT

Implementing Internet of Things (IoT) sensors across different sectors provides signifi-
cant potential for developing new smart energy systems with highly enhanced performance.
The resulting complexity of these systems is effectively managed through constrained
spectral clustering, which simplifies massive electrical grids into accurate dynamic equiv-
alents [80]. Recently, as presented in [81], microgrids and nanogrids have increasingly
replaced traditional systems in peer-to-peer energy trading due to their ability to facilitate
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horizontal energy transactions through their decentralized structure [82]. Consequently,
this enables energy transfer in an islanded mode, reducing reliance on the main grid and
enhancing energy autonomy. The coordination of these decentralized units is optimally
managed by energy community aggregators (ECAs). These aggregators utilize hierar-
chical bidding strategies to handle the heterogeneity of flexible loads, such as electric
vehicles and HVAC systems, ensuring both market efficiency and grid support [83,84].
However, the reliability of these horizontal transactions depends on honesty verification
mechanisms that address potential dishonest bidding behavior among prosumers to ensure
market integrity [85,86]. The reliability of these P2P energy networks is strengthened by
blockchain-based reputation management systems that evaluate prosumer honesty and
response precision [87]. Integrating these diverse resources requires fast reconfiguration,
which is achieved by reducing complex feeders with DERs into equivalent Pi-models using
data-driven regression [88,89]. However, such reconfigurations can affect small-signal sta-
bility [90]. To address this, two-stage frameworks utilize controllable loads to adjust system
damping before and after topology changes, ensuring that cost-minimization objectives do
not jeopardize operational stability [91].

In this context, the integration of loT-based systems in key sectors, such as commu-
nication and navigation, represents a significant opportunity for the development of the
existing energy system. The adoption of smart grids controlled via IoT technologies can
lead to enhanced performance, reduced transaction costs and optimized energy storage
capacity [92].

According to [28], optimizing energy transaction solutions requires addressing a
primary challenge: ensuring scalability and real-time adaptability. These issues can be
effectively addressed through IoT-driven task orchestration and management—a concept
introduced by Ashton Kevin, who proposed the digital transformation of the physical world
for seamless energy transactions. While IoT-based task management is widely applied in
healthcare and manufacturing, its adaptation in the energy sector remains relatively limited.
Previous research has focused primarily on energy management within smart grids, but
there is significant potential to extend IoT applications to key subsectors such as energy
trading. Reevaluation of these solutions requires alignment with emerging renewable
energy technologies at both large-scale and individual levels. Additionally, it necessitates
the integration of new energy storage solutions and the facilitation of peer-to-peer energy
transactions. The authors of [28] demonstrated, through a PSO-based optimization model,
that meaningful cost reductions are achievable in nanogrid energy transactions when
compared to unoptimized baselines, validating the approach across multiple simulation
intervals and confirming its potential to improve both financial and energy efficiency [93].
Energy DAOs can specifically govern decentralized energy communities. They facilitate
secure peer-to-peer (P2P) energy trading without third parties. Trust is maintained through
Decentralized Identifiers (DIDs) and Verifiable Credentials. This approach enhances the
autonomy of local nanogrids and microgrids. Automated smart contracts execute trans-
actions based on predefined community rules [94]. The optimization of Energy Storage
System (ESS) utilization was assessed under three different scenarios: a regular day, a high
solar generation day and a solar energy deficit day. In each of the three cases, the proposed
IoT-orchestrated system efficiently managed the charging and discharging processes, en-
suring optimal energy allocation. This approach allowed nanogrids to adapt quickly to
energy demand fluctuations either by storing surplus energy or utilizing stored energy to
compensate for production deficits [95].

The growing adoption of decentralized photovoltaic installations has highlighted the
vulnerability of smart grids, particularly exposing adaptive overcurrent relays (OCRs) to
potential cyberattacks, which can compromise grid stability and security.
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Simulated attacks, including false data injection (FDI), denial of service (DoS) and
Man-in-the-Middle (MITM), targeting smart inverters and OCR protection systems, re-
vealed in [29] that OCRs struggle to correctly identify and manage faults leading to grid
instability and power losses. A more critical threat involves ‘blind” false data injection
attacks (FDIAs), where attackers utilize subspace estimation from available measurements
to launch guaranteed successful attacks without needing access to sensitive physical model
information or grid topology [96,97]. A complementary demand-side threat is the dynamic
LAA, which targets the grid’s electromechanical stability by switching flexible loads in a
way that excites power oscillations and triggers protective frequency relays [98]. To counter
such threats, a secure federated learning approach using homomorphic encryption can
verify model updates on a private blockchain to ensure robust detection of malicious data
injections [99]. A systematic mapping of smart city vulnerabilities reveals that security
weaknesses are not limited to hardware; software-related issues, such as broken access
control and injection flaws, represent significant entry points for cyberattacks [100]. To
address the computational complexity of large-scale grids, Graphon Neural Networks
(WNNs) offer a scalable and efficient alternative for detecting false data injection attacks
(FDIAs), utilizing learning transference to adapt to dynamic spatio-temporal power sys-
tems [101,102]. During normal operating conditions, the grid remained stable, maintaining
constant voltage and power outputs. However, during cyberattacks, significant current
spikes, voltage fluctuations and reduction in active and reactive power were observed,
impacting grid stability. Detailed simulations showed that pulsed signal attacks caused
harmonic distortions and power losses, which the OCRs failed to detect due to the short
duration of signals; sinusoidal and scaling attacks led to voltage and current fluctuations,
resulting in grid faults and PV disconnections; and ramp signal attacks triggered a faster
OCR response, but still caused instability.

In [29], the authors utilized an EMTP (Electromagnetic Transient Program) to analyze
the transient behavior of electrical grids under both physical faults and cyberattacks. The
findings emphasize the need for advanced protective measures to enhance grid resilience
against cybersecurity threats.

The results highlight the urgent need to enhance smart grid protection against cyberat-
tacks by strengthening communication security between protection and control equipment,
such as securing the IEC 61,850 protocol. The study also emphasizes the development of
adaptive protection algorithms that consider not only current levels but also harmonic and
voltage variations, alongside early attack detection strategies based on network anomaly
analysis for improving grid resilience and mitigating cybersecurity threats.

IoT integration plays a crucial role in multiple critical sectors of smart cities. According
to [44], defining key requirements for urban water infrastructure and developing an IoT-
based architecture can lead to enhanced management and security of wastewater treatment
and critical water supply. Similarly, data-driven reliability modeling for district heating
networks enables better failure prediction by considering specific working conditions and
pipe features rather than simple age-based rankings [103]. A NB-IoT (Narrowband Internet
of Things) network was assessed by the authors due to its low energy consumption, wide
coverage and enhanced security. The system employs distributed sensors that regulate
water levels and monitor chemical treatment in wastewater facilities while defining perfor-
mance indicators to evaluate the overall system efficiency. The architecture of the NB-IoT
system proposed in [44] consists of two main components: the computing core, comprising
the central IoT platform, data storage system and servers for analysis and monitoring, and
the action and measurement group, which consists of the NB-IoT sensors and actuators
integrated into the water supply and wastewater treatment systems.
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As 6G facilitates the predicted scaling of IoT devices and massive data generation,
the challenges shift from pure connectivity to effective data management and governance.
The need for enhanced interoperability, data privacy, and security, driven by the increased
volume and velocity of urban data, directly informs the policy and governance frameworks
discussed in Section 3.1. The development of legally secure and interoperable data plat-
forms, such as the Municipal Data Utility [34] (Table 1), becomes essential in translating
the technical capabilities of 6G into tangible, data-driven improvements in urban energy
efficiency and sustainability (Section 3.2). In essence, 6G is the enabling technology that
makes data governance a necessary priority for achieving energy sustainability.

However, a significant constraint in urban renewable energy planning is the scarcity of
physical space for generation assets. The high density of the built environment often limits
the potential for large-scale onsite PV generation. To mitigate this, energy master planning
must adopt flexible strategies that assess the geographic and climatic potential of the
community [31]. This includes integrating building-integrated photovoltaics (BIPVs) and
optimizing the placement of assets to balance the load profile with the limited generation
surface area available.

3.5. The Role of Energy in Smart City Transformation

Energy is a fundamental pillar in the development of smart cities, driving the transition
toward a more sustainable urban environment through the integration of advanced digital
infrastructures [104,105].

The rapid growth of urbanization has led to significant challenges, including increased
air pollution and growing energy demand. Smart cities offer an integrated solution to
mitigate the environmental impact by utilizing sustainable technologies such as smart
grids and efficient resource management to enhance urban resilience and reduce emissions.
Implementing smart city policies requires a gradual transition to clean energy, reducing
the reliance on fossil fuels. This development trajectory, therefore, must prioritize the
creation of a more sustainable and resilient urban environment through innovative and
green technologies and policies [106].

Positive Energy Districts (PEDs) are a key aspect of the European Strategy for a full
transition from fossil fuel-based economy to a renewable-energy-driven system, according
to [30]. This concept represents urban areas that generate at least as much energy as they
use annually. To maintain this balance, autonomous DC microgrids can utilize collabora-
tive control strategies to mitigate the intermittent effects of solar and wind power on local
distribution [107]. To achieve this goal, an integrated and distributed renewable energy
generation system is required within these districts. In this study, which focused on the
development and optimization of PEDs to support urban decarbonization and energy
sustainability, PEDs were defined as interconnected urban areas that produce surplus
renewable energy, rely on smart storage solutions and employ an efficient energy manage-
ment system. The methodology introduced in the study implies a fuzzy logic-based energy
management system designed to enhance self-sufficiency and self-consumption within res-
idential PEDs. The authors of [30] highlighted a research gap in the integration of multiple
energy demands, including electromobility, household energy usage, thermal energy needs
and urban infrastructure. In addition, a holistic approach in the optimization of battery
charging states and energy costs remains underexplored. Recent research has begun to
address this by modeling microgrids as multi-source systems where scheduling is dynam-
ically adjusted to account for the intermittent nature of solar and wind power [108,109].
The proposed restorative fuzzy logic-based system applied to small-scale PEDs focuses
on efficient local resource utilization and minimization of renewable energy waste. This
model ensures full use of the available renewable energy, considering the electrical grid
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as a backup supply, thus reducing the energy costs for residents through optimized con-
sumption patterns, demonstrating system stability under significant climate changes. The
system was successfully implemented in urban landscapes such as Senderborg, Denmark,
where residential energy storage was integrated with photovoltaic systems, enhancing
grid feasibility.

A similar study also achieved significant results by implementing and testing the
proposed fuzzy logic-based energy management system in a PED in Bilbao, Spain. Results
indicated strong performance, with both self-sufficiency and self-consumption exceed-
ing 75% in simulated conditions, and the storage system maintaining safe charge mar-
gins for nearly 90% of the operating time. Projected improvements under future climate
scenarios—attributable to higher solar irradiance—further support the long-term viability
of the approach [16]. From an economic point of view, initial investments were recovered
within 6 to 12 years, depending on the chosen scenario. However, extreme climatic and
geopolitical events can significantly impact PED performance, where energy bills have the
potential to increase by 76.7%, or some climate crises may reduce average energy costs due
to higher renewable energy generation.

A study proposing a governance and implementation model for Renewable Energy
Communities (RECs) integrated into Positive Energy Districts (PEDs), using Italian and
European regulations as a reference framework, examined the technical, administrative and
social challenges associated with the formation and management of RECs in [33]. Drawing
on a comparative analysis of Italian and EU regulatory frameworks, the authors developed
a layered governance model for RECs, using PEST analysis to identify key success factors
across political, economic, and technological dimensions.

The integration of RECs into Italian regulations has demonstrated that a decentralized
participation model, based on cooperation among locals, businesses and public admin-
istration, can significantly accelerate the energy transition. This model ensures active
participation through a democratic decision-making process, maximizing efficiency. Nev-
ertheless, several challenges remain, such as legislative and bureaucratic barriers for the
establishment of RECs, the need for effective benefit redistribution mechanisms and the
importance of public awareness and social acceptance of renewable energy [33].

3.6. Leveraging Al for Urban Sustainability and Efficiency

Artificial Intelligence (AI) holds great potential to lead the transition toward a smart
urban infrastructure by enhancing energy efficiency and overall sustainability. Ultimately,
this transition aims to improve citizens’ day-to-day lives through the reconfiguration of
urban space to better accommodate the needs of local communities [37,74]. To achieve
this goal, Al can assist local authorities in various ways, including recreating digital twins
of systems (such as the energy infrastructure), analyzing complex interactions between
the different urban components and managing large datasets. This data management is
essential for smart sensors and automations within the interconnected system of systems. In
the energy sector, this involves not only collecting big data but also applying interpretability
techniques to understand the clear interactions between sky cover and time of day for more
accurate resource allocation [110].

Beyond the benefits for local authorities, Al can also assist residents and tourists. This
assistance is often provided via chatbots that act as virtual assistants in public services, as
well as by providing real-time directions and instructions. These Al applications can also
identify real issues faced by residents and potential issues in the transport infrastructure,
thereby providing valuable insights for improvement [6,111]. Moreover, the integration of
these digital tools facilitates a more relational understanding of urban design where online
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participation serves as a bridge between professional planning expertise and the lived
experience of the community to ensure more inclusive regeneration outcomes [112,113].

By using a bibliometric analysis based on scientometric methods to explore the social,
conceptual and intellectual structure of the research landscape, a recent study revealed
a sharp increase in publications on Al and blockchain convergence in smart cities since
2019, reflecting growing academic interest [37]. Key research themes focus on smart grids,
cybersecurity, IoT, big data and digital twins, thus emphasizing Al and blockchain appli-
cations for urban infrastructure optimization and data protection. A significant evolution
is the transition to Physics-Informed Kolmogorov—Arnold Networks (PIKANs). These
networks integrate physical laws into the learning process to accurately predict power
system dynamics with smaller network sizes. Additionally, Large Language Models (LLMs)
are now being fine-tuned to analyze time-series data from protective relays, providing
a high-level reasoning capability to distinguish between genuine electrical faults and so-
phisticated cyber—physical attacks [114]. In addition to predictive models, meta-heuristic
optimization techniques—such as hybrid Grey Wolf and Particle Swarm optimization—
are being integrated into adaptive control loops (e.g., SMART-PSS) to ensure real-time
damping of oscillations in non-stationary urban energy environments [115]. A significant
evolution in this field is the transition from conventional Multi-Layer Perceptrons (MLPs)
to Physics-Informed Kolmogorov—Arnold Networks (PIKANs), which integrate physical
laws directly into the learning process to accurately predict power system dynamics like
generator rotor angles and frequencies [116]. Advancing this optimization requires a syn-
ergy between local intelligence and economic fairness. While on-device learning improves
the accuracy of individual photovoltaic forecasting, Pareto-optimal allocation models en-
sure that the resulting financial benefits are distributed fairly despite inherent prediction
errors [117,118]. Historically, initial research was centered on authentication and security
concerns. However, recent trends emphasize decentralized networks, peer-to-peer energy
trading and Al-driven optimization.

For example, the proposed machine learning model in [38] evaluated the accuracy of
user routes in shared mobility systems. The model was developed in four stages: firstly, ve-
hicle identification was performed by modeling the technical data of each vehicle; secondly,
travel data was collected, structuring key parameters such as maximum speed, energy
consumption and GPS positioning. In the third step, trip classification was conducted using
machine learning algorithms, including decision trees, Naive Bayes, SVM, KNN, neural
networks and ensemble models; lastly the model was optimized by focusing on the algo-
rithm with the lowest classification error rate. Results indicated that the Ensemble (Tree)
model provided the highest accuracy (94.13% for training data and 93.7% for testing data).
The model demonstrated high accuracy, making it suitable for practical implementation,
with the most critical parameters influencing trip classification being energy consumption,
average speed and travel time. To facilitate real-time monitoring, a dedicated application
was developed to integrate the model for real-time analysis of user routes in the shared
mobility system. This solution can automate trip evaluation, reducing the need for manual
intervention, improving fleet management and lowering maintenance costs. Ultimately, the
model can enhance urban transportation safety and sustainability, allowing operators to
monitor and optimize the shared mobility system in real time, and deep learning modules
further enhance mobility through automated hazard detection [119]. Furthermore, the use
of Large Language Models (LLMs) to automatically construct scientific ontologies provides
a powerful tool for accelerating knowledge discovery and supporting next-generation
urban decision support systems [120]. Utilizing expert-driven decision models allows for
the decomposition of multifaceted urban problems into smaller, manageable sub-problems.
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This decomposition facilitates more consistent and explainable decision-making during the
implementation of large-scale smart city projects [121].

A comparative analysis of digital twin models used in electrical energy systems is
proposed in [43], focusing on architecture integration, functionality, and implementation
challenges. The analysis evaluates existing solutions in terms of interoperability, data
security, continuous model updates and the use of Al to enhance performance. The authors
propose a model, based on a physical-emulated (P + E) approach, that combines real
physical devices with virtual components to simulate operational scenarios in energy
systems. The findings indicated that simulation-based models offer greater flexibility and
scalability than those relying solely on physical data. However, major challenges include
cybersecurity risks, high implementation costs and a lack of global standardization. While
physical-emulated models allow scenario testing, they have limitations in data accuracy
compared to real energy networks. Consequently, Al integration is a key factor in process
optimization and prediction accuracy, yet it remains underutilized in existing models.

Digital twins offer a promising solution for optimizing energy networks, but their
effective implementation requires standardization and interoperability, and the use of
hybrid platforms that combine physical and simulated models [25]. Integrating data-
driven fault diagnosis schemes into these digital twins allows for the rapid identification
and isolation of rotating machine defects [122]. This technology enables both controlled
scenario testing and real-time data integration, highlighting the need for a clear regulatory
framework and industry—academia partnerships to accelerate the adoption of digital twins
in energy systems [43,123]. Finally, Retrieval-Augmented Generation (RAG) enhances the
interaction with these energy digital twins. It allows Large Language Models to access
real-time technical documentation. This approach provides accurate and context-aware
responses to operator queries [124].

3.7. Big Data as a Strategic Asset in Smart City Governance

With the expanding adoption of Internet of Things (IoT) technologies in smart cities,
the volume of generated data has grown significantly. These new data streams provide a
close-up perspective on the various inner workings of the city with a strong emphasis on
energy transactions, energy usage patterns, public safety and the security of energy supply,
along with other critical infrastructures of the city [6].

Data analysis enables smart cities to interpret information and supports decision-
making based on realistic trends, an approach that favors the improvement of energy
efficiency and the overall sustainability of the urban environment. Management and
storage of data is essential in a smart city; it must ensure secure yet instant access to the
various institutions that regulate and shape the urban landscape. This approach should
avoid imposing the Silo effect, which creates barriers between the city’s governing entities
and hinders information sharing.

The development of a municipal data utility (KDW—Kommunales Datenwerke) de-
signed to facilitate data sharing among municipal actors in Mainz, Germany, was examined
in a real-world case in [34]. This case study focused on urban mobility and public trans-
portation infrastructure. The model was used to prioritize functional and non-functional
requirements to ensure an efficient and user-oriented platform. Firstly, a requirement
analysis was conducted using qualitative research, including experts, local administration,
municipal companies, IT departments and public utility services. The analysis involved
interviews based on the Mayring method to identify expectations and concerns regard-
ing data sharing. A legal framework was then established, ensuring compliance with
European regulations and specific German regulations. This framework defined a data
governance model that guaranteed controlled access and legal use of the municipal data.
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The architecture of KDW was developed as a modular platform structured into three layers.
The first layer is responsible for data collection from multiple sectors, ensuring historical
records and real-time sensor data. The second layer, representing the data management
layer, ensures seamless data handling and identity access management systems based
on Keycloak, providing secure and controlled access to the database. The final output
layer incorporates the data catalog and analytics tools to create visual representation, such
as maps and interactive dashboards. This facilitates data interpretation and advanced
decision-making.

The study in [34] highlighted several key aspects of the development and adoption of
the KDW platform. First, the need for interoperability and standardization emerged as a
priority within the interviews, emphasizing the importance of a standardized data-sharing
framework aligned with European standards. Second, the legal framework was identified
as a critical factor to ensure data protection and clear legal responsibilities for platform
adoption. User acceptance was another essential factor, with key functionalities valued by
users such as an open data portal, integrated data analytics, visualization and data-sharing
agreements. The scalability of the model enabled the integration of data across various
domains such as the environment, transportation and the economy, as well as potential
future expansion at national and international levels. The complexity of such a system
remains a challenge, requiring a robust legal framework and technology supported by
scalable infrastructure.

In [41], a comparative methodology was employed to analyze the digitalization pro-
cess in Rotterdam and Brno, focusing on urban digital platforms. The framework defined
digital platform architecture and established data processing methods, as well as identifying
cybersecurity risks and evaluating potential military applications in both cities. Rotterdam
developed a complex 3D digital twin model that integrates multiple data sources such
as infrastructure, mobility and energy usage. Meanwhile, newer conceptual extensions
like the V/R twin model propose integrating diverse information presentation devices
to further enhance the interaction between digital and physical environments [125]. In
contrast, Brno’s approach was based on 2D mapping, focusing on data transparency and
accessibility through an API-based model. The comparison highlighted key differences in
the digitalization strategies: Rotterdam focused on a multi-layered urban infrastructure
visualization, while Brno emphasized open data accessibility for its citizens and developers.
Several cybersecurity threats were identified, such as data confidentiality, interception
attacks and vulnerabilities in the cloud infrastructure. These findings also noted military
applications of smart cities, such as the strategic collection of mobility and critical infras-
tructure data. However, highly digitalized cities also face increased risks of cyberattacks,
which could disrupt essential urban functions.

Urban digitalization is inevitable, but it must be implemented with a concrete cyberse-
curity and data protection plan. Consequently, each city must tailor its smart city strategy
based on its unique social and physical landscape [42]. Nevertheless, international collabo-
ration and knowledge sharing could accelerate smart technology adoption. Urban digital
platforms remain in their early stages, presenting significant opportunities for integrating
Al into municipal decision-making processes [41].

Technological trends, legal frameworks and public acceptance in Italy and Switzer-
land were investigated in [42]. This was achieved by utilizing a methodology based on
documentary analysis of regulations, case studies and comparative interpretation of smart
city initiatives, which highlighted how data collection and usage can impact individual
freedoms, raising privacy and security concerns. The research highlighted how data-driven
urbanism is, assessing various levels of urban monitoring, including big data, geolocation
surveillance and Al-driven behavioral analysis. This was accomplished by combining case
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studies from Italian and Swiss cities, and analyzing the European data protection laws,
to highlight gaps in the policies and security risks. Findings showed that the smartest
city initiatives lacked adequate data protection measures, leading to increased risks of
surveillance and profiling, with key issues identified including legal and transparency gaps,
the “datafication” of human activities, and the use of facial recognition and geolocation
without a clear legal framework.

To prevent excessive digital control in smart cities, solutions proposed include data
protection policies “by design”, which integrate technical and legislative safeguards to
minimize misuse. Additional measures include independent oversight mechanisms and au-
ditors for monitoring data practices and public participation in decision-making. Ultimately,
these steps aim to ensure a balance between security and individual freedoms [41,42].

3.8. Public Transport Systems and the Future of Urban Mobility

Studies indicated that the most significant improvements in the transportation sector
are the perceived relative advantage and compatibility with user needs, while service
complexity and trialability have a lesser overall impact. Additionally, the observability and
visibility of benefits resulting from an eMobility approach can positively influence adoption
decisions, according to [36]. Younger individuals with higher education levels and income
are more likely to embrace these services. However, several challenges were identified,
such as high operational cost, limited charging infrastructure and user skepticism regarding
emerging technologies. Furthermore, integration difficulties with the local authorities poses
a significant barrier to widespread adoption. Efforts to promote eMobility sharing adoption
focus on improving vehicle accessibility and availability by offering trial opportunities and
expanding the charging infrastructure through public policy support and incentives. Digital
integration such as blockchain-based payment systems can streamline the user experience,
a factor that emerged as a key point in widespread user adoption. Moreover, collaboration
between municipalities and private companies is crucial for successful implementation
within smart communities and for prompting end-user adoption [25,36].

A study from Odesa, Ukraine, identified three key factors influencing passenger
satisfaction in the public transportation system: punctuality, environmental benefits and
fuel efficiency. Punctuality proved to be the most critical aspect, with 95% of respondents
considering it the top priority, followed by environmental benefits at 87% and fuel savings
at 72% [35]. Currently, there are major inefficiencies in Odesa’s public transport network,
exemplified by route overlap, a lack of centralized coordination and high congestion in
central areas. According to [35], these challenges contribute to the overall shortcomings
and negatively impact public reception of the transport system, thereby underscoring
the need for network optimization and improved management strategies. Significant
variations in passenger flow were also observed throughout the day and across different
routes. This emphasizes the need for an optimized schedule policy based on a proper
correlation between route length and passenger volume, as longer routes posed a higher
risk of delays and traffic safety issues. Adjusting route schedules based on passenger
flow analysis would allow for better frequency adaptation and improved user satisfaction.
Additionally, smart traffic management technologies can be leveraged to monitor real-time
data and optimize resource allocation, leading to a more advanced and efficient transport
operation, focused on user needs and patterns. An approach of this type can offer valuable
insights for policymakers and transportation system operators, serving as a foundation
for urban mobility master plans [126]. Ultimately, the findings in [35] underscored that
a well-managed public transport system can significantly reduce traffic congestion and
enhance urban sustainability and resident quality of life.
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A mixed approach has been proposed in [36] for investigating the key factors that
influence the adaptation of eMobility sharing services in smart communities by using
quantitative analysis involving a 40-participant survey from 18 organizations in Norway
and Ireland. Here, a statistical evaluation using SPSS (Statistical Package for Social Science)
was utilized to identify five key factors affecting adoption: perceived relative advantage,
compatibility, complexity, trialability and observability.

3.9. Standardization as a Framework for Urban Resilience and Innovation

Standardization is essential in the development and implementation of smart city
technologies, ensuring interoperability, security and scalability across the digital and
energy systems. Smart Cities can be viewed as a complex ecosystem of interconnected
infrastructures, consisting of smart grids, transportation systems, advanced communication
networks like 6G and large-scale big data platforms. Standardization can be utilized to
facilitate seamless communication between interconnected infrastructures, preventing
fragmented technology adaptation and facilitating integrated data exchange across different
systems such as power grids, energy transaction software and energy systems based on IoT.
By establishing common protocols, standardization optimizes resource use and enhances
the efficiency and reliability of urban energy networks [4,127]. Standardizing the startup
sequences for VSC-HVDC and traditional generators ensures a coordinated and efficient
load restoration process following catastrophic blackouts [128].

Information regarding 6G wireless technology standards is limited, but the rapid
advancement in wireless systems renders the transition to 6G technologies inevitable.
Compared to the previous generation (5G), 6G technologies require less energy and offer
enhanced security with improved threat detection and decentralized encryption for data
protection [6,129].

As presented in previous sections, Al and blockchain technology integration can
enhance security and energy efficiency by improving data management capabilities in
smart cities. However, challenges persist in terms of scalability, interoperability and
data privacy, according to [37]. These findings, alongside the lack of global standard-
ization for these emerging technologies, remain a key barrier. Future research should
focus on federated Al models and hybrid blockchain networks to boost overall security
and sustainability of smart urban ecosystems [130]. To achieve this, future standards
must address the challenges of decentralized data governance by establishing specific
protocols for permissioned blockchains that can be scaled to meet the high-frequency
reporting needs of dense metropolitan populations while ensuring the anonymity and
safety of all participants [131]. Clear guidelines are necessary for managing decentral-
ized energy transactions; interoperability across building management systems remains a
technical priority, while these standards will facilitate the transition to a more democratic
energy economy [132].

Analysis of existing literature on Smart City Assessment (SCA) in developing
economies, using a methodology that included data collection from Google Scholar, litera-
ture findings, data coding and method classification, such as Conceptual Models, Cognitive
Maps, Hierarchical Methods, Best-Worst Method (BWM) and Multi-Criterial Decision
Making, identified that the key frameworks used were ISO 37122:2019 [87], Smart City
Index India, Smart Cities Ranking of European Medium-Sized Cities and the IoT-Enabled
Smart City Framework [40].

Smart City assessments in developing economies showed the prioritization of indus-
trial development, IoT integration, sustainability, energy research and political engagement,
while ISO 37122:2019 [87] emerged as the most widely adopted framework due to its struc-
tured methodology and cross-city compatibility. As stated in [40], a lack of standardization
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among evaluation models limits the comparability of results. Furthermore, many existing
models are complex and difficult to implement, posing challenges for local administrations
in the most analyzed areas (Malaysia, Romania, India and Turkey). The involvement of
key stakeholders, including policymakers, investors, researchers and citizens, was iden-
tified as a critical point for the success of smart city initiatives, as there is a need for an
integrated methodology that aligns smart city evaluations with urban planning strategies
for sustainable and equitable development.

3.9.1. General Landscape of Smart City and Sustainability Standards

By analyzing the Landscape of Smart Cities Standards, it is possible to map the
standardization organizations based on the countries or geographic regions where their
frameworks and guidelines are applied (Table 2). This geographical mapping illustrates
the regional focus and influence of each standardization body. Consequently, it offers
insights into policy alignment, technological priorities and urban development strategies
adopted globally.

Table 2. Landscape of the Standardization organizations according to the countries or geographic
regions, with data extracted from [133].

Region Standardization Body

CEN
CITYkeys
EC
EIP-SCC
ESPRESSO
ETSI
HLEG-AI
MonileData

BSI
DATEX2
Eden Strategy Institute
EIP-SCC
ICLEI
IEC
IEEE
IMD
ISO
ISO/IEC
ITU-T
OCED
oneM2M
UN
UNECE
UNESDOC
WEF
WTO

Spain IESE
Sweden EasyPark
USA NIST

EU

Global

Current standards can be categorized by their specific domain of application. This
classification provides a clear understanding of the scope, objectives and technical focus
of each standard, thereby supporting more effective implementation and interoperability
across smart city initiatives.
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3.9.2. ISO Standard Family for Urban Sustainable Development

The ISO 37101:2016 standard [134], titled “Sustainable development in communities—
Management system for sustainable development—Requirements with guidance for use
”, establishes a structured framework to support communities in achieving sustainability,
resilience and improved quality of life through a systematic management approach. This
standard assists local authorities and other stakeholders in defining, implementing and
monitoring strategies aligned with development objectives (Figure 2).
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Figure 2. PRISMA flow diagram illustrating the literature selection process for the present review.

ISO 37101 [134] belongs to a broader family of standards, including ISO 37120 (Indica-
tors for city services and quality of life) [135], ISO 37122 (smart city indicators) [87] and
ISO 37123 (resilient cities indicators) [136]. Collectively, these standards provide guidance
on performance measurement, governance and integration of smart and sustainable prin-
ciples in urban development. Together, these standards enable a holistic, indicator-based
approach to urban planning and policy development, fostering transparency, comparability
and continuous improvement in community performance at local, regional and national
levels (Figure 3).

The foundational standard supporting the development of smart cities is
ISO 37120 [135], originally published in 2014, under the title “Sustainable cities and
communities—Indicators for city services and quality of life” (Figure 4). The standard pro-
vides a comprehensive framework of standardized indicators that enable cities to measure
and compare the performance of public services and overall quality of life consistently and
objectively. It was first revised in 2018 to incorporate emerging trends in urban governance,
technology and sustainability. A new update is scheduled for release in 2025, and as of the
time of this article, the draft reached 90.93% completion and was officially confirmed as an
in International Standard [135]. This convergence is further exemplified by the integration
of GPU-accelerated simulation platforms for rapid grid assessment and advanced relay
coordination strategies to protect the physical layer of the smart city against operational
contingencies [137,138]. The forthcoming version aims to align more closely with the
United Nations Sustainable Development Goals (SDGs), deepen the integration of smart
and resilient city concepts, and adapt the indicator framework to address current urban
challenges such as digital transformation, climate change and social inclusion.
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I1ISO 37101:2016

family of standards

15]0) ISO ISO
37120 37122 37123

Indicators for Smart city Resilient cities
city services indicators indicators
and quality of life

Figure 3. Visual representation of the ISO 37101 [87,134-136] family of standards for sustainable
urban development.

1ISO ISO 1ISO

37120:2014 37120:2018 SR R00S
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90.93% Confirmed as
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Figure 4. The current stage of the ISO 37120:2025 [135] adoption.

3.9.3. International Organization for Standardization’s Technical Committee for
Sustainable Development

ISO/TC 268, named “Sustainable cities and communities,” is a technical committee
established by the International Organization for Standardization (ISO) in 2012. Its primary
objective is to develop international standards that facilitate sustainable development in
urban and rural communities, emphasizing aspects such as smartness and resilience. These
standards provide requirements, frameworks, guidance, and supporting techniques to
assist communities and their stakeholders in achieving sustainability goals [139]. Figure 5
shows the Sustainable Development Goals as defined by the UN [56].

As of the latest update, ISO/TC 268 has published 56 ISO standards (19 under its
direct responsibility) and is currently developing 22 new standards (8 of which are directly
managed by the committee) [139].

The structure of the committee is split into two different working groups focusing on
various aspects of sustainable development:

- ISO/TC 268/SC 1: Smart community infrastructures
- ISO/TC 268/SC 2: Sustainable mobility and transportation
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Figure 5. Visual representation of the Sustainable Development Goals (SDGs) [56].

3.9.4. IEEE Standards Association

IEEE SA is dedicated to advancing the standardization of smart cities by offering a

comprehensive portfolio of standards and programs that address critical components of

the smart city framework (Figure 6) [140].

Architectural and functional framework for smart cities aiming to enable
communications within and across smart city ecosystems

Solving the discovery of the systems deployed in a smart city, enabling the
sharing of objectives between these smart city systems to make them work
towards a common goal

Architectural blueprint for Smart City implementation leveraging cross-
domain interaction and semantic interoperability among various domains and
components of a Smart City

Framework that outlines technologies and the processes for planning the
evolution of a smart city

An architecture framework for a computational operation system, designed
to enable intelligent cities

A protocol that enables interoperable, semantically compatible connections
between connected hardware and software

Key indicators to support the measuring of progress and pinpointing areas
that pave the way for the establishment of inclusive, sustainable smart cities

Figure 6. Overview of key IEEE standards for smart city development.
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3.9.5. Analysis of Smart and Urban System Standards Categorization

To further understand the standardization landscape in the context of smart cities,
a detailed analysis was conducted on various categories of standards and the themes
addressed, extracted from a comprehensive inventory of smart city standards [141]. This
inventory encompasses standards published or under development up to the year 2024.
The inventory includes over 300 standards and specifications relevant for smart city devel-
opment, as well as the essential standardization organizations analyzed: CEN (European
Committee of Standardization), ETSI (European Telecommunications Standards Institute),
IEC (International Electrotechnical Commission), IEEE (Institute of Electrical and Elec-
tronics Engineers), ISO (International Organization for Standardization), ISO/IEC JTC 1
(ISO and IEC Joint Technical Committee JTC 1 for information technology), ITU-T (ITU’s
Telecommunication Standardization Sector) and OGC (Open Geospatial Consortium) [141].
Figure 7 consolidates all relevant standards identified in the referenced list. Subsequent
graphical representations focus on each of the four primary sectors, providing a more
comprehensive and detailed examination.

Security,
safety, privacy,

Enabling
technologies, 81

Figure 7. Categorization of Standardised Smart Systems within a city [141].

Figure 8 illustrates the distribution of standards according to different aspects of
the urban system as a whole. A predominance of standards related to “Operation” and
“Security, safety, privacy” is observed, suggesting the paramount importance of the daily
functioning of the city. Other significant categories include “Planning and design of
infrastructure” and “Management”. This distribution highlights the smart city approach as
a “system of systems” where robust governance and security are essential for ensuring long-
term urban functionality and resilience. The importance of “Terminology & architecture” is
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also highlighted, with “Terms, vocabulary” and “Framework, architecture” exhibiting a
high number of appearances, indicating their crucial role in standardization.

City System as a whole

Terms, vocabulary
45

Security, safety, privacy i Framework,architecture
35
30

Governance . Standards roadmap/map
0

Management 3 Planning&design
U
Operation Development
Construction Operation
Urban planning&design Maintenance

Figure 8. Urban System as a Whole: Distribution of Standards by Aspect [141].

The visualization in Figure 9 details the categories of standards focused on specific
smart systems within a city. Among the most prominent areas are “Smart transportation”;
“Public Safety” and “Smart Energy”; the importance of the energy sector is reaffirmed,
confirming its fundamental role in the transition to a sustainable urban environment and
the integration of advanced technologies. Furthermore, the emphasis on transport and
safety reflects key priorities in optimizing urban functions and improving citizens” quality
of life.

The radar chart shown in Figure 10 illustrates the prevalence and application of
various data and technological aspects within a city context, categorized into “Enabling
Technologies” and “Interoperability”. Notably, the categories of “Enabling technologies
Internet of Things” and “Enabling technologies Computing, systems, platforms” demon-
strate the highest levels of adoption, indicating a strong reliance on these foundational
technologies; nevertheless, the lack of technical interoperability and the persistence of verti-
cal silos remain significant barriers, highlighting the necessity for standardized frameworks
that facilitate seamless data exchange and prevent vendor lock-in within the evolving
urban digital architecture [142,143]. The absence of “Artificial Intelligence” is observed,
suggesting its potential cross-cutting integration within other thematic standards.
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Smart System in a City

Smart transportation

Others Smart water

Smart street light Smart energy

Public security Smart education

eHealth and medical Smart buiding & home

Figure 9. Categorization of Standards for Specific Smart Systems within a City [141].
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Figure 10. Enabling Technologies and Data Focus in Smart City Standards [141].
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Impact of ICT

The radar chart presented in Figure 11 exhibits the results of a “Performance assess-
ment” across various domains, including “Performance,” “Sustainability,” “Resilience,
“and “Smartness”, with scores ranging from 0 to 10. These metrics are crucial for mon-
itoring the progress and success of smart city initiatives toward their sustainability, effi-
ciency, and resilience objectives. The assessment highlights particularly strong performance
in “Assessment Measure” and “Assessment Performance,” reaching scores close to the
maximum. In contrast, areas such as “Assessment Impact of ICT” and “Assessment Pri-
vacy” show considerably lower scores, suggesting either less emphasis or areas requiring
significant improvement.

Performance assessment

Sustainability

10

Framework, Model 9 Resilience

8

Measure 6 Smartness

Performance

Quality

Security Capacity

Maturity Energy saving

Figure 11. Performance Assessment Metrics in Smart City Standardization [141].

In practice, the application of international standards such as ISO 37120 [135] is often
hindered by the fragmentation of local data availability. While these standards provide a
comprehensive set of indicators for sustainability and quality of life, many municipalities
lack the integrated sensor infrastructure to report on these metrics in real time. This creates
a disparity where standards serve as theoretical benchmarks rather than operational tools,
necessitating a phased approach to standardization that aligns with the digital maturity of
the specific urban environment.

4. Discussion

The foundational shift towards the Smart City paradigm is defined not by isolated
technological breakthroughs, but by the strategic and systemic convergence of three core
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pillars: advanced energy infrastructures, next-generation digital connectivity, and robust gov-
ernance frameworks. While the literature highlights the transformative potential of each
domain (Table 3), our structured analysis reveals a complex landscape characterized by
both profound complementarities and significant tensions, which must be acknowledged
for long-term viability. For instance, the complementarity is evident in the fact that the shift
to decentralized renewable energy (Section 3.2) requires the high-throughput, secure com-
munication capacity of 6G (Section 3.3) to enable real-time smart grid management (Table 4).
However, a major tension arises because this very increase in connectivity simultaneously
exposes the critical energy infrastructure to heightened cybersecurity vulnerabilities [29].
Addressing these vulnerabilities requires a holistic fusion of cyber- and physical monitor-
ing, using GNNs to model the inherent graph structure of the power grid for robust attack
detection [144,145]. Furthermore, the technical push for interoperability and data-driven
efficiency is often constrained by fragmented standardization frameworks and the need
for inclusive policy and data governance (Section 3.1). These interdependencies confirm
the Smart City as a true system of systems, where performance and resilience hinge on the
coordinated management of these trade-offs [146]. Critical synergy in this management
lies between resource planning and grid monitoring. While hybrid solar-hydro-systems
optimize generation profiles, hierarchical state estimation ensures that the resulting power
flows are accurately monitored without overwhelming computational resources [147].
One such trade-off involves optimizing infrastructure by designing transmission capacity
around average power delivery needs rather than peak loads, which can significantly
reduce line capacity requirements while maintaining reliability [148]. Coordinated man-
agement must also address frequency asymmetries by utilizing energy storage systems to
restore a balanced frequency distribution and ensure high-quality power delivery [149]. A
prominent example of this interdependency is the vulnerability of optimized systems; while
multi-objective models can significantly reduce greenhouse energy costs, the increased con-
nectivity required for such optimization necessitates GNN-based security layers to prevent
attackers from mimicking legitimate load variations to mask stability threats [150,151].

Table 3. Categorization of current standards in accordance with their specific domain of
application: [133].

Domain Displayed Title Number of Titles
Education, Training and Learning 12
Citi Health 18
thzen Safety and Emergencies 4
Social community and well-being 17
Buildings 10
Connectivity 28
Infrastructure Energy 21
Mobility 19
Water 5
Case Studies and Rankings 7
Policy Ethics 3
Strategies, Policies and Planning 17
Sustainability Sustainability and Resilience 31
Data and Architecture 27
Information Processing 8
Manufacturing 17
Technology Platforms Smart City 3
Terms and Definitions 3
Food and Agriculture 1
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Table 4. Key terms explored in the review, defined in the context of the actual paper.

Term

Brief Definition Key References

Smart City

An IT-driven system of systems that
integrates business processes through
advanced technological infrastructures,
including the energy sector, to facilitate the
transition toward low-carbon, resilient urban
environments.

ISO/IEC 30145-1:2021 [2,152]

System of Systems

A holistic perspective examining how

different urban subsystems (power grids,

transportation, data systems) interact to ISO/IEC 30145-1:2021 [2]
improve overall urban functionality and

long-term viability.

6G

The sixth generation of wireless
communication, succeeding 5G, is crucial for
the Smart City due to its significantly lower
energy consumption, enhanced security, and
capacity to detect cyber-threats and encrypt
data within secure decentralized systems.

[6]

Data Governance

The framework of policies and procedures
ensuring the transparent, legal, and secure
management of vast volumes of urban data
(from IoT and 6G), which is essential for
public trust and evidence-based
decision-making.

[34,42]

An urban area at the district level that
produces more renewable energy than it

Positive Energy District (PED)  consumes over an annual period, with the [30,33]

goal of optimizing self-sufficiency and
self-consumption.

Interoperability

The capacity of different technological
systems (energy networks, communication
systems, data platforms) to operate and
exchange information seamlessly is a key
factor in standardizing and scaling Smart City
solutions.

[34,43]

The evolution of smart cities relies on the strategic convergence of advanced energy
systems, digital technologies and robust governance frameworks. As urban population
expands and resource demand intensifies [1], our findings underscore that transitioning to
decentralized renewable energy sources is critical not only from an environmental perspec-
tive but also as a driver of economic resilience [30,153]. Achieving this requires overcoming
the fragmented nature of current Al applications and moving toward integrated ecosys-
tems where technological advancements are balanced with legal and social readiness [154].
The integration of next-generation 6G communications with loT-enabled smart grids and
Al-driven analytics holds considerable potential for optimizing energy consumption and
enhancing operational efficiency [27]. Implementing these technologies effectively requires
accounting for residential randomness and individual discomfort levels to ensure fair
and consistent DR market rules [155]. Nonetheless, these technological advances must be
accompanied by comprehensive cybersecurity measures and adherence to standardized
protocols to ensure interoperability across diverse urban infrastructures. Moreover, effec-
tive public—private partnerships and active community engagement are indispensable for
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addressing policy fragmentation and regulatory challenges, thereby ensuring that innova-
tions in renewable energy and digital connectivity translate into sustainable, citizen-driven
urban development [35,36]. In conclusion, this study advocates for a holistic, interdisci-
plinary approach to smart city transformation that balances technological innovation with
strategic regulatory oversight and stakeholder inclusivity, paving the way for resilient and
adaptive urban environments.

Our analysis indicates that the transition from 5G to 6G is poised to significantly
transform the energy landscape by advancing digitalization and integrating IoT-enabled
smart grids. Enhanced spectral efficiency and decentralized security protocols embedded in
6G technologies promise significant reductions in energy consumption and improved data
transmission, which are vital for managing the increasingly complex urban network [46].
However, these benefits are tempered by substantial challenges such as the capital invest-
ments required for upgrading or deploying new 6G base stations, coupled with the need for
seamless interoperability with established legacy systems, which presents notable financial
and technical barriers [30,33]. Additionally, a surge in connected devices and the expensive
coverage demanded by 6G technology, alongside cybersecurity vulnerabilities, poses a
risk that could undermine the stability and integrity of energy infrastructures. Simulation
studies further reveal geographic discrepancies, in regions such as the Netherlands versus
Croatia, that complicate the optimization of network performance and energy efficiency
across different urban landscapes [30]. Collectively, these findings underscore the necessity
for coordinated policy measures, rigorous standardization and proactive cybersecurity
strategies to fully harness the potential of 6G while ensuring sustainable digital integration
in the energy sector.

The energy sector plays a foundational role in smart city evolution, serving as an
enabler of sustainability and a catalyst for integrating advanced technologies into the urban
landscape. A smart city’s transition toward green development is fundamentally tied to
modernizing its energy infrastructure. Clean energy smart grids are not merely technical
upgrades, as they are strategic instruments to mitigate urban challenges such as pollution
and resource strain. Implementing smart city policies in China has been shown to require
a gradual shift to renewable energy and reduced fossil fuel reliance, demonstrating how
energy initiatives underpin broader urban innovation efforts [2]. In practice, this means
deploying distributed renewable generation, enhancing energy efficiency in buildings and
transport infrastructure, and utilizing digital controls to balance supply and demand in
real time. Such measures directly improve urban resilience and reduce emissions, yielding
cleaner air and more reliable energy services for citizens [6].

To enable a structured analysis and visual representation, a total of 111 individ-
ual keywords extracted from the reviewed articles were normalized and grouped into
thematic categories. The initial keywords varied in phrasing and specificity, including
technical terms (e.g., “5G Network”, “Digital Twin”), methodological references (e.g.,
“PRISMA”, “Systematic Review”) and broader thematic concepts (e.g., “Smart Mobility”,
“Citizen Empowerment”).

A manual content analysis was performed to cluster semantically related terms under
broader, representative categories. For instance, “5G”, “6G” and “Wireless Communica-
tion” were grouped under Wireless Communication (5G/6G), while terms such as “Al”,
“Machine Learning” and “Deep Learning” were assigned to Artificial Intelligence & ML.
This normalization process reduced redundancy, improved clarity and enabled cross-
comparison between articles and regions. In total, 11 primary categories were defined,
along with an additional “Uncategorized” label for terms that did not clearly fit within the
main themes.
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One prominent example of energy-centric urban innovation is the development of Pos-
itive Energy Districts (PEDs) in Europe. PEDs are urban areas that produce at least as much
energy as they consume annually, embodying the EU’s vision for a renewable-powered city
district. A recent study introduced a fuzzy-logic energy management system in a residential
PED, achieving over 75% self-sufficiency and self-consumption by dynamically optimizing
battery storage and solar PV usage [34]. These results underscore that integrated local
generation and storage, coupled with intelligent control, can turn neighborhoods into net
energy producers while meeting residents’ needs. However, they also highlight emerging
challenges—for example, effectively coordinating various energy demands (household
electricity, electric vehicle charging, heating/cooling) remains complex. Moreover, ex-
treme events (climatic or geopolitical) can impact PED performance and payback periods,
reminding planners that energy strategies must account for uncertainty.

Beyond technical performance, energy initiatives in smart cities are closely linked to
governance and community engagement. The rise of Renewable Energy Communities
(RECs) exemplifies how energy projects can spur social innovation. In Italy, a multi-level
governance model for RECs within PEDs was proposed to enhance citizen participation
and multi-stakeholder coordination [37]. This model recognized that decentralized energy
systems thrive on local cooperation, and that clear frameworks are needed to distribute
benefits, navigate bureaucracy, and earn public trust. Such findings suggest that the
energy sector’s role extends beyond engineering, as it is an anchor for interdisciplinary
collaboration in smart cities, binding together policy, society, and technology. In summary,
prioritizing the energy sector in smart city transformation yields concrete sustainability
gains (such as emission reductions and energy autonomy) and sets the stage for holistic
urban innovation. Yet it requires aligning new technologies with supportive policies
and active public involvement to ensure that cleaner energy translates into long-term
sustainable urban development.

Modern smart cities are often characterized as a “system of systems”, meaning they
consist of multiple interdependent subsystems—energy grids, transportation networks,
communication systems, water and waste utilities, public services, and more—that must
operate in harmony. This integrated perspective underscores that the value of a smart
city emerges not from isolated smart components, but from the synergies among them [4].
Interoperability is therefore paramount: each subsystem should seamlessly exchange data
and work together toward common urban objectives. Standardization is a key enabler in
this context, as it provides common protocols and interfaces that allow heterogeneous sys-
tems to communicate. As noted in recent works, adopting shared standards (for example,
in data formats or IoT communication protocols) helps prevent fragmented technology
adoption and ensures that a smart grid can “talk to” a smart building or an electric vehicle
charging network without custom integration efforts [45]. However, large-scale electrifica-
tion requires high-fidelity load models that account for the diverse voltage and frequency
responses of EV chargers from different manufacturers to ensure grid stability during
faults [2,156]. The operational management of this infrastructure is further supported by
ultra-short-term load forecasting, utilizing Snake Optimizer-improved Variational Mode
Decomposition (SO-VMD) to capture the non-linear fluctuations of vehicle charging de-
mand with high accuracy [157,158]. Indeed, international standards bodies (ISO, IEC,
IEEE, etc.) and initiatives are actively shaping frameworks for urban data sharing, IoT
interoperability, and performance metrics. The ISO 37122:2019 standard [87] for smart
city indicators, for instance, has gained traction as a baseline for consistent assessment
across cities [44]. Cities that embrace these standards are better positioned to integrate new
solutions without redeveloping systems each time, accelerating innovation.
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Interoperability is closely tied to resilience. A system-of-systems approach means
that a shock in one domain (e.g., a cyberattack on the power grid or a natural disaster
flooding transport tunnels) can cascade across other systems. Conversely, well-integrated
city systems can support each other during crises. For example, intelligent energy grids
can prioritize power to hospitals and emergency services during outages, and open data
from telecom networks can assist traffic management in rerouting around problematic
areas. The resilience of a smart city thus hinges on both robust individual systems and their
coordinated response capabilities. One critical area of focus is improving the resilience
of energy infrastructure against new digital threats. The introduction of IoT sensors
and ICT in energy (smart meters, automated substations, and so forth) has improved
efficiency but also created cyber-vulnerabilities that can threaten physical grid stability [33].
Simulation studies of coordinated cyberattacks on power distribution components (such as
photovoltaic inverters and protection relays) show that traditional grid protection schemes
may fail to detect or isolate incidents in time, leading to widespread outages and equipment
damage. These findings have important implications: they urge the adoption of advanced,
cross-cutting security mechanisms and adaptive control algorithms that maintain stability
even when data inputs are untrustworthy. More generally, building urban resilience means
ensuring that each city subsystem has not only its own backup and recovery plans, but also
city-level contingency strategies when interdependencies come into play.

Data governance is another pillar in the system-of-systems paradigm. With a vast
number of devices and organizations generating urban data, robust governance is needed to
manage data sharing, privacy, and ownership. The Mainz data utility example again serves
as an instructive case: by establishing a legal framework and a multi-layer architecture
for data exchange, the city created a neutral space for different departments and external
partners to contribute and use data securely. A sound governance model should define
who can access what data, under what conditions, and how data quality and security are
maintained. Such governance prevents the formation of data silos—where information
is trapped in one agency—and instead promotes a “connective tissue” of information
that all city systems can draw from. However, achieving this is challenging. Interviews
with stakeholders in various cities highlight concerns about liability, compliance, and
trust when sharing data [38]. Establishing trust requires not only technical solutions (like
encryption and access controls) but also institutional arrangements (policies, agreements,
and perhaps third-party audits) to reassure participants that their data will not be misused.
In the absence of robust governance, cities risk either constrained innovation due to overly
restrictive data practices or, conversely, exposure to security breaches and public backlash
if data flows freely without safeguards. Therefore, treating the smart city as a system of
systems naturally leads to a call for integrated governance frameworks—frameworks that
align technology deployment with regulatory policy and stakeholder engagement. Such
frameworks enhance interoperability and resilience by ensuring that all parts of the urban
system move in the same direction, guided by shared principles of security, openness,
and sustainability.

Figure 12 compares the prevalence of key Smart City research themes across different
regions. The horizontal bar chart shows how often each normalized keyword category
appears in studies from the EU, South Korea, Southeast Asia, Taiwan and Ukraine as well
as globally. Categories such as Artificial Intelligence & Machine Learning, Smart Mobility,
Smart Energy & Grids, Governance & Public Policy and others are plotted, revealing clear
regional discrepancies in focus. For instance, European studies exhibit a strong emphasis
on governance frameworks and energy systems, reflecting the region’s push for integrated
policy and sustainability (for example, the widespread adoption of standards like ISO
37122). In contrast, East Asian contexts feature higher frequencies of technology-centric
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keywords such as Al IoT and 5G/6G connectivity, indicative of a drive toward cutting-edge
ICT solutions for urban infrastructure. Regions like Southeast Asia prioritize topics such
as IoT-enabled development and energy sustainability, aligning with local development,
whereas Ukraine’s contributions are case-specific, spotlighting smart mobility and urban
transport optimization. Overall, this figure underscores that regional research priorities
differ markedly, shaped by distinct urban challenges and policy environments.
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Figure 12. Distribution of normalized keyword categories by study region across the selected smart
city articles.
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The global distribution of keyword categories appears relatively balanced across
themes, while European studies distinctly emphasize digitalization. This reflects Europe’s
ongoing strategic priority of comprehensive digital transformation. Figure 13 illustrates
that heightened standardization correlates closely with increased interest in technological
advancements and global urban development strategies. This observation effectively
connects the insights depicted in Figures 12 and 13, highlighting how standardization
efforts directly support and stimulate broader technological progress and research trends.

CITYkeys

ISO/IEC

ITU-T

OCED

oneM2M

UN

EC

EIP-SCC

ESPRESSO

ETSI EasyPark

UNECE
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HLEG-AI
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Figure 13. Organizational map of Smart City standardization bodies by regions [133].

Figure 13 details the standardization landscape, mapping out Smart City standard-
ization bodies by region. The horizontal bar chart reflects the frequency of keyword
appearances grouped by region (Europe, Global, South Korea, Southeast Asia, Taiwan, and
Ukraine). Each keyword category, such as Artificial Intelligence & ML, Smart Mobility,
Smart Energy & Grids, Governance & Public Policy, and others, is plotted along the ver-
tical axis, while the horizontal axis shows the number of times the category appears in
the reviewed literature. This organizational diagram illustrates a fragmented but layered
governance of standards: global entities such as ISO, IEC, ITU-T and oneM2M sit at the
international tier, providing broad frameworks for interoperability, while regional alliances
and initiatives (for example, CEN and CITYkeys in Europe) develop area-specific guide-
lines. At the national level, individual countries promote their own standards, for instance
NIST in the United States or EasyPark in Sweden, targeting local urban priorities.

The visualization reveals that standardization efforts are widespread and decentral-
ized, as virtually every major region has its mix of standard bodies and projects. While the
diversity allows tailoring to local contexts, it also highlights fragmentation, where multiple
frameworks often address similar Smart City aspects, risking overlap and incompatibili-
ties. A recent “Landscape of Smart Cities Standards” review [133] confirms a proliferation
of initiatives, noting that a lack of harmonization among various evaluation models has
limited the comparability of smart city outcomes across countries. In practice, city officials
and planners face a complex mosaic of guidelines, from high-level sustainability indices to
domain-specific technical protocols.

Figure 13’s regional mapping of these organizations underscores both the opportuni-
ties and technological priorities that are being shaped globally, yet the absence of a unified
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framework can hinder global interoperability and knowledge sharing. This infographic
presents both the geographic distribution and layered influence of international, regional
and national stakeholders in shaping smart and sustainable urban development. This
fragmentation has been observed to pose challenges for local administrations, who may
struggle with implementing complex or numerous standards without clear cohesion.

Figure 14 complements this by offering a macroscopic view of thematic categories
in Smart City literature through a treemap visualization. Each colored block represents a
broad topic area, with its size proportional to the number of publications addressing that
theme. Dominant blocks correspond to infrastructure and policy-related themes. Notably,
categories tied to technological infrastructure such as digital connectivity and architec-
ture, energy grids and urban mobility occupy a large share of the map, alongside a block
dedicated to sustainability and resilience initiatives. Governance and planning themes
also feature prominently, underscoring the importance of policy direction and standard-
ized strategies in Smart City disclosure. By contrast, comparatively smaller blocks in the
treemap (for example, those related to ethics, social inclusion or sector-specific applications
such as food systems) suggest these areas are underrepresented. This imbalance points to
a research gap: while cities worldwide have heavily explored digital infrastructure and
energy/climate initiatives, fewer studies delve into community-centric and ethical dimen-
sions. Although some pioneering work integrates citizen empowerment and participatory
planning (for example a zero-carbon community project in Taiwan used a participatory
approach to engage local stakeholders), such human-centered topics remain a minority in
the overall Smart City literature.

Data and
Architecture, 8

Safety and Emergencies, 17
Sustainabillity and Resilience, 27

Social community and
Mobility, 5 well-being, 10 Title Displayed, 12

Figure 14. Visualization of thematic categories related to smart city literature [133].

The critical interpretation highlights several implications for future research and
policy planning. Firstly, the dominance of infrastructure-driven and policy/planning
themes (Figures 12 and 14) suggests that academia and industry have made significant
progress on the technical and governance foundations of Smart Cities, for example, in
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integrating energy grids with ICT and developing sustainability metrics. This focus is in
accordance with the needs of rapid digitalization and urbanization, where energy-efficient
communication networks and robust urban policies must be mutually aligned. However,
the relatively smaller emphasis on social, ethical, and human-centric issues implies that
these aspects warrant greater future attention. Future research should broaden address
citizen engagement, data ethics, and equity in Smart Cities, ensuring that technological
innovation translates into tangible improvements in quality of life and inclusivity. As noted,
empowering local communities in the planning process, through participatory methods,
can greatly enhance project outcomes. Second, the regional discrepancies in the research
sector call for greater cross-integration of ideas.

European experiences in policy integration could improve projects in Asia and vice
versa, while lessons from pioneering smart mobility trials in Ukraine or sustainability
efforts in Southeast Asia could benefit other regions if disseminated. Policymakers and
scholars might consider more comparative studies and international pilot projects to bridge
these gaps, adapting successful strategies to local conditions.

Finally, the fragmented standardization landscape (Figure 13) highlights an urgent
need for coordination and convergence in Smart City standards. Without jeopardizing
local adaptability, stakeholders should strive toward interoperable frameworks, for in-
stance, by aligning city indicators with well-established international standards to enable
benchmarking and shared learning. Current literature emphasizes immature integrated
methodologies that align smart city evaluations with urban planning strategies and stress
multi-stakeholder collaboration to overcome policy silos. This means urban planners,
technology providers and standard bodies must work collectively in coordinating policy
measures and rigorous standardization efforts to fully harness emerging technologies (such
as 6G and IoT) for sustainable city development.

Our initial analysis of distributed keyword categories across regional studies
(Figure 12) mapped standardization bodies by region (Figure 13) and visualized thematic
categories (Figure 9). These insights are reinforced by another detailed analysis of the IEC
standards inventory, allowing for further dissection of standardization priorities.

The figures detailing the “City system as a whole” and “Smart systems in a city”
from the standards inventory (Figures 8 and 9, as discussed in Section 3.9.5) highlight the
emphasis on daily operations, security, and key areas such as transportation and energy.
This reinforces the observation that a large part of the existing literature and standardization
efforts focus on building the technical and sustainable backbone of smart cities, and on the
efficient governance of these interdependent systems. The prevalence of operation-related
standards underscores the importance of ensuring continuous functionality and efficient
resource management in a city considered a “system of systems”.

Furthermore, the analysis of “Data and technologies used in the city”
(Figures 10 and 11) provides crucial insight into the role of digitalization. Significant
investments in Big Data, IoT, and Digital Twins are confirmed, reflecting efforts to optimize
data-driven urban management. Of particular relevance to the theme of interoperability
is the high weight of standards dedicated to “Data and information models” and “Vo-
cabulary” within the interoperability section. This observation strengthens the argument
that standardizing communication protocols and data formats is fundamental to enabling
subsystems to collaborate efficiently and thereby prevent technological fragmentation,
which is a key point of smart city resilience. The discrepancy regarding the number of
standards exclusively dedicated to Al compared to the widespread recognition of its role
(mentioned in other sources) suggests that Al is either cross-cuttingly integrated into other
areas of standardization (e.g., smart grids, smart transport), or that specific Al standards
are still in an early stage of development.
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The consistent presence of “Smart energy” and “Sustainability” in this standards
analysis underscores the coherence with the study’s previous conclusions, which emphasize
the fundamental role of the energy sector in the evolution of smart cities and in achieving
sustainability and emission reduction goals.

The evolution of smart cities is conditioned by the strategic convergence of advanced
energy systems, digital technologies, and robust governance frameworks. As urban popu-
lations grow and resource demand intensifies, our findings underscore that the transition
to decentralized, renewable energy sources is critical not only from an environmental
perspective but also as a driver of economic resilience. Integrating next-generation 6G
communications with IoT-based smart grids and Al-driven analytics holds considerable po-
tential for optimizing energy consumption and improving operational efficiency. However,
these technological advancements must be accompanied by comprehensive cybersecurity
measures and adherence to standardized protocols to ensure interoperability across various
urban infrastructures. Furthermore, effective public—private partnerships and active com-
munity involvement are indispensable for addressing policy fragmentation and regulatory
challenges, thereby ensuring that innovations in renewable energy and digital connectivity
translate into sustainable, citizen-centric urban development. In conclusion, this study
suggests a holistic and interdisciplinary approach to smart city transformation, balancing
technological innovation with strategic regulatory oversight and stakeholder inclusivity,
paving the way for resilient and adaptive urban environments.

While the literature frequently presents 6G and blockchain as transformative solu-
tions for Smart Cities, it is imperative to distinguish between conceptual potential and
current deployment reality. Blockchain applications in energy trading are largely lim-
ited to pilot projects due to scalability issues and high energy consumption of consensus
mechanisms [37]. Similarly, 6G infrastructure is still in the developmental phase, with
significant hardware challenges remaining for terahertz communication implementation.
Consequently, these technologies should be viewed as mid-to-long-term enablers rather
than immediate, off-the-shelf solutions for current urban energy management challenges.

5. Conclusions

This review has highlighted that the transformation toward smart cities is a mul-
tifaceted process, justified by the central role of the energy sector and strengthened by
advances in digital technology and governance. Key findings emphasize that transition-
ing urban energy systems to cleaner, smarter models is both a pressing necessity and an
opportunity: smart grids, renewable energy integration and initiatives like Positive En-
ergy Districts can substantially reduce emissions and improve resilience, but they require
supportive policies and active community participation to succeed. The rapid evolution
from 5G to 6G networks, along with the proliferation of IoT devices, is set to provide the
ultra-connectivity needed for advanced smart city applications. This enhanced connectivity
will enable real-time management of infrastructure and new services, such as autonomous
mobility and interactive public services, yet it also demands careful attention to energy
usage and cybersecurity. Our synthesis underlines that smart cities must be treated as a
complex system of systems, where interoperability and data governance are fundamental
design principles.

The review also addresses the inherent challenges and limitations faced in current
smart city implementations. Issues of privacy, data security, and equitable access to tech-
nology are recurrent concerns that can limit public acceptance of smart city projects if
left unaddressed. Likewise, disparities in resources and technical capacity between cities,
especially between developed and developing contexts, mean that one-size-fits-all solutions
are impractical—local adaptation and capacity building are necessary components of any
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smart city strategy. Despite these challenges, the overall trajectory of research and practice
is encouraging. There is a clear trend toward adopting interdisciplinary approaches: city
planners, engineers, IT specialists, policymakers, and social scientists are increasingly
collaborating to align technological innovation with societal needs and sustainability goals.
This integrated approach is evident in emerging governance models for energy communi-
ties, the inclusion of stakeholders in data platform design, and the push for Al and data
analytics that serve public interest in addition to efficiency.

Standardization across technologies and domains emerges as a critical enabler for this
integration, facilitating communication between subsystems and ensuring that innovations
can be scaled and replicated across different urban contexts. In summary, the analysis
of contemporary Smart City research and standardization reveals a field maturing in its
technical and policy dimensions yet still evolving toward holistic integration. Addressing
the identified gaps, requiring expanding research horizons and unifying standardization
efforts, will be crucial for developing energy efficient, digitally integrated and resilient
Smart Cities in the years ahead.

Achieving the vision of sustainable smart cities will require sustained effort on mul-
tiple fronts. Technological innovation in energy, communications and computing must
be coupled with robust frameworks for cybersecurity and standardization. Equally im-
portant is the human and institutional dimension, as governance mechanisms, regulatory
policies and community engagement models must ensure that technology deployment
be responsible and inclusive. The findings of this review reinforce that future smart city
development cannot be the domain of isolated sectors. Instead, it demands an integrated
and interdisciplinary approach. By learning from current experiences and continuing to
investigate open questions, cities worldwide can navigate digital transformation in a way
that enhances urban sustainability and improves quality of life. Ultimately, the smart
city from an energy perspective is more than just a high-tech ideal; it is a pathway to
harmonizing urban growth with environmental management and social well-being, a goal
that will guide the next generation of urban development.

In closing, future research and policy efforts should move beyond optimizing indi-
vidual components. Instead, they must focus on developing integrated frameworks that
proactively manage the tensions between data security and technological advancement,
and between local policy fragmentation and the need for global interoperability. Only
through this holistic, interdisciplinary lens can Smart Cities truly translate technological
potential into resilient, sustainable, and inclusive urban environments.

Future research will focus on addressing the computational limitations of Digital Twins
for real-time control in large-scale electrical power systems, exploring the integration of
physics-based models with interpretable machine learning [43]. Additionally, further empir-
ical studies are needed to validate the economic viability of blockchain-based peer-to-peer
energy trading markets in diverse regulatory environments, moving beyond simulation
to real-world pilot testing [43]. Finally, the development of standardized data governance
frameworks that specifically address the privacy-utility trade-off in energy data sharing
remains a critical area for interdisciplinary investigation.
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