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Abstract

The integration of Internet of Things (IoI') devices in microgrids enhances efficiency and
adaptability but also introduces significant cybersecurity risks. This paper presents a con-
ceptual hybrid modeling framework for cybersecurity modeling in IoT-enabled microgrids
by combining System Dynamics (SD), Agent-Based Modeling (ABM), and statecharts. SD
captures energy flows and storage dynamics, ABM models decentralized interactions among
microgrid components, and statecharts represent cyberattack states and defensive responses
aligned with the Lockheed Martin Cyber Kill Chain and MITRE ATT&CK for Industrial Con-
trol Systems (ICS) frameworks. A four-agent architecture—Microgrid, Attacker, Defense
System, and External System—structures the modeling of cyber-physical interactions. An
illustrative example shows how this hybrid approach can represent attack scenarios, such
as Address Resolution Protocol (ARP) spoofing and smart meter manipulation, and how
falsified sensor measurements could affect controller decisions and, conditionally, physical
energy dynamics. The approach is conceptually compared against SD-only, SD+ABM,
and Al/ML-based approaches, highlighting its intended advantages in interpretability
and causal traceability. The scenarios establish representational feasibility, and a prelimi-
nary quantitative illustration compares normal, attacked, and defended conditions using
resilience indicators; empirical validation against recognized microgrid benchmarks and
testbeds remains future work.

Keywords: agent-based modeling; cybersecurity; Internet of Things; microgrids; statecharts;
system dynamics
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1. Introduction

A microgrid (MG) is an electrical system engineered to facilitate the integration of
distributed energy resources (DERs) through the use of sophisticated control algorithms for
optimal performance [1]. Microgrids (MGs) can function independently or in conjunction
with the grid, thereby enhancing the flexibility and security of the electrical system [2]. The
advancement of IoI technologies, including smart metering, decentralization, self-healing
functionalities, and bidirectional communication, has been crucial for the implementation
of real-time monitoring and control systems [3]. Cyber-physical ecosystems in which
MGs function facilitate intelligent and efficient energy management via optimization in
energy management systems (EMSs), encompassing resource allocation, energy generation,
storage, and consumption. This optimization is facilitated by the interplay of physical and
digital technologies that regulate both electrical flow and secure data transmission via
wireless and power line communication channels [4]. Consensus algorithms facilitate the
flow of information among distributed agents regarding supply-demand equilibrium and
system performance across many components, while IoT technologies provide adaptive
monitoring and cost-effective operation.

The growing dependence on Iol components, including inverters, battery management
systems (BMS), and smart energy management devices, arises from IoI’s capacity to effec-
tively gather and analyze extensive data throughout the MG architecture. Consequently,
IoT has emerged as a pivotal facilitator in transforming conventional MG systems into
intelligent MGs [5]. The use of IoT technology facilitates extensive monitoring and commu-
nication within the MG system via diverse sensor installations, as depicted in Figure 1. The
advancements in smart grids, bolstered by models for optimizing EMSs, promote agent
communication and improve decision-making capacities [6]. In practical applications like
residential energy management systems (REMS), IoT devices are essential for enhancing sys-
tem efficiency through data measurement, behavioral analysis and prediction, and energy
consumption optimization [7], thus yielding beneficial effects on smart neighborhoods.
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Figure 1. Network of sensors and devices in an IoT-enabled MG. Field sensors monitor wind, vibration,
temperature, irradiance, power quality, and battery state of charge, sending their data to an IoT gateway.
The gateway aggregates this information to support monitoring and control across homes, buildings,
and industrial loads.

Although IoT technologies have become increasingly pertinent in cyber-physical sys-
tems like MGs, this digital transition has concurrently presented considerable cybersecurity
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challenges [8]. A worldwide escalation in cyberattacks has heightened the possibility of
power supply outages, resulting in possible economic and operational consequences for
both residential and commercial environments [9] and, in the extreme, cascading societal
impacts such as food-supply disruption [10]. According to [11], the smart power system
constitutes an integrated cyber-physical system in which physical components, such as
protective systems, are closely interconnected with digital technology, including sensors,
communication networks, and control systems. The interconnected nature renders the grid
both intelligent and susceptible. Cybersecurity deficiencies may significantly jeopardize
MG operations due to the inherent vulnerabilities of DERs reliant on software-intensive
information and communications technology (ICT) infrastructure [12]. Cyberattacks can be
categorized into two primary types: deception attacks, which compromise the integrity of
transmitted data packets, and denial-of-service (DoS) attacks, which seek to interrupt data
transmission by blocking access to shared network channels [13]. Numerous mitigation
strategies have been recorded, including network segmentation to isolate cyber compo-
nents within power applications [9], real-time monitoring to assess the effects of attacks
on MG frequency response metrics such as load loss, frequency nadir, and stabilization
time [14], and stringent authentication to guarantee that only authorized devices engage in
MG communication [15].

Notwithstanding progress in cybersecurity solutions for power systems, numerous
modeling issues persist. Traditional cybersecurity methodologies, mostly conceived from
the viewpoints of computer science and communication engineering, frequently neglect
the dynamics of power systems and the interconnections between cyber and physical ele-
ments [11]. Secondly, although system dynamics (SD) methodologies proficiently encapsu-
late feedback mechanisms and temporal dynamics within energy systems, they fall short in
representing spatial information or the heterogeneity of individual components; overcoming
this limitation necessitates alternative modeling paradigms, such as Agent-based model-
ing (ABM) [16]. Third, while multi-paradigm approaches that combine SD, ABM, and
discrete-event/continuous-time simulation have proven effective for microgrid design and
resilience analysis [17], the integration of cybersecurity modeling within such frameworks
remains largely unexplored. Aljarbouh et al. [17] themselves note that, given the heavy
dependence of interconnected microgrids on communication networks and digital control
systems, developing robust cybersecurity measures to protect microgrid infrastructure is a
necessary direction for future work. Fourth, current Al-driven security assessment tech-
niques, although computationally fast, frequently lack the causal interpretability essential
for comprehending attack evolution and guiding defensive strategies [11].

These challenges indicate the potential benefit of investigating hybrid modeling
methodologies that integrate various simulation paradigms to depict both continuous
SD and discrete cybersecurity incidents. This integration might utilize SD’s capability to
describe feedback loops and accumulation processes, agent-based modeling’s ability to
represent varied component behaviors, and formal state-based representations to capture
patterns of attack advancement.

We examine the integration of SD, ABM, and statecharts for modeling IoT-enabled
MGs facing cybersecurity threats. The approach illustrates the viability of combin-
ing these paradigms to: (i) depict energy flows and feedback dynamics via SD con-
structs; (ii) simulate individual MG components and their interactions through ABM,;
and (iii) delineate discrete attack states with statecharts, in line with the established CIA

(Confidentiality, Integrity, Availability) taxonomy [18].
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This article builds on our preliminary conference paper [19], which first explored
combining SD, ABM, and statecharts to represent cyber attackers in MGs. That study
introduced statechart-driven agents to model ARP spoofing attacks within a technology-
agnostic MG simulation, and presented a basic three-state cybersecurity statechart, a single
attacker-agent statechart, and an initial SysML block diagram of the MG architecture.

Relative to [19], the main extensions are:

e Literature review: A systematic review of defensive strategies, statechart formalisms,
and SD-ABM integration for energy systems, absent from [19].

e  Architectural justification: The four-agent architecture (Microgrid, Attacker, Defense
System, External System) is formally grounded in the Lockheed Martin Cyber Kill
Chain and the MITRE ATT&CK for ICS framework; Ref. [19] introduced the agents
without this justification.

e  Software specification: A UML class hierarchy defining inheritance, inter-agent com-
munication, and the sensorModifier injection interface.

e  Security-annotated system model: The SysML block definition diagram is extended
with overlays mapping vulnerability classes to MITRE ATT&CK tactics.

e  Second attack scenario: Smart-meter consumption manipulation is added to the single
ARP-spoofing scenario of [19].

e  Comparative positioning: A structured comparison against SD-only, SD+ABM, and
Al/ML-based approaches.

The contributions of this work are methodological. First, it formalizes the coordinated
use of SD, ABM, and statecharts within a single modeling architecture that represents
continuous energy dynamics, heterogeneous agent interactions, and discrete cyberattack
progression in a common environment. Second, it specifies a state-dependent measure-
ment manipulation mechanism (Equations (5) and (6)) linking attack progression to the
information available to the MG controller. A dispatch rule (Equation (7)) closes the loop
between compromised measurements and physical storage operation. Third, the work
outlines the extensions and validation steps that would be required before the approach
could support a cybersecurity digital twin by identifying measurable modeling extensions,
validation strategies, and integration opportunities with data-driven approaches.

The remainder of the paper is organized as follows: Section 2 reviews cybersecurity in
IoI-enabled energy systems and the relevant modeling and simulation paradigms. Section 3
describes the key components for cybersecurity modeling. Section 4 presents the proposed
modeling approach. Section 5 develops two illustrative attack scenarios. Section 6 dis-
cusses the approach’s capabilities, limitations, and positioning relative to existing methods.
Section 7 concludes and outlines directions for future validation.

2. Literature Review
2.1. Cybersecurity in Microgrids

Cybersecurity in MGs involves threats that can compromise communication, control,
and physical operation. Existing classifications and countermeasures provide essential
foundations for identifying vulnerabilities and designing protection strategies. However,
their contribution to cyber-physical modeling depends on whether the progression of an
attack can be linked to the operational response of individual MG components and to
system-level energy dynamics [20-22].
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The confidentiality, integrity, and availability (CIA) classification presented in [20]
distinguishes unauthorized information access, malicious modification of measurements
or commands, and disruption of communication or control services. These categories
encompass mechanisms such as spoofing, false data injection, and DoS attacks, while
advanced persistent threats may combine several mechanisms. Although the CIA triad
identifies the security objective affected, it does not, by itself, describe the temporal sequence
of an attack or how compromised information alters energy flows. This distinction is
relevant for simulations intended to represent both cybersecurity events and their physical
consequences [20,21].

The device-level and grid-level classification in [21] provides a complementary per-
spective. Device-level attacks target smart inverters, sensors, and communication links
through mechanisms such as replay, man-in-the-middle (MitM), firmware, and control-
related attacks. Grid-level attacks affect coordinated inverter operation and distributed
control, potentially causing frequency deviations, voltage violations, or service disruption.
This classification relates the attack surface to possible electrical effects; nevertheless, a
classification alone does not specify the interactions and state transitions through which a
local compromise develops into a system-wide response [21].

According to [22], MG countermeasures can be grouped into prevention, resilience, and
identification-segregation strategies. Authentication, encryption, and access control reduce
exposure; resilient control seeks to maintain operation under attack; and intrusion detection,
isolation, and recovery limit adverse effects. These strategies address different stages of
incident management, but evaluating their combined behavior requires a representation of
when attacks occur, which components are affected, and how mitigation changes the MG’s
physical dynamics [22].

Tan et al. [23] review cybersecure microgrid control, including detection and mitigation
strategies. Their control-oriented synthesis reinforces the need to connect cyber events with
physical operation. The present framework addresses that connection at an aggregated
energy-balance level, rather than reproducing electrical control dynamics.

The following studies illustrate the strengths of existing cybersecurity approaches and
the modeling dimensions that remain outside their primary scope.

2.1.1. Learning-Based and Adaptive Defense Strategies

In [24], attacker—defender interactions are formulated as a multi-stage Markov game
with a deep reinforcement learning (DRL) defense strategy for unknown attack vectors. The
approach addresses adaptive decision-making under adversarial conditions. Its learning-
oriented formulation, however, serves a different purpose from explicitly tracing how
successive attacker states modify energy-balance variables. This distinction is consistent
with broader concerns about causal interpretability in Al-based security assessments [24,25].

Adversarial DRL is also applied in [26] to attacks that manipulate droop-control
gains in inverter-based MGs. By formulating the interaction as a Markov decision process,
the study investigates robust defense against a defined destabilization mechanism. This
provides a focused control-oriented treatment, rather than a general representation of
multiple attack stages and their interactions with heterogeneous MG components [26].

For heterogeneous battery energy storage systems (BESSs), Ref. [27] develops a multi-
agent DRL method for decentralized resilient secondary control under DoS attacks. The
approach captures distributed control decisions, but its emphasis is on storage-system
resilience rather than an explicit, transferable representation of attacker progression. Taken
together, these studies show the value of adaptive defenses while motivating complementary,
interpretable models of cyber-physical causality [24,26,27].
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2.1.2. Distributed and Collaborative Defense Mechanisms

The R-CoDEMS framework [28] addresses false data injection through reputation-
based neighborhood monitoring, allowing distributed MG agents to identify and mitigate
compromised information. Its principal contribution is collaborative defense within the
EMS, rather than an explicit state-based model of attack initiation, escalation, and effects on
energy stocks and flows [28].

An attack-resilient distributed secondary control strategy for islanded AC MGs is
developed in [29]. By relying on local information and limited communication, the strategy
restores frequency, voltage, and power sharing under false data injection attacks. Although
it relates cybersecurity to electrical performance, the analysis is centered on control recov-
ery for a specified threat rather than on reusable attacker and defender state-transition
structures [29].

Similarly, the frequency-control and intrusion-detection framework in [30] combines
local droop control with distributed updates to maintain regulation in isolated MGs. These
studies establish effective relationships between detection, communication, and resilient
control. However, their application-specific objectives leave room for a modeling architec-
ture that can express different attack sequences and their consequences within common
MG dynamics [28-30].

2.1.3. Network-Level and Infrastructure-Oriented Countermeasures

Network-level protection is addressed in [15] through decentralized energy manage-
ment, software-defined networking, and blockchain-supported communication integrity.
These mechanisms strengthen information exchange in networked MGs, but a secure com-
munication architecture is not equivalent to a simulation model that traces attacker behavior
and subsequent physical effects. The two perspectives are complementary [15].

The digital twin framework in [31] represents both cyber and physical layers to detect
and mitigate DoS-related communication disruptions using residual analysis. It there-
fore advances cyber-physical monitoring beyond purely network-oriented solutions. Its
emphasis remains on the detection and control of a particular attack class, whereas the
present research problem requires an explicit relationship between discrete attack phases,
heterogeneous component responses, and continuous energy-balance dynamics [31].

2.1.4. Risk Assessment and Secure Transaction Frameworks

A risk assessment method for photovoltaic (PV) and energy storage system (ESS)
controls uses Markov-based transitions and Monte Carlo simulations to estimate monetary
consequences of syntactic and semantic cyberattacks [32]. This approach incorporates
state-dependent risk, but its primary output is a risk measure rather than an explicit account
of how interactions among attackers, defenders, and MG components perturb energy flows
over time [32].

For secure energy transactions, Ref. [33] proposes a blockchain framework based on a
directed acyclic graph (DAG) to reduce fraud in decentralized power trading. Although
relevant to MG cybersecurity, this transaction-oriented contribution addresses a different
layer from operational attack propagation. Overall, the reviewed defenses and assessments
provide specialized mechanisms for prevention, detection, control, and risk quantification;
their objectives do not individually encompass a unified representation of attack states and
continuous MG behavior [22,28-33].

2.2. Statecharts and Systems Modeling

Statecharts formalize the evolution of event-driven systems through states, transitions,
and triggering conditions. Harel’s formulation [34] extends finite state machines with hier-
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archy and concurrency, enabling the representation of interacting processes. Hybrid-system
theory further establishes the treatment of discrete operating modes alongside continuously
evolving variables [35]. These foundations are relevant to MG cybersecurity because re-
connaissance, compromise, manipulation, detection, and recovery occur as discrete events,
whereas power generation, consumption, and storage evolve continuously. However, the ca-
pacity to express these two forms of behavior does not itself define the variables or interfaces
by which cyber events influence the underlying physical system [34,35].

In a state-based model, directed transitions are activated by events and guard conditions
that determine when an agent changes behavior. This structure makes attack pathways
and defensive responses traceable and has been applied to security attack modeling [36].
Nevertheless, statecharts considered in isolation emphasize behavioral logic; they do not
automatically represent energy conservation, feedback loops, or heterogeneous component
interactions in an MG. A cyber-physical application therefore requires an explicit coupling
between attack-state transitions and the equations governing physical operation. Without
this coupling, a statechart can describe when malicious manipulation occurs but not how
its magnitude affects energy balance over time [34-36].

2.3. Energy Systems Modeling Using Agents and System Dynamics

SD and ABM have both been applied to MGs, but their contributions address different
levels of system behavior. Previous preliminary work explored their combination with
attacker statecharts [19]. The remaining methodological issue is to specify how these
paradigms exchange information when a discrete cyber event changes a continuously
evolving MG variable [17,19].

SD represents feedback loops, accumulations, and time-dependent power flows. The
Power Dynamics approach in [37] uses stocks and flows to describe DC distribution com-
ponents and examines generation, storage, and load balancing in MG case studies. This
formulation provides a transparent basis for energy-conservation analysis. However, SD
representations at the aggregate or component-flow level do not, by themselves, specify the
distinct decisions of autonomous attackers and defenders or the event sequence through
which a measurement becomes compromised [16,37].

In [38], SD is combined with machine learning for month-ahead peak-demand forecast-
ing and energy management. This demonstrates the usefulness of SD for decision support
but does not address the progression of cyberattacks or their coupling to individual agent
behaviors. Its modeling objective is therefore distinct from cyber-physical security scenario
analysis [38].

Other SD applications examine decentralization and energy-transition dynamics [39]
or technology-agnostic representations of MG power flows, storage, and demand-side
management (DSM) [40]. Their principal strength is system-level analysis of intercon-
nected energy variables. The corresponding limitation for the present research problem is
that these physical and operational descriptions require additional constructs to represent
heterogeneous cyber actors and discrete attack or response events [16,39,40].

ABM complements these representations by describing autonomous components and
their interactions. The dual-layer MG approach in [41] combines logical agent communi-
cation with physical power-flow calculations, demonstrating the value of a decentralized
representation. Likewise, the multi-paradigm MG study in [17] integrates modeling meth-
ods for power stability but identifies cybersecurity as a direction for further research. Thus,
agent interactions and continuous MG dynamics have been jointly modeled, while their
explicit coupling to state-based cyberattack progression remains less developed in these
works [17,41].
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In summary, the literature offers defense mechanisms that are specific to certain attacks
or control architectures, SD and ABM models that omit cybersecurity, and a statechart
formalism that has not been applied to attack—defense behavior in MGs. No approach
identified here integrates SD, ABM, and statecharts in a technology-agnostic framework to
analyze cyberattack dynamics and evaluate defense strategies, such as anomaly detection
and mitigation policies, in IoI-enabled MGs. This work addresses that gap by combining
the three methodologies, so that continuous dynamics, autonomous agent interactions, and
discrete state transitions are represented within a single simulation environment.

3. Key Components for Cybersecurity Modeling

The architecture of MGs presents multiple potential entry points for cyber threats.
Compromised IoT devices, such as inverters, BMS, and networked appliances, can serve as
gateways for attackers. Common cyber threats targeting MGs include DoS attacks, which
overwhelm systems to disrupt operations; data breaches, leading to unauthorized access
and potential misuse of sensitive information; MitM attacks, where attackers intercept
and possibly alter communications between devices; and malware infections, which can
compromise system integrity and functionality [42].

Statecharts are particularly useful for modeling the progression of cyber threats through
a system. In this approach, each state corresponds to a specific phase of a cyberattack, for
example, reconnaissance, initial access, malicious action execution, persistence maintenance,
or data extraction. Transitions between states capture both the attacker’s maneuvers and the
system’s security conditions. A state could, for instance, represent an ongoing password-
cracking attempt, while transitions depend on conditions such as password strength or the
number of failed login attempts.

By combining continuous monitoring (e.g., differential equations that track system
behavior) with discrete events (such as intrusion attempts), statecharts can represent how
an attack evolves and support the design of effective countermeasures. When specific
indicators surpass predefined thresholds—such as abnormal data throughput or abrupt
changes in power consumption—the model can trigger transitions to heightened security
states or initiate system lockdown procedures.

To support this hybrid behavior, each state may include mathematical expressions
(differential or integral equations) governing gradual changes during that phase. The
system evaluates these continuous dynamics when determining whether a transition should
occur. Since continuous evolution and discrete updates are treated independently, the model
alternates between advancing time and executing state transitions but never performs
both simultaneously. A representative state machine for MG cybersecurity is presented in
Figure 2.

The five states in the illustrative defense statechart (Figure 2) are:

e  Normal Monitoring: The Defense System observes network and measurement indica-
tors during routine operation.

o  Threat Analysis: An alert prompts further checks to distinguish suspected intrusion
from benign deviations.

o  Active Containment: A confirmed event activates proposed measures to restrict com-
promised communication or data use.

e  Emergency Response: Persistent anomalies or unsuccessful containment prompt esca-
lation to additional protective actions.

e Remediation: The system verifies communication and measurement integrity before
normal monitoring resumes.

The statechart in Figure 2 uses the events threat_detected and confirmed_threat to rep-
resent detection and confirmation, respectively. An unconfirmed alert follows the false_pos-
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itive transition back to Normal Monitoring. The events escalate and system_restored repre-
sent escalation and verified restoration. The transition criteria and their instantiation are
specified with the attack scenarios.

threat_detected

State1_Normal_Monitoring

false_positive

periodic_scan

system_restored

confirmed_threat

contained

State4_Remediation State3_Active_Containment

escalate

[State5_Emergency_Response
threat_neutralized (Critical Incidents)

State Colors:

[l Normal Operation
I Analysis/Warning
B Active Response

Figure 2. Five-state statechart for cyber defense. The system moves from Normal Monitoring to Threat
Analysis, then to Active Containment. If the situation worsens, it escalates to Emergency Response,
and once the threat is neutralized, it enters Remediation before returning to normal operation.

4. Modeling Approach
4.1. Four-Agent Model for Cyberattack Modeling in Microgrids

A four-agent model (Microgrid, Attacker, Defense System, External System) is intro-
duced for cyberattack modeling in MGs, grounded in the Cyber Kill Chain [43] and MITRE
ATT&CK for ICS [44]. These structured cybersecurity frameworks provide a real-world ba-
sis for how cyberattacks unfold, reinforcing the necessity of modeling each agent separately.

4.1.1. Applying the Lockheed Martin Cyber Kill Chain

The Cyber Kill Chain defines seven sequential stages of an attack, from initial recon-
naissance to final data exfiltration or system compromise. The relevance of each Cyber Kill
Chain stage to Agent-Based Modeling is presented in Table 1.

The Cyber Kill Chain shows that attackers, defenders, and external entities continu-
ously engage with the MG at every phase of an attack, underscoring the necessity of the
four-agent model.
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Table 1. Cyber Kill Chain Stages and Agent-Based Modeling Responsibilities in IoI-Enabled

Microgrids.

Cyber Kill Chain Stage/
Brief Description

Primary Agents

Relevance to Agent-Based Modeling in
IoT-Enabled Microgrids

1. Reconnaissance. Attackers gather
intelligence on the target system (e.g.,
scanning for vulnerabilities in MG
controllers or gateways).

Attacker, External System

Attacker Agent simulates adversarial learning,
scanning, OSINT, and probing of MG assets and
networks. External System Agent represents
external data sources (public registries, market
data, external services) that adversaries might
exploit for targeting information.

2. Weaponization. Malware or exploit
packages are created or customized to
target MG/ICS components (e.g.,
SCADA, DER controllers).

Attacker

Attacker Agent models the design and tuning
of payloads, including ICS-aware malware
and scripts tailored to MG protocols and
devices. This phase allows exploration of how
different toolsets and exploit capabilities
change subsequent attack dynamics.

3. Delivery. The attack is transmitted to
the target (e.g., phishing emails to
engineers, VPN exploitation, malicious
configuration files, or data injection
into Iol' channels).

Attacker, Defense System

Attacker Agent simulates multiple delivery
vectors such as spear-phishing, infected
firmware updates, or compromised Iol
messages. Defense System Agent models
email gateways, IDS/IPS, endpoint
protections, and network filters that can
detect or block malicious deliveries.

4. Exploitation. Delivered payload
triggers vulnerabilities and gains code
execution or logic control (e.g., by
injecting false data into EMS or
controllers).

Attacker, MG

Attacker Agent represents activation of
exploits and manipulation of control or data
channels. MG Agent models changes in
control logic, measurement integrity, and
power-flow behavior when exploitation
succeeds or partially fails.

5. Installation. Malware or backdoors
are installed to maintain persistence in
MG or EMS/SCADA environments (e.g.,
implants in RTUs, PLCs, gateways).

Attacker, Defense System

Attacker Agent maintains footholds via
implants, rogue services, or modified
firmware in MG components. Defense System
Agent models host- and network-based
anomaly detection, integrity monitoring, and
firmware validation aimed at uncovering
persistence mechanisms.

6. Command & Control (C2).
Attackers establish and operate
communication channels with
compromised assets (e.g., covert C2 to
MG controllers).

Attacker, Defense System

Attacker Agent represents C2 infrastructures
and behaviors (beacons, covert channels,
protocol misuse) across IT/OT and IoT
networks. Defense System Agent simulates
network monitoring, traffic analytics, and
policy enforcement to detect and disrupt
abnormal C2 patterns.

7. Actions on Objectives. Attackers
execute final objectives such as
disrupting power, degrading
protection, or stealing operational data
(e.g., load shedding, equipment stress,
data exfiltration).

MG, Defense System,
External System

MG Agent represents physical and cyber
impacts: power imbalance, instability,
degraded resilience, or compromised EMS
operation. Defense System Agent models
real-time mitigation, automated response,
and recovery actions to limit damage and
restore normal operation. External System
Agent captures regulatory alerts, market
responses, and emergency interventions that
influence system-wide outcomes.
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4.1.2. Applying the MITRE ATT&CK for ICS

The MITRE ATT&CK framework for ICS (Industrial Control Systems) further strength-
ens the justification by categorizing specific attack tactics and techniques against power
grids and MGs. In Table 2, the mapping of agents to the MITRE ATT&CK for ICS Tactics
and some relevant examples of Attack Scenarios are presented.

Table 2. The MITRE ATT&CK for ICS and Agents in MGs’ Attack Scenarios.

MITRE ATT&CK for ICS Tactic

Mapped Agent

Example Attack Scenario

1. Initial Access. How attackers first
compromise a system.

Attacker Agent

Phishing attack on control engineers,
exploiting weak VPN credentials.

2. Execution. Running malicious code
within ICS.

Attacker Agent, MG Agent

Exploiting a vulnerability in a
programmable logic controller (PLC)
inside the MG.

3. Persistence. Maintaining long-term
access to the ICS.

Attacker Agent, Defense
System Agent

Malware hiding in firmware to
survive reboots.

4. Privilege Escalation. Gaining higher
permissions within the ICS network.

Attacker Agent, Defense
System Agent

Exploiting SCADA system
misconfigurations to gain
administrative access.

5. Discovery. Attackers mapping the ICS
environment.

Attacker Agent, External
System Agent

Attackers scanning open ports on
industrial devices connected to the
power grid.

6. Lateral Movement. Moving between
ICS components.

Attacker Agent, MG Agent

Moving from a compromised
engineering workstation to an EMS.

7. Collection. Gathering sensitive data
from the ICS.

Attacker Agent, External
System Agent

Exfiltrating real-time operational data
from smart meters.

8. Command & Control (C2). Attackers

Attacker Agent, Defense

Establishing a persistent connection with

controlling ICS devices remotely. System Agent infected MG devices.
9. Impair Process Control. Disrupting Attacker Agent, MG Agent,  Sending false control commands to
power system operations. Defense System Agent overload energy storage systems.

10. Inhibit Response Function.
Preventing ICS operators from

Attacker Agent, Defense

Disabling security alerts in an energy

detecting attacks. System Agent SCADA system.
11. Impact. Achieving the final goal (e.g.,, MG Agent, External Shutting down DERs, causing grid
blackouts, equipment damage). System Agent instability.

The MITRE ATT&CK tactics confirm the need for distinct agent-based modeling of
the attacker, MG, defense mechanisms, and external entities, as each tactic affects multiple

components in different ways.

4.1.3. Final Justification for the Four-Agent Model

By combining the Cyber Kill Chain and MITRE ATT&CK for ICS, the following four
agents are modeled separately:

e  Microgrid (Target System). The physical and cyber infrastructure is under attack.

Models how cyberattacks impact power generation, distribution, and control systems.

Represents the effects of false data injection, DoS attacks, malware intrusions, and

physical disruptions.

https://doi.org/10.3390/en19215218


https://doi.org/10.3390/en19215218

Energies 2026, 19, 5218

12 of 34

MicrogridSystem

-components: List<String>
-connections: List<String>
-operationalState: String

-powerFlow: double

+getComponents () : List<String>
+updateComponents (components: List)
< void

+getCurrentPowerFlow () : double

o  Attacker (Threat Agent). Simulates real-world adversaries (e.g., nation-state actors,

ransomware groups, insiders). Implements tactics from MITRE ATT&CK for ICS,

including C2, privilege escalation, and impact techniques.

e  Defense System (Cybersecurity Mechanisms). Models intrusion detection, Al-based
monitoring, and automated response mechanisms. Evaluates countermeasures against
MITRE ATT&CK techniques (e.g., detecting lateral movement, blocking exfiltration).
Enhances MG resilience through threshold-based anomaly detection.

e  External System (Grid/Market/Regulatory Agent). Represents the broader infrastruc-
ture and market influencing MG security. Captures how grid operators, market forces,
regulatory policies, and emergency response teams react. Essential for modeling attack
propagation, government intervention, and economic impact.

The Cyber Kill Chain and MITRE ATT&CK for ICS motivate separation of energy
infrastructure, attacker behavior, defensive responses, and external influences. The four-
agent architecture is a design choice for organizing these interactions; the taxonomies do
not prove that it is the unique or best architecture.

4.2. Agent System Design Using a UML Diagram
Figure 3 shows the four-agent architecture as a UML class hierarchy.

Agent

-agentID: String

-status: String

-timestamp: DateTime

+getStatus () : String
+updateStatus (status: String) : void
+getlD () : String

AttackerAgent

-capabilities: List<String>

-resources: List<String>

-strategies: List<String>

-objetives: List<String>

+executeAttack (target: String) : void
+updateStrategies (strategies: List) : void
+assessTarget (target: String) : Report
+getCapabilities () : List<String>

DefenseSystem

-detectionMechanisms: List<String>
-preventionControls: List<String>
-responseActions: List<String>
-securityPolicies: Map<String,String>
+detectThreats () : List<Threat>
+implementControls (controls: List) :
void

+executeResponse (threat: Threat) : void
+updatePolicies(policies: Map) : void

ExternalSystem

-gridinteractions: String

-marketSignals: Mapt<String,double>
-regulatoryConstraints: List<String>
-systemBoundaries: List<String>

+send MarketSignals () : void
+updateConstraints (constraints: List) :
void

+getGridStatus () : String
+setBoundaries (boundaries: List) : void

+setOperationalState(state: String) : void

IDS

-networkTraffic: Stream
-anomalyThresholds:
Map<String,double>

-alertSystem: AlertManager
-loggingSystem: Logger
+monitorTraffic () : void
+detectAnomalies () : List<Anomaly>
+generateAlert (anomaly: Anomaly) :
void

+logEvents (event: Event) : void

AnomalyDetection

-patterns: List<Pattern>
-baseline: Map<String,double>
-thresholds: Map<String,double>
-statistics: StatisticsEngine
+analyzePatterns () : List<Anomaly>
+updateBaseline () : void
+setThreshold (Threshold: Map) : void
+generateReport () : Report

AlThreatMonitoring

-mIModels: List<Model>
-predictiveEngine: Engine
-threatDatabase: Database
-riskScores: Map<String,double>
+trainModels () : void
+predictThreats () : List<Threat>
+assessRisk(scenario: String) : double
+updateDatabase() : void

AutomateResponse

-actions: List<Action>

-strategies: Mapt<Threat,Response>
-incidents:Queue<incident>
-recoveryPlans: Map<String,Plan>
+executeAction (action: Action) : void
+ImplementStrategy (threat: Threat) :
void

+handlelncident (incident: Incident) :
void

+initiateRecovery (scenario: String) :
void

Figure 3. UML class hierarchy for the agent-based MG cybersecurity framework. At the top is
the Agent superclass, from which four main agent types inherit: MicrogridSystem, AttackerAgent,

DefenseSystem, and ExternalSystem.

At its core, the Main agent orchestrates four primary agents through compositional
relationships, each designed to fulfill a distinct role in the cyber-physical simulation. The MG
agent encapsulates the physical infrastructure by embedding multiple Generator, Storage,
and Load sub-agents as internal populations, reflecting the distributed nature of DERs
and enabling each component to maintain its own energy balance equations (as defined in

Equations (1)—(4)).
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The Attacker agent implements adversarial intelligence through methods such as arp-
Spoofing() and dataManipulation(), parameterized by user-defined variables including
skew_reading_by_percent, which determines the magnitude of falsification applied to mea-
surements received by the MG controller (Equation (5)), without directly changing physical
power-flow equations. The Defense System agent is defined as an observer-and-response
component that can monitor deviations in reported measurements and network indicators,
injtiate alert confirmation, and propose containment. The External_System agent captures
broader ecosystem interactions, including grid operator dispatch signals, regulatory com-
pliance constraints, and market price responses, that influence MG behavior during both
normal and compromised operations. This four-agent decomposition ensures that each do-
main of the cyber-physical problem—energy infrastructure, adversarial behavior, defensive
response, and external context—is modeled with dedicated logic while remaining coupled
through well-defined interaction interfaces.

The inter-agent communication architecture is specified through agent messages; cali-
brated latency, packet loss, and protocol behavior would require explicit communication-
model extensions. Each agent maintains an internal state machine, implemented as a state-
chart, that evolves in response to both endogenous system events (e.g., a battery reaching full
charge) and exogenous interactions with other agents (e.g., receiving a manipulated sensor
reading from a compromised channel). The Attacker agent’s statechart progresses through
reconnaissance, ARP spoofing setup, interception, manipulation, and attack-success phases,
as applied in Section 5.1. This design is adapted from the two frameworks of Section 4.1.
The Defense System agent is represented through the states of Figure 2, with transitions
specified in terms of configurable anomaly thresholds, alert confirmation, containment, and
recovery conditions. The architecture therefore permits the communication infrastructure to
be represented as an attack surface and provides a basis for examining the timing of attacker
and defensive states, without implying that a defense policy has been empirically assessed.

4.3. Microgrid System Design Using a SysML Block Diagram

The SysML block diagram for MG design in Figure 4 formalizes the MG’s hierarchical
architecture, with four primary subsystems in which the cyber and physical domains
interweave at multiple abstraction levels. The Generation Sources subsystem contains PV
System and Wind Turbine blocks that expose both power output ports and cyber interfaces,
such as MPPT controllers and SCADA integration points—each representing a critical attack
surface for false data injection.

The Energy Storage subsystem centers on the Battery System block, which manages
charge and discharge cycles governed by the efficiency-dependent differential equation
defined in Equation (4) in Section Details of the Model. This block interfaces with the BMS,
whose sensors report state-of-charge values to the MG Controller. From a cybersecurity
perspective, the BMS interface represents a critical attack surface: if an adversary compro-
mises these sensors—for example, through the ARP spoofing mechanism represented by
the Attacker agent—falsified state-of-charge readings could alter a controller decision and,
if acted upon, change battery dispatch. The physical energy balance in Equation (3) would
then reflect the resulting change in actual power flows, not the falsified reading itself.

The Control and Monitoring subsystem coordinates measurements from distributed
sensors through the Iol' Gateway. Authenticated encryption and access control are design
countermeasures, not assumptions that the illustrative ARP attack defeats. The manipula-
tion scenarios assume a measurement path without end-to-end integrity protection, or a
compromised endpoint with permission to alter the reported value. ARP spoofing alone can
redirect traffic but cannot alter authenticated messages without detection. This distinction
bounds the scenarios [21,42].
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EnergyStorage <<block>> <<block>>
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MicrogridSystem +voltage: float +temperature: float
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+operatingMode: OperationMode L
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ControlMonitoring
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fers=miiode Jitoce SmartMeter MicrogridController loTGateway EnergyManagementSystem
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+consumption: float +controlMode: Mode +protocol: String +optimizationGoals: String []

+bandwidth: Float +forecastHorizon: Int

+securityLevel: String +decisionlnterval: Time

<<block>>

Loads
<<block>> <<block>> <<block>>

EVChartgingStations

+totalDemand: float

HouseholdAppliances CommunityBuildings

+peakDemand: float

+type: String +buildingType: String +chargingPower: Float
+rating: Float +Floorarea: Float +availablePorts: int
+priority: int +occupancy: int +ShargingType: String

Figure 4. SysML block definition model of an MG system. The central MGSystem block aggregates
four major subsystems: GenerationSources, EnergyStorage, ControlMonitoring, and Loads. Each
subsystem is further refined into specialized blocks.

The diagram represents both power flows and information flow as distinct but inter-
dependent pathways, reflecting the inseparability of the cyber and physical domains in
IoI-enabled MGs. Power flows carry real-time constraints—such as maximum generation
capacity and ramp rates—while information flows specify latency bounds and integrity
requirements that, if violated, indicate potential cyber intrusion. Constraint blocks enforce
physical laws (e.g., energy conservation expressed by Equation (2) in Section Details of the
Model). Discrepancies between independently observed physical quantities and controller-
received measurements may support anomaly detection; however, falsifying a reading does
not itself violate physical energy conservation.

The Loads subsystem differentiates among critical, controllable, and non-critical loads
through specialized blocks with distinct priority levels and demand response interfaces.
This classification directly informs the parameterization of Load sub-agents in the ABM:
critical loads (e.g., medical facilities) maintain fixed demand profiles, while controllable
loads participate in the DSM procedures of the illustrative configuration.

From a security standpoint, the demand response interfaces that enable this flexibility
simultaneously create attack surfaces for inappropriate demand-response decisions—an
attacker who manipulates load priority signals or demand response commands could force
inappropriate curtailment of critical loads or artificially inflate demand during peak periods.
Security overlays on each block map these vulnerabilities to specific MITRE ATT&CK for ICS
tactics: generation blocks are susceptible to set-point manipulation (Tactic 9: Impair Process
Control), storage blocks to state estimation attacks via falsified BMS readings (Tactic 7:
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Collection), and load blocks to demand response signal spoofing (Tactic 9: Impair Process
Control). These overlays link each block to the attack scenarios the Attacker agent can
instantiate and the interfaces the Defense System monitors.

4.4. Example of the Agent-Based Simulation for oI Components in Microgrids

This example examines a small community of six single-family homes with renewable
energy systems (Figure 5). The homes are interconnected within an MG that incorporates
solar panels, wind turbines, and energy storage systems, enabling self-sufficient, efficient
energy management.

house1

house4

windTurbine

attacker

Figure 5. MG in which six households and a wind turbine connect to a central Point of Common
Coupling (PCC). Each house includes local generation and storage, exchanging power with the PCC
through bidirectional flows. The attacker agent indicates that the model includes an agent(s) to
initiate cyber threats to the MG.

PV and wind output are derived from hourly resource data with GRETA [45], scaled
to the microgrid; specific hardware is not modeled. Energy storage plays a critical role in
ensuring system reliability. Battery systems are incorporated into each home and modeled
using SD to simulate charge and discharge cycles based on load requirements (Figure 6). A
pumped water storage system connected to the wind turbine also provides surplus energy
storage using gravitational potential energy. In the executed configuration, household and
pumped storage are aggregated into a single storage element.

The MG infrastructure connects the six single-family homes, each equipped with PV
systems, to a shared wind turbine and centralized energy storage systems. All components
are integrated through a PCC to ensure a balanced energy flow throughout the community.

The modeling approach is entirely technology-agnostic, focusing on power flows rather
than specific device details. Power systems are represented as graphs with nodes (e.g.,
homes and wind turbines) and edges representing power flows (Figure 7). SD governs
power generation, consumption, and storage dynamics through differential equations.
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@ Npv @eta < Ny represents the
number of photovoltaic panels (or PV generation units),
and n (eta) denotes the efficiency of the PV system.

€3 ol

lcon <-- i; to is represent the
&2 individual household
‘13 electrical loads.

<--in ¢ you must include the
calculation of the power to
store = generation — consumption

Figure 6. Internal energy-flow model of a household within the MG. It shows how power is generated
(e.g., rooftop PV), consumed by household loads, and exchanged with the MG. Flows for input power,
output power, storage, and residual power are illustrated, with variable ¢ capturing the surplus power
available for storage after household consumption is subtracted.

A
=

Figure 7. Energy flows of a wind generator within the MG. It depicts how generated power is routed
through the central node and split among local loads, grid export, and storage.

Discrete events capture real-world discontinuities, such as appliance switching and
storage activation. Agent-based modeling simulates interactions among homes, generators,
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and storage systems. The model is implemented in AnyLogic, which supports the three
formalisms natively.

A DSM procedure is incorporated to illustrate operational flexibility. In this illustra-
tive configuration, load curtailment reduces peak-hour consumption by 15%, and load
time-shifting moves 18% of the load from peak hours (16:00-20:00) to off-peak hours
(00:00-06:00). These values are illustrative and consistent with common DSM practice
rather than calibrated to a specific deployment; their role here is to exercise the modeling
constructs, not to report optimized outcomes.

Details of the Model

Power Dynamics is an analytical perspective used to examine how energy flows within
MGs, encompassing its production, transfer, storage, and use. Within a technology-agnostic
modeling framework, the focus shifts from device-level technical details to the system'’s
functional interactions. This is accomplished by depicting the MG as a network of power
flows defined by variables such as efficiency (1) and power flow p(t), without tying the
model to any specific technology.

This approach is grounded in SD, which represents energy stocks and flows throughout
the MG (Figure 8). The system’s behavior is captured through differential equations that
express how energy inputs and outputs evolve. For example, Equation (1) describes how
the stored energy (e) changes as a function of time (t).

de/dt:‘Pi_Po (1)

| IS O ~ &login ¥

fain @& Household &l Grid X & Generator | & EnergyStorage

PCC

Figure 8. PCC, where the MG connects its households and generators to the central power-
exchange node.

In this expression, p; denotes the incoming power, p, the outgoing power, and e is the
amount of stored energy. This relationship enforces energy conservation across the system
and provides the foundation for examining power flows dynamically.
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To make the electrical network easier to conceptualize, the system is represented
through power graphs. In this abstraction, nodes correspond to elements such as generators,
loads, or storage units, while edges depict the power transferred between them. The
interactions among these nodes and edges follow energy-conservation principles. At each
node, the energy balance can be written as

de/dt +V-p=0 (2)

where ¢ denotes the stored energy and p represents the power flow. In practical terms, this
relationship can be expressed as

de/dt = p, +p; — p1 — Ps (3)

In this physical balance, p, denotes generated power, p; incoming power, p; consumed
power, and p, power allocated to storage. These terms represent actual physical quantities,
which are distinguished from sensor readings and the values received by the controller.
This distinction is relevant to false-data injection scenarios [21,28].

Energy storage devices, such as batteries or pumped water systems, are modeled using
similar equations, highlighting the versatility of the technology-agnostic approach. For a
battery, the energy stored (e) changes based on input and output power flows, factoring in
efficiency ():

de/dt = {”,an, i > 0 (4)
7 P <0

This equation ensures that losses due to inefficiencies are accounted for in the energy
flow calculations.

Equations (1)—(4) operate at the system-dynamics level: energy stocks and power flows
are governed by conservation and storage efficiency. Bus voltages, frequency, converter
switching, inverter control, line impedances, thermal limits, reactive power, and primary
or secondary control dynamics are not explicitly represented. The framework targets
operational attack progression and energy-management decisions, potentially over minutes
to hours; it is not a validated model of millisecond-to-second electrical transients. This
abstraction supports reuse across microgrid technologies at the cost of electrical fidelity.

Consequently, model-level consequences are described as energy-balance deviations
or operational imbalance. A falsified measurement first changes the controller’s apparent
balance. Mis-scheduled generation, storage cycling, operating cost, or degraded load service
are conditional consequences requiring controller and actuator responses, quantified only in
the preliminary illustration under the stated abstraction. Frequency excursions and voltage
violations are possible downstream effects documented in [21], not outputs of the present
model. Quantitative stability claims would require reduced-order frequency dynamics and
power-flow constraints, which the present model does not include.

ABM complements the SD approach by representing each component—households,
generators, and storage units—as autonomous agents. These agents interact dynamically,
responding to changes in energy demand, supply, and storage states. For example, a wind
turbine agent adjusts its power output based on wind speed data, while household agents
implement DSM strategies to optimize energy use.

5. Illustrative Scenarios

Edge devices in an Iol-enabled MG—microcontrollers and I/O gateways—expose
physical, wireless, and network attack surfaces, from firmware and debug-interface tam-
pering to credential misuse, DNS spoofing, and ARP spoofing. Device-level hardening
measures (secure boot, flash encryption, TLS, interface lockdown) address these surfaces
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but lie outside the scope of the present model, which abstracts the network layer. Among the
listed vectors, ARP spoofing is the one represented here, because it is the access mechanism
through which measurement falsification reaches the controller.

ARP spoofing is represented through a statechart. Forged ARP replies associate a
legitimate IP address with the attacker’s MAC address, potentially redirecting local traffic
through the attacker. Measurement manipulation additionally requires an unprotected
data path or a compromised endpoint; redirection alone does not defeat message integrity.
Representing each agent with its own statechart captures the independent lifecycles of
attacker, detection, and recovery processes.

5.1. Modeling Details of the Cyber Threat

To incorporate cybersecurity threats into the technology-agnostic MG framework, we
employ a statechart-based model that captures the behavior of an attacker carrying out an
Address Resolution Protocol (ARP) spoofing attack. Rather than modeling device-specific
details, this approach emphasizes the logical progression of the adversarial activity, enabling
a high-level representation of how the attack unfolds within the system.

The ARP scenario assumes attacker access to the same local broadcast domain as the
target, through a compromised node, a rogue field-network connection, or insider access.
ARP poisoning does not traverse routed segments. The targeted segment is assumed to
lack effective dynamic ARP inspection or protected static bindings and to accept forged
ARP replies. Maintaining a poisoned mapping can require periodic reinjection; setup and
maintenance are conceptual behaviors, not packet-level simulations. Manipulation further
requires absent end-to-end integrity protection, as may occur with legacy Modbus/TCP
or DNP3 deployments without secure authentication, or a compromised endpoint. Local
access and target discovery are proposed guards for Reconnaissance-to-Setup; successful
poisoning of the relevant endpoint caches is a proposed guard for Set-up-to-Interception.
These guards elaborate the Figure 9 template and have not been experimentally verified.

statechart @ skew_readings_by_percent
J {) main_obj

Reconnaissance W

ARP_Spoofing_Setup j

Interception

Manipulation j

Attack_Successful y O

Figure 9. Attacker’s statechart for an ARP spoofing cyberattack. It progresses through five stages—

1411l

Reconnaissance, ARP Spoofing Setup, Interception, Manipulation, and Attack Successful—illustrating
how the adversary moves from initial network scanning to ultimately compromising the system, with
loops indicating possible repeated or adaptive attack behaviors.
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The attacker’s behavior is modeled through a statechart comprising five primary states,
each representing a distinct phase of the ARP spoofing attack and enabling synchronized
interactions with the statecharts of other agents (e.g., detection, mitigation, and recovery
processes).

Formally, the attacker’s behavior is specified as a statechart M = (S, sy, E, G, A, T) in the
Harel sense, where S = {Reconnaissance, ARP Spoofing Setup, Interception, Manipulation,
Attack Success} is the state set with initial state sy = Reconnaissance, E is the set of triggering
events, G the guard conditions, A the actions executed on transitions, and T C S x E x
G x A x S the transition relation. Each transition fires only when its event occurs and its
guard holds: Reconnaissance — Setup requires a resolved IP-MAC pairing for the target
device (guard: target identified); Setup — Interception requires confirmed ARP cache
poisoning of both endpoints, which in turn presupposes the local-network access conditions
stated in Section 5.1 (guard: MitM established); Interception — Manipulation fires on the
attacker’s engagement decision, and its action is the coupling point with the continuous
dynamics—the assignment sensorModifier: = skew_reading_by_percent/100, which enters
Equations (5) and (6); Manipulation — Attack Success requires the falsification to persist
for the intended duration without interruption. Two guard-governed exits run against
this forward chain: a failed poisoning attempt returns the statechart from Setup to Recon-
naissance, and a mitigation event emitted by the Defense System statechart forces an exit
from Manipulation with the resetting action sensorModifier = 0. The discrete logic and the
continuous energy balance therefore interact exclusively through transition actions, which
is what makes the coupling reproducible and auditable.

This formalization is what makes the defended and undefended conditions of the
preliminary illustration comparable: they differ by exactly one element of the specification—
whether the Defense System statechart is active and able to emit the mitigation event that
forces the exit from Manipulation. In the undefended condition, that exit guard can never
be satisfied, so the attacker traverses the full chain and sensorModifier remains active
for the entire attack window; in the defended condition, the exit fires on detection and
the resetting action returns sensorModifier to zero. Every other element—states, events,
remaining guards, inputs, parameters—is held fixed, so the comparison isolates the causal
contribution of the defense logic.

1. Reconnaissance: In the initial state, the attacker conducts network scanning to discover
potential targets such as smart meters, IoI' gateways, or microcontrollers. During this
phase, the attacker’s statechart outputs observations—such as IP-MAC pairings—to
other agent statecharts, which may trigger early-warning transitions in defense or
anomaly-detection agents.

2. ARP Spoofing Setup: Upon identifying a viable target, the statechart transitions to a
phase where the attacker crafts and injects forged ARP responses. These messages
associate the attacker’s MAC address with the victim device’s IP address, enabling
MitM attacks. This state may activate corresponding “Suspicious ARP Activity” states
in the defense-system statechart if monitoring thresholds are exceeded.

3. Interception: Once the spoofing is effective, the attacker’s statechart enters an inter-
ception state, where all communication between MG devices and control components
is rerouted through the attacker. At this stage, data streams—such as generation val-
ues, control commands, and sensor outputs—may become observable if unencrypted
within the attacker statechart and can serve as potential triggers for defense-system
transitions (e.g., traffic-anomaly detection).
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4. Manipulation: In this state, the attacker modifies captured traffic to influence MG
performance. The present mechanism scales sensor readings; forged commands and
timing delays require additional interfaces and are future extensions. Modified mea-
surements can influence the controller or defense-state transitions. Physical degrada-
tion is possible only if an ensuing control action changes actual generation, load, or
storage operation.

5. Attack Success: The final state represents the point at which the attacker accomplishes
the intended impact, ranging from operational degradation to full MG disruption.
From here, the attacker’s statechart may loop into continued exploitation, escalate
into more sophisticated attacks, or—if the defense agent triggers a countermeasure—
transition into states representing containment, isolation, or forced disconnection.

5.2. Integration with the Technology-Agnostic Model

The integrated statechart and ABM approach distinguishes the following attacker,
controller, and physical processes:

e  The attacker is an autonomous agent that progresses through attack states.

e  Other agents (e.g., smart meters, controllers) respond dynamically to the attack.

e A falsified reading alters the controller’s estimate of net load; any physical effect follows
from the dispatch rule of Equation (7).

e  No specific technology is assumed, keeping the model focused on logical attack pro-
gression and its effects on MG operations.

The Attacker agent implements a user-defined parameter, skew_reading_by_percent,
which specifies the percentage modification applied to a sensor reading during the Manip-
ulation state. The actual load power, the reading generated by the sensor, and the value
received by the controller are distinct quantities. An attacker who compromises a measure-
ment channel can modify the transmitted reading without directly changing the power
consumed by the load. The modification is represented by Equation (5); its range and
activation logic are specified in the following subsection.

Modified Reading = Original Reading x (1 + sensorModifier) (5)

The variable sensorModifier is governed by the Attacker statechart and is zero when
the attack is inactive. In Equation (5), Original Reading denotes the sensor-reported value
before falsification, whereas Modified Reading denotes the value delivered to the controller.
To illustrate how such a reading may affect the controller’s representation of energy balance,
the modified load measurement is substituted into the balance expression:

de/dt = p, + p; — p; x (1 + sensorModifier) — p, (6)

In Equation (6), the factor (1 + sensorModifier) applies to the reported load value used in
the calculation, not to the actual electrical demand. Equation (6) retains the energy-balance
notation of Equation (3) as an illustrative calculation based on potentially compromised
information; its resulting balance is apparent and should not be interpreted as a demon-
strated change in the physical rate of stored energy. A physical effect would depend on
the controller using that information to issue a command and on the corresponding action
being implemented by MG equipment.

In the executed model, the controller closes this loop through a dispatch rule that
schedules storage against the reported net load. Denoting the reported load by f; = p;-(1 +
sensorModifier), the storage power command is

ps(t) = Pi(t) — py(t) — pi(t), bounded by the storage power rating and the state-of -charge limits. (7)
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Equation (7) is the only point at which falsified information enters the physical dynam-
ics: the battery discharges to serve a demand that is partly fictitious, and the surplus p_I-sen-
sorModifier is exported through the central node. The physical balance of Equation (3) is
never altered by the attacker directly; it is altered by the controller acting on ;.

5.3. Attack Injection Mechanism

The coupling between discrete attack states and continuous energy dynamics is repre-
sented through an explicit information-to-control interface. The Attacker statechart changes
the measurement received by the controller, rather than directly adding or subtracting en-
ergy in the physical MG model. Any subsequent physical effect arises through the dispatch
rule of Equation (7).

The parameter sensorModifier € [—1, o) is determined by the Attacker statechart.
Equation (5) therefore represents a state-dependent modification of the measurement
transmitted to the controller. This information-layer change is distinct from the physical
power balance described by Equation (3).

For a nonnegative magnitude reading, sensorModifier € [—1, o) keeps the modified
value nonnegative: —1 produces a zero report, values in (—1, 0) under-report, zero leaves it
unchanged, and positive values inflate it. This range is a scenario convention, not a universal
constraint on signed bidirectional power. Plausibility limits should be imposed for each
target. A zero report represents measurement suppression; it does not by itself model loss
of communication or DoS. Proportional scaling retains the signal’s shape under a constant
factor, but its detectability depends on the detector and independent references. No general
superiority over additive bias is asserted.

For the persistent case, sensorModifier(t) is piecewise constant: it becomes skew_read-
ing_by_percent/100 on entry into Manipulation and returns to zero on every exit, including
detection or withdrawal. Activation requires completion of Reconnaissance, ARP Spoofing
Setup, and Interception under the Section 5.1 access guards. Attack duration therefore
depends on configured dwell times and exit events; it is not calibrated here. Ramp, pulse,
or threshold-dependent profiles may be assigned while Manipulation is active, preserving
the same measurement interface.

The mechanism represents scaling-type false-data injection on reported load, genera-
tion, import, or storage variables and demand-signal manipulation that may influence load
control. Replay, delay, desynchronization, and additive bias are not equivalent to scaling
the current reading: they require buffer/delay or additive operators. These are extensions,
not current capabilities.

The load-side example in Equation (6) illustrates how a manipulated measurement
enters a balance calculation. An analogous transformation could affect reported genera-
tion, incoming power, or storage information. The selected measurement identifies the
target, skew_reading_by_percent determines the magnitude, and the Attacker statechart
determines the timing. Equation (7) specifies this response for the load-side case.

Within a hierarchical agent platform, the Attacker agent obtains the visibility required
to apply this transformation through a reference to the top-level model (denoted main_obj
in the present specification), providing a simulation-level reference to the measurement
interfaces; this does not imply unrestricted access in a real MG.

5.4. Defensive Strategies Within the Model

The Defense System agent is specified as an observer-and-response layer using the five
states shown in Figure 2. The following criteria define the intended state transitions and
possible actions; they are instantiated in the preliminary illustration, and calibration against
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operating data remains future work. The selected indicators and defensive responses are
informed by the monitoring and resilience approaches described in [22,28,30,31].

During Normal Monitoring, candidate indicators include anomalous ARP traffic and
discrepancies between controller-received readings and independently verified measure-
ments or estimates. A transition to Threat Analysis is proposed when an indicator exceeds
a configurable detection threshold for a specified persistence interval. Thresholds and
observation intervals would need calibration against normal operating variability and mea-
surement uncertainty. In the absence of an independent reference, a discrepancy-based
indicator cannot establish that a reading has been falsified.

The gateway scenario emphasizes network evidence such as anomalous ARP map-
pings. The meter-population scenario additionally requires comparison of aggregated
meter reports with an independent feeder-level reference, allowing for ordinary losses and
measurement uncertainty. Both scenarios can benefit from both indicators; neither detection
pathway is exclusive or evaluated here.

Threat Analysis would seek confirmation through repeated anomalies, an indepen-
dent measurement check, or corroborating network evidence. When the condition is not
confirmed, the false_positive transition in Figure 2 returns the agent to Normal Monitoring.
Detection delay is defined as the time between the onset of a simulated attack and the
first alert. A false alarm is an alert raised during attack-free operation; the false-alarm rate
would be estimated from benign observation windows. Detection delay is reported in the
preliminary illustration; false-alarm rate requires attack-free runs with measurement noise
and is not reported.

Following confirmation, Active Containment may block suspicious communication,
isolate an affected interface, or mark its measurements as untrusted. Any subsequent change
in MG operation remains dependent on controller decisions and implemented actions.
Persistent anomalies or unsuccessful containment would trigger Emergency Response. In
Remediation, authenticated communication and trusted measurements would be restored
and checked; the system_restored transition would require indicators to remain within
specified recovery tolerances for a configurable observation interval [22,31,36].

The thresholds, delays, observation intervals, redundant information sources, and
mitigation policies described above are proposed model parameters and decision rules.
Defense-enabled simulations involving both attack-free and compromised operating con-
ditions are required to assess detection delay, false alarms, mitigation effectiveness, and
recovery behavior. The base-case threshold of 5% is a scenario input, not a calibrated value;
its sensitivity is reported with the results.

5.5. Modeling Details of the Cyber Threat: Smart Meter Consumption Manipulation

The two scenarios share ARP spoofing as the access vector but differ in target and
manipulation profile. The first uses persistent constant scaling on a selected gateway load-
measurement channel. The second considers meter-level reports, optionally across a meter
population, with time-selective or gradual manipulation. Corrupted aggregate demand
may bias billing and, if used by DSM or dispatch, lead to inappropriate storage scheduling
or renewable curtailment. Those economic and operational pathways are conditional
hypotheses, not simulated results. A plausible instantaneous aggregate report can conceal
discrepancies in individual readings; independent feeder-level checks are therefore relevant
(Section 5.4).

5.6. Mechanism of the Attack: ARP Spoofing and Smart Meter Manipulation

The attack uses the same five-phase statechart template (Figure 9), instantiated con-
ceptually with target-specific access guards and a time-dependent Manipulation profile:
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e  Reconnaissance. The attacker scans the MG network to identify the smart meter’s IP
and MAC address. Using passive listening techniques, the adversary maps device
communication patterns and identifies potential network vulnerabilities.

e  ARP Spoofing Setup. The attacker injects falsified ARP packets, making the MG
gateway believe that the attacker’s MAC address corresponds to the smart meter’s IP
address. This effectively positions the attacker as an intermediary between the smart
meter and the central control system.

e Interception. Once ARP spoofing is successful, the attacker can intercept real-time
data packets between the smart meter and the MG’s control unit. This exposes sensor-
reported consumption data, which may differ from the underlying physical load and
may be falsified before reaching the controller.

e  Manipulation. Each mode defines sensorModifier(t) while the Manipulation state
is active and resets it to zero on exit. Constant scaling uses sensorModifier(t) = a
(e.g., a = 0.20 for an illustrative 20% increase). Time-based inflation uses a ramp a(t)
bounded by target-specific plausibility limits; stealth is a hypothesis requiring detector
evaluation. Threshold-based adjustment uses a(t) = a when the original reported
demand exceeds a specified threshold, and zero otherwise; a time-window variant
applies the same rule only during designated peak hours. Thresholds, ramp rates, and
populations remain uncalibrated scenario inputs.

e  Attack Success. In this illustrative scenario, the immediate result is a corrupted smart-
meter report received by the controller or billing system. It may lead to incorrect
charges or biased demand estimates. Changes in dispatch, storage operation, or load
curtailment would occur only if a controller acted on the distorted measurement and
its commands were implemented; the meter-level case is not executed; its physical
consequences remain conditional.

5.7. Preliminary Quantitative Illustration

This section reports a preliminary use of the conceptual framework and its AnyLogic
hybrid model. The load-falsification scenario is exercised under three conditions: normal
operation (N), attacked without defense (A), and attacked with the defense agent active
(D). This example illustrates the kind of measurable output the framework can produce.
These preliminary results characterize the behavior of the modeled system only; they make
no claim of empirical validation, which is outlined as future work.

5.7.1. Simulation Setup

The scenario represents a grid-connected microgrid serving six household agents
over a 48-h horizon. The model was executed in AnyLogic with automatic numerical-
method selection, in which the engine chooses between fixed-step Euler integration and
fourth-order Runge-Kutta (RK4) according to the equations and their behavior, with a
fixed reporting step of one minute. Renewable generation combines photovoltaic and wind
production derived from hourly resource data for a site at 54.5° N, 2.7° W (2-5 July 2015):
solar irradiance with temperature-dependent panel efficiency (12.2-13.1%) and wind at
100-m hub height (2.7-11.8 m/s), scaled to the microgrid’s size. Aggregate demand follows
a double-peak daily profile between 5 and 15 kW. The household and pumped storage of
Figures 5-7 are aggregated into a single 60-kWh battery with a 10% state-of-charge floor
and 60% initial charge; grid import serves as backup. Table 3 summarizes the configuration,
which is exhaustive; the DSM procedures of Section 4.4 are not exercised in these runs.

The Defense System agent compares the reported load f; with a reference ;. In this
preliminary illustration p; is taken as the physical load p,, i.e., the detector is given an
idealized oracle reference. This choice bounds the best-case detection delay and isolates
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the effect of the threshold and persistence settings; it does not represent an implementable
detector. A forecast- or feeder-meter-based reference, with its own error, is the extension

required before detection performance can be claimed.

Table 3. Simulation setup and scenario parameters.

Category Parameter Value
Simulation  Platform AnyLogic 8.9.10 (multi-paradigm engine)
. Automatic selection (Euler/fourth-order Runge—Kutta, chosen by the engine
Numerical solver . . . .
according to the equations and their behavior)
Reporting time step 1 min
Horizon 48 h (2881 samples)
Microgrid Household agents 6
Aggregate demand 5-15 kW (mean 7.6 kW), double-peak daily profile
PV generation Peak =~ 30 kW, hourly irradiance, panel efficiency 12.2-13.1%
Wind generation 2.4-3.7 kW; 100-m hub height, wind speed 2.7-11.8 m/s
Resource data 54.5° N, 2.7° W; 2-5 July 2015, hourly, PV and wind generation estimates
produced using GRETA [45] from NASA MERRA reanalysis data [46].
Battery State-of-charge (SOC) floor: 6 kWh (10%)
Grid import Backup supply, unconstrained; ~5 kW maximum observed across conditions
Storage architecture Smgle aggregated 60-kWh battery (household + pumped storage of
Figures 5-7 aggregated)
Attack Injection point Load term p;, Equation (6)
Magnitude sensorModifier = 0.20 (+20% reported load)
Onset/duration t =16 h/6 h (evening peak window)
Local-domain access and target discovery satisfied by construction
Access guards )
(Section 5.1)
Defense Detection rule Relative deviation [p_I — p_I|/p_I > 5% over two consecutive 1-min samples

Mitigation

Restoration of trusted readings upon detection (sensorModifier := 0)

Detection reference

p1 = p1 (oracle reference)

Persistence interval

2 consecutive samples (2 min)

5.7.2. Experimental Design

Six indicators, computed against the normal condition as reference, operationalize

the resilience metrics: peak and integrated storage deviation (the maximum and time-
integrated difference in stored energy relative to N), excess reported energy (cumulative
falsified consumption forwarded to the controller), detection delay (time from attack onset
to defense-agent detection), and recovery time (from mitigation until the trajectory rejoins
the normal reference). A single-factor sensitivity study then varies, one at a time, around
the base case: attack magnitude (5, 10, 20, 40%), attack duration (2, 6, 10 h), and detection
threshold (5, 10, 25%). Because the model is deterministic for a given configuration, one run
per configuration suffices, and no replication statistics are required. Stochastic measurement
noise is not included in these runs. Table 4 summarizes the design.
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Table 4. Experimental design.
Experiment Conditions/Factor Levels Output
E1—Three-condition comparison N, A, D Base case (+20%, 6 h, 5% threshold) Figure 10
E2—Resilience indicators N, A, D Base case Table 5
E3—Sensitivity Attack magnitude 5,10, 20, 40% Text, Table 5
Attack duration 2,6,10h Text
Detection threshold 5,10, 25% Text

Table 5. Resilience indicators for the three conditions (base case: +20% load inflation, 6-h duration,
5% detection threshold).

Indicator Normal (N) Attacked (A) Defended (D)
Peak storage deviation (kWh) 0.0 11.8 0.0
Integrated storage deviation (kWh-h) 0.0 39.2 0.0
Excess reported energy (kWh) 0.0 14.3 0.13
Detection delay (min) — —1 2.0
Recovery time after mitigation (min) 2 — — =0
Unserved energy (kWh) 0.0 0.0 0.0

Peak storage deviation at sensorModifier =
0.05/0.10/0.20/0.40 (kWh) 3

1In A, the defense agent is disabled by design; the attack therefore goes undetected for the full window.
2 Mitigation preceded physical divergence; the recovery transition was not exercised. ® Sensitivity to
attack magnitude, all other base-case settings held fixed; the 0.20 value is the base case reported in
the first row.

0.05 3.3/6.6/11.8/19.5 —

70

Stored energy (kWh)
N w H [$)] [«
o o o o o

-
o

12 14 16 18 20 22 24 26 28
Simulation time (hours)

——Normal ——Attacked, undefended -0O- Attacked + defended

Figure 10. Stored energy under normal (N), attacked (A), and defended (D) conditions for the base-
case load-falsification scenario (+20% reported-load inflation, t = 16-22 h). The attacked trajectory
depletes faster during the attack window, reaching the storage floor roughly three hours early, with
a peak deviation of 11.8 kWh; in the defended condition, detection occurs within 2 min of onset,
mitigation restores trusted readings within ~5 min, and the trajectory remains indistinguishable from
normal operation.

5.7.3. Results

Figure 10 presents the outcome of the three-condition comparison. Undefended, the
+20% load falsification causes the controller, acting on the dispatch rule of Equation (7), to
over-serve a demand that does not exist: the battery depletes faster than in normal operation,
reaching its state-of-charge floor roughly three hours early, with a peak storage deviation
of 11.8 kWh and 14.3 kWh of excess reported energy over the six-hour window (Table 5).
With the defense agent active, the 5% deviation rule detects the attack within 2 min—a
best-case figure given the oracle reference—and mitigation restores trusted readings within
approximately 5 min of onset; the storage trajectory then remains indistinguishable from
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normal operation, and the attack’s only residue is 0.13 kWh of excess reported energy
accumulated before mitigation. Because the battery is fully charged and not yet discharging
when the attack begins at t = 16 h, mitigation at t ~ 16:05 precedes any physical divergence
between conditions; the defended case therefore shows that detection and mitigation prevent
the physical consequence, but it does not exercise the Remediation transition of Section 5.4,
and recovery time is reported as ~0 for this reason. Unserved energy is zero in all three
conditions because grid import, unconstrained in this configuration, covers the shortfall
once storage reaches its floor; the attack’s physical cost therefore appears as accelerated
storage depletion and 14.3 kWh of excess reported energy (Table 5), not as load loss.

The sensitivity study shows that peak storage deviation grows nearly linearly with
attack magnitude (3.3, 6.6, 11.8, and 19.5 kWh at 5, 10, 20, and 40% inflation, respectively)
and saturates with duration beyond approximately 6 h, when the battery reaches its state-
of-charge floor, and the deviation can grow no further. The detection-threshold sweep
quantifies the trade-off anticipated in Section 5.4: thresholds of 5% and 10% both detect
the +20% attack within 2 min, whereas a 25% threshold never fires—the defended system
then behaves identically to the undefended one, illustrating that an attacker who keeps the
falsification below the configured threshold remains invisible to deviation-based detection.

6. Discussion
6.1. Positioning Relative to Existing Approaches

The cybersecurity challenges identified by [9] for distributed power systems, including
vulnerability to coordinated attacks and the need for defense-in-depth strategies, provide
context for the multi-layered modeling approach demonstrated in this work. Table 6 pro-
vides a comparative analysis of the proposed approach against existing methodologies
documented in the literature.

Table 6. Comparative Analysis of Modeling Approaches for Microgrid Cybersecurity.

o SD+ABM+Statecharts
Criterion SD-Only SD+ABM Al/ML-Based (This Work)
Continuous energy
dynamics (stocks, Yes Yes No Yes
flows, feedback)
Heterogeneous. No Yes No Yes
component behavior
Explicit representation
of discrete attack states No No No Yes
Causal traceabﬂlt.y of Partial Partial Limited Yes (model-level)
attack propagation
Deteitégzrizguracy Not addressed Not addressed Yes 4 Not addressed
Dependence on
historical attack data No No Yes No
No; preliminary
Empirical validation Varies by study Varies by study Yes O simulation, not

validated against
measured data

Representative works

Gonzalez de Durana &

Kubli & Ulli-Beer [39];

Ibrahim et al. [38]; Aljarbouh et al. [17];

Kremers et al. [41]

Jahangir et al. [47];
Kadri et al. [48]
Barambones [40]

d Demonstrated in the cited works.
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Table 6 uses seven criteria: continuous energy dynamics means explicit stocks, flows,
and feedback; heterogeneous behavior means distinct component agents; discrete attack
states means named attack phases and transition logic; causal traceability means an ex-
plicit measurement-to-decision-to-action pathway; detection accuracy means a numerical
detection metric; historical-data dependence means needing representative attack data for
training; empirical validation means testing against measured data or a physical testbed.
The cited works motivate these criteria [17,21,38-41,47,48]. Cells describe the particular
formulations reviewed, not intrinsic limitations of every model in a paradigm. This is a
qualitative scope comparison, not a common-benchmark performance test.

The demonstrated contribution is the explicit specification of the three-formalism
architecture, attack-state progression, and a state-dependent measurement interface. The
scenarios trace the causal pathway from falsified measurement to storage operation within
the model; they do not validate it against a physical system. Analyst usefulness, reduced
need for historical attack training data, and robustness to adversarial manipulation remain
hypotheses. Explicit causal models can still be wrong or miscalibrated. The proposed
framework complements data-driven detection through offline scenario exploration and
causal analysis; it has not established superior detection or resilience performance.

The proposed approach addresses a gap explicitly identified by [17], who noted
that “future studies would include the development of robust cybersecurity measures to
protect MG infrastructure against potential cyber threats.” While their SD+ABM framework
achieved frequency stability within +0.1 Hz and stable voltage profiles, cybersecurity
considerations were absent. The incorporation of statecharts in the present work provides a
formal mechanism for representing discrete attack states that complements the continuous
dynamics captured by SD and the heterogeneous behaviors modeled through ABM.

Data-driven approaches provide numerical detection and localization results for their
evaluated datasets, whereas this work reports a preliminary model-based illustration. Ex-
plicit attack states offer a traceable representation, but usefulness for root-cause analysis or
defense design requires evaluation with analysts and validated scenarios.

The hybrid IDS concept discussed by [21] provides theoretical grounding for the pro-
posed approach. They note that hybrid IDS, combining cyber- and physical-space data,
extends detection beyond either domain alone but remains underexplored for smart invert-
ers. The SD+ABM+Statecharts integration conceptually aligns with this hybrid paradigm,
combining physical-layer dynamics (SD and ABM) with cyber-layer state representations
(statecharts).

6.2. Theoretical Implications

This paper contributes to the theoretical understanding of multi-paradigm modeling
for cyber-physical systems in several ways.

First, the integration is designed to be complementary: SD represents energy stocks
and feedback, ABM component heterogeneity, and statecharts explicit event-driven phases.
The theoretical foundations for combining continuous and discrete dynamics within uni-
fied models were established in early work on hybrid systems [35], which the proposed
SD+ABM+Statecharts integration operationalizes for cyber-physical MG analysis. SD pro-
vides the macro-level perspective on system-wide energy dynamics through stocks, flows,
and feedback loops. ABM captures micro-level heterogeneity and emergent behaviors aris-
ing from agent interactions. The statechart formalism, originally developed by Harel [34]
for specifying complex reactive systems, provides a structured approach for representing
the discrete, event-driven nature of cyberattacks within continuous cyber-physical system
models. The combination enables representation of phenomena that no single paradigm
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could adequately capture alone, specifically, the interplay between continuous physical
processes and discrete cyber events.

Second, Rouhani and Su [11] note that cybersecurity has been addressed mainly from
computer and communication engineering, overlooking power-system dynamics and the
interdependencies between cyber and physical components. By embedding statecharts
within an SD+ABM framework, the proposed approach maintains awareness of power-
system dynamics while formally representing cyber threat progression.

Third, the explicit representation of attack progression from reconnaissance through
exploitation to impact phases aligns with established cyber threat modeling frameworks,
including the Cyber Kill Chain [43] and MITRE ATT&CK for ICS [44]. This alignment
facilitates integration with existing threat intelligence workflows and provides a structured
ontology for attack modeling. The taxonomic alignment with CIA categories [18] further
supports communication between cybersecurity specialists and power systems engineers,
potentially addressing the interdisciplinary fragmentation noted in recent reviews [11].

6.3. Practical Implications

From a practitioner perspective, the proposed approach offers several potential benefits.

For MG operators, the hybrid model provides a platform for scenario analysis and
contingency planning. Unlike purely statistical approaches that require historical attack data
for training, the model-based approach enables exploration of hypothetical attack scenarios,
including novel or zero-day threats. This aligns with the proactive detection strategy
advocated by [49], which emphasizes “ early detection of [coordinated cyber-attacks] by
establishing correlations among distinct attack events.”

The modeling structure is compatible in principle with digital-twin architectures
for MG cybersecurity [31,50] and with multi-domain co-simulation interfaces such as
HELICS [51]; such use would require calibration against measured data and validation on
a physical or hardware-in-the-loop testbed, neither of which is addressed here.

For cybersecurity analysts, the explicit statechart representation supports threat intel-
ligence activities. The formal specification of attack states and transitions can inform the
development of detection rules and response protocols. This interpretability advantage is
particularly relevant given concerns about the opacity of machine learning-based intrusion
detection systems [21,25].

For system designers, the modular architecture supports iterative development. The
framework’s architecture is compatible with hybrid co-simulation testbeds documented
in the recent literature [52,53], which combine cyber and physical domain simulators.
Coupling with such testbeds is a prerequisite for validating the approach against realistic
attack scenarios and remains future work while maintaining the safety of offline analysis.
Components can be refined independently, for example, updating the statechart library to
incorporate newly identified attack vectors, without requiring complete model reconstruction.

6.4. Comparison with Data-Driven Approaches

The 2DR-CNN method of [47] achieves approximately 95% localization accuracy for dy-
namic load-altering attacks on the IEEE 57-bus system, outperforming traditional machine
learning benchmarks including SVM, DNN, and 1D-CNN. Similarly, Ref. [48] demon-
strate that graph neural networks (GGNN) can achieve perfect detection scores (F1 = 1.00,
AUC = 1.00) for false data injection attacks across multiple IEEE bus system scales.

Shees et al. [54] investigate supervised learning for false-data-injection detection in
smart grids, reporting 98% detection accuracy with an Extra Tree classifier on their evaluated
dataset. This result illustrates the distinction between dataset-based detector assessment
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and the conceptual attack-scenario specification proposed here, for which no comparable
detection score is reported.

However, these data-driven approaches face limitations that the proposed model-based
approach may address. First, regarding data dependency: as Ref. [48] notes, “existing
datasets used to evaluate these methods have several limitations, including restricted avail-
ability, limited attack scenarios, and a lack of fidelity assessment.” Model-based approaches
can generate synthetic scenarios for testing without requiring historical attack data, address-
ing the challenge that “cyberattacks are rare, diverse, and often undisclosed due to security
concerns” [11].

Second, regarding adversarial vulnerability: the same authors demonstrate that “deep
neural models remain vulnerable to adversarial threats,” with PGD-based attacks signifi-
cantly degrading detection performance. Model-based approaches grounded in physical
principles may exhibit greater robustness to such manipulations, as the underlying causal
structure is explicitly defined rather than learned from potentially compromised data. This
is an untested hypothesis; explicit physics does not guarantee robustness to incorrect mea-
surements, parameter errors, or misspecified control logic. Third, regarding interpretability:
the black-box nature of deep learning models complicates root cause analysis and regula-
tory compliance [11]; the explicit state-transition representation in statecharts addresses
this limitation.

Fast cyber-induced cascading dynamics discussed in [55] further motivate coupling to
physically detailed simulators. The present aggregated energy-balance formulation does
not resolve such second-scale cascades and cannot reproduce their timing.

Rather than positioning model-based and data-driven approaches as mutually exclu-
sive, future research may benefit from hybrid architectures that leverage the strengths of
both paradigms, using model-based frameworks for scenario generation and interpretability
while incorporating machine learning for pattern recognition and real-time detection.

6.5. Future Directions for Quantitative Stability and Resilience Analysis

Section 5.7 operationalizes an initial set of resilience indicators; future work extends
them with false-alarm rate under measurement noise and storage cycling under repeated
attacks. These metrics will enable systematic comparison between normal operation, attack
scenarios, and defense-enabled responses, supporting empirical validation of resilience
strategies. Attention will be given to developing stability-oriented analyses that remain con-
sistent with the technology-agnostic philosophy of the model, as a possible longer-term step
toward a quantitative digital twin, contingent on empirical validation in IoI-enabled MGs.

Quantitative stability analysis first requires an explicit controller-to-actuator coupling,
followed by a reduced-order frequency representation (such as a swing or droop relation
driven by net power imbalance) and power-flow constraints. The measurement-injection
construct should also be extended with delay/buffer and additive operators for replay, delay,
and bias injection. These are proposed extensions, not existing validated capabilities.

The preliminary sensitivity study of Section 5.7.3 varied magnitude, duration, and
threshold; communication delay requires a transport element not present in the current
construct and remains future work. A factorial design with attack-free, attacked, and
defense-enabled cases would assess the indicators of Section 5.7.2, extended with false-
alarm rate and storage cycling. Parameter ranges, replication, and uncertainty treatment
must be fixed before experiments.

A validation plan has two complementary paths: parameterization against a recog-
nized CIGRE medium-voltage benchmark or an IEEE 13- or 34-bus feeder, with operating
mode and DER/storage configuration explicitly defined; and coupling to co-simulation or
hardware-in-the-loop testbeds [52,53], potentially using HELICS [51]. Feeder topology
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alone does not validate electrical dynamics or a microgrid controller. Comparisons must
align controller behavior, attack timing, measurements, and metrics. These studies remain
future work, and no benchmark agreement is claimed.

6.6. Limitations

Several limitations bound the scope of this work. Coupling continuous SD integration
with a population of interacting agents and concurrent statecharts increases computational
demand relative to single-paradigm models, and this demand grows with the number of
agents and the integration resolution. The approach is therefore better suited to offline
analysis and planning than to real-time operation, where data-driven detection methods
remain more appropriate.

The model’s fidelity is deliberately asymmetric across layers, and this trade-off merits
explicit statement. The cyber layer is represented at the tactical level of abstraction: the
attacker’s progression, its preconditions, and its interaction with detection logic are modeled
explicitly through statecharts, but packet- and protocol-level mechanics—frame timing,
ARP cache dynamics, retransmission, encryption handshakes—are compressed into guard
conditions and state dwell times (Section 5.1). The physical layer is likewise represented
at the energy-balance level rather than the electrical-transient level (Section Details of the
Model). What the framework resolves at full fidelity is the coupling between the two: how
a discrete cyber event becomes a continuous physical consequence, which is where the
quantitative impacts of Section 5.7 are measured. This allocation of fidelity reflects the
framework’s purpose, and its cost is that phenomena living inside the abstracted layers
(protocol-specific evasion techniques, electrical transients) cannot be studied with it.

The scenarios are restricted to measurement falsification enabled by ARP spoof-
ing. Other attack classes relevant to microgrids—including communication DoS, replay,
firmware compromise, and coordinated multi-point attacks—are not represented. Although
the injection mechanism is designed to be extensible, its applicability to these classes has
not been demonstrated. The Defense System agent acts as an observer-and-response layer.
The attacker does not adapt its strategy to the defender’s actions, and attacker—defender
interaction is not formulated as a game; consequently, the model cannot represent strategic
escalation, deception, or equilibrium behavior between the two parties. The model operates
at the level of aggregated power balance and does not represent network-layer protocol be-
havior, voltage, frequency, or converter dynamics. In addition, the scenarios are illustrative
and have not been validated against measured data or a physical testbed.

7. Conclusions

This paper presented a multi-paradigm modeling approach that integrates SD, Agent-
Based Modeling, and statecharts to represent IoI-enabled MGs under cybersecurity threats.
The central methodological element is a state-dependent modification of controller-received
sensor data that is distinguished from the physical energy-balance equations. This represen-
tation makes the potential pathway from cyberattack to controller action and subsequent
physical response explicit, without assuming that measurement tampering directly changes
physical power. Through two worked scenarios—ARP spoofing and smart-meter consump-
tion manipulation—the approach was shown to be feasible and to produce measurable
resilience indicators and to offer interpretability and causal traceability that complement,
rather than replace, data-driven detection methods.

The scope of this work is methodological and illustrative; it does not claim empirical
validation; the quantitative illustration of Section 5.7 characterizes the modeled system
only. The approach is deliberately attacker-centric. The Defense System is specified as
an observer-and-response layer with proposed detection, confirmation, containment, and
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recovery criteria, but these criteria were exercised with uncalibrated base-case values;
calibration remains future work.

The limitations of the approach are consolidated in Section 6.6. Future work follows the
validation path of Section 6.5: calibration of the detector against operating data, extension
of the indicator set with false-alarm rate under measurement noise, and parameterization
against a recognized distribution benchmark prior to co-simulation or hardware-in-the-
loop validation.
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