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Abstract

Communication networks are a crucial part of modern-day smart power grids. Delays in
the communication network, caused by traffic congestion or cyberattacks, can affect effective
grid operation. The research in this paper analyses how different smart grid communication
frameworks (LTE and 5G) behave under similar traffic conditions. This study considers
three major factors of evaluation: latency evaluation for 5G and LTE under traffic congestion,
the advantages of network slicing in 5G, and smart grid cyber-resilience metrics for 5G
and LTE. The traffic classification is established based on the IEEE Guide for Smart Grid
Interoperability of Energy Technology and IT Operation, IEEE Standard 2030-2011. Based on
this standard, the PMU traffic is allocated to the URLLC slice, the user traffic is allocated to
the eMBB slice, and the distributed energy resources and energy storage traffic are allocated
to the mMTC slice. The experimental design of both 5G and LTE smart grid communication
architectures is realised through the co-simulation of MATLAB/Simulink (version R2026a)
and Comnetsemu (version 1.0.0). The results of this study show that network slicing enables
PMU traffic isolation under conditions of heavy traffic; therefore, the PMU traffic remains
protected under congestion because of the slice-based resource allocation in 5G. In this
study, 5G therefore provides better performance compared to the conventional LTE-based
WAN architectures. The experimental results indicate that 5G provides better latency as
compared to LTE in smart grid communication architecture. The average latency values
for the 5G architecture range from 34 to 37 ms, whereas those of the LTE architecture are
46 to 47 ms. Both 5G and LTE architectures are also evaluated for cyber resilience under
conditions of DoS attack. The 5G architecture recovers within an average of 9 s compared
to LTE, which takes an average of 16 s. Our prior research has identified the advantages of
network slicing in PMU traffic isolation in smart grid communication. The scope of this
study indicates that the advantages of network slicing make 5G a comparatively better
communication architecture in smart grid communication than LTE.

Keywords: smart grid; 5G; LTE; network slicing; PMU traffic; URLLC; eMBB; mMTC

1. Introduction

Modern-day smart power grids rely heavily on communication infrastructure for effi-
cient operation. Intelligent Electronic Devices (IEDs), Phasor Measurement Units (PMUs),
distributed energy resources (DERs), smart meters, and other smart grid devices generate
and exchange data among themselves and the smart grid control centres. In fact, bidirec-
tional exchange of data is a prominent feature of smart power grids. This data exchange
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also plays a pivotal role in the effective functioning of the real-time monitoring systems in
smart power grids. Delays in communication caused by traffic congestion or cyber threats
in smart grids can often affect the stability of the grid, leading to power system instability
and economic losses. There are several examples of real-world scenarios where cyberattacks
have brought devastating effects on the grid as well as on the lives of consumers. The wide
range of communication entities in smart grids presents different traffic requirements; that is,
the smart grid devices create a heterogeneous traffic distribution across the communication
network. This heterogeneous nature of the smart grid communication network poses a
challenge, as it presents different requirements in terms of latency, availability, throughput,
etc. To put it in terms of examples, measurement modules like PMUs require a very low-
latency spectrum, as these have critical applications in the real-time monitoring and control
of the smart power grids. Meanwhile, for user applications, throughput is considered to be
more important than latency. Similarly, for modules like DERs and ESSs, which generate
a relatively small amount of data, scalability is more important than latency-specific re-
quirements. However, when different traffic classes are bound to share the same resources
in the communication network, the network performance is affected, as the traffic from a
less critical application might consume resources that are also required by a more critical
application. This can often lead to increased latency, delays, and packet losses. Therefore, it
is crucial for smart grid communication architectures to maintain application-based traffic
class differentiation and resource allocation. It is also quite evident that modern-day smart
power grid communication architecture is not just restricted to providing better connectivity,
offering much more.

This study was implemented based on the Smart Grid Interoperability Reference Model
(SGIRM) of the IEEE Standard 2030-2011 [1]. The latency requirements for the different
smart grid applications and their corresponding traffic class allocations in the scope of this
research were determined based on this reference. LTE (Long-Term Evolution) has been
widely used in smart grid communication because of its reliability in connecting smart
grid devices to the control centre. However, without traffic-class-based resource allocation,
the traffic over shared resources often leads to resource contention. With the growing
integration of ICT components into the smart grid environment, the load on the network is
also increasing; this, in turn, leads to traffic congestion over shared resources. This presents
an important challenge to be addressed while using conventional LTE networks in smart
power grids. The 5G (Fifth-Generation) networks have a number of features that could
address these challenges. Network slicing is one such feature, which creates multiple logical
virtual networks within a shared infrastructure using Software-Defined Networking (SDN),
thereby helping with traffic isolation and resource allocation. The broadly used traffic
classes in 5G are URLLC (Ultra-Reliable Low-Latency Communication), eMBB (Enhanced
Mobile Broadband), and mMTC (Massive Machine-Type Communication).

While both LTE and 5G can support smart grid communication, there are significant
differences in their ability to handle heterogeneous traffic. The LTE communication ar-
chitecture is based on the evolved packet system model with eNodeB and EPC, whereas
5G is established with a 5G core (5GC) and gNB architecture. This study is intended to
help understand how both of these smart grid communication technologies behave under
identical load conditions, and also to analyse the effect of these technologies on the latency
and resilience of the smart power grid. The experimental analysis in this research is ex-
tended to understanding the performance of both LTE and 5G under normal conditions,
load traffic, and high traffic loads. The cyber-resilience metrics are also considered in the
performance evaluation by measuring the recovery time of the communication network
with LTE and 5G technologies under the influence of a Denial-of-Service (DoS) attack.
The cyber-resilience metric, the recovery time, is considered as the ability of the smart
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grid communication network to return to its normal state of operation. The recovery time
is measured using a moving-average-based sustained stability criterion. That is, the re-
covery time is measured as a moving average of latency measurements and is declared
when this moving-average latency falls within a predefined tolerance range around the
baseline derived from normal-operation values. The preliminary stages of this research
were implemented for a conference publication, the scope of which evaluated experiments
for PMU traffic isolation in smart power grids by utilising the network-slicing capabilities of
the 5G communication model [2]. This research also explores the advantages of traffic class
differentiation in the smart grid communication architecture and the role that 5G plays in
achieving this. The present study broadens the research into understanding how 5G and
LTE both work under similar stress conditions in smart grid communication, latency-wise
analysis, network utilisation vs. latency analysis, and DoS cyber-resiliency metrics in terms
of recovery time.

The present study was designed and developed as a co-simulation of different frame-
works: MATLAB/Simulink to simulate the physical layer of the grid, and Comnetsemu
as a network emulator. The Simulink platform simulates the physical layer properties of
the smart grids and exchanges data pertaining to electrical quantities like the voltage and
current values of the smart grid entities with the network emulator. Comnetsemu emulates
the network behaviour of the smart grid communication model for both 5G and LTE in
this case. The integration of the physical layer and the network layer of the smart grid
architecture helps in simulating ideal smart grid behaviour for the experiments. Therefore,
the experimental analysis is somewhat closer to real data exchange among the smart grid
entities rather than simple communication network emulation. This could provide an ideal
situation to assess the effects of changing network conditions on the performance of the
smart grid system. The co-simulation also provides a better platform for the comparison of
5G and LTE communication technologies in the smart grid. The major contributions of this
research can be underlined as follows:

i. A comprehensive comparative evaluation of 5G and LTE communication models
to understand how different communication models perform under stressful traffic
conditions in smart power grids.

ii.  Evaluation of the LTE and 5G communication models under varying traffic load scenar-
ios to experimentally analyse the relationship between percentage network utilisation
and latencies in smart grid communication networks.

iii. PMU-specific latency analysis to understand the individual PMU traffic behaviour
under conditions of both low and heavy traffic loads in smart grids.

iv. Evaluation of the cyber-resilience metrics of both LTE and 5G in smart grid commu-
nication using post-attack recovery time measurement and experimental analysis of
latency degradation during a DoS attack.

2. Related Work

Modern-day smart grid operation is heavily dependent on communication networks.
Wireless communication plays a pivotal role in smart power grids; however, it is associated
with certain challenges with respect to functions like service isolation, bandwidth, and
delay requirements [2]. This creates a necessity for adequate research in smart grid commu-
nication networks, analysing their latency requirements, reliability, and availability. Timely
data exchange among the smart grid entities is crucial for real-time monitoring systems.
Any delay in data exchange in the communication network could cause adverse effects on
the stability and operational effectiveness of the smart power grids. Smart grid components
like PMUs (Phasor Measurement Units) are critical in Wide-Area Monitoring Systems
(WAMSs) to facilitate power system protection and control. Therefore, it is important to
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study the latency requirements of the measurement units in the smart grid communication
architecture. Studies suggest that there are potential technical and industrial communica-
tion technologies that could provide connectivity solutions to the grid [3]. Implementation
of 5G in the smart grid has often been considered a solution to address the latency issues
and delays in critical smart grid communication [4].

Several studies have investigated the performance of LTE in smart grid communication.
The authors of [5] investigated the potential of delivering smart grid demand response
traffic in loaded LTE networks; experiments were performed with different amounts of
demand response traffic while the LTE network capacity was exceeded. The application
of LTE communication systems in low-voltage grids is analysed in [6]; the delay and
packet loss measurements are used to evaluate the state estimation accuracy. These studies
highlight the importance of network loading and communication performance for specific
smart grid applications. Smart grid communication systems rely on cost-effective, scalable,
and flexible infrastructure; LTE Cat-M provides cost-effective infrastructure. LTE Cat-M
technology shows a lot of potential in smart grid communication; with optimisation, it is
possible to achieve a reduction in delay and reduce packet loss [7]. The results indicate that
communication delays and packet losses could be reduced with optimisation. With the
growing demand for PMUs in the smart grid infrastructure, combining low-power cellular
solutions like LTE Cat-M has emerged as a popular option [8]. This approach has reported
experimental results for reduced delays and jitter with better network performance. The
recent trend shows increasing integration of distributed energy resources into smart power
grids, affecting the communication system operation. Integration of LTE communication
technology into utility applications like DERs and other smart grid devices seems to be a cost-
effective solution that also guarantees network performance efficiency [9]. Delay sensitivity
analysis of LTE network-enabled data exchange in microgrids in [10], using a Time-of-
Use-aware unsupervised learning-backed microgrid data aggregation scheme, indicates
that the microgrids could achieve larger time-sensitive data patterns in LTE networks.
These studies demonstrate the implementation of LTE-based communication networks in
smart grid applications like demand response, state estimation, PMU monitoring, DER
integration, etc. However, the communication architectures and the applications across
these studies vary, making a direct comparison across them difficult. Also, their respective
contributions are different from a direct comparison between LTE and 5G networks under
similar traffic conditions and cyber-resilience evaluations. Many studies have proposed
LTE-based wireless network construction models [11]; studies that introduce co-simulation
models are also gaining momentum. Platforms like Typhoon HIL and OMNeT++ have
been co-simulated to understand the performance of LTE communication networks in
smart power grids [12]. Such studies utilise co-simulation for integrating power system
and communication network emulation to evaluate their interactions. The motivation for
co-simulation comes from such studies, with the present study integrating two simulation
platforms (Simulink and Comnetsemu) via co-simulation to compare the LTE and 5G
networks in smart grids.

Present-day smart power grids need advanced communication technologies to fa-
cilitate efficient, reliable, and secure grid operation. The power grid now possesses the
advantages of real-time monitoring and detection, self-healing, and predictive mainte-
nance. Communication networks are the backbone for the efficient functionality of such
smart grid entities; 5G and 6G networks are key enablers that support such technological
advancements in the grid [13-15]. The evolving smart grid infrastructure also supports
data-driven decision models and machine learning-integrated IoI systems—technologies
backed by 5G connectivity. Power IoI (PIoT) offers great advancements in smart power
grids in terms of generation, transmission, and distribution [16]; 5G networks are pivotal in
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supporting these IoI technologies in the grid, playing key roles in reducing the latency of
communication networks in grids and, therefore, improving equipment connectivity. This
also protects the connection speed and response time of the smart grid entities. Research
like [17] accurately depicts that 5G makes the microgrid systems more resilient. As several
works contribute towards the deployment of 5G networks in smart power grids, ref. [18]
proposes a 5G Field Area Network (FAN) that provides latency reduction and a self-healing
mechanism in smart grids. In [19], 5G networks in smart grids also address the security
issues arising from the increasing integration of IoI devices into smart grids. The impact
of cyber threats in a 5G-enabled smart grid is investigated in [20], with the design of a
commercial 5G smart grid testbed that is capable of simulating both the IT and OT layer
operations of the grid. These studies demonstrate the effectiveness of 5G in smart grid
applications like cybersecurity and cyber resilience. However, the findings of such studies
in 5G-enabled smart grids address particular applications and evaluation methods. This
motivates further experimental analysis of 5G network performance validation in smart
grids under varying traffic loads and cyber-threat scenarios. Therefore, the present study is
designed to analyse and compare LTE and 5G smart grid architectures in varying traffic
conditions, PMU-specific performance, and cyber-resilience metrics under DoS attacks
through recovery time computation.

Network slicing is one such feature that significantly improves the functionality of
5G technology. Network slicing divides the physical network into logical independent
networks and, therefore, helps with resource sharing in heterogeneous networks [21,22].
Network slicing also plays a key role in Iol' applications under heterogeneous network
conditions in smart grids, by allotting dedicated slices for the IoT applications [23]. Trends
also indicate the integration of machine learning and artificial intelligence in network slicing
and Iol systems in smart power grids. Several studies have implemented 5G to explore
its capabilities in delivering low-latency services using network-slicing technology. The
authors of [24] illustrated a latency-as-a-service framework to achieve low-latency services
in future 5G networks. A cost-optimal model for power grids needs to ensure the Quality-of-
Service (QoS) metrics for the communication networks. QoS metrics such as latency, packet
loss, reliability, and bandwidth requirements are essential characteristics in deriving a cost-
optimal strategy for microgrids. Therefore, a smart grid communication architecture must
be equipped to provide QoS and effective resource allocation [25,26]. These requirements
motivate the differentiation of services such as Ultra-Reliable Low-Latency Communication
(URLLC) and Enhanced Mobile Broadband (eMBB), which represent different service
priorities and traffic classes. Recent research addresses different aspects of network slicing,
low-latency service provision, resource allocation, and QoS policies. The present study
complements the recent research by considering heterogeneous traffic classes, varying
traffic loads, and investigating the PMU-specific communication performance for both
LTE and 5G network configurations in smart power grids. Furthermore, PMU-specific
latency degradation and post-attack recovery time under external DoS attacks extend the
experimental evaluation of the present study beyond normal communication-oriented
performance models. There are recent works on 5G network slicing that concentrate on
guaranteeing service quality for differentiated traffic classes. The author of [27] proposes
an interpretable slicing framework for advanced 5G slicing that works on slice admission
and resource allocation under normal and degraded conditions for demand response and
DER-coordination events. The authors of [28] evaluated the advantages of 5G network
slicing with QoS measurement system validation on commercial 5G networks and Intelligent
Electronic Devices (IEDs) for three specific smart grid applications: fault location, line
differential, and intertrip protection. The results report that the traffic shaping in the slice
improved the fault protection in congested conditions by 45.57%. Several works have also
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characterised the 5G communication latency in the energy sector. The authors of [29]
implemented an open-source 5G testbed that reported mean latencies of 19.2 ms and
10.3 ms for IEC 61850 on two devices, with the scheduling at the gNB being the main
constraint. Recent projects have also deployed 5G networks in Wide-Area Monitoring
Systems (WAMSs) to evaluate the network performance in terms of delay, reliability, and
availability for Smart5Grid [30] and the PNNL 5G Energy FRAME programme [31], which
provides a laboratory framework to evaluate 5G for grid use cases. Recent works present
5G as a promising communication technology for smart power grids; however, some of the
gaps focus on resource-based scheduling rather than PMU latency under varying traffic
loads. Most laboratory-based settings do not consider PMU data, the reporting rates do not
consider LTE and 5G comparison under the same experimental conditions, and there is a
lack of evidence on communication-level cyber-resilience capabilities.

5G technology has been implemented to ensure security mechanisms in smart grids.
The authors of [32] studied 5G-enabled security for power-dispatching control systems in
power grids. Such a system aims to ensure cyber resilience in power grids by securing the
communication channels using 5G. The 5G security situational awareness system imple-
mented in [33] helps in analysing network security and also in predicting potential security
threats. With the integration of zero-trust principles and advanced encryption algorithms,
this model enhances the recovery mechanism of smart power grids. Several works illustrate
platforms to simulate experiments on 5G, especially with SDN (Software-Defined Network-
ing). These platforms enable extensive research on resilience and cyber-threat mitigation in
power grids, especially those with 5G networks [34-36]. Such studies also integrate models
like federated learning and split learning into neighbourhood area networks (NANs). Such
studies identify the importance of integrating the communication infrastructure with secu-
rity monitoring, threat detection, and mitigation strategies. However, investigating threat
detection capabilities and security mechanisms alone does not suffice to understand the
communication performance of critical monitoring systems under cyberattacks in smart
grids. It is essential to understand the smart grid cyber-resilience metrics by measuring
the post-attack recovery times. The present study investigates the implications of cyberat-
tacks on PMU communication and the time required for the communication architecture
to return to its stable state of operation after a cyberattack—that is, post-attack recovery
times. However, the evaluations on both LTE and 5G architectures integrating Simulink and
Comnetsemu under a co-simulation framework only employ communication-network-level
cyber-resilience characteristics under the defined experimental conditions, and they do not
generalise to all attack types or security mechanisms.

The literature sheds light on three different aspects: studies on the implementation of
LTE and 5G on smart grids, the advantages of network slicing in 5G networks, and experi-
ments on using 5G to implement cyber resilience in power grids. Several studies in smart
grids establish the importance of understanding PMU communication, communication
latency, and delay. However, these studies do not consistently provide a direct comparative
analysis of LTE and 5G in smart grid networks. Most studies on smart communication
models are restricted to their behaviour under normal network conditions, while the effects
of cyber threats on communication networks receive relatively less attention. Even though
several studies investigate the detection and mitigation of cyber threats, degradation in
communication latencies and post-recovery attack times are also important aspects that
require further investigation and analysis. In particular, the post-attack recovery times are
crucial in understanding how quickly the communication networks return to their normal
state of operation after a cyberattack. Studies often implement co-simulation to emulate
the 5G and LTE communication architecture of smart power grids. However, it is critical to
also integrate the comparative analysis of LTE and 5G, 5G network slicing, PMU-specific
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latency analysis, and recovery time analysis. The present work addresses these challenges
through a co-simulation framework combining Simulink and Comnetsemu, designed with
reference to the IEEE 2030 SGIRM. The framework generates smart grid traffic for both
LTE and 5G architectures and experimentally evaluates the communication latency, PMU-
specific latency, the advantages of network slicing, latency degradation under external DoS
traffic flooding conditions, and the post-attack recovery time. By combining these aspects
within the same experimental environment, this study provides a comparative analysis of
the communication performance of both LTE and 5G and the communication-level cyber
resilience under DoS attack conditions.

3. Materials and Methods
3.1. Research Problem

The performance of smart grid communication networks varies with factors like traf-
fic load, network utilisation, and resource allocation, influencing the timely delivery of
measurement data for critical grid services like monitoring and control systems. Cyber
threats like DoS attacks also cause communication latency degradation and disrupt timely
data delivery in critical traffic classes. Therefore, studying the communication network per-
formance and investigating the cyberattack-induced network degradation and post-attack
recovery mechanisms are essential to understand the reliability and cyber resilience of smart
grid communication architectures. With this motivation, the present study is designed to
address the research problem of a comparative evaluation of the LTE and 5G networks in
smart grid communication under varying traffic load conditions and DoS attack scenarios.
Therefore, the present experimental analysis evaluates the PMU-specific communication
latency, the individual PMU traffic behaviour, and the corresponding network utilisation
under varying traffic loads, along with latency degradation and post-attack recovery times
during a DoS attack.

3.2. Research Objective

The primary objective of the present study is to investigate the performance of smart
grid communication networks by experimentally evaluating the PMU-specific communica-
tion latencies and communication-level cyber-resilience metrics of both LTE and 5G network
configurations, integrating a Simulink—-Comnetsemu framework. The specific research
objectives are as follows:

i. A comprehensive comparative evaluation of 5G and LTE communication models
to understand how different communication models perform under stressful traffic
conditions in smart power grids.

ii.  Evaluation of the LTE and 5G communication models under varying traffic load scenar-
ios to experimentally analyse the relationship between percentage network utilisation
and latencies in smart grid communication networks.

iii. PMU-specific latency analysis to understand the individual PMU traffic behaviour
under conditions of both low and heavy traffic loads in smart grids.

iv. Evaluation of the cyber-resilience metrics of both LTE and 5G in smart grid commu-
nication using post-attack recovery time measurement and experimental analysis of
latency degradation during a DoS attack.

3.3. Research Methodology

This study implements an experimental methodology that integrates Simulink-based sim-
ulation and Comnetsemu-based communication network emulation to investigate smart grid
communication architectures and the communication-level smart grid cyber resilience. The
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scope of this study is to perform an experimental analysis of the PMU-specific communication
latency under varying traffic loads, network utilisation, and post-attack recovery times during
a DoS attack scenario for LTE and 5G network configurations. This achieves a comparative
investigation of LTE and 5G network configurations for applications in smart grids.

The experimental framework in the present study was designed with Simulink and
comnetsemu, where Simulink models the physical-layer power system environment and
generates the electrical quantities for measurement-related traffic, while comnetsemu is
used to emulate the communication network and its traffic-handling behaviour. Both LTE
and 5G network configurations are evaluated under the bandwidth constraints, the varying
traffic loads, and the network parameters defined in the model design. The 5G configuration
in the present study implements OVS traffic classification and queue-based prioritisation to
differentiate the traffic classes and analyse the effects of 5G network slicing. The present
experimental framework employs a network emulation of the traffic differentiation; however,
it does not represent a 3GPP-compliant 5G radio access and core network.

The experimental methodology consists of four distinct stages:

i.  The generation of smart grid measurement data-based traffic using Simulink modelling
and its transmission through the corresponding communication network emulation
in comnetsemu. Both LTE and 5G networks are emulated in comnetsemu as separate
experiments and are implemented based on their respective experimental design and
network parameters.

ii. The traffic load in both LTE and 5G implementations is varied from low to high to
investigate the PMU-specific communication latencies and the network utilisation.
The reported results are used for the comparative analysis of LTE and 5G network
configurations under varying traffic loads in smart grid communication.

iii. The PMU-specific latency measurements are also analysed for individual PMU streams
for both low- and high-traffic-load conditions to understand the changes in the PMU-
specific communication with increasing network loads.

iv. External DoS traffic flooding is induced in the experimental framework to evaluate
the communication latency degradation during cyber threats for both LTE and 5G
configurations. At the end of the DoS attack, the latency behaviour is analysed to report
the post-attack recovery time, or the time required for the communication performance
to return to its stable baseline operation. The post-attack recovery time is considered a
metric to evaluate the cyber resilience of the smart grid under the investigated network
configurations of LTE and 5G.

The major performance metrics considered for the present experimental evaluation are
the communication latency, the PMU-specific communication latency, the network utilisa-
tion, the latency degradation during cyberattacks, and the post-attack recovery time. Both
LTE and 5G configurations are analysed under different traffic loads from low to high; the
corresponding latencies and the network utilisation are evaluated to study the relationship
between the increasing traffic loads and the communication network performance. In order
to achieve a fair comparison, the same experimental conditions were retained wherever
applicable for both LTE and 5G. Individual PMU-specific latencies were also analysed to
understand their behaviours under low-to-high traffic. An external DoS traffic flooding
attack was induced on both LTE and 5G configurations; the latency measurements were
obtained during the DoS attack scenario and were compared against the latency require-
ments of normal operating conditions to understand the implications of cyber threats for the
communication network performance. These results constitute the attack-induced latency
degradation and are compared for both LTE and 5G networks. The post-attack recovery
time metrics are used to evaluate the communication-level cyber resilience of the LTE and
5G networks in smart grids. The end of the attack defines the start of the recovery analysis.
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A 10-sample moving average was applied to the PMU-specific latencies, and the first point at
which the moving average remained within +5% of the stable baseline latency was recorded.
The experimental analysis in its present form is limited to the network configurations, traffic
conditions, defined metrics, and external DoS scenarios evaluated in this study.

4. Proposed System Architecture

The proposed system architecture provides a co-simulation framework that integrates
the physical layer and communication network layer of the smart power grids to evaluate the
heterogeneous smart grid traffic in both LTE and 5G networks. The co-simulation framework
implements power grid physical-layer simulation in Simulink and communication-network
emulation in Comnetsemu. This co-simulation framework generates realistic smart grid
traffic for the experimental evaluation of smart grid cyber resilience. The proposed system
consists of three distinct layers: the power system physical layer, communication layer,
and a control layer. The physical-layer simulation in Simulink simulates the electrical
infrastructure of the power system with a transformer, distributed energy resource (DER),
Energy Storage System (ESS), consumer load, and the corresponding voltage and current
measurement modules.

These smart grid entities simulate the grid behaviour and represent a smart power grid
system. The voltage and current measurement modules in the simulation form the Phasor
Measurement Units (PMUs), which extract the values of electrical quantities and send the
corresponding data to the communication layer of the proposed framework. Comnetsemu
emulates the smart grid communication network, which handles the network traffic. For the
present study, two types of smart grid communication networks are emulated in comnetsemu:
LTE and 5G, each with its own distinct architecture. Experimental evaluations are also made
possible to understand the recovery time associated with the communication technologies
by simulating normal and cyber-threat operating conditions. For the sake of this study, we
have only evaluated the LTE and 5G networks under DoS attack; therefore, this study does
not claim any generalisation to all threat types. For the slice allocation in the 5G networks, and
for the latency requirement analysis of the smart grid communication models, the IEEE 2030
Smart Grid Interoperability Reference Model (SGIRM) is referenced. Figure 1 provides an
overall block diagram representation of the proposed co-simulation model.

Physical layer

MATLAB/Simulink

| Communication Layer

Smart Grid

Data aquisition/ .
PMUs N L
receiver Comnetsemu _— Switches

|

Control Center

Control layer

Figure 1. Block diagram representation of the proposed co-simulation framework.
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4.1. Simulink-Based Physical Power System Layer Simulation Architecture

The physical power system layer models the electrical structure of the smart power
grids in this particular study, and it was simulated in MATLAB/Simulink. This layer gener-
ates the electrical measurements of the corresponding smart grid modules and transfers
this data to the communication network emulator as PMU traffic. As shown in Figure 2,
the Simulink model consists of a transformer, consumer load, DERs (distributed energy re-
sources), and ESSs (Energy Storage Systems). The voltage and current values are monitored
and collected from the operating conditions of the consumer load, DERs, and ESSs. The
electrical quantities (voltage and current) are measured by the voltage and current sensors,
respectively. These sensors together represent the Phasor Measurement Units (PMUs) in
the physical-layer simulation. The consumer load module in the simulation represents
the conventional electricity demand in a smart grid system. The DERs in the proposed
system are intended to introduce the behaviour of a distributed power generation system
that contributes to the heterogeneous nature of the smart grid environment. In addition to
the conventional consumer load and the distributed generation, the ESSs represent energy
storage modules that act as a distributed energy resource. These smart grid entities help
in simulating a conceptual power system physical layer. The integration of the DER and
ESS components in the smart grid environment is crucial in introducing the effects of the
penetration of heterogeneous devices into the smart grid traffic. The electrical quantities
measured from all three modules are collected by independent PMUs: PMU1, PMU2, and
PMUS3 for the consumer load, DERs, and ESSs, respectively. For experiments on smart grid
communication network performance and cyber resilience, the smart grid modules in the
power system physical-layer simulation are represented by direct electrical components
available in Simulink; therefore, we refrained from developing complex subsystems for
these individual modules.

.
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Figure 2. Simulink model for the physical power system layer of the proposed system.

4.2. Comnetsemu-Based Communication Architecture: LTE

The communication network of the proposed system was emulated in Comnetsemu.
This emulation represents smart grid communication, making it possible to evaluate net-
work performance. The overall architecture of the LTE-based communication network
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implementation is shown in Figure 3. The LTE network is designed as an access network
component representing the LTE eNodeB and a core network component representing the
Evolved Packet Core (EPC), with a set of hosts corresponding to the smart grid entities in
the physical-layer simulation and the control centre. The LTE communication architecture
in comnetsemu consists of a centralised access switch, a core network switch, and seven host
nodes. The control centre is indicated by the host h1, whereas the smart grid entities form
hosts h2-h7, as described in Figure 2. The host connections in comnetsemu are implemented
with TCLink, where components like PMU1, PMU2, PMU3, consumer load /user, DERs, and
ESSs are connected to the LTE access network switch, s1. Each of these component nodes
is connected to the access network switch with a bandwidth of 10 Mbps and a configured
delay of 5 ms. The EPC, or the core network segment switch, s2, is connected to the access
network switch s1 via TCLink, with a bandwidth of 10Mbps and a delay of 5 ms. This EPC
segment is connected to the control centre host hl. Therefore, communication paths are
established between the smart grid components and the control centre node. The control
centre, hl, uses the IP address 10.0.0.100/24. Table 1 represents the relationships between
the loads, PMUs, and the network nodes.
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Figure 3. Proposed system architecture for LTE-based experiments.

Table 1. Relationships between the loads, PMUs, and network nodes.

Physical-Layer Component Network Node Corresponding PMU PMU Network Node
Consumer Load/User h5 PMU1 h2
DER hé PMU2 h3
ESS h7 PMU3 h4
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The PMUs (PMU1, PMU2, and PMU3) are represented by the hosts h2, h3, and h4,
respectively. The PMU nodes are responsible for receiving the data generated by the physical-
layer power system model in Simulink. The rest of the smart grid components are modelled as
h5, h6, and h7 for consumer load/user, DERs, and ESSs, respectively. With this, the network
topology is in direct concurrence with the physical-layer simulation and thereby allows the
traffic generated by the physical layer to be directly mapped to its corresponding network node.
The control centre in the proposed system is a representation of the monitoring and control
layer, which is the backbone of decision-making in the smart power grids. The control centre
is the final endpoint of the traffic generated by the smart grid modules, and this data is later
utilised for the performance evaluation of the smart grid communication networks. The PMU
traffic generation process is the same for the experiments on both LTE and 5G technologies;
therefore, this evaluation gives a fair comparison.

4.3. Comnetsemu-Based Communication Architecture: 5G

The proposed 5G communication network was emulated in Comnetsemu using an Open
vSwitch (OVS) as a virtual switch and an SDN (Software-Defined Networking) controller.
The scope of this study emulates a 5G-based communication network that is capable of
differentiating smart grid traffic, generated through the physical-layer simulation in Simulink.
The overall architecture of the proposed 5G-based network emulation is shown in Figure 4. The
5G network design implements a main network switch for the gNB and three cluster switches
that connect the PMUs and their corresponding smart grid components. The main switch,
s1, is responsible for introducing traffic differentiation in the network using multiple QoS
queues. The overall network design consists of one main switch (s1), three cluster switches
(s2, 83, and s4), one control centre host, three PMU hosts, and three smart grid entity hosts.
The overall architecture realises the network and traffic management behaviour of a gNB-side
aggregation using the OVS-based topology rather than a complex physical or software-based
5G gNB protocol stack. The cluster switches are connected to the main switch s1, using links
with a 1ms delay. The control centre h1 is also connected to the main switch s1 with a 1ms link.
This network framework provides a controlled environment to evaluate traffic differentiation
while using 5G in smart power grids.

The proposed 5G network architecture is realised over SDN to achieve a programmable
and controlled communication network emulation. This 5G network performs traffic differ-
entiation using network slicing; therefore, instead of creating physically independent net-
works, the smart grid traffic is differentiated into logical virtual networks. The QoS policies
are implemented to separate the smart grid traffic into three different slices: Ultra-Reliable
Low-Latency (URLLC) slices for the PMU measurements, Enhanced Mobile Broadband
(eMBB) for the consumer load/user applications, and Massive Machine-Type Commu-
nication (mMTC) for the DER and ESS modules. That is, although the traffic classes in
the proposed 5G-based smart grid network design share the same physical network, they
are under different queueing and, therefore, have different resource allocations. A smart
grid communication network produces vast amounts of heterogeneous traffic; without
traffic differentiation, background traffic competes with the traffic of critical applications to
share the same resources. The network-slicing technology in 5G networks addresses this
problem by assigning a high-priority queue to the critical application traffic. In a smart
grid communication network, measurement devices like PMUs are allocated the highest
priority. This is fundamental, since the measurement devices play crucial roles in delivering
timely data to real-time monitoring systems in smart grids. Therefore, real-time monitoring
and threat-mitigation mechanisms are heavily dependent on measurement devices like
PMU s for efficient grid operation. It is important that PMU traffic be considered the highest
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priority and that PMU-specific latency analysis be conducted. The slice mapping with the
corresponding queue allocation is as given in Table 2.
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Figure 4. Proposed system architecture for 5G-based experiments.

Table 2. Slice mapping.

Smart Grid Entity Slice Type QoS Priority
PMU1 URLLC Queue 0 (Highest)
PMU2 URLLC Queue 0 (Highest)
PMU3 URLLC Queue 0 (Highest)
User application/consumer load eMBB Queue 1 (Medium)
DER mMTC Queue 2 (Lowest)
ESS mMTC Queue 2 (Lowest)

The PMUs (PMU1, PMU2, and PMU3) are indicated by the hosts h2, h3, and h4,
respectively. The PMU-to-corresponding physical-layer component mapping and the cor-
responding host mapping are the same for both LTE and 5G network architectures. As
stated earlier, the traffic generation process for the PMUs was kept the same for experiments
on both LTE and 5G to establish a baseline comparison. All three PMU traffic streams
used URLLC slicing and were assigned to Queue 0, the highest-priority queue. The user
application or the consumer load hosts broadband services and was therefore allocated the
eMBB slice and Queue 1. Queue 1 provides an intermediate priority class and allows the
user applications to exist alongside the PMU traffic without consuming the same network
resources. The DER and ESS modules were allotted the mMTC slice with Queue 2; this
lower-resource queue configuration assigns the lowest priority to distributed smart grid
devices and background traffic. The flow rules were allocated by the switch s1 and were
identified based on their UDP port numbers. The UDP port numbers assigned to the smart
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grid modules are as follows: for PMUs, PMUL1 is port 5001, PMU?2 is port 5002, and PMU3
is port 5003; the DER and ESS modules are assigned to port 6000; and the user applications
are allotted the default traffic. Queue 0 has the highest resource allocation, since it supports
critical PMU measurements; Queue 1 is supported with intermediate resource allocation;
and Queue 2 has the least amount of resources allocated to it. Therefore, the resource
allocation is highest for URLLC, medium for eMBB, and lowest for mMTC. Without the
traffic class differentiation and the corresponding resource allocation, the PMUs, DERs,
ESSs, and user applications together compete for the same resources. This causes latency
degradation and communication delay in smart grid communication, especially in cases of
network congestion.

The IEEE 2030 SGIRM provides insights into the smart grid architecture, and the
proposed framework references this standard for modelling the smart grid communication
network and, later, for the latency requirement analysis. The proposed methodology has
relied on this standard primarily for slice mapping and resource allocation. Therefore, the
IEEE 2030 SGIRM provides a baseline architecture for the experiments in this research. The
proposed smart grid communication model emulates the functionality of the 5G access
network node and the core via OVS-based network components rather than a full 3GPP 5G
protocol stack. This approach is preferred because the preliminary objective is to evaluate the
network-level performance and cyber resilience of the 5G-based smart grid communication,
rather than a complete 5G RAN or 5GC. This study also evaluates how network-slicing
technology in 5G networks helps smart grids achieve shorter recovery times during cyber
threats compared to LTE.

The communication bandwidth for both LTE and 5G was configured to 10 Mbps to
understand the network performance within a common capacity constraint feasible for
comparative evaluation. This bandwidth setting helps to validate the performance of the
shared smart grid communication link carrying aggregated PMU measurements along with
other traffic generated by the smart grid entities. In practice, the bandwidth requirements
of smart grid communication infrastructure depend on the PMUs sharing the network,
their reporting rates, message sizes, and protocol overhead, as well as the measurement
streams sharing this communication interface. Previous studies on distribution system
PMUs indicate that aggregating measurements from a large number of PMUs can produce
an aggregate communication requirement close to 10 Mbps [37]. Therefore, this bandwidth
provides a controlled operating condition where the effects of increasing traffic load, traffic
prioritisation, and network slicing on the PMU communication in smart grids can be
investigated. Both LTE and 5G were configured with the same bandwidth of 10 Mbps
to provide a fair comparison by negating the influence of unequal link capacities. The
bandwidth of 10 Mbps was considered an experimental constraint for the present study
and not a generic bandwidth requirement for PMU applications.

The present study implemented the 5G communication network emulation using Com-
netsemu with OVS (Open vSwitch) /SDN (Software-Defined Networking) mechanisms to
provide the network topology, packet forwarding, and configurable traffic management.
This implementation represents the communication links between the smart grid entities:
Phasor Measurement Units (PMUs), distributed energy resources (DERs), Energy Storage
Systems (ESSs), and the user application. The communication network was configured
with bandwidth constraints, traffic classification rules, and OVS queues to manage the
network traffic. These mechanisms also provide differentiated traffic classes for critical
PMU traffic and other smart grid traffic classes linked to the Enhanced Mobile Broadband
(eMBB) and Massive Machine-Type Communication (mMTC). Such a configuration allows
a controlled evaluation of the traffic load, queue-based prioritisation, and differentiated
traffic handling within the communication architecture. With that being the case, it is
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important to understand that the present implementation does not configure a complete
3GPP-compliant system. In particular, the OVS/SDN mechanisms approximate the traffic
management functions associated with network slicing and do not reproduce the entire 5G
New Radio (NR) access network, gNodeB (gNB) functionality, 5G core network (5GC),
or the end-to-end slice management procedures. Therefore, the experimental framework
in its current state can only be interpreted as an SDN-based network emulation of com-
munication and traffic differentiation behaviour rather than a complete implementation of
5G network slicing.

The experimental analysis evaluates the latency requirements in both LTE and 5G
communication networks in smart grids. In the 5G communication network, since the traffic
classes are divided into three slices based on network slicing, the total traffic at the core
switch S1 is the sum of the traffic arrival rates of each of these traffic classes. Therefore, the
PMU-specific latency calculation in 5G can be interpreted in two different ways: the latency
for the network without network slicing, and the latency for the network with network
slicing. These experiments have been performed and validated in a previous study and were
reported in the authors’ conference publication. The previous experiments were conducted
in the context of understanding the role of network slicing in PMU communication latency
in smart grids. The study was divided into two major experiments: with and without
network slicing. That is, with network slicing, the 5G network provides traffic classes and
a dedicated QoS queue; without network slicing, the same network resources are shared
by all of the smart grid entities. These results are crucial in establishing a baseline for
the present work; however, the focus of the present study is broader. The present work is
focused on the comparative analysis of 5G and LTE technologies in smart grid communica-
tion. This work also performs the experimental evaluation of both LTE and 5G networks
under DoS threat scenarios and analyses the recovery time for both architectures under
the same network threat conditions. The previous study only reports the role of network
slicing in 5G-based smart grid communication, whereas the present work is a substantial
extension of the preliminary study. The latency analysis results with and without network
slicing in 5G are reported in the previous study. The corresponding latency computation
method is derived from the previous study. Therefore, the latency computation can be
given as follows:

The latency Ty without network slicing is

Tns = Tox + Tovoue + Tproc + Tprop (1)
where
) Tfi\feue is the queueing delay;
e T, is the transimission delay;
e T, is the processing delay;
e  Tprop is the propoagation delay.

Meanwhile, the queue approximation is

1
TNS e = ———— (2)
fuene M- )LTotul
where y is the service rate of the switch and Ar,,,; is the total traffic arrival rate at the
core switch.

The network latency T with slicing for the URLLC queue is
TS = Ttx + Tz?ueue + Tproc + Tprop (3)

The queue approximation is

1
s
TGueue = o=y (4)
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where 1, is the service rate for the URLLC slice.
Therefore, the percentage improvement in the latency is calculated as follows:
Tns—T
=252 x100 (5)

TNS

4.4. Experimental Framework for Cyber-Resilience Evaluation

The cyber-resilience experiments were designed to investigate the latency degradation
and recovery time for both LTE and 5G. Therefore, we evaluated the normal operation,
attack-induced latency degradation, and the recovery phase for the smart grid commu-
nication models. With the growing cyberattacks in modern-day smart power grids, it is
essential to investigate which communication architectures can provide better network
performance and lesser recovery time during a cyberattack instance. Therefore, the la-
tency requirement analysis alone does not qualify as a suitable metric of evaluation for
smart grid communication networks. The network performance may completely change
when the resources are forced into congestion by malicious traffic. The present study only
considers a DoS attack for the experimental evaluation; therefore, we do not claim any
generalisation. The primary objective of this research is to understand how different smart
grid communication models behave under a DoS attack or a cyber threat; therefore, the
DoS attack was not designed with particular real-world attack tools or exploits. The DoS
threat was introduced on a normal smart grid communication network, thereby ensuring
that the network contained normal traffic as well as attack traffic at the same time. This
enables the experimental analysis of normal operation, latency degradation during attack,
and recovery time. The DoS attack was induced by congesting the network by generating
additional traffic; this helps to investigate how the 5G architecture, especially with network
slicing, would react to network congestion. Therefore, these experiments analyse whether
network slicing in 5G networks can help reduce the impact of cyberattack-induced traf-
fic congestion in smart grids, and they also determine which smart grid communication
model (5G or LTE) performs better during cyber threats. The smart grid communication
models emulate smart grid entities such as user applications, DERs, and ESSs, allocated to
nodes h5, h6, and h7, respectively. These smart grid components from the physical-layer
simulation are linked to their corresponding nodes in the communication network emula-
tion. The experiments on DoS attacks were designed to analyse these individual network
nodes rather than the network as a whole. This level of experimentation is also important
because the degradation levels differ from component to component even though they
belong to the same network. The network slicing and traffic differentiation are also different
for these smart grid components; therefore, the underlying architecture treats each traffic
class differently during congestion as well. Network node-wise experimentation helps in
evaluating whether the degree of degradation is different for different traffic classes in the
same backbone architecture. Both LTE and 5G architectures were subjected to the same
experimental evaluation, and the results of both were compared. The major metric that
evaluates the cyber resilience of the smart grid communication model is the recovery time.
Once the DoS attack was terminated, the normal PMU traffic was analysed to understand
when the system returns to stability. The recovery time was determined based on a moving
average of the reduction in the latency value. The existing research on smart grid communi-
cation models only considers the latency requirements during normal grid operations; the
proposed framework integrates an experimental evaluation of the latency requirements
during both normal operating conditions and those of network congestion caused by a
cyber threat. The co-simulation framework proposed in this study helps maintain the same
normal operating conditions as a baseline for cyber-resilience experiments with both LTE
and 5G. The proposed system architecture also aims to understand, through experiments,
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the advantages of network slicing in improving latency and network performance in 5G as
compared to LTE in smart power grids.

5. Results and Discussion
5.1. Validation of Physical Power System Layer

The physical power system layer of the proposed system was simulated in MAT-
LAB/Simulink. The simulation, consisting of smart grid components such as the consumer
load/user, DERs, and ESSs, was intended to validate that the physical layer generates
stable, physically meaningful voltage and current values that are collected by the PMUs
and transferred to the communication layer. The results in this section only validate the
physical-layer power system simulation in Simulink, not the overall architecture of the
proposed system. For the experimental evaluation, the smart grid components were simu-
lated with direct electrical components from the Simulink library rather than developing
complex subsystems.

The resulting waveforms of the consumer load/the user application simulation in the
smart grid for a time period of 5 s are given in Figure 5. The voltage waveforms show a peak
of 320-325 V and do not present any interesting variation throughout the 5 s simulation
time. The 320 V peak voltage is consistent with the 230 V RMS voltage value, representative
of a nominal low-voltage AC supply. The current waveform also presents stable operation,
within the range of —11 A to +11 A with an 11 A peak current. The comparatively stable
voltage and current waveforms indicate a relatively stable operating condition for the
consumer load. The absence of any distortions in the resulting waveforms of the consumer
load simulation provides consistency between the electrical supply and the consumer load
in the proposed physical-layer smart grid simulation.

Voltage (V)

Current (A)

o 05 i 15 2 25 3 35 4 45 5
Time

(b)

Figure 5. (a) The voltage waveform and (b) the current waveform of the consumer load.
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Figure 6 represents the results of the validation of DERs in the proposed smart grid
model. The voltage waveform is periodic throughout the simulation time of 5 s, with a
peak of 320 V. The DER current waveform shows a dynamic response, with the current
values between —11 A and +11 A until the transition at 2 s, beyond which the current
amplitude is between —17 A and 415 A. This indicates that DERs are capable of supporting
the changes in the operating conditions without losing synchronisation with the AC voltage.
The DERs also do not induce any instability in the smart grid operation, as there is no
significant stability loss during the transition at 2s. The DER current transition at 2s is the
response to their power contribution to the overall smart grid system based on the control
signal integrated in the Simulink model. However, the DER current and voltage waveforms
confirm the component’s ability to be a dynamic source rather than a steady-state generator.

Time

@

Current (A)
°

(b)

Figure 6. (a) The voltage waveform and (b) the current waveform of the DERs.

Figure 7 represents the voltage and current waveforms of the ESS module in the
proposed smart grid system. The resulting voltage waveform from the ESS simulation
retains a sinusoidal nature with a peak voltage of 320 V. The voltage waveform does not
show any unstable operation during the transient change at 2 s and, therefore, remains
electrically connected to the stable AC interface. The ESS current remains at 0 until switching
at 2 s, indicating that the ESS module was not exchanging current with the AC network
during the initial operating condition. At 2 s, the current reaches its initial magnitude of
almost —2 A, and it returns to 0 by the end of the 5 s simulation time. These results confirm
that the ESS module in this simulation replicates a controlled or transient interaction where
it is activated by a switching instant and then returns to its steady operating condition.
Although the current waveform shows transients, the voltage waveform remains stable
and sinusoidal; that is, the ESS module does not cause any voltage disturbance for the
simulated scenario.

https://doi.org/10.3390/en19215211


https://doi.org/10.3390/en19215211

Energies 2026, 19, 5211

19 of 31

Vottage (V)

Time

@

05—

Current (A)
I

1 15 2 25 3 s 4 45 5
Time

(b)

Figure 7. (a) The voltage waveform and (b) the current waveform of the ESS module.

The results of the physical-layer simulation indicate that the physical layer is capable of
representing both steady-state behaviour and dynamic operating conditions. The consumer
load maintains stable waveforms for both current and voltage characteristics, indicating
steady-state behaviour. The DERs present a controlled change in the magnitude of current
after 2 s, and the ESS module shows an active transient nature at 2 s, followed by a gradual
return towards zero. The voltage waveforms of all three smart grid components retain
stability throughout the simulation. The peak voltage of 320 V is also the same throughout
the simulation. For the DERs and ESS, the voltage waveforms remain stable during the
current transients. These attributes confirm that the simulation does not produce unrealistic
voltage fluctuations in the provided operating conditions. Therefore, the physical-layer
power system simulation can simulate both the normal steady-state operation and the
corresponding changes to the operating conditions.

5.2. Communication Latency Validation—LTE vs. 5G

The network performance of the proposed communication-layer architecture was vali-
dated under conditions of different traffic loads and network utilisation. The performance
of both LTE and 5G technologies was compared via PMU-specific latency analysis and
average latency analysis for smart grid communication. The latency analysis was performed
under two distinct load conditions: low traffic load, and high traffic load. Both LTE and 5G
architectures were configured for an overall bandwidth of 10 Mbps; therefore, traffic loads
up to 10 Mbps were considered for low-load analysis, and loads of 15 Mbps to 60 Mbps
were considered for high-traffic analysis. The overall results show that the 5G network
performs better than LTE with lower latencies throughout the experimental scenarios.

1. Case 1: Low-Traffic Conditions

The low-traffic-load conditions were mapped to traffic loads from 1 Mbps to 10 Mbps
for both LTE and 5G. Figure 8 gives the results of the average latency analysis of both
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LTE and 5G networks in smart grid communication. The 5G network maintains lower
latency values with increasing load as compared to LTE. At 10 Mbps, the LTE latency is
46.8 ms, whereas that of 5G is 32.5 ms. This indicates a latency reduction of almost 30%
for 5G with respect to LTE. The increase in latency ranges is also gradual, and there is no
sudden latency degradation. The PMU-wise latency analysis for low traffic loads is shown
in Figure 9a. Under conditions of low traffic load, the results of LTE show relatively stable
latency across all three PMUs. LTE also provides uniform latency across all of the PMUs,
and there is a comparatively small difference among the PMU latencies under low-traffic
conditions. In the case of 5G, PMU-wise latency analysis shows slight variation in the
latencies; however, all three PMUs follow a similar trend overall. Therefore, the 5G latency
remains considerably low for PMU-wise latency analysis as compared to that of LTE. The
reduction in latency values under 5G as compared to LTE can be directly attributed to the
traffic differentiation and isolation caused by network slicing in 5G. That is, in 5G, the PMU
traffic is logically separated from the background traffic, with the allocation of a URLLC
slice. The highest-priority queue allocation helps prevent resource contention for PMU
communication. Therefore, network slicing in 5G helps reduce packet queuing and network
congestion effects and prioritises the PMU traffic, leading to lower latency values. Table 3
shows the quantitative results of the latency analysis at low traffic for both LTE and 5G.

Latency vs Traffic Load

70
-m- LTE
—o— 5G
65
60
55
é 50 -
&
§ 45]  me--m-- ;- —mmmm— B e e T W -
3
40
35 1
30 1 ./.——’—”/‘»/’//‘
25 ;
1 2 4 8 10
Traffic Load (Mbps)
Figure 8. The latency vs. load characteristics under low-traffic conditions for LTE vs. 5G.
Table 3. Results of latency analysis for low traffic load.
Traffic Load (Mbps) LTE Latency (ms) 5G Latency (ms)
1 45.77 29.00
2 45.88 30.43
4 46.09 31.00
8 46.12 32.00
10 46.47 33.00
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Figure 9. PMU-wise latency analysis for (a) low traffic load and (b) high traffic load.

2. Case 2: High-Traffic Conditions

Under the high-traffic experiment loads, values of 15 Mbps to 60 Mbps were considered

for both LTE and 5G latency analysis. The experiments on high traffic loads make the

differences in LTE and 5G technology more evident in smart grid communication. In LTE,
the average latency at the highest load (60 Mbps) is around 48.7 ms. The increase in latency
with respect to the increase in load for LTE is consistent and gradual; however, the latency
values are higher than those of 5G. For 5G, the latency at the highest load of 60 Mbps is
around 37 ms; therefore, even though the latency values increase with the increase in load
for 5G, they remain relatively lower compared to LTE. At the highest load, the difference
in latency between LTE and 5G is therefore almost 11.7 ms, which is considerable. It is
important to note that both the LTE and 5G models in these experiments were configured for
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10 Mbps bandwidth; considering this baseline, it is safe to say that even under the highest
loads, 5G maintains an advantage in latency. Figure 10 presents the latency analysis for both
LTE and 5G under high traffic loads. Analysis for high traffic loads is critical for smart grid
communication networks, as there are too many devices that transmit data at the same time
in a smart grid network. Therefore, it is crucial that an experimental analysis of two smart
grid communication models validates the models under scenarios of network congestion.
The PMU-wise latency analysis for high traffic loads is shown in Figure 9b. For LTE, the
PMU-wise latencies show a notable increase with the load; the results also indicate that
the individual PMU nodes undergo different latency responses, even though the overall
latency might remain stable. In the case of 5G, the PMU-wise latencies remain low and,
even at the highest load of 60 Mbps, the PMUs maintain lower latencies compared to LTE.
It is interesting to note that, in LTE, PMU2 generates the highest latency of 48.83 ms at 40
Mbps; however, PMU3 generates the highest latency in 5G, with a value of 36.8 ms at 20
Mbps. Therefore, the PMU-wise latency analysis sheds light on certain variations caused
by the resource allocation among individual PMUSs. Nevertheless, the overall latency for
5G remains considerably lower than for LTE. Table 4 consolidates the results of the latency
analysis for 5G and LTE.

o Latency vs Traffic Load
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Figure 10. The latency vs. load characteristics under high-traffic conditions for LTE vs. 5G.
Table 4. Results of latency analysis for high traffic load.
Traffic Load (Mbps) LTE Latency (ms) 5G Latency (ms)
15 46.53 34.00
20 46.68 34.30
40 47.55 35.10
60 47.77 37.00

The PMU-wise latency results under high-traffic load conditions are critical for the
PMU communication scenario in smart grids, since 5G provides consistently lower latency
than LTE under stressful network conditions. This advantage of 5G over LTE under network
congestion can be especially linked to traffic differentiation, isolation, and network-slicing
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technology. By logically separating the smart grid entities into different network slices,
slicing isolates and prioritises PMU traffic over background traffic. The previous study
provides more interesting observations into 5G networks with and without network slicing.
Network slicing in 5G is successful in preventing resource contention for the priority traffic
under high traffic loads and, therefore, provides lower PMU latencies during traffic conges-
tion as compared to LTE. Therefore, the results of the experimental analysis on 5G vs. LTE
demonstrate that 5G is a better option for providing lower-latency communication in smart
grids than LTE, especially when the network conditions are stressful. This experimental
analysis also indicates that the choice of communication technology in smart grids has
a direct impact on the timely data exchange in PMUs. The advantages of 5G over LTE
become important, especially when the network induces heterogeneous traffic. Therefore,
in a smart grid system, it is crucial to adopt the best communication technologies to support
latency-sensitive PMU modules so as to support efficient real-time monitoring and control.

3. Network Utilisation Analysis

The results of network utilisation analysis for LTE show a 45 ms latency at 10% network
utilisation and 46.6 ms latency at 100% network utilisation. Meanwhile, for 5G, the latency is
28.7 ms at 10% network utilisation and 32.1 ms at 100% network utilisation. It is important to
note that both LTE and 5G were configured for a bandwidth of 10 Mbps, and the percentage
of network utilisation was computed based on this bandwidth. 5G networks continued to
operate with lower latencies throughout the network utilisation range. This is crucial in PMU
communication, as high network utilisation can lead to resource contention in the network
and corresponding delays. The better performance of 5G under high network utilisation is
therefore a direct result of traffic differentiation, isolation, and resource allocation. That is,
5G prioritises the latency-sensitive PMU traffic over background traffic. Figure 11 presents
the results of network utilisation versus latencies for both LTE and 5G. The results of the
network utilisation analysis indicate that 5G networks provide more resilience to increasing
network utilisation than LTE networks. This is especially important in PMU-based data
exchange and real-time monitoring and control applications in smart grid systems.

Latency vs Network Utilization
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Figure 11. Latency vs. network utilisation for both LTE and 5G.

The results of the smart grid communication layer complement those of the physical-
layer power system simulation validation. The physical-layer simulation validated the
electrical measurements and transient responses of the smart power grid entities. The
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communication-layer validation presents how the data generated at the physical-layer sim-
ulation end is transmitted through the communication network under different scenarios.
This analysis is crucial for a smart grid cyber—physical system where the electrical coun-
terpart and the communication counterpart are closely integrated and interdependent.
Therefore, unlike traditional power grids, a modern smart grid infrastructure depends
not only on the electrical behaviour of the power system components but also on the
time-sensitive exchange of measurement and control data. The results of the comparative
evaluation of LTE and 5G indicate that 5G performs better in latency-sensitive applications.
Even at the highest traffic load of 60 Mbps, 5G maintains an average latency of 37 ms,
whereas LTE has approximately 47 ms of average latency. These latency ranges differ for
individual PMUs as well. However, these results should be interpreted specifically as a
simulation-based validation of the latency behaviour, not as experimental measurements
from a deployed LTE or 5G network. The results of the present research only demonstrate
the relative communication performance of the emulated 5G and LTE networks under
selected traffic conditions.

The comparative evaluation of LTE and 5G was achieved by varying the traffic loads
from 1 to 60 Mbps. Each traffic load condition was evaluated for three independent experi-
mental runs for both LTE and 5G. The results are presented in Tables 5 and 6 in terms of
the mean latency * standard deviation (SD) and 95% confidence intervals (Cls) calculated
from the run-level measurements. Across all traffic loads from 1 to 60 Mbps, the mean
latency of the 5G configuration is reported to be lower than that of LTE. At the lowest load
of 1 Mbps, the mean latency of the 5G network is 29.00 ms, whereas that of LTE is 45.77 ms.
At the highest load of 60 Mbps, in the present experimental framework, the mean latency
for 5G is 37.00 ms, while that of LTE is 47.78 ms. Therefore, 5G networks reported lower
latencies consistently over the measured traffic load range of 1 to 60 Mbps. The reported
95% Cls for both LTE and 5G did not overlap at any of the nine traffic load conditions.
However, the 5G configuration shows varying levels of dispersion, as evident in its standard
deviations and the width of the confidence intervals. The observed difference was also not
constant across the varying traffic load conditions. Also, the mean latencies did not show a
monotonous increase with the traffic loads in every condition. Therefore, these observa-
tions indicate that the reported performance depends on the configured communication
architecture and the varying traffic conditions. It is important to consider that the results
of the present comparative analysis between LTE and 5G can only be assessed under the
specific experimental design rather than as a generic performance indicator for all LTE and
5G configurations.

Table 5. LTE latency results reported as means + standard deviations and 95% confidence intervals.

Load (Mbps) 5G Latency (ms) 95% CI (ms)
1 29.00 £+ 1.00 [26.52,31.48]
2 3043 +1.25 [27.33, 33.54]
4 31.00 £ 1.00 [28.52, 33.48]
8 32.00 £ 1.73 [27.70, 36.30]
10 33.27 £0.25 [32.64, 33.89]
15 34.00 + 2.00 [29.03, 38.97]
20 34.30 + 2.17 [28.91, 39.69]
40 35.10 + 1.55 [31.24, 38.96]
60 37.00 £1.73 [32.70,41.30]
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Table 6. 5G latency results reported as means + standard deviations and 95% confidence intervals.

Load (Mbps) 5G Latency (ms) 95% CI (ms)
1 45.77 £ 0.25 [45.14, 46.39]
2 45.88 + 0.16 [45.48, 46.28]
4 46.09 £ 0.15 [45.73, 46.46]
8 46.12 £ 0.27 [45.44,46.79]
10 46.47 £ 0.17 [46.04, 46.89]
15 46.53 + 0.08 [46.34, 46.72]
20 46.68 £ 0.12 [46.39, 46.97]
40 47,55 + 1.14 [44.71, 50.38]
60 47.78 £ 0.83 [45.72,49.84]

5.3. Cyber-Resilience Validation

The proposed system was evaluated for its cyber resilience by instigating a DoS attack
on the communication layer. This evaluation measured the latency of the communication
network during a DoS attack and the corresponding recovery time. The experiments in the
present study were designed to induce a DoS attack on different smart grid components,
such as the consumer load /user application, DERs, and ESSs, and the corresponding average
PMU latency was measured. The scope of these experiments was extended to evaluate both
LTE and 5G networks. The substation components are represented by the nodes h5 for the
user applications, h6 for DERs, and h7 for ESSs in the communication network.

Figure 12 represents the PMU latencies measured during DoS attacks at nodes h5, hé,
and h7 for both LTE and 5G. The results of the cyber-resilience validation indicate that
the latency values for the 5G network are considerably lower compared to those of LTE
for the same experimental scenario: 5G achieves an approximate 20% to 41% reduction in
PMU latencies compared to LTE. This directly supports the conclusion that 5G networks
perform better than LTE during cyber threats in smart grid communication systems. In
addition to latency requirements, the recovery time was also measured as a cyber-resilience
metric in the present study. The recovery times for both 5G and LTE with respect to the
attack node are given in Figure 11. The recovery times for LTE are 13s for an attack at
h5, 16 s for an attack at h6, and 22 s for an attack at h7, whereas those of 5G are 8 s, 9 s,
and 9 s, respectively. Therefore, there is a 38% to 59% reduction in recovery time for 5G
when compared with LTE. During a DoS attack, the induced traffic congestion causes an
increase in resource utilisation and delayed packets. Once the attack stops, the network is
supposed to clear the accumulated traffic and restore the communication path to continue
normal operation. However, in the case of an LTE network in the proposed smart grid
environment, there is a large traffic backlog forcing the network to a high recovery time.
Therefore, the increase in recovery time for the LTE networks is associated with the traffic
backlog and persistent traffic congestion induced by the attack. Specifically for h7 (the
ESS), the LTE network requires 22 s to recover—compared to 5G, which requires 9 s to
recover—indicating that the 5G network can restore normal operation considerably faster
than LTE under cyber-threat scenarios. The results of the cyber-resilience experiments are
consolidated in Table 5. Figure 13 presents the recovery time for both LTE and 5G, as well
as the cyber-resilience improvement with 5G networks.
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Figure 13. (a) The recovery time after a DoS attack for both LTE and 5G. (b) The cyber-resilience
improvement in latency and recovery time for 5G.

The results of the cyber-resilience evaluation indicate that the eMBB traffic or the
h7 traffic is more susceptible to latency and recovery degradation during the DoS attack
because of comparatively high traffic and resource demand. This is one of the reasons
why the latency of such high-throughput traffic is higher compared to the mMTC traffic
under the same conditions. Therefore, the results of this study are reliant on the traffic
and attack scenarios of the proposed framework and are not a generalisation of the eMBB
slice characteristics. The eMBB slices are designed to handle larger traffic volumes than
the mMTC slices and, therefore, demand more network resources during a DoS attack,
causing resource contention and network congestion. These cause packet delays and queue
buildup, which, in turn, result in higher latency for eMBB traffic. The mMTC slices are
designed to handle relatively small traffic and, therefore, require fewer network resources;
therefore, the amount of traffic competing for the same resources is comparatively less,
reducing packet delays and queue buildup. Even though there is higher traffic demand at
the eMBB slice, the overall latency in 5G networks is considerably lower and the recovery
times are shorter compared to LTE. This proves that the resilience metrics in smart grids
are dependent not only on the traffic conditions but also on the fundamental architecture
of the communication layer. Table 7 gives the results of cyber-resilience metrics for both
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LTE and 5G. In the 5G architecture, network slicing provides traffic differentiation and
resource separation, thereby reducing the network congestion caused by competing network
resources. That is, an attack that affects a higher-traffic slice does not necessarily cause the
same level of degradation throughout the entire communication architecture. This property
of 5G helps in smart grid cyber resilience to reduce and contain the effect of a cyberattack
and allows the critical modules to continue their operation.

Table 7. Results of cyber-resilience metrics for LTE and 5G.

Substation Average Latency Recovery Time Average Latency Recovery Time
Component During DoS: LTE for LTE During DoS: 5G for 5G

h5 88.58 ms 13s 71.04 ms 8s

hé 90.85 ms 16's 58.72 ms 9s

h7 90.16 ms 22s 52.93s 9s

6. Limitations and Future Work

The current study presents a comparison of the LTE and 5G communication frameworks
for smart grid communication architecture and evaluates their respective cyber-resilience
metrics. The experimental analysis was based on the co-simulation of Simulink and Com-
netsemu. The communication network was emulated through configured network links,
transmission delays, bandwidth constraints, and queue-based traffic management. The
5G network was specifically modelled using OVS queues and SDN-based traffic manage-
ment rather than a full 3GPP-compliant 5G radio access and gNB/5G core network stack;
hence, the experimental evaluation does not possess all of the characteristics of operational
LTE and 5G systems. Consequently, the configured queues represent an abstraction of
selected network-slicing behaviours rather than complete 3GPP-defined network slices.
Therefore, the reported results of latency and recovery times should only be interpreted as
results obtained within the configured emulation environment, not as field measurements
or evidence for absolute performance in the proposed networks. The primary objective of
the comparative analysis was to understand the behaviour of the proposed LTE and 5G
architectures within the controlled conditions of the experimental design in the scope of this
study. Validation with a comprehensive 3GPP stack for 5G network architecture remains an
important direction for future work. The cyber-resilience evaluation in the present study
was primarily based on externally generated DoS attacks and their implications for the
PMU-specific communication latency and recovery times on smart power grids for both LTE
and 5G networks. The experimental analysis in its current state does not consider the full
range of threats in smart grids, especially attacks originating from compromised internal
devices, malicious traffic generated by legitimate network participants, or attacks that target
the slice-management functions. Such threats could have effects on traffic classification and
resource allocation that were not analysed in the scope of the present experiments. Future
work will extend the threat model to include attacks originating from compromised internal
devices and attacks that target the slice-management functions. Therefore, the reported
results should be interpreted not as a comprehensive assessment of generalised smart grid
cybersecurity but, rather, as a cyber-resilience evaluation within the specific external DoS
traffic-flooding scenarios investigated. The evaluation metrics in the present experimental
analysis focus on the PMU-specific communication latency and the post-attack recovery
time to investigate the comparative communication performance and cyber resilience of the
LTE and 5G configurations. However, these metrics alone are not sufficient to fully under-
stand the communication network performance required by critical smart grid applications.
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Specifically, metrics like packet loss and jitter help understand the missing or incomplete
PMU measurements and the variations in packet delay, which may affect the delivery of
time-sensitive measurement data. Such metrics are particularly relevant during high traffic
loads and DoS attack scenarios, which cause communication degradation affecting the
reliability of critical services like the monitoring and protection systems in smart power
grids. Therefore, future work will extend the evaluation to integrate metrics like packet loss
and jitter with communication latency and recovery times to give a more comprehensive
analysis of the communication network performance and cyber resilience of LTE and 5G
in smart grids. Even though the implemented 5G network-slicing architecture used traffic
classification and a queue-based priority model, the scope of the present experiments does
not consider the additional slicing orchestration overhead on low-latency traffic. In 5G
communication networks, traffic classification, slice configuration, and resource allocation
may introduce overhead on the network performance of low-latency traffic. Therefore,
future work will investigate the overhead induced by slice orchestration on the performance
of low-latency traffic. The present experimental study was deployed using a limited number
of PMUs and smart grid communication nodes within a controlled environment integrating
Simulink and comnetsemu. Although this experimental framework enables a controlled
comparison of LTE and 5G networks, its scalability to larger real-world smart grid infras-
tructure has not been investigated. In practical scenarios, increasing the number of smart
grid components like PMUs, DERs, ESSs, or other network-related entities may cause an
increase in the communication traffic, processing requirements, queue contention, and the
complexity of the traffic management. These factors may further affect the communication
latency requirements, traffic congestion, and post-attack recovery times. Therefore, the
reported results should only be interpreted within the scope of this particular experimental
design, with the configured topologies, bandwidth constraints, and attack scenarios, rather
than as predictions for larger real-world smart grid deployments. In the future, this study
will be extended to investigate the scalability of the proposed configurations by increasing
the number of smart grid nodes, varying the traffic conditions, and considering more cyber-
attack scenarios to make the results more generalisable and deployable in real-world smart
grid applications.

7. Conclusions

This paper presents a comparative evaluation of both LTE and 5G communication archi-
tectures in smart power grids to understand the network performance and communication
resilience for PMU-specific applications. The proposed system evaluates the ability of both
LTE and 5G to maintain PMU latencies under varying traffic conditions and cyber threats.
The experimental analysis was designed through co-simulation of the physical-layer power
system model in Simulink and the corresponding communication-layer emulation in com-
netsemu. The traffic-load-based experiments analysed communication latencies under low-
and high-traffic conditions. Low-traffic-load experiments were conducted with loads of 1 to
10 Mbps, and high-traffic-load experiments with loads of 15 to 60 Mbps. The latency value
produced by LTE at the maximum traffic load of 60 Mbps was 47 ms, and that of 5G was
37 ms. Compared to LTE, 5G networks maintained lower latencies under both low-traffic
and high-traffic load conditions. The PMU-wise latency was also evaluated for both LTE
and 5G, demonstrating that traffic differentiation and priority queuing associated with the
PMU traffic in 5G help mitigate the influence of background traffic on PMU communication
in smart grids. Therefore, the better results reported by 5G for the latency requirements can
be attributed to the network-slicing technology that makes it possible for 5G networks to
adopt traffic differentiation, isolation, and resource allocation. Cyber-resilience experiments
were also carried out to measure the latency of both LTE and 5G networks during a smart

https://doi.org/10.3390/en19215211


https://doi.org/10.3390/en19215211

Energies 2026, 19, 5211

29 of 31

References

grid cyber threat. Recovery times were also measured for both LTE and 5G under a DoS
attack scenario on the proposed system architecture. The results of the cyber-resilience
evaluation indicate that 5G provides better latency compared to LTE when a smart grid
network is subjected to a DoS attack. The 5G networks prevent the additional traffic gener-
ated by DoS from competing for the network resources of the PMU traffic by using traffic
isolation. 5G networks were also successful in retaining lower recovery times compared to
LTE. Therefore, traffic differentiation can help the PMU traffic attain recovery of normal
operation faster than conventional networks. Overall, the experiments indicate that the 5G
sliced communication architecture provides more stable and cyber-resilient communication
in smart power grids. The scope of the present study presents certain challenges that we
hope to address in future work. The present study is just a simulation-based evaluation;
therefore, we did not implement a fully commercial 5G network or utility-level commu-
nication infrastructure. The present experimental configuration also does not capture the
potential capacity advantage of 5G under technology-specific radio conditions. Without
such a bandwidth constraint, the latencies, relative performance, and congestion behaviour
of the network configurations might change with respect to the capacity, resource allo-
cation, and traffic prioritisation. Therefore, the conclusions are limited to the evaluated
experimental configurations within the specific bandwidth of 10 Mbps and are subject to
changes under different bandwidth configurations. Furthermore, future experiments will
extend the experimental evaluation to packet loss, throughput analysis, service availability,
etc. Evaluations on multiple attack scenarios are also intended as a future extension of the
present work. Therefore, the results of the present work demonstrate the advantages of a
5G-slicing-based communication architecture in providing differentiated PMU traffic and
thereby reducing the impact of traffic congestion and DoS attack-induced degradation in
smart grid communication systems.
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