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Abstract

This article provides an overview of the applications of cryptographically anchored dis-
tributed ledgers in supporting smart grid cybersecurity. The discussion focuses on multi-
layer cyber–physical architecture, smart grid cybersecurity requirements, information
security attributes, distributed ledger mechanisms, and technical limitations. Distributed
consensus algorithms and smart contracts are analyzed as conditions under which ledger
writing can support smart grid security functions. The literature is then synthesized across
identity and authentication, access control and policy enforcement, data integrity and
tamper protection, resilient communication, and privacy protection. Based on this, the
BC-Sec-SG framework was proposed to structure the requirements, architectural layers,
consensus algorithms, ledger mechanisms, and constraints from the perspective of infor-
mation security attributes. Blockchain technology is considered a complement to existing
security mechanisms, not a substitute for them.

Keywords: cybersecurity; consensus algorithms; smart contracts; distributed ledger;
blockchain; smart grid; information security attributes

1. Introduction
Cybersecurity is a key determinant in the development of future smart grids (SGs).

The deep integration of power grids with ICT, cyber–physical systems (CPSs), and the
IoT significantly expands the cyber threat landscape, including cyberattack vectors tar-
geting critical infrastructure. The literature highlights cyber threats to SGs concerning
confidentiality, integrity, and availability, as well as historical incidents involving energy
systems (e.g., [1,2]). Control, monitoring, billing services, and energy transmission in
SGs are currently largely based on centralized platforms [3]. However, applying a purely
centralized security model to a distributed SG architecture has limitations. For example, it
is pointed out that ensuring scalability in large-scale SG networks is a significant challenge
for centralized architecture [4]. Service centralization offers undeniable benefits regarding
resource management. However, it entails the risk of a single point of failure (SPoF) and
creates attack vectors for critical targets. Unavailability or compromise of the central point
could disable the service or lead to data disclosure.

In this context, a distributed ledger based on cryptographic proofs and consensus
algorithms can be considered a complementary component of the security architecture of
SGs. Furthermore, smart contracts support the programmatic definition and enforcement

Energies 2026, 19, 5073 https://doi.org/10.3390/en19215073

https://crossmark.crossref.org/dialog?doi=10.3390/en19215073&domain=pdf&date_stamp=2026-10-24
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/energies
https://www.mdpi.com
https://orcid.org/0000-0001-7613-4281
https://orcid.org/0000-0002-6707-2987
https://doi.org/10.3390/en19215073


Energies 2026, 19, 5073 2 of 28

of security rules and policies. At the same time, the literature identifies open challenges for
smart contracts in energy systems related to security, privacy, and scalability [5].

It should be noted that significant studies already exist in the literature that provide
an overview of blockchain applications in the SG environment. In particular, study [6] pro-
vides a comprehensive review of this area, covering system architectures, implementation
platforms, and applications across different SG domains. An important contribution of the
study is the organization of blockchain applications into three areas: field measurement
and communications, power generation and transmission, and power distribution and
utilization [6]. The security requirements, in turn, were addressed in four aspects: integrity,
confidentiality, availability, and accountability/non-repudiation [6]. Another significant
study [7] focuses on blockchain architectures and application domains, as well as cyber-
security threats, challenges, and countermeasures. A key contribution of the study is the
analysis of blockchain architectures for different SG areas, including electric vehicles, home
automation, and energy management systems, together with implementation challenges,
cybersecurity threats, common attack models, and corresponding countermeasures [7].

This article presents an overview of blockchain technology applications in supporting
SG cybersecurity and assesses how its mechanisms meet information security requirements.
The study is based on the general architectural perspective introduced in the holistic frame-
work for smart grid cybersecurity presented in [8]. The previous framework holistically
assigned security measures and mechanisms to individual SG layers in relation to infor-
mation security attributes [8]. Blockchain was one of many possible security measures. In
this study, this perspective is adapted to the analysis of blockchain technology. Compared
to [8], the framework is expanded by introducing sublayers, considering six information
security attributes, and organizing the synthesis by security function. Some of the analyzed
attributes, including accountability and non-repudiation, have already been considered in
previous studies [6]. In this review, they are incorporated into an analytical framework that
links security functions, architectural layers, and blockchain mechanisms, while also taking
into account the conditions on which these attributes depend.

The starting point is the layered SG model and the attributes of confidentiality, in-
tegrity, and availability, complemented by accountability, non-repudiation, and authenticity.
The analyses conducted compared the properties of blockchain architecture and consensus
algorithms with SG cybersecurity requirements. Subsequently, the literature was catego-
rized according to security functions: identity management, access control, data integrity
protection, communication resilience, and privacy protection. Based on this, the BC-Sec-SG
framework was developed to structure the use of blockchain in SG cybersecurity. The frame-
work identifies which distributed ledger mechanisms can support specific information
security attributes across the business, application, communication, and power layers.

The main contributions of this article can be summarized as follows:

1. A structured account of SG cybersecurity requirements linking the multi-layer cyber–
physical architecture with six information security attributes;

2. An assessment of consensus algorithms and smart contracts as conditions under
which a ledger record can support SG cybersecurity, including the associated trust
model;

3. A function-oriented synthesis of blockchain applications for SG security, covering
identity and authentication, access control and policy enforcement, data integrity and
tamper protection, resilient communication, and privacy protection;

4. An analysis of implementation barriers to blockchain in SG environments and of their
implications for individual information security attributes;
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5. The BC-Sec-SG conceptual framework, which integrates cybersecurity requirements,
architectural layers, consensus conditions, ledger mechanisms, and implementation
limitations in order to relate blockchain support to information security attributes.

The following sections of this article are organized as follows. Section 2 describes
the research methodology adopted in the article. Section 3 analyzes SG cybersecurity
requirements, taking into account technical conditions and information security attributes.
Section 4 analyzes the technical architecture of blockchain in the context of SG cybersecurity,
considering consensus algorithms and smart contracts. Section 5 reviews recent research on
securing SGs using blockchain technology. Section 6 analyzes the barriers and limitations
associated with implementing blockchain in the SG environment. Section 7 presents the
BC-Sec-SG framework. The final section, Conclusions, summarizes the research findings
and addresses the research questions posed.

2. Materials and Methods
The subject of the research presented in this article is blockchain-supported cybersecu-

rity of SGs. The paper provides a review and analysis of studies thematically related to
computer science, security sciences, and management sciences. Computer science provided
the foundation for the technical analysis of SG cybersecurity and blockchain technology,
encompassing IT system architectures, cyber threats and attacks, network components,
and software-related aspects. Security sciences provided the scientific basis for analyzing
cybersecurity in the context of information security attributes. Management sciences, in
turn, complemented this approach by providing an organizational perspective on the
implementation of blockchain technology in SGs.

The main objective of the study was to develop a framework based on a literature
review that systematizes the application of blockchain technology to enhance the cyberse-
curity of SGs, with particular emphasis on information security attributes. On this basis,
the BC-Sec-SG framework was proposed, aiming to organize cybersecurity requirements,
architectural layers, consensus algorithms, ledger mechanisms, and constraints from the
perspective of information security attributes.

In accordance with the adopted research objective, the following research questions
(RQs) were formulated:

• RQ1: What cybersecurity requirements arise from the multi-layer architecture of SGs
when assessed against an extended set of information security attributes?

• RQ2: How do consensus algorithms and smart contracts determine when a distributed
ledger record can support SG cybersecurity?

• RQ3: In which SG security functions—identity and authentication, access control and
policy enforcement, data integrity and tamper protection, resilient communication,
and privacy protection—can blockchain mechanisms be applied, and what forms of
support do they provide?

• RQ4: What technical limitations and barriers constrain blockchain use in SGs, and
how do they affect information security attributes?

• RQ5: How can SG cybersecurity requirements, architectural layers, consensus condi-
tions, ledger mechanisms, and implementation limits be combined in a conceptual
framework relating blockchain support to information security attributes?

To achieve the adopted research objective and address the formulated RQs, a research
method based on the review, analysis, and synthesis of the relevant literature was applied.
The literature review was conducted, employing an iterative process for the search and
selection of publications. The literature search covered publications from 2020 to 2026
and was conducted using the international bibliographic databases Scopus and Web of
Science, supplemented by searches on leading publishing platforms, including MDPI.
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This period covers the main set of publications analyzed, while earlier studies were used
as fundamental or supplementary sources. The literature search combined three groups
of terms: blockchain-related terms (“blockchain” OR “distributed ledger” OR “smart
contract”), smart grid-related terms (“smart grid” OR “smart metering” OR “microgrid”
OR “AMI”), and security-related terms (“cybersecurity” OR “privacy” OR “integrity”
OR “authentication” OR “access control” OR “false data injection”). These groups were
combined using the AND operator, with minor adjustments to database-specific search
syntax. Due to the iterative nature of the literature search and its focus on the RQs, the
combinations of search terms varied across queries, and not all terms were used in every
query. The literature selection focused on publications relevant to the formulated research
questions RQ1–RQ4. The analysis included 62 publications that directly supported the
answers to these questions. Additionally, fundamental and supplementary sources were
used to provide context and interpretation of the issues analyzed. Further analysis was
organized according to RQ1–RQ4: cybersecurity requirements, conditions under which
ledger entry can support security, security features, and technical limitations. The outcome
of the conducted review is the BC-Sec-SG framework, which systematizes the application
of blockchain in SG cybersecurity (RQ5).

3. Smart Grid Cybersecurity Considerations
Cybersecurity is directly related to information security. In the literature, cybersecurity

is often analyzed in the context of information security attributes, namely confidentiality,
integrity, and availability (e.g., [9–11]). The confidentiality attribute refers to the protection
of information from unauthorized access [12]. Availability denotes reliable on-demand
access to systems and information while maintaining trust and functionality [13]. In turn,
the integrity attribute concerns protecting data against any unauthorized or undesired
modification in order to ensure its accuracy and consistency [14]. It should be noted that
information security and cybersecurity are not fully synonymous concepts. Cybersecurity
falls within the scope of information security [15]. In reality, information can be transmitted,
processed, and stored in both digital and analog forms. Therefore, it can be assumed that
cybersecurity protects cyberspace from cyberattacks, while information security concerns
the protection of information from all digital and physical threats [15]. It should be noted
that in a distributed SG environment, various processes are implemented by multiple
actors in the cyber domain. Therefore, to enhance the cybersecurity analysis, this article
includes additional information security attributes: accountability, non-repudiation, and
authenticity. Accountability refers to the ability to account for one’s actions, as well as to
accept responsibility and transparently disclose results [16]. In turn, non-repudiation is a
key security requirement in many applications [17]. Non-repudiation services must ensure
that the parties exchanging information over a network cannot deny participation in part
or all of that communication [18]. Authenticity, in turn, is achieved when it is possible to
verify the association of a resource or a signature with its legitimate owner and with the
specific data that it represents [19].

The highlighted information security attributes provide the basis for further analysis
of SG cybersecurity and its enhancement through blockchain-based solutions. To achieve
this, it is necessary to first examine the technical characteristics of SGs and then analyze the
corresponding cybersecurity requirements.

3.1. Technical Context

In computer science, network architecture is often modeled in layers, as exemplified
by the seven-layer ISO/OSI model or the four-layer TCP/IP reference model. Since SG
architecture is inherently embedded in an information and communication technology
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environment, it can likewise be analyzed from a layered perspective. In line with the
general concept of a layered approach to SG architecture (e.g., [20–24]), a four-layer SG
model was adapted from [8] to further analyze blockchain applications and cybersecurity.

The business layer encompasses business models and the operating rules of the energy
market. The application layer is responsible for implementing energy service logic within
ICT systems. Specifically, it implements automated data processing, storage, and analysis
processes to make decisions related to energy grid management and customer services.
Within the application layer, two sublayers are distinguished: the software sublayer and
the data sublayer. The software sublayer implements algorithms and business rules that
operate on data models prepared at the data sublayer. A key aspect is the implementation
of software supporting both energy consumers and energy providers. In turn, the data
sublayer integrates data obtained from smart meters, IoT sensors, Advanced Metering
Infrastructure (AMI), Phasor Measurement Units (PMUs), and Supervisory Control and
Data Acquisition (SCADA) systems. It can also integrate external data from sources such
as energy markets, GIS systems, or weather stations. The communication layer comprises
three sub-layers: network protocols, network devices, and transmission media. This layer
is responsible for exchanging measurement and control data between SG components.
The network protocol sublayer defines the rules for formatting, addressing, and securing
transmissions. The network devices sublayer encompasses gateways, concentrators, routers,
and switches that facilitate data forwarding. The transmission media sublayer refers to
the physical or wireless medium through which data are transmitted. The power supply
layer, in turn, handles electric power processes. It includes, among other elements, energy
generation, transmission, and distribution, as well as distributed components, AMI meters,
and control and security systems.

It should be emphasized that Figure 1 was developed specifically to support the anal-
ysis of information security attributes and is not intended to replace established reference
models. SGAM provides an established reference architecture for SGs, comprising five
interoperability layers: Business, Function, Information, Communication, and Compo-
nent, mapped across domains and zones [25]. NIST SP 1108, in turn, defines a conceptual
framework consisting of seven domains: Customer, Markets, Service Provider, Operations,
Generation Including DER, Transmission, and Distribution, interconnected through energy
and communication flows [26]. Figure 1 considers the level of decomposition required to
analyze information security attributes and should therefore not be considered formally
equivalent to any of these models.

Figure 1. Layered SG architecture for cybersecurity analysis. Source: Adapted from [8].
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3.2. Cybersecurity Requirements

In the next step, cybersecurity requirements related to information security in Smart
Grids were defined. The analysis was based on the findings presented in [8], which
considered information security requirements in the SG environment. In this study, these
requirements were assigned to each of the six analyzed information security attributes. The
results of the analysis are presented in Table 1.

Table 1. Smart grid cybersecurity requirements organized by information security attribute.

Information
Security Attribute Smart Grid Cybersecurity Requirements

Confidentiality

• Data concerning energy ecosystem users, including identification data, AMI metering
data, billing information, and profiling data, must not be disclosed to
unauthorized entities.

• Protection of operational data confidentiality in the control of IoT devices, substations,
and load distribution.

• Ensuring the confidentiality of transmission between individual components of the SG
infrastructure.

• Protecting the confidentiality of data at rest, i.e., stored in databases and files.

Availability

• Providing authorized users, entities, devices, and systems with access to SG data and
services at the required time.

• Ensuring the continuity of critical operational technology (OT) systems.
• The availability of communication channels used for transmitting operational and

measurement data must be maintained.

Integrity

• User, control, and measurement data must be protected against unauthorized
modification (intentional, unintentional, or accidental) in transit and at rest.

• Information systems should be capable of detecting unauthorized data modification,
inconsistency, loss, or corruption.

• Scripts and configuration files of devices (AMI, RTU, IoT, IED, PLC, etc.) must be subject
to integrity control.

• Modifications and deletions of data must be recorded in system logs.

Accountability

• Actions performed by users, devices, and information systems must be uniquely
attributable to specific actors.

• The business logic of processes involving users, stakeholders, and SG services must be
enforceable and auditable.

• The outcome of a process must be attributable to a specific actor.
• Actions of users, stakeholders, devices, and SG services must be recorded in audit logs.

Non-repudiation
• Evidence must confirm that a user, stakeholder, device, or SG service performed a specific

action, including generating, modifying, or transmitting data.
• Evidence must confirm the trustworthiness of the time at which the event occurred.

Authenticity

• Unambiguous identification and authentication of users, entities, devices, systems,
and services.

• Ensuring that data generated, transmitted, and stored in a distributed environment
originates from a trusted source (a device, service, or entity).

Source: Based on [8].

Table 1 shows that SG requirements are complex and extend beyond channel protection
and power supply continuity. Therefore, it was crucial to define SG cybersecurity require-
ments with respect to a specific information security attribute. Individual requirements
pertain to various architectural layers, services, and resources.
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4. Blockchain Architecture in Smart Grid Cybersecurity
Blockchain technology exhibits several properties that may support SG cybersecurity.

Therefore, the next stage of research focuses on analyzing the blockchain’s technical archi-
tecture to identify mechanisms that can strengthen information security attributes in the SG
environment. Blockchain is credited with a robust set of security mechanisms, which makes
it attractive for a wide range of business applications [27]. In general terms, blockchain can
be considered a distributed database in which data is replicated across a network of peer
nodes, with data consistency maintained through decentralized consensus [28]. Specifically,
all peer participants must agree on the state stored in the distributed database and also
have the ability to verify state changes within the network [28]. Technically, Nakamoto’s
model relies on several mechanisms: a chain of digital signatures proving ownership
without a trusted third party, blocks of transactions linked by cryptographic hashes, a
distributed timestamp proving the order of events, and proof-of-work (PoW) performed by
peer-to-peer network nodes [29]. From an SG cybersecurity perspective, it is important that
the integrity and ordering of records rely on cryptographic proofs and network consensus
rather than on trust in a single operator.

4.1. Smart Grid Cybersecurity Perspective

The analyzed blockchain architecture exhibits several important security properties.
Authenticity and non-repudiation can be supported by digital signatures, and data in-
tegrity and immutability can be ensured by cryptographic block chaining and consensus
mechanisms. A distributed timestamp server can provide temporal ordering, while a
peer-to-peer network and consensus mechanisms can increase resistance to compromise.
Table 2 presents the potential contribution of these mechanisms to SG cybersecurity and
their limitations.

Table 2. Potential and limitations of blockchain features for smart grid cybersecurity.

Blockchain Feature Potential for Smart Grid
Cybersecurity Limitations

Distributed ledger structure
in a peer-to-peer network

Reduces reliance on a single storage
point and mitigates the impact of

node failures or compromise.
Replication preserves record

availability despite partial node loss.

Does not maintain communication
channels or control loops during a

DoS attack. Node coordination may
delay emergency response.

Chain of digital signatures

Supports the authenticity and
non-repudiation of commands,

readings, firmware updates, and
transactions, provided the private

key remains under the control of an
authorized entity.

Compromise of a key or end device
may enable a formally valid but false
record. A signature does not verify

the correctness of the source
measurement.

Blocks

Makes retrospective modification of
approved entries, including

telemetry, logs, or balancing records,
more difficult. Enables detection of
post-approval inconsistencies in the

record history.

Does not detect false data injection
before submitting a record. High

memory and communication
overhead with a long history.

Distributed timestamp server

Establishes the order of approved
records and supports proof that a

record existed before a
subsequent block.

Ledger order does not provide a
trusted physical event time. Replay

protection requires additional
mechanisms in the

communication channel.
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Table 2. Cont.

Blockchain Feature Potential for Smart Grid
Cybersecurity Limitations

Consensus algorithms

Consensus without a trusted third
party; increased resilience to

malicious nodes; greater difficulty of
falsifying data history; stronger
protection against Sybil attacks.

The choice of algorithm strongly
affects security and efficiency; an

unsuitable choice may introduce new
attack vectors and increase latency

and cost.

Immutability
Protects the integrity of historical

measurement records and
system events.

Makes it difficult to correct erroneous
or harmful records after they have

been committed.

Transparency Facilitates audit of actions, anomaly
detection, and post-incident analysis.

May expose measurement data and
energy consumption patterns,

potentially conflicting with privacy
and data protection requirements.

Absence of a central trust point

Limits the impact of a single-node
compromise. One compromised

ledger copy cannot alter the
approved history.

May complicate the enforcement of
security policies and rapid

centralized crisis management.

Source: Own work.

Analysis of blockchain technology’s features has demonstrated its potential to enhance
smart grid cybersecurity. Significant potential benefits include enhanced data integrity,
event traceability, command authenticity, and the elimination of SPoFs. However, imple-
menting these solutions poses significant challenges. The limitations presented in Table 2
also define the conditions under which blockchain can support smart grid cybersecurity. It
should be noted that in a permissioned environment, resistance to Sybil attacks depends
on effective control of the validator approval process. Compromising this mechanism may
weaken or eliminate the resulting protection, but it does not automatically invalidate digital
signatures or previously finalized records. On the other hand, public blockchains can pose
privacy risks because user interactions are often publicly visible, and related data can be
stored indefinitely [28]. The effective use of blockchain in energy infrastructure, there-
fore, requires a deliberate balancing of security benefits against operational and technical
constraints.

4.2. Distributed Consensus Algorithms in Smart Grid Cybersecurity

Blockchain technology inherits the Byzantine generals problem from classical dis-
tributed systems, which is traditionally solved by a state machine replication ap-
proach [30,31]. In a distributed blockchain system, a consensus algorithm is a set of
rules and procedures for selecting a block from among competing proposals. Similar to
blockchain, the SG is a complex CPS with an increasing number of distributed nodes, in
which maintaining a common, secure state of the overall energy system is essential. Imple-
menting different consensus algorithms in an SG environment can have a direct impact
on supporting the information security attributes analyzed in Table 1. Therefore, it is
reasonable to evaluate consensus algorithms in terms of their support for SG cybersecurity.

4.2.1. Proof of Work Consensus Algorithms

The general concept of the PoW algorithm is that nodes perform a specific computa-
tional work. A miner attempts to solve a cryptographic puzzle in order to propose a newly
created block [32]. In the original PoW, a block contains a list of transactions, the hash of the
previous block, the Merkle root, a timestamp, a hash, and a nonce [33]. Mining a new block
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involves searching for a nonce value such that the block hash starts with a certain number
of zeros [29]. The first miner to find a valid nonce announces the block to the network, is
recognized as the leader of the current block-creation round, and receives a reward [33].
Because miners propose many distinct blocks, the rate of block generation and transaction
confirmation is kept at a low constant level to ensure security [34].

The PoW algorithm played a key role in the widespread adoption of blockchain
technology, ensuring the integrity and reliability of decentralized systems [35]. However,
it should be pointed out that the PoW algorithm provides strong security guarantees
and decentralization, but at the cost of high energy consumption and slower transaction
throughput [36]. Moreover, a substantial portion of the network’s computational resources
does not directly contribute to producing the final ledger state [37]. The literature also
indicates that energy expenditure, which is a characteristic of PoW algorithms, is a key in-
dicator for assessing the system’s impact on the environment [38]. At the same time, recent
studies provide interesting evidence that competitive dynamics in PoW-based cryptocur-
rency mining have shifted from access to energy resources toward access to semiconductor
resources [39]. For SG security, such a dependency could potentially limit the nature of
distributed computing work on which the classic PoW assumption is based.

4.2.2. Proof of Stake Consensus Algorithms

One of the leading alternatives to PoW is the Proof-of-Stake (PoS) algorithm, in
which network security is based on participants’ economic commitment rather than on
computational power. In PoS, the right to propose a new block is typically assigned through
a pseudorandom selection process among validators who stake their cryptocurrency [40].
Based on [41,42], the algorithm’s general operation can be described as follows:

1. Validator selection: in each slot, the system pseudorandomly selects one validator to
propose a block, with the probability of selection being proportional to the amount of
stake committed by the validator.

2. Block proposal: the selected validator collects transactions, creates a block, and
broadcasts it to the network.

3. Attestation: the remaining validators verify the validity of the block and submit
attestations, or votes, for the chain head they consider valid.

4. Finalization: A block becomes finalized when the relevant checkpoints receive sup-
port from at least two-thirds of the total staked value through the justification and
finalization process.

To ensure security and prevent attacks, the PoS algorithm provides a system of rewards
and penalties. Honest validators receive rewards for correctly proposing blocks, while
protocol violations may result in partial or complete loss of the staked amount [43]. The
literature highlights the energy efficiency, cost-effectiveness, and speed of this method,
while also pointing out the risk of centralization, as wealthier participants could gain
disproportionately large influence [36].

One important extension of the PoS algorithm is Delegated Proof of Stake (DPoS). In
this approach, the authority to create blocks and validate transactions is delegated to a
limited number of selected delegates. Token holders vote to elect delegates responsible for
block validation [44]. DPoS reduces the communication overhead associated with network
transmission and confirmation, allowing for high throughput [45].

For SG cybersecurity, low energy consumption and fast block finalization are de-
sirable characteristics of PoS algorithms. Not relying on computational power reduces
hardware requirements, facilitating easier integration with resource-constrained devices.
Furthermore, DPoS algorithms can improve performance by reducing the number of active
validators, thereby increasing throughput. However, both PoS and DPoS carry the risk

https://doi.org/10.3390/en19215073

https://doi.org/10.3390/en19215073


Energies 2026, 19, 5073 10 of 28

of centralization. In PoS algorithms, this risk stems from staking concentration. In DPoS
algorithms, consensus is influenced by a relatively small number of delegates. In SGs, such
a concentration requires carefully designed permission-control mechanisms.

4.2.3. Proof of Authority Consensus Algorithms

Another consensus mechanism crucial for SG cybersecurity is Proof of Authority
(PoA). This model, used primarily in permissioned networks, relies on the identity, trust,
reputation, and accountability of authorized validators. In general terms, the algorithm
involves selecting a limited number of trusted nodes to validate transactions and create
new blocks [46]. Based on [47,48], the algorithm’s operation can be described as follows:

1. The network includes a set of authorized validators that are permitted to create new
blocks and whose identities and reputations are known;

2. Validators are selected to act as leaders in turn, for example, using a round-robin
mechanism;

3. The selected leader collects transactions, creates a block, and signs it;
4. The remaining authorized nodes verify the validity of the block;
5. Once successfully verified, the block is added to the blockchain;
6. The leadership role is then transferred to the next validator according to the rules of

the specific protocol.

The PoA algorithm features security based on identity-based trust rather than a com-
putational or economic model [49]. The literature indicates that these algorithms are
used in permissioned blockchain networks due to their high throughput, security, and
efficiency [50]. Their use in blockchain helps to increase trust and security [51]. This
mechanism can be used in applications such as supply chains and retail networks [52].
The literature indicates that in some cases, PoA algorithms may face performance limita-
tions [53].

In the context of cybersecurity, PoA algorithms can effectively support SG require-
ments. Energy systems are largely permissioned in nature, involving various stakeholders,
including prosumers, operators, and distributors. Identity-based and reputation-based
validator mechanisms, such as PoA, support rapid network consensus with low resource
consumption and deterministic finality. This is particularly important when processing
measurement data and control commands in SGs. At the same time, the risk of centraliza-
tion requires secure management of the authority list.

4.2.4. Byzantine Fault Tolerance-Based Consensus Algorithms

BFT mechanisms are also important for SG cybersecurity, but they address a different
aspect of consensus than the previously discussed algorithms. They are derived from
classical solutions to the Byzantine Generals Problem. The Practical Byzantine Fault
Tolerance (PBFT) [54] protocol was one of the first practical implementations to solve
this problem and was applicable to real distributed systems. One of the algorithm’s key
premises is achieving system correctness through communication and voting mechanisms
among nodes, while maintaining resilience against a certain number of malicious nodes [55].
Based on [54], the general steps of the algorithm can be described as follows:

1. The client sends a request to execute an operation to the primary node;
2. The primary broadcasts this request to all remaining backups;
3. The backups execute the request and return a reply to the client;
4. The client accepts the result after receiving (f + 1) matching replies from different

backups.

The algorithm’s main advantages are security and ensuring rapid deterministic final-
ization, provided the number of faulty nodes does not exceed one-third [56]. The algorithm
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has been adopted by many permissioned blockchain systems [57]. Since the development of
PBFT, numerous other approaches have emerged, proposing extensions and optimizations,
among other things, to improve system performance [58].

BFT algorithms demonstrate potential in speed, deterministic finality, and the abil-
ity to achieve consensus even in the presence of malicious or faulty nodes. In power
infrastructures, where multiple components and systems may operate on a permissioned
or consortium basis, these algorithms can support the secure and integral exchange of
measurement data, control commands, and energy balance information. The advantages
of the analyzed algorithms include strong security guarantees and relatively low latency,
which are crucial for critical control operations in power grids. However, their scalability
may be limited by communication complexity, which can become a significant challenge as
the number of participants and devices increases.

Research on consensus mechanisms has led to numerous improvements and extensions
of the analyzed algorithms. For example, study [49] analyzed 32 consensus mechanisms,
which illustrates the scale of the phenomenon. Recent studies present concepts such as
Proof of Energy [59], Proof of Task [60], Proof of Prediction [61], and mechanisms based on
dynamic reputation assessment and verifiable random functions [62].

The analysis indicated that consensus algorithms support SG cybersecurity require-
ments to varying degrees. Requirements concerning integrity, availability, transaction
finality time, and computational costs are particularly critical. PoW and PoS mechanisms
are important in public networks. Solutions based on a limited number of validators, such
as DPoS, PoA, and classic quorum protocols like PBFT, can be beneficial in environments
requiring greater control over participants and predictable finality. In the context of SG
cybersecurity, permissioned and consortium networks are particularly important because
validator privileges can be associated with specific components of the energy infrastructure.
However, no consensus mechanism can independently provide complete cybersecurity for
the system. No algorithm inherently ensures confidentiality or full availability. The selec-
tion of consensus algorithms should take into account the trust model, process timeframes,
acceptable latency, scalability requirements, and the degree of authority concentration.

4.3. Smart Contracts in Smart Grid Cybersecurity

Smart contracts are one of the key blockchain functionalities that can support selected
information security attributes in SGs. In general, smart contracts are computer programs
that run on a distributed blockchain network and can be implemented in various program-
ming languages [63]. A smart contract contains a set of instructions stored and deployed
on the blockchain, enabling its decentralized execution [64]. In practice, smart contracts
enable the programming of specific rules and functionalities, whose automatic execution
and integrity are ensured by distributed ledger mechanisms. This means that the security
of smart contracts relies primarily on cryptographic mechanisms and blockchain network
consensus, reducing reliance on a trusted third party. Synthesizing [65–69], the typical life
cycle of a smart contract in blockchain networks can be described as follows:

1. Contract preparation: programming the smart contract code, including the busi-
ness logic, functions, rules, and conditions, in a language supported by the given
blockchain platform;

2. Compilation: transforming the source code into an executable form understood by
the blockchain runtime environment;

3. Deployment: sending to the blockchain network a deployment transaction that con-
tains the compiled contract code; once this transaction has been accepted by the
consensus mechanism, the contract receives a unique address and is permanently
recorded in the distributed ledger;
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4. Execution: users or other contracts invoke the functions of the deployed contract
through transactions that contain the contract address, the function identifier, and the
arguments;

5. Verification and consensus: network nodes verify the transaction, execute the contract
code in the runtime environment, and reach a consensus on the execution result;

6. State update: the result of contract execution, which may include, among other things,
a state change, value transfer, or event emission, is permanently recorded in the
blockchain;

7. Termination or continued operation: the contract remains active and can be called
repeatedly until it blocks or self-destructs, if such a function is implemented.

Smart contract functionality is not available on all blockchains. Their architectural
implementation depends primarily on the platform’s technical specifics. It is indicated that
smart contracts can support automated data management [70]. On the other hand, the im-
mutability and transparency of smart contracts can make potential security vulnerabilities
critical, as implemented contracts cannot be modified [71].

The concept of smart contracts as computer programs cryptographically secured by a
distributed ledger implies a number of properties that can support SG cybersecurity. The
comparison in Table 3 summarizes the key properties of smart contracts in terms of their
support for SG cybersecurity.

Table 3. Potential and limitations of smart contract properties for smart grid cybersecurity.

Smart Contract Property Potential for Smart Grid
Cybersecurity Limitations and Risks

Automated rule
enforcement

Support for the automatic
enforcement of security policies,

access rules, and operational
conditions; reduced manual handling

of processes.

Incorrect or vulnerable contract logic
is executed automatically and may be

difficult to stop or correct after
deployment.

Code immutability Protects deployed rules against
unauthorized modification.

Security vulnerabilities are difficult
to remediate after deployment.

Deterministic execution

Ensures repeatable and predictable
execution of security rules,
facilitating verification and

correctness analysis.

The outcome depends on the quality
of the input data and the

trustworthiness of oracles.

Transparency
and auditability

Facilitates anomaly detection,
operational event tracking, and
post-incident analysis through

persistent and verifiable records of
activities.

High transparency can reveal
sensitive consumption patterns,
network topology, or participant

behavior.

Integrity of state
and rules

Resistance to the manipulation of
records and of control and settlement

rules.

Integrity does not protect against
errors in the code itself.

Reduced reliance on
trusted third parties

Lower risk of compromise of a
central intermediary.

Dependence on oracles,
administrators, or the consensus

model may still remain.

Programmatic enforcement of
security policies

Automatic control of access,
privileges, and responses to events.

Effectiveness depends on the quality
of the designed rules and integration

with the OT/IT layer.

Source: Based on literature synthesis [5,63,68,72–74].
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Table 3 indicates that smart contracts can significantly support SG cybersecurity. In
particular, programmable automation and verification mechanisms based on distributed
consensus algorithms can enhance the security of energy infrastructure. The potential of
smart contracts stems primarily from the ability to embed operating rules directly into the
network’s transaction layer. This enables consistent enforcement of security policies and
increased resistance to selected forms of data and process manipulation. At the same time,
it should be noted that smart contracts remain dependent on the quality of implementation,
the method of integration with OT/IT systems, and the limitations inherent to the smart
contract model itself.

5. Blockchain for Smart Grid Security Functions
The review of blockchain applications was organized by security functions critical

to SG cybersecurity. For the purposes of the study, five functions were distinguished that
appear in the literature and in security engineering as distinct issues: (1) establishing the
identity of an entity; (2) determining who is authorized to perform a given operation;
(3) protecting records against unauthorized modification; (4) securing communication
channels against disruption and impersonation; and (5) ensuring privacy and protecting
sensitive data.

5.1. Authentication and Identity Management

The distributed architecture of SGs requires the development of secure authentication
and identity management mechanisms. The literature highlights security issues in SGs
related to device authentication and data integrity (e.g., [75]).

A consortium-blockchain-based authentication mechanism for distributed electricity
trading was proposed in [76]. In particular, the proposed architecture introduces a certifi-
cate authority into the blockchain network and controls participants’ public and private
keys to verify the authorization of parties to energy transactions [76]. From a technical
perspective, the solution was implemented on Hyperledger Fabric, with business logic
encoded in chaincode [76]. Authentication proceeds in two stages: off-chain (initial iden-
tity verification) and on-chain (confirmation and recording on the blockchain) [76]. The
analyzed solution has the potential to strengthen SG cybersecurity across access control,
authentication, and identity management, while also enhancing the integrity of energy
transactions.

A blockchain-based authentication protocol employing efficient cryptographic algo-
rithms was proposed in [75] to establish decentralized trust in SGs. The protocol integrates
blockchain with authorization, supporting decentralized registration and verification of
privileges and thereby reducing dependence on a central authority and SPoF risk [75].
Recording credentials on the blockchain provides tamper-resistant verification and also
supports the immutability of registration data and logs [75]. From a technical perspective,
the solution employs, among other mechanisms, cryptographic hash functions, one-time
passwords, and session updates based on one-time values [75]. Research results indicate
that the solution supports the secure establishment of session keys between smart me-
ters and control centers, while maintaining computational and communication efficiency
appropriate to a resource-constrained environment [75].

An authentication and key agreement protocol for smart microgrid environments was
proposed in [77]. From the technical architecture side, elliptic-curve cryptography (ECC),
hardware, physically unclonable functions (PUFs), and a blockchain with the PBFT consen-
sus algorithm were used, among other elements [77]. The communicating parties perform
mutual authentication using ECC and PUF and derive a common session key to protect
subsequent data exchange [77]. In turn, blockchain stores the results of registration and
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authorization, thus supporting decentralized key management and reducing dependence
on a central point of trust [77]. The analyzed solution has the potential to strengthen SG cy-
bersecurity by supporting mutual device authentication, secure session key establishment,
and protection against eavesdropping, impersonation attacks, and attacks targeting device
identities.

In the literature, blockchain is described as a technology that supports authentica-
tion and identity management in SGs. Synthesizing the reviewed literature [75–77], the
following aspects appear to be particularly valuable for SG cybersecurity:

• Securing identities and privileges through their permanent recording in a distributed
ledger;

• Authentication of energy transaction parties and mutual authentication of devices,
• The ability to link an identity to a hardware device;
• Support for secure session key establishment;
• Mitigation of cyberattacks, including impersonation, replay, and MITM attacks.

5.2. Access Control and Policy Enforcement

The literature emphasizes that classical access control mechanisms may be insuffi-
ciently suited to the distributed and dynamic nature of SGs [78]. A dynamic attribute-based
access control method based on a hybrid blockchain architecture was proposed in [79] to
enhance security and trust in smart home energy systems. Conceptually, the analyzed
solution builds on the Attribute-Based Access Control model, smart contracts, and the
Know Your Customer (KYC) protocol [79]. On the technical side, hybrid integration of
Hyperledger Fabric and Hyperledger Besu, CouchDB, universal JSON, and the SHA-256
algorithm were used, among others [79]. The Fabric platform operates as a private, permis-
sioned blockchain and supports internal operations that require controlled access [79]. Besu
enforces decentralized access rules and external interactions through a public blockchain
network [79]. The results of the analyzed studies indicate significant potential for decen-
tralized, attribute-based access control with identity components based on certificates and
KYC.

A blockchain-based access control model for SGs was presented in [78], incorporat-
ing privilege levels and peak-hour attributes. The concept extends the ABAC model by
incorporating attributes related to permission levels and peak hours [78]. This allows for
the prioritization of critical devices during periods of energy constraints [78]. Blockchain
was used to store access rights and policies. Smart contracts, in turn, enabled automated
policy enforcement, enhancing tamper resistance in access management [78]. From the
technical side, Ganache, Node.js, Web3, and Solidity tools were used to implement the
proposed solution [78]. The research results indicate that the proposed method can enhance
cybersecurity during peak energy demand by supporting the operation of critical devices.

A data-sharing method for SGs that supports access policy updates and traceability
was proposed in [80]. The method uses blockchain and hybrid encryption. In particular,
the method refers to the ciphertext policy attribute-based encryption (CP-ABE) mechanism
and uses smart contracts to eliminate centralized attribute authentication [80]. The access
control policy can be updated while maintaining data confidentiality. The data owner can
flexibly modify the access control policy, e.g., in the event of irregularities [80]. The research
results indicate that the method provides significant cybersecurity support for data sharing
within the power grid.

The literature analysis indicates that traditional access control mechanisms may not
be fully suited to the distributed nature of SGs. Approaches that integrate blockchain with
established access control models and cryptographic mechanisms offer the potential for
automated policy enforcement without a central point of trust, as well as decentralized
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storage and management of access rights. Synthesizing the reviewed literature [78–80], the
following aspects are particularly relevant to SG cybersecurity:

• Enforcement of access policies using smart contracts;
• Policy updates with privacy protection;
• Contextual access control in a distributed environment;
• Reduced risk of SPoFs;
• The ability to trace unauthorized sharing of privileges.

5.3. Data Protection Against Manipulation

The reliability of control and monitoring systems in energy infrastructure depends on
the integrity of measurement data and control commands [81]. A hierarchical blockchain-
based architecture for auditing measurement integrity in distributed energy resources
(DERs) was proposed in [81]. In particular, a lightweight Merkle-tree anchoring scheme
was developed that supports data integrity without relying on a single trusted third
party. The implementation used, among other components, Geth (an Ethereum protocol
implementation), Node.js, the web3.js library, the JSON-RPC API, and Solidity for smart
contract programming [81]. The reported results indicate significant potential to support
SG cybersecurity in residential low-voltage networks. In particular, the analyzed solution
supports the detection of measurement data tampering and the protection of control
commands.

Study [82] presented significant findings related to data integrity by proposing a
method for detecting false data injection attacks (FDIAs) in microgrids. The overall concept
combines signal analysis for extracting relevant features from data, support vector machine
(SVM) learning for anomaly detection, and blockchain technology to enhance data integrity
and transparency [82]. It is worth noting that the SVM model can leverage blockchain’s
immutability and distributed ledger capabilities [82]. The research results indicate a sig-
nificant improvement in cybersecurity in power grids through greater resistance to data
manipulation and a reduced risk of making erroneous control decisions based on falsified
measurements.

A blockchain-based method supporting data integrity in IoT-enabled renewable and
grid energy metering systems was presented in [83]. In particular, the presented method
supports the integrity of settlements between prosumers and energy suppliers. The devel-
oped framework integrates blockchain and IoT for energy monitoring with an immutable
proof of integrity on-chain. On the technical side, the following were used: the Ganache
environment for Ethereum, the local InfluxDB database for receiving MQTT messages in
JSON format, and Solidity for programming a smart contract with the implementation of
SHA-256 cryptographic hashes [83]. Integrity verification involves comparing a recalcu-
lated hash from the local InfluxDB database with a hash loaded from the blockchain [83].
Research results indicate significant potential to ensure the integrity of measurement data,
protect against tampering, and support the auditability and transparency of energy billing.

A reputation-based blockchain architecture was proposed in [84] to protect smart AMI
systems against data tampering and FDIAs. The analyzed concept includes two types of
blockchains. The first blockchain ensures the integrity of measurements transmitted from
smart meters to concentrators [84]. The second blockchain protects measurements between
the concentrator and the control center [84]. It is also worth noting that the proposed
architecture introduces a PoR-BFT consensus protocol that integrates reputation-based
consensus with PBFT [84]. The system was implemented using the Hyperledger Fabric
framework. The research results indicate that the presented architecture significantly
protects measurements transmitted from smart meters to the control center and counteracts
FDIAs.
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The literature analysis indicates that blockchain has significant potential to support
data integrity and protect against data manipulation in SGs. It should be noted that a
distributed ledger does not prevent a compromised data source, such as a sensor, from
generating false measurements, nor does it detect FDIAs before the data are recorded in the
ledger. Synthesizing the reviewed studies [81–84], the following aspects are particularly
important for data integrity:

• Distributed auditing of measurement records already submitted to the ledger;
• Recording of AMI readings resistant to subsequent changes, separate from the protec-

tion of the meter itself;
• Recording and subsequent verification of control commands;
• Support for detection and analysis of FDIAs;
• Verification of data integrity by comparing locally stored data with hashes recorded

on the blockchain.

5.4. Resilience to Cyberattacks and Secure Communication

The integration of energy networks into the environment of information systems
and computer networks expands the threat horizon to include various cyberattacks. In
particular, SGs are vulnerable to attacks that may compromise key information security
attributes, including confidentiality, availability, and integrity (e.g., [1,4]). Potential attack
types include DoS, DDoS, MITM, FDIA, SQL injection, and malware attacks, among others
(e.g., [2,85–89]). In the face of growing threats, a number of studies have emerged on the
use of blockchain in SGs to counter cyberattacks.

A blockchain-based communication protocol designed to provide resilient commu-
nication in SGs was presented in [90]. The protocol uses, among others, the SHA-256
hash function, the AEAD cryptographic method, and elliptic curve cryptography [90].
Blockchain, combined with the PBFT consensus mechanism, is used to secure and persist
data after a communication session is established between a service provider and a smart
meter [90]. The reported security analysis indicates that the proposed protocol counter-
acts, among others, MITM, DoS, privileged insider, impersonation, replay, and anonymity
attacks [90].

A blockchain-based protocol supporting data protection and transaction management
in SGs through digital signatures and certificates was proposed in [91]. The main com-
ponents of the proposed solution include smart meters, service providers, a registration
authority, and a cloud server [91]. Smart meters and service providers receive security
tokens after registering with the registration authority. The protocol employs an elliptic-
curve-based digital signature algorithm and PBFT as the consensus mechanism. Service
provider data is stored in a private blockchain, ensuring an immutable record of transac-
tions [91]. The reported results indicate that the method provides protection against several
types of attacks, including, among others, MITM, session hijacking, replay, impersonation,
privileged insider, key escrow, side-channel, and forgery attacks [91].

A blockchain-based method for load frequency control (LFC) in SGs under DoS attacks
was proposed in [92]. When a DoS attack targets the communication channel, interruption
of control signal exchange can lead to a deterioration of frequency stability [92]. The
proposed solution relies on a private blockchain using the PoW algorithm to store copies of
control data and enable recovery of valid information during an attack [92]. The blockchain
is combined with classical PI control and with an H-infinity controller [92]. The reported
results indicate that the proposed blockchain-H-infinity approach outperforms traditional
controllers in protecting LFC systems against DoS attacks [92].

Literature analysis indicates that blockchain can support the replay and accountability
of communication records. However, it should be noted that it does not maintain a
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broken channel and does not replace authentication or session protection. Synthesizing the
reviewed literature [90–92], the following blockchain applications are particularly relevant
to SG cybersecurity:

• Supporting communication security and accountability by recording authenticated
readings, transactions, or control commands;

• Ensuring persistent and tamper-resistant storage of measurement data and transac-
tions on the blockchain;

• Storing approved copies of control data to support record recovery after DoS and
DDoS attacks.

5.5. Privacy and Protection of Sensitive Data

Privacy and the protection of sensitive data are key challenges in implementing the
SG concept. Information transmitted over the network, e.g., regarding energy consumption
or the type of devices used, creates the potential for user profiling [12]. Protecting energy
consumption profiles while maintaining data usability and network efficiency remains
challenging, especially given the limited resources of smart meters [93].

A blockchain-based privacy-preserving data aggregation scheme for SGs was pre-
sented in [94]. In particular, the proposed approach enables privacy-preserving aggregation
of metering data while maintaining operation in the presence of failures affecting some
smart meters or servers [94]. Meter readings are masked with random numbers to prevent
disclosure of individual consumption profiles during aggregation [94]. Furthermore, a
Shamir threshold secret sharing scheme was used, which supports operation even when
some smart meters do not transmit data or some servers are unavailable [94]. In turn,
blockchain is used for distributed data storage, reducing the risk of a SPoF or attack [94].
The implementation was carried out using, among others, the Java and Python program-
ming languages, the matplotlib and numpy libraries, and the Flask framework [94]. The
blockchain was implemented in the Hyperledger Fabric environment with the Raft consen-
sus mechanism [94]. The results of the reviewed studies indicate that the proposed method
can protect the privacy of smart-meter data while preserving correct aggregation even if
some meters or servers fail or come under attack.

A method combining user privacy protection with secure authentication for SGs and
electric vehicles in a vehicle-to-grid scenario was presented in [95]. The proposed method
assumes four entities operating within the blockchain network, i.e., the supervisor, the
smart grid, the holder, and the verifier [95]. The study utilized, among other techniques,
decentralized identifiers, zero-knowledge proofs (ZKPs), and Pedersen commitments [95].
The study results indicate significant potential for enhancing privacy in SGs. In partic-
ular, users can employ anonymous identifiers that cannot be easily linked to their real
identities [95].

The study [96] developed a method for secure peer-to-peer energy trading that com-
bines machine learning and blockchain. Among other elements, the study presented a
dynamic time-series clustering algorithm for federated zero-knowledge machine learning
(ZKML) [96]. In the proposed approach, ML model computations are performed off-chain,
and only zero-knowledge proofs attesting to the correctness of the results are submitted
to the blockchain, thereby protecting user data [96]. A smart contract was also developed
to verify the ZKML proof, confirming the correctness of the model’s inference without
revealing private input data [96]. The results indicate that the proposed method increases
the privacy of P2P trading participants while maintaining the ability to verify operations.

Literature analysis indicates that blockchain, combined with additional cryptographic
mechanisms, can play an important role in protecting privacy in SGs. The reviewed
studies [94–96] show that blockchain-based approaches can support, in particular:

https://doi.org/10.3390/en19215073

https://doi.org/10.3390/en19215073


Energies 2026, 19, 5073 18 of 28

• Aggregation of measurements without disclosing an individual consumption profile;
• Anonymization of identity while retaining the ability to oversee malicious activity;
• Verifiable inference in energy trading without publishing raw data on the blockchain.

6. Barriers and Limitations of Blockchain Implementation in Smart Grids
Despite the cybersecurity applications discussed above, the literature identifies several

barriers and limitations associated with implementing blockchain in SG environments. In
particular, it is indicated that the challenges related to blockchain technology result, among
other things, from transaction throughput, scalability, and energy demand of consensus
protocols [97]. Synthesizing the literature on the subject [5,98–104], the following barriers
and limitations, among others, can be listed:

1. Scalability: Limited transaction throughput may be related to blockchain technology’s
scalability problem [101]. Blockchain provides high tamper resistance but is associated
with relatively high latency [105]. SGs involve numerous distributed components
that generate a large volume of events and data. As the number of SG components
increases, blockchain throughput and latency may therefore become insufficient for
systems operating under quasi-real-time requirements. The literature also indicates
that storing raw data and performing real-time control are not well-suited to on-
chain processing [99]. Blockchain solutions for SGs should therefore scale with the
increasing number of devices and events while maintaining acceptable latency.

2. Interoperability and compatibility: Individual blockchains deployed in SGs may
operate on different consensus models, transaction formats, smart-contract rules, or
access policies. On the other hand, SGs integrate multiple heterogeneous systems,
such as AMI, SCADA, IT systems, and energy trading platforms. The lack of uniform
standards hinders the exchange of data and services between operators, suppliers,
users, and the market layer. Blockchain protocols and standards are still emerging,
making it difficult to ensure compatibility between blockchain platforms and energy
grid systems [106]. Difficulties are also noted in integrating blockchain with legacy
systems and in meeting functional requirements in energy systems [102].

3. Demand for computing power: The growing number of IoT devices increases the vol-
ume of transactions to be processed and requires a sufficiently efficient computational
base [103]. Energy-intensive consensus algorithms may be poorly suited to the critical
infrastructure of power grids. Even lighter algorithms may require a compromise
between cryptographic security and node resources. It should be noted that some
SG end devices have limited hardware resources and may not be able to handle
heavy public key cryptography [100]. Security mechanisms should therefore mini-
mize computational overhead without compromising protection and privacy. Possible
approaches include greater reliance on symmetric encryption and hash functions
while limiting frequent signing and signature verification operations [100]. At the
same time, moving computation onto other components introduces new architectural
dependencies. Furthermore, smart contracts entail a certain computational cost [5].

4. Data privacy: A distributed ledger is, in its original design, public and replicated
across the nodes of the network. However, replicating data such as payment records,
energy generation data, and consumption information may lead to the disclosure
of sensitive information [104]. Public verifiability and transparency can conflict
with privacy, which is one of the fundamental requirements of SGs. In addition,
blockchain may be vulnerable, among other things, to key leakage, disclosure of
energy-consumption patterns, 51% attacks, and threats associated with selfish node
behavior and reputation [103]. At the same time, the literature suggests that privacy
does not necessarily constitute a major barrier to blockchain adoption in SGs. It is
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noted that, compared with traditional centralized solutions, blockchain may provide
users with a higher level of privacy protection and greater control over data [101].

5. Programming barriers: Smart contract programming languages may be limited by the
lack of certain programming constructs compared to classical programming languages
such as Java, Python, or C++. In particular, constraints on data types and floating-
point operations may complicate the implementation of complex calculations used
in energy systems, such as power-flow computations [5]. At the same time, in a
cybersecurity context, the literature indicates that blockchain could offer developers
primitives for building a more secure application than classical solutions [101].

In addition to technical limitations, the literature also identifies legal, social, and
economic barriers that may hinder the adoption of blockchain in SGs (e.g., [5,98,102,106]).

The barriers and limitations discussed above do not affect all information security at-
tributes to the same degree. Table 4 analyzes their impact on individual information security
attributes and identifies potential measures to mitigate their effects in SG environments.

Table 4. Blockchain implementation limitations and their mitigation in smart grids, organized by
information security attributes.

Information
Security Attribute Limitations Mitigation

Confidentiality

Ledger transparency, public visibility, and
data replication may enable profiling

based on metering data and transaction
patterns.

Permissioned networks; minimization of
the on-chain record; sensitive data as

hashes/aggregates or off-chain.

Availability

Possibly low throughput as the volume of
AMI/IoT events grows; possibly high

latency and slow finality; high
computational cost on end devices.

Permissioned networks; lower-latency
BFT algorithms; off-chain processing;

recording only critical events on-chain;
shifting consensus operations to gateways

and more resource-capable nodes.

Integrity

Incorrect or malicious data may become
persistent once committed; native contract

languages may not directly support the
data types required for complex

power-system calculations.

Data validation before on-chain recording;
smart contract testing and formal
verification; off-chain correction

mechanisms with audit trails; off-chain
numerical computation, with only results
and proofs, or hashes, recorded on-chain.

Accountability

In public models, actions are linked to
cryptographic addresses rather than
directly to identifiable SG entities or

components; correcting state and
determining who is authorized to modify

it may be difficult.

Permissioned models with identifiable
participants and components; access

control policies and off-chain logs linked
to on-chain hashes.

Non-Repudiation
Probabilistic or delayed finality may

reduce the evidentiary value of blockchain
records.

Deterministic finality (BFT/permissioned);
a timestamp bound to the record;

attribution of actors.

Authenticity
Limited resources of smart meters and

sensors may constrain the use of PKI and
frequent digital signature verification.

Lightweight cryptography and
authentication at the gateway; certificates

in a permissioned model.

Source: Based on literature synthesis [5,98–104].

The analysis of information security attributes in the context of blockchain limitations
in SGs indicates that a distributed ledger alone should not be expected to ensure them.
Blockchain implementation in SGs should therefore be designed in combination with
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permissioned architectures, off-chain mechanisms, cryptographic techniques, and privacy-
preserving solutions.

7. Blockchain Framework for Smart Grid Cybersecurity
Based on the conducted analyses, the BC-Sec-SG framework was developed to sys-

tematize the application of blockchain in SG cybersecurity. Information security attributes
constitute the axis of the assessment. The BC-Sec-SG framework is relevant to the re-
search questions posed. Specifically, it integrates SG cybersecurity requirements and layers
(RQ1), consensus algorithms and smart contracts (RQ2), security functions (RQ3), and
implementation limitations (RQ4). Figure 2 presents the BC-Sec-SG framework.

Information security attributes remain a key determinant of SG cybersecurity.
Blockchain is considered when it addresses SG cybersecurity requirements and is applicable
to the business, application, communication, or power layers.

SG cybersecurity requirements, the consensus protocol, and the trust model are po-
sitioned above the architectural layers. They do not constitute additional SG layers, but
rather a condition from which an entry in the ledger can enhance information security
attributes. In line with the analysis of consensus algorithms for energy infrastructure, the
framework assumes a permissioned network using PBFT, PoA, or another mechanism
providing deterministic or near-deterministic finality. PoW and public PoS were retained
as an analytical reference point or as hybrid support.

Each layer summarizes the mechanisms associated with a distributed ledger, omitting
network channel primitives that are not derived from blockchain. The right column with
information security attributes specifies the extent of support for the attribute, but does
not guarantee it. Consensus latency relative to timing requirements, OT device resources,
interoperability, compatibility, programming limitations, and legal, social, and economic
barriers constitute the limitations of the overall framework.

The proposed BC-Sec-SG framework does not expand the scope of blockchain ap-
plications already discussed in the literature, but rather organizes them from a different
analytical perspective. Distributed ledger mechanisms are linked to SG cybersecurity
requirements, architectural layers, information security attributes, consensus mechanisms,
trust assumptions, and appropriate boundary conditions. This framework facilitates the
assessment of the conditions under which individual blockchain mechanisms can support
specific security functions and the distinction between properties supported at the ledger
level and those requiring complementary off-chain processing or conventional security
mechanisms. Blockchain technology should therefore be considered a complement, not a
replacement, for existing security mechanisms used in SGs.

Table 5 presents two example use cases for the BC-Sec-SG framework. The analyzed
use cases include AMI meter reading and device firmware updates. However, these
examples do not constitute an experiment or validation of the framework. The purpose is
to illustrate how the framework can be used to separate the mechanisms that operate before
a record is accepted on the blockchain, the data stored in the ledger, and the limitations.

The scenarios presented in Table 5 illustrate the application of the BC-Sec-SG frame-
work to protect data authenticity and integrity. They correspond to the solution directions
discussed in Section 5. For the AMI meter reading, the use case demonstrates how record
protection can be separated from the source measurement’s accuracy. Recording in the
ledger can ensure the durability of the record, confirm its origin, and facilitate detection of
subsequent modifications. However, it does not confirm the accuracy of the measurement
if the disrupted meter generated an erroneous value before recording it in the ledger. In the
firmware update use case, blockchain can support verification of its origin and integrity.
The ledger can record the approved firmware hash, version, publisher, and digital signature,
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enabling verification. However, it does not guarantee secure installation or correct device
operation after the update.

Figure 2. The BC-Sec-SG framework for blockchain support of smart grid cybersecurity. Source:
Own work.

Table 5. Illustrative application of the BC-Sec-SG framework.

Analysis Aspect AMI Meter Reading Device Firmware Update

Layer Application—Data; Communication Application—Software; Communication

Security attribute Record authenticity and integrity Update authenticity, integrity, and
non-repudiation

Ledger type
and consensus

Permissioned; BFT among
billing-organization nodes; the meter does

not validate

Permissioned; BFT among utility and
vendor nodes; the device does not validate

On-ledger record Reading hash; meter and interval
identifiers; signature; verification result

Firmware hash; version, issuer; device
identifier; signature

Off-ledger security
mechanisms

Device signature; certificate-based
authentication; key management;

replay protection

Issuer signature; device identification;
firmware version and hash verification;

secure boot

Limitations A signed record may contain an
incorrect measurement

Correct recording does not guarantee safe
installation or proper operation of

the device

Source: Own work.
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8. Conclusions
The article presented a review of blockchain applications supporting SG cybersecurity,

structured according to an extended set of information security attributes. The analyses
conducted showed that distributed ledger mechanisms, including consensus algorithms,
smart contracts, hash chains, cryptographic signatures, and timestamps, can support
selected information security attributes in individual network layers.

With regard to the first research question (RQ1), SG cybersecurity requirements stem
from the cyber–physical and layered architecture of the grid, as well as from the information
security attributes of confidentiality, integrity, availability, accountability, non-repudiation,
and authenticity. Depending on the network layer, these include, among others, the
protection of AMI operational and measurement data, timely access and OT business
continuity, detection of unauthorized changes, verifiable evidence of operations and their
timing, actor and device attribution, and source traceability.

Regarding the second research question (RQ2), it is important that consensus algo-
rithms in themselves do not guarantee information security attributes. Network consensus
determines the point at which data recorded in the distributed ledger is secured and difficult
to challenge. The choice of consensus algorithm affects network latency, the type of finality
achieved, and the level of trust placed in validators. In an SG environment, permissioned
networks and BFT and PoA algorithms may find particular application. Smart contracts, in
turn, support accountability, enable the definition of security rules and policies, and enforce
their execution. However, the correctness of the code implementing the smart contract
logic is crucial.

The third research question (RQ3) concerns the support of SG security functions by
blockchain mechanisms. In particular, the literature documents applications in, among
others, authentication and identity management, access control and policy enforcement,
protection against manipulation and cyberattacks, and support for the privacy of sensitive
data. However, it should be noted that distributed ledger mechanisms were, in most cases,
components of the analyzed solutions rather than systems based solely on the blockchain. In
terms of communication, blockchain does not directly protect the OT channel but supports
the security of the signed payload, which is anchored in the distributed ledger. Similarly,
in the power layer, it is possible to protect the write history after finalization, but not
guarantee the control loop in real-time systems.

Regarding the fourth research question (RQ4), the main barriers and limitations
include scalability, latency, interoperability, compatibility with existing systems, com-
putational demands, the trade-off between ledger transparency and privacy, and legal,
organizational, and economic challenges.

The answer to the fifth research question (RQ5) synthesizes the conducted analyses.
The developed BC-Sec-SG framework integrates SG cybersecurity requirements (RQ1),
consensus conditions and smart contracts (RQ2), support for SG security functions (RQ3),
and implementation limitations (RQ4). The architectural layers serve as reference points,
while information security attributes constitute the assessment criteria. It should be noted
that the BC-Sec-SG framework indicates the scope of possible support, not a guarantee of
meeting requirements. Blockchain is considered a complement to existing mechanisms
where a consensus-based, attributable, and accountable record is required.

Regarding the limitations of this study, it should be noted that the article presents a
literature review rather than a systematic literature review. It should also be emphasized
that the BC-Sec-SG framework is conceptual in nature and has not been tested in a real
SG infrastructure environment. Furthermore, the assessment of individual information
security attributes is presented in a technical sense, without analysis or resolution of
legal implications.
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Future research should include empirical comparisons of selected blockchain mecha-
nisms against the timing and resource requirements of the OT layer, as well as validation of
the BC-Sec-SG framework in real-world SG operational scenarios.
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ABAC Attribute-Based Access Control
AEAD Authenticated Encryption with Associated Data
AMI Advanced Metering Infrastructure
API Application Programming Interface
BC-Sec-SG Blockchain Security for Smart Grid (framework)
BFT Byzantine Fault Tolerance
CPS Cyber–Physical System
DDoS Distributed Denial of Service
DoS Denial of Service
DPoS Delegated Proof-of-Stake
ECC Elliptic Curve Cryptography
FDIA False Data Injection Attack
GIS Geographic Information System
ICT Information and Communication Technology
IED Intelligent Electronic Device
IoT Internet of Things
ISO/OSI International Organization for Standardization/Open Systems Interconnection
JSON JavaScript Object Notation
KYC Know Your Customer
LFC Load Frequency Control
MQTT Message Queuing Telemetry Transport
OT Operational Technology
OT/IT Operational Technology/Information Technology
P2P Peer-to-Peer
PBFT Practical Byzantine Fault Tolerance
PKI Public Key Infrastructure
PLC Programmable Logic Controller
PMU Phasor Measurement Unit
PoA Proof-of-Authority
PoS Proof-of-Stake
PoW Proof-of-Work
PUF Physically Unclonable Function
RQ Research Question
RPC Remote Procedure Call
RTU Remote Terminal Unit
SCADA Supervisory Control and Data Acquisition
SG Smart Grid
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SPoF Single Point of Failure
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SVM Support Vector Machine
TCP/IP Transmission Control Protocol/Internet Protocol
ZKML Zero-Knowledge Machine Learning
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