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Abstract

Power mini-grids are being transformed from locally automated electrical systems into
cyber-physical ecosystems in which heterogeneous distributed energy resources, storage,
converters, flexible demand and uncertain external conditions must be coordinated. Ex-
isting surveys commonly treat microgrid control, artificial intelligence (AI), multi-agent
systems, communications, digital twins and cybersecurity as separate research streams. In
this survey, the cognitive power mini-grid is introduced as a unifying paradigm in which
physical and social contexts are perceived by distributed agents, task-relevant semantic in-
formation is exchanged, auditable coordination readiness is checked and proposed actions
are subject to independent safety checks. A corpus of 247 scholarly publications, standards
and technical sources is synthesized across microgrid engineering, distributed Al, semantic
communication, language models, federated learning, neuro-symbolic Al, digital twins,
causal reasoning, runtime assurance, cybersecurity and community energy markets. A
six-layer architecture is proposed in which fast deterministic control is separated from
semantic coordination, distributed learning, agentic deliberation and assurance. Represen-
tative studies are compared by problem, method, control horizon, information assumptions,
validation environment, hardware-in-the-loop (HIL) status, reported outcome, limitations
and architectural relevance. Applications are organized into balancing, resilience, demand-
response, maintenance and inter-mini-grid markets. Cross-layer challenges are identified in
stability under asynchronous interaction, semantic interoperability, hallucination, common-
knowledge failure, edge resources, privacy and cyber-physical security constraints. A
research agenda is developed around proof-carrying actions, causal digital twins, edge
small language models, federated multimodal foundation models, neuromorphic semantic
control and human-agent governance. Cognition is therefore positioned as a safety-gated
coordination capability above verified physical control loops rather than as a replacement
for established control.

Keywords: power mini-grid; microgrid; distributed artificial intelligence; multi-agent
systems; semantic communication; semantic control; common knowledge; agentic Al; large
language models; digital twins; trustworthy Al; federated learning
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1. Introduction

Power mini-grids combine distributed energy resources (DERs), energy storage, con-
trollable loads and a defined electrical boundary that permits grid-connected or islanded
operation. Their practical importance is increasing because renewable generation can be
integrated, resilience can be improved, remote electrification can be supported and local
energy resources can be managed by communities. Nevertheless, high shares of converter-
interfaced generation, uncertain demand, mobile storage, climate-driven disturbances and
market participation make their operation more complex than the centralized dispatch
assumptions embedded in traditional energy management systems (EMSs) presuppose.
The mature microgrid literature has consequently developed a layered body of control
methods. The microgrid was first defined as a cluster of loads and microsources that
appears to the wider system as a single controllable entity and can island and reconnect
autonomously [1]. Early overviews consolidated the operating concept [2] and the man-
agement functions required for grid-connected and islanded operation [3]. Hierarchical
primary, secondary and tertiary control was then formalized for droop-controlled convert-
ers [4] and the responsibilities of centralized and distributed controllers at each level were
systematized [5]. A subsequent task-force review traced the trend toward advanced energy
management, model predictive control (MPC) and communication-supported distributed
coordination [6]. The control strategies, stabilization techniques and power architectures of
direct-current (DC) microgrids were reviewed in a two-part survey [7,8], which comple-
ments the alternating-current (AC) systems addressed by the earlier works.

Artificial intelligence (AI) has added forecasting, anomaly detection, adaptive schedul-
ing and model-free decision-making to this foundation. Multi-agent systems (MASs)
distribute decisions across generators, storage devices, loads and supervisory entities.
The concepts, engineering practice and standards of power-system MASs were consoli-
dated in a two-part survey [9,10]. An early multi-agent microgrid controller demonstrated
market-based local dispatch [11], agent-based DER management with demand response
was developed for intelligent microgrids [12] and the resulting body of multi-agent mi-
crogrid control was surveyed by Kantamneni et al. [13]. Consensus theory supplies the
mechanism through which such agents agree on shared quantities over a communication
graph [14]. Reinforcement learning (RL) and multi-agent RL (MARL) learn policies for
economic operation under uncertainty and multi-agent common-knowledge RL (MACKRL)
has shown, outside the power domain, that conditioning group policies on what agents
provably share improves coordination [15]. Federated learning (FL) supports cross-site
learning without centralizing raw measurements [16], although its open problems in
privacy, robustness and heterogeneity remain substantial [17]. Graph learning exploits
electrical topology [18]. These developments are significant, but in the assessment of the
present survey, the field remains fragmented. Most studies optimize a single task, assume a
fixed communication model, treat data as semantically uniform and place limited emphasis
on what each agent knows about the knowledge of other agents.

Semantic and task-oriented communication offers a different abstraction. Instead of
reconstruction fidelity being maximized for every transmitted measurement, the informa-
tion useful for a control or inference task is optimized. In a mini-grid, the required message
may be “reserve unavailable for the next peak” rather than a high-rate stream of battery
states, provided that the receiver can interpret the message, assess its validity horizon and
map it to a safe action. The theoretical foundation is supplied by several lines of work.
A theory of semantic communication that measures information by meaning rather than by
symbols was outlined by Bao et al. [19], semantic and goal-oriented communication was
positioned as a defining feature of sixth-generation (6G) networks [20] and the term itself
was clarified for machine-intelligence settings [21]. Context, semantics and task-oriented
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transmission were unified in a tutorial treatment [22], an end-to-end learned semantic
transmission system was demonstrated for text [23] and task-oriented communication was
formulated as a design principle for 6G [24]. Age of information provides the timeliness
measure with which the freshness of a received state is quantified [25] and control under
communication constraints establishes the minimum information rate at which a plant
can be stabilized [26]. In the microgrid domain, neuromorphic event-driven semantic com-
munication has demonstrated that sparse, state-relevant exchanges can be embedded in
converter-dominated systems [27].

Large language models (LLMs), small language models (SLMs) and tool-using agents
create a further transition from prediction to deliberation. The Transformer architecture on
which these models are built [28] and the foundation-model paradigm of pretraining once
and adapting to many tasks [29] supply the technical basis. An agent can interpret operator
goals, retrieve grid rules, call power-flow or optimization tools, construct a multi-step
plan and explain the proposed action. Retrieval-augmented generation (RAG) grounds
generated text in retrieved documents [30], ReAct interleaves reasoning steps with tool
actions [31] and Toolformer trains a model to decide when to call external tools [32]. Emerg-
ing grid—agent systems already combine semantic reasoning with numerical solvers and
sandboxed validation. Grid-Agent pairs a planning agent with a validation agent that
executes proposals in a sandbox with rollback [33] and X-GridAgent organizes planning,
coordination and action layers around grid-analysis tools [34]. A recent review of agentic Al
for smart grids catalogs such systems together with their safety and explainability require-
ments [35]. However, these systems are early prototypes and should not be interpreted as
evidence that unrestricted LLM control is suitable for safety-critical infrastructure. The cen-
tral engineering question is therefore not whether an LLM can issue a command but how
deliberative agents can be separated from millisecond control, grounded in verified state,
constrained by physical and organizational rules and prevented from acting when evidence
is stale or incomplete.

That question is addressed in this survey through the concept of the cognitive power
mini-grid. Eight coordinated capabilities are included in the definition of cognition.
The first four are (i) perception of multimodal state; (ii) abstraction of observations into
task-relevant semantics; (iii) maintenance of local, shared and common knowledge; and
(iv) reasoning over goals and constraints. The remaining capabilities are (v) use of domain
tools and learned policies, (vi) prediction of consequences in a digital twin, (vii) certification
of actions before execution and (viii) learning from outcomes under explicit governance.
Cognition is thereby distinguished from generic automation and from a single Al algorithm.
The four conditions under which the composition of these capabilities is cognitive rather
than merely integrated are stated in Section 3.1.

The novelty of the survey is fourfold. First, distributed Al, semantic control, common-
knowledge reasoning and agentic autonomy are unified in one mini-grid architecture.
Second, communication semantics and epistemic state are treated as control variables
rather than as background infrastructure. Third, proof-carrying agent actions are intro-
duced as a concrete assurance pattern in which each high-level action is accompanied
by assumptions, constraints, predicted consequences, validity horizon and a machine-
checkable certificate. Fourth, a benchmark and deployment roadmap is proposed in which
physical, communication, intelligence and governance dimensions are evaluated together.

The evolution of the proposed paradigm is summarized in Figure 1. The remainder of
the paper is organized as follows. The review scope and analytical framework are defined
in Section 2. The cognitive mini-grid concepts and unified architecture are developed in
Section 3. The enabling research streams are examined in depth and compared across
studies in Section 4. Operational applications and open challenges are reviewed in
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Sections 5 and 6. Future directions, evaluation requirements and the deployment roadmap
are presented in Section 7. The survey is concluded in Section 8.
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Figure 1. Conceptual progression from data-aware automation to cognitive agentic mini-grid auton-
omy, with overlapping illustrative periods and cognition augmenting established control.

The material is arranged so that the core argument can be separated from the reference
material that supports it. The core argument is carried by four elements: the six-layer archi-
tecture and its interface contracts, the unified cross-family comparison, the proof-carrying
action pattern and the evaluation requirements that follow from them. These elements are
developed in Sections 3-7 and are summarized, with pointers to the evidence that supports
each of them, in the table of principal findings stated in Section 2.4. The remaining material
is supporting reference content of three kinds: the per-cluster examination tables, which
record what each examined study did and the limits of its evidence; the reporting checklists,
which state what a future study must disclose; and the standards and roadmap material,
which places the architecture in the existing normative landscape. A reader interested only
in the principal findings may therefore read Sections 3 and 4 together with the principal
findings stated in Section 2.4 and consult the checklists when a specific study or evaluation
is designed. The survey is deliberately comprehensive in the reference material because
no single existing review spans the seven research streams that the architecture composes
and a shorter treatment would reintroduce the fragmentation that the survey is intended
to remove.

2. Review Scope and Analytical Framework

In this section, the methodological basis of the survey is established. The evidence
base, source categories, temporal coverage and terminology are defined; the search strings,
the databases, the screening stages, the inclusion and exclusion criteria, the composition
of the retained corpus and the treatment of preprints are stated; the screening and classi-
fication procedure is given as an algorithm; the four research questions and the physical,
information, intelligence and governance assessment dimensions are formulated; and
the survey is positioned relative to the existing review traditions. A common evidence
synthesis and comparison protocol is then specified; a unified ordinal scale for horizon,
authority, evidence, system scale and communication assumptions is defined, together with
the rules under which studies may be compared at all; the principal findings of the survey
are stated, along with the evidence on which each of them rests; and a compact analytical

https:/ /doi.org/10.3390/en19184444


https://doi.org/10.3390/en19184444

Energies 2026, 19, 4444

50f91

model connecting physical state, semantic encoding, agent beliefs, high-level actions and
safety-governed execution is introduced. Because heterogeneous systems, datasets, control
horizons and outcome measures are covered, a structured narrative synthesis is adopted
instead of a statistical meta-analysis.

2.1. Scope, Source Types and Temporal Coverage

The evidence base covers archival journal and conference publications, books, stan-
dards, technical reports and selected preprints available through August 2026. Peer-
reviewed work is prioritized for established claims. Preprints are used only to identify
emerging directions such as grid foundation models, LLM-based power-system agents,
federated foundation models and neuro-symbolic grid control; their status is explicitly
distinguished from deployment evidence. The bibliography contains 247 entries and spans
seven clusters: microgrid foundations, distributed intelligence, Al and learning, semantic
communication, agentic Al, trustworthy autonomy and standards/deployment.

A mini-grid is treated as a bounded distribution-level energy system that may be grid-
connected, islanded or remote. This usage follows the microgrid architectures and control
functions described in the reference textbook of Hatziargyriou [36] and the reviews that
summarize the state of microgrid research [37]; its technologies and key drivers [38]; and its
architecture, policy and future trends [39]. The community-scale and remote-electrification
meaning of mini-grid follows the agency reports on renewable mini-grids [40] and on
mini-grid markets for remote electrification [41]. In this survey, microgrid is used when
terminology in the cited literature is discussed and mini-grid is used when community-
scale or remote deployment is emphasized. AC and DC microgrids with DERs have been
compared [42] and AC, DC and hybrid microgrid technologies have been reviewed [43].
The cognitive architecture proposed here is intended to apply to all three configurations,
but it does not replace converter control, protection, state estimation or grid codes.

Source discovery, screening and inclusion followed the protocol stated below. Be-
cause the protocol was not prospectively registered and no quantitative study-selection
flow was maintained, the work is classified as a structured narrative survey rather than a
Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) system-
atic review.

The search strategy is stated explicitly so that the coverage of the survey can be judged
and repeated. Nine query groups were executed, each combining a domain term with a tech-
nology term. The domain terms were microgrid, mini-grid, nanogrid, distributed energy
resource and distribution feeder. The technology terms were, per group, (i) hierarchical
control, droop control and secondary restoration; (ii) distributed optimization, consen-
sus, alternating direction method of multipliers and distributed model predictive control;
(iii) multi-agent system, agent-based control and belief-desire—intention agent; (iv) rein-
forcement learning, deep reinforcement learning, multi-agent reinforcement learning and
energy management; (v) semantic communication, task-oriented communication, goal-
oriented communication and age of information; (vi) large language model, language agent,
tool use, retrieval-augmented generation and agentic artificial intelligence; (vii) digital twin,
co-simulation and hardware-in-the-loop; (viii) federated learning, foundation model, graph
neural network and continual learning; and (ix) runtime assurance, neuro-symbolic reason-
ing, explainable artificial intelligence, cybersecurity, false-data injection and certification.
Each group was executed against IEEE Xplore, Scopus, Web of Science and Google Scholar
and, additionally, against arXiv for the sixth to ninth groups. Standards and normative
documents were retrieved directly from the IEEE, IEC, NIST and ISO repositories rather
than through the bibliographic databases because their identifiers rather than their titles
are the reliable search key. Backward and forward citation chasing was applied to every
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source that was retained after full-text assessment, which is the mechanism through which
the foundational literature of the field was reached.

Four screening stages were applied. At identification, records returned by the query
groups were merged and duplicates were removed. At title and abstract screening, records
without a traceable connection to a bounded distribution-level energy system or to one
of the four research questions were removed. At full-text assessment, each remaining
record was read against the inclusion and exclusion criteria of Table 1 and the evidence
template stated in Section 2.4; a record was retained when it satisfied IC2 and IC6 together
with at least one of IC1, IC4 or IC5, satisfied IC3 whenever it reported an evaluation and
met none of EC1 to EC6; IC1, IC4 and IC5 describe alternative kinds of contribution and
therefore cannot be required jointly. At inclusion, the record was assigned to one of the
seven evidence clusters and to the layer of the architecture to which its contribution applies.
Screening and full-text assessment were carried out by the authors. Because no prospective
register of the counts excluded at each stage was maintained, the composition of the
retained corpus is reported in full in Table 2 so that its balance can be inspected directly.

Table 1. Inclusion and exclusion criteria applied at full-text assessment.

Code Criterion

Inclusion

IC1 A method, architecture, protocol or analytical result is contributed that applies to a bounded distribution-level energy
system or is a domain-independent result on which such a method is built.

12 The contribution addresses at least one of the four research questions and can be assigned to at least one layer of
the architecture.
For a record that reports an evaluation, the validation environment, the exchanged information and the produced action

1C3 are reported in sufficient detail for the evidence template to be completed; items that are not reported are recorded as
unavailable rather than inferred.

1C4 A foundational definition, a normative requirement or a standard is provided, on which later work in the corpus depends.

IC5 A benchmark, dataset, simulator or test feeder is provided that is relevant to the evaluation of such methods.

IC6 The record is written in English and its bibliographic metadata are verifiable at the level of the publisher, the standards
body or the preprint server.

Exclusion

EC1  Therecord is a duplicate, an extended abstract, a poster or a presentation without an accompanying full text.

EC2 The artificial-intelligence contribution has no traceable relevance to power or energy systems and is not a foundational
result used by a retained source.

EC3 The electrical contribution concerns transmission-level or generation-fleet problems only and does not transfer to a
bounded distribution-level system.

EC4 An empirical performance claim cannot be attributed to a stated method, plant model or validation environment; a
conceptual or normative source is not excluded by this criterion because it reports no experiment.

EC5  The bibliographic metadata could not be verified, or the venue could not be identified.

EC6 The record repeats, without addition, a contribution that is already represented in the corpus by an archival version of the

same work.

Rows in italics are group headings.

The search, screening and classification procedure is stated as Algorithm 1 so that it can
be repeated and its recorded counts are stated in the paragraph that follows the algorithm
and in Table 2. Lines 1 to 6 of the algorithm are the identification stage: every combination
of a domain term and a technology term of the nine groups is executed against the four
bibliographic databases, with arXiv added for the sixth to ninth groups; the standards
are retrieved from their repositories by identifier; and the union is deduplicated. Lines 7
to 10 are the title and abstract screening, in which a record is kept only when it concerns
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a bounded distribution-level energy system or supplies a foundational result, a standard
or an evaluation resource on which such a system depends, and addresses at least one of
the four research questions. Lines 11 to 14 are the full-text assessment, in which a record
is retained only when it satisfies IC2 and IC6, together with at least one of IC1, IC4 or
IC5; satisfies IC3 whenever it reports an evaluation; and meets none of EC1 to EC6, with
the evidence template of Section 2.4 completed for every retained record. Lines 15 to 19
are the citation-chasing loop, which submits the backward and forward citations of every
retained record to the same screening and assessment and repeats until no new record
is retained; this loop is the mechanism through which the foundational literature of the
field was reached. Lines 20 to 23 are the classification, in which every retained record is
assigned to the evidence cluster of its primary contribution, to the layers of the architecture
to which it contributes and to the research questions it addresses, with every examined
study placed on the unified scale defined in Section 2.4. Line 24 is the metadata verification
of 31 August 2026, at which point the preprints that had reached archival publication were
replaced by their archival versions, with line 25 returning the retained corpus.

Table 2. Composition of the retained evidence base by source type and period of publication.

Source Type Up to 2010 2011 to 2015 2016 to 2020 2021 to 2026 Total
Journal article 24 38 51 43 156
Conference paper 6 3 23 7 39
Book or book chapter 6 4 3 1 14
Standard, technical report or dataset 1 2 11 11 25
Preprint 0 0 2 11 13
Total 37 47 90 73 247

The bold values in the table represent the column totals.

The counts of R after line 6, of R; after line 10 and of the records excluded at line 13
were not recorded because the protocol was not prospectively registered, so what was
recorded is reported instead: the criteria applied at each stage, which are those of Table 1
and of lines 9 and 13 of the algorithm; the retained corpus by source type and by period,
which is given in Table 2; and the assignment of the retained entries to the seven evi-
dence clusters, namely 41 entries on microgrid foundations, 41 on distributed intelligence,
42 on Al and learning, 25 on semantic communication, 21 on agentic Al, 39 on trustworthy
autonomy and 38 on standards and deployment. Each entry is counted once, in the cluster
of its primary contribution, whereas its assignment to the layers of the architecture may
be multiple. The procedure and these counts are a record of how the retained corpus was
formed rather than a study-selection flow in the sense of a systematic review and they
are provided so that the search can be repeated and the balance of the evidence base can
be inspected.

The temporal distribution of the retained sources is reported in Table 2. Sources
published from 2011 onward form the core of the corpus because hierarchical microgrid
control was consolidated in that period and every technology stream examined here
developed after it. Earlier sources were retained only when they supplied a definition,
a theorem or a standard on which the later corpus depends, which is why the corpus
reaches back to the mathematical theory of communication and its semantic reading. The
metadata cutoff was 31 August 2026. Of the 247 retained entries, 73 were published from
2021 onward and 90 between 2016 and 2020 so that 163 entries, that is, two-thirds of the
corpus, post-date 2015, while the remaining third secures the definitions, the theorems and
the standards that the recent work assumes.
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Algorithm 1 Search, screening and classification procedure of the survey.

Require: domain terms D; technology-term groups Gy, ..., Gg; bibliographic databases B; standards
repositories S; inclusion criteria IC1 to IC6 and exclusion criteria EC1 to EC6 (Table 1); research
questions (RQs) RQ1 to RQ4; evidence clusters Ky, ..., K7; layers Ly, ..., Lg

Ensure: retained corpus R with cluster, layer, research-question and class assignments

1: Ry« @ > identification

2: fori=1,...,9do

3 B; < BU {arXiv} if i > 6, otherwise B; < B

4 Rg <= RoUUgep, teG, QUERY(d A t, B;)

5: end for

6: Ry <— DEDUPLICATE (R U RETRIEVEBYIDENTIFIER(S))

72 Ry @ > title and abstract screening

8: foreachr € Ry do

9 if r concerns a bounded distribution-level energy system, or supplies a foundational result,
a standard or an evaluation resource on which such a system depends, and addresses at least one
RQy then Ry - Ry U {r}

10: end for

11: Ry + @ > full-text assessment

12: foreachr € R; do

13: if r satisfies IC2 and IC6 and at least one of IC1, IC4 or IC5, satisfies IC3 whenever it reports
an evaluation and meets none of EC1 to EC6 then complete the evidence template of  and set
Ry + Ry U {V}

14: end for

15: repeat > citation chasing

16: N < (BACKWARD(R;) UFORWARD(R7)) \ Rz

17: N < the subset of N retained by lines 8 to 14

18: Ry <~ RyUN

19: untilN =@

20: foreachr € R, do > classification

21:  cluster(r) < the K of the primary contribution of r; layers(r) < the subset of {L1,...,Lg} to
which r contributes; questions(r) < the subset of {RQ1,...,RQ4} that r addresses

22: if r is an examined study then class(r) < (T, A,E, S, C) on the unified scale of Section 2.4

23: end for

24: VERIFYMETADATA(Ry); replace every preprint in R; that has reached archival publication by its
archival version

25: return R < R,

The treatment of preprints is stated separately because the frontier streams of the
survey are the streams in which archival publication lags furthest behind the work it-
self. Thirteen of the 247 retained entries, that is, 5.3 percent, are cited as preprints or
author-posted manuscripts and they account for 51 of the 695 individual source citations
outside the two listing tables, i.e., Table 3 and the table that records the class position
of every examined study in Section 4, that is, 7.3 percent. Seven entries are represented
by archival versions in the retained bibliography, namely, the multi-agent conversation
framework [44], the meta-programming framework [45], the survey of language-model
agents [46], the account of the third wave of neuro-symbolic artificial intelligence [47],
the formulation of task-oriented communication for 6G [24], the survey of large language
models [48] and the edge-LLM review published in the Association for Computing Machin-
ery (ACM) journal, ACM Computing Surveys. Three rules govern the retained nonarchival
versions. First, their publication status is distinguished from the validation environment:
peer-reviewed background can support a general concept but cannot independently con-
firm a particular prototype’s claims. The final column of Table 3 therefore gives related
peer-reviewed background, not validation of the preprint. Second, outcomes attributed to
a preprint are identified as source-reported findings and are not treated as independently
confirmed results. Evidence classes record the environment actually reported, including
E2 when closed-loop simulation is described, while publication status remains a separate
qualification. Third, established definitions and normative requirements are grounded in
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archival or official sources; preprints are used to describe emerging directions and their

explicitly limited evaluations.

Table 3. Preprints and author-posted manuscripts (13 entries) retained after the metadata update,

their roles and related peer-reviewed background.

Preprint

Role in the Survey

Peer-Reviewed Anchor

Proximal policy optimization [49]

Names one algorithm family in the
enumeration of policy-gradient methods

Surveys of reinforcement learning for
microgrid control and
management [50,51]

Grid foundation models [52]

Establishes that foundation-model
pretraining is being attempted for
grid operation

Survey of artificial-intelligence
techniques across smart-grid
applications [53]

Trustworthiness layer for power-system
foundation models [54]

Establishes that a trust layer is being
proposed for such models

Artificial-intelligence risk-management
framework and risk-management
guidance [55,56]

Semantic communication for 6G [57]

Reports the open questions of the
semantic-communication agenda

Tutorial treatment of context, semantics
and task-oriented transmission [22]

General-purpose model report [58]

Describes the capability level assumed by
the agentic literature

Transformer architecture and the survey
of language-model agents [28,46]

Open-weight model family [59]

Establishes that open-weight models of a
deployable size exist

Transformer architecture [28]

Foundation-model paradigm [29]

Names the pretrain-and-adapt paradigm
and its risks

Transformer architecture [28]

Grid-Agent [33]

Describes a planning and validation
agent prototype for grid operation

Peer-reviewed review of agentic artificial
intelligence for smart grids [35]

X-GridAgent [34]

Describes a layered agentic prototype for
grid analysis

Peer-reviewed review of agentic artificial
intelligence for smart grids [35]

Introduction to smart-grid digital
twins [60]

Describes an emerging smart-grid
specialization of established
digital-twin concepts

Digital twin in industry and its state of
the art [61]

Neuro-symbolic voltage control [62]

Describes a neuro-symbolic control
prototype for a distribution testbed

Account of the third wave of
neuro-symbolic artificial intelligence [47]

Problems in artificial-intelligence
safety [63]

Supplies the vocabulary of specification
and robustness failures

Comprehensive survey of safe
reinforcement learning [64]

Unsolved problems in machine-learning
safety [65]

Extends the same catalog to monitoring
and alignment

Comprehensive survey of safe
reinforcement learning [64]

The edge-LLM review [66] is cited in its archival journal version and is excluded from the 13 preprints listed here.
Related peer-reviewed background on wireless edge intelligence is provided by Park et al. [67].

2.2. Research Questions

The synthesis is organized around four research questions. RQ1 concerns concepts:

Which technical layers and knowledge representations are required for a mini-grid to be

described as cognitive? RQ2 concerns applications: Which operational tasks can benefit

from semantic and agentic coordination without violating real-time control boundaries?

RQ3 concerns challenges: Which physical, informational, organizational and cyber risks

prevent safe deployment? RQ4 concerns future directions: Which research programs

can turn isolated Al demonstrations into interoperable, certifiable and resource-efficient

mini-grid autonomy?

These questions lead to four assessment dimensions. The physical dimension concerns

stability, power quality, protection, efficiency and resilience. The information dimension

concerns timeliness, uncertainty, semantic sufficiency and shared knowledge. The intelli-
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gence dimension concerns learning, planning, tool use and adaptation. The governance
dimension concerns authority, accountability, cybersecurity, privacy and human oversight.

2.3. Distinction from Existing Surveys

Existing surveys provide strong coverage of the individual research streams. Hierar-
chical control structures were classified by Bidram and Davoudi [5] and the trends toward
advanced energy management and communication-supported coordination were reviewed
by Olivares et al. [6]. RL solutions for microgrid control and management were surveyed
by Barbalho et al. [50] and RL methods for microgrid energy management were reviewed
with an outlook on future prospects by Zia et al. [51]. Al techniques across smart-grid
applications were surveyed by Omitaomu and Niu [53] and agentic Al for smart grids was
reviewed by Kiasari and Aly [35]. Their primary units of analysis are normally controllers,
algorithms or application classes. The present survey instead asks how these compo-
nents are composed into a cognitive stack and how semantic and epistemic assumptions
propagate into physical decisions.

Intelligence is examined in the reviewed traditions, but their analyses stop at different
system boundaries, as shown in Table 4. Microgrid-control reviews normally reach the electri-
cal plant and provide the strongest treatment of stability, hierarchy and constraint satisfaction,
but communication is frequently modeled as a reliable numerical channel. Multi-agent and
distributed-control reviews move the decision boundary toward local assets and explain
scalability, negotiation and consensus, yet the messages exchanged by the agents are usu-
ally assumed to have a fixed and mutually understood meaning. Al and RL reviews add
adaptation and uncertainty handling, but safety is often represented by reward shaping or
scenario constraints rather than an independently verifiable execution boundary. Semantic-
communication surveys reverse the emphasis: they analyze meaning and task utility in
depth, although the downstream electrical consequences of semantic loss are usually outside
their scope. Agentic-Al surveys extend reasoning, tool use and natural-language interac-
tion, whereas digital-twin and trustworthy-Al surveys emphasize validation and monitoring.
None of these traditions alone closes the complete loop from physical evidence to semantic
interpretation, distributed reasoning, action certification and bounded execution.

The comparison by tradition is completed by a comparison with the individual reviews
that are closest to the present one, which is given in Table 5. Two of them require particular
attention because their scope overlaps most with the present survey. The review of agentic
artificial intelligence for smart grids by Kiasari and Aly [35] catalogs agentic, multi-agent,
reinforcement-learning, digital-twin and physics-based control architectures and proposes
an evaluation framework built on stability, safety, interpretability, certification readiness and
interoperability; it is the reference catalog for Layer 5 of the present architecture and it is used
as such in Section 4. It does not, however, state the condition under which an agent action
becomes admissible on the plant, the contract that an agent message must satisfy before it may
be acted upon, or the epistemic condition under which several agents may commit a shared
resource and it does not relate the evidence available for a method to the authority that the
method may be granted. The semantic and holonic architecture of Howell et al. [68] organizes
highly distributed resources into nested holons that share semantic models and it is the closest
antecedent of Layers 3 and 4; it does not specify the fields that make a semantic message
actionable, the test by which shared knowledge is established before a coordinated action
or the separation between a proposal and its execution and its authors themselves identify
operational ontologies and safety interfaces as prerequisites that remain to be supplied.
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Table 4. Positioning of the present survey relative to representative review traditions.

Review Tradition

Primary Focus

Typical Strength

Gap Addressed Here

Microgrid control

Primary, secondary and tertiary control;
droop, MPC and stability

Mature physical models and
time-scale separation

Limited treatment of semantic knowledge,
LLM agents and proof-carrying decisions

Multi-agent and distributed control

Consensus, distributed optimization and
decentralized resource management

Scalability and removal of
single-point control

Weak modeling of common knowledge,
meaning alignment and agent authority

AI/RL for microgrids

Forecasting, scheduling, energy
management and adaptive policies

Model-free operation under uncertainty

Safety, communication semantics and
deployment governance often
treated separately

Semantic/task-oriented communication

Meaning-preserving or
goal-oriented transmission

Communication efficiency tied to
task performance

Few power-specific ontologies, stability
proofs or multi-timescale deployments

Agentic Al for smart grids

LLM reasoning, tool use, planning
and explainability

Flexible interaction with
complex workflows

Mini-grid constraints, edge operation,
common knowledge and certification
need deeper treatment

Digital-twin and trustworthy Al

Simulation, prediction, explainable
artificial intelligence and runtime safety

Validation and operator support

Limited integration into a full
semantic-agentic control lifecycle

This survey

Cognitive mini-grid composition

Unified architecture linking physical,
semantic, learning and assurance layers

Joint concepts, applications, challenges,
metrics and roadmap

The bold values in the table represent the present survey.

Table 5. Comparison with the individual reviews and architectural proposals closest to the present survey. Layer numbers refer to the six-layer architecture of

Section 3.
Review or Proposal Unit of Analysis Layers Covered Left Unspecified Added Here
Communication meaning. agent Contracts I1 and 12; realization of the
Bidram and Davoudi [5] Controller functions of the hierarchy 1,2 & a8 hierarchy in Layers 1 and 2

authority, learning

without change

Semantic and epistemic assumptions

Message contract; establishment test for

Olivares et al. [6] Control trends and energy management 1,2, 4 of coordination common knowledge
Kantamneni et al. [13] Multi-agent microgrid control 24 Meaning of exchanged messages; Contracts I3 and 14; authority classes

admissibility of actions

Al to A5
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Table 5. Cont.

Review or Proposal

Unit of Analysis

Layers Covered

Left Unspecified

Added Here

Actionable message fields; establishment

Requirements one to three of the list that

Howell et al. [68] Semantic and holonic organization 3.4 test; proposal-execution separation follows this table; Layers 5 and 6
Omitaomu and Niu [53] Al techniques by application 45 EVldence needed before authority; CouPhng rule; evidence class per study
interface to control (Section 4)
Giindiiz et al. [22] Semantic and task-oriented transmission 3 Electrlc.al consequence of semantic loss;  Contract I.3; safety preservation after
authority compression as an evidence item
Barbalho et al. [50]; Reinforcement-learning methods 4 Safe-set evidence, communication Classes C and E applied per study; A3
Zia et al. [51] for microgrids assumptions and authority cap for simulation-only methods
Acentic architectures and Admissibility condition; message Requirements one to six of the list that
Kiasari and Aly [35] & ] .. 4,5 contract; epistemic precondition; follows this table; certificate
evaluation criteria . . . "
evidence-authority relation acceptance conditions
s . . o P Physical resources as the bound on
Billanes et al. [69] Resilience strategies and 14 Cognitive coordination; certification of restoration; certified

performance metrics

restoration actions

restoration sequence
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Against these two works and the others in Table 5, seven interface requirements and
conclusions are derived in this survey from the synthesis and are not stated in any of the
reviewed sources. First, a semantic message is actionable only when it carries physical
scope, validity horizon, confidence, provenance and source authority and the evidence
must remain valid throughout the authorized execution interval, which is the requirement
of contract I3 in Section 3.5.1. Second, an authorization that reaches the execution layer
must expire no later than the earliest supporting evidence expiry after allowance for
clock skew, which is contract 16. Third, operational common knowledge is a testable
condition with a deadline and a default of abort, as stated in Section 4.7.2, rather than a
property inferred from a broadcast. Fourth, authority is bounded by evidence through
the coupling rule of Section 3.5 so that a method is admitted to a rung of the authority
ladder by the evidence class it has reached and not by the technology it uses. Fifth, the six
layers are complete with respect to the closed loop of Equations (1)—(3), which is argued in
Section 3.5.1. Sixth, the certificate of a proof-carrying action has acceptance conditions that a
verifier can evaluate under estimation uncertainty and model error, as stated in Section 7.1.
Seventh, the reported outcomes of the examined streams are not comparable across streams,
so comparability must be constructed by matched reporting, which is finding F4 of the
principal findings stated in Section 2.4 and the reason that a proposed reference scenario
with explicit implementation requirements is given in Section 7.6.1.

A compositional survey design is therefore supported by the comparison. The present
work does not claim that semantic control replaces conventional telemetry, that LLM agents
replace MPC or that distributed learning replaces protection. Instead, it identifies the inter-
face conditions under which the strengths of each tradition can be combined. The mature
control layer contributes deterministic dynamics, invariants and time-scale separation;
distributed-control research contributes local authority and coordination mechanisms; se-
mantic communication contributes task-relevant abstraction; agentic systems contribute
deliberation and tool orchestration; and twin and assurance research contributes indepen-
dent checking. The final row of Table 4 should consequently be read as an integration target
and not as another algorithmic family. Its main distinction is that the unit of analysis is
the complete decision lifecycle, including what an agent knows, how that knowledge was
obtained, which authority it possesses, how a proposal is verified and how failures are
detected and reversed.

2.4. Evidence Synthesis and Comparison Protocol

A structured narrative synthesis was used because the reviewed studies address
incompatible systems, data, control horizons and outcome measures. Sources were grouped
by the technical question addressed, namely physical control, distributed intelligence,
semantic communication, agentic reasoning, assurance or deployment. A statistical meta-
analysis was not attempted because a common intervention, comparator and outcome
definition were unavailable across these groups.

Each representative study was examined through the same evidence template: prob-
lem, method, control horizon, exchanged information, validation environment, inclusion of
hardware-in-the-loop (HIL) testing, reported outcome, principal limitation and architectural
relevance. Four power-specific comparison axes were applied: the physical horizon and
affected electrical variable, the communication and common-knowledge assumptions, the lo-
cation and authority of the Al component and the evidence level from conceptual analysis to
field deployment. The use of preprints follows the three rules stated in Section 2.1.

The four comparison axes are made operational by a single ordinal scale that is applied
to every examined study and to every comparison drawn in this survey. Five dimensions
are distinguished. The horizon class (T) records the physical time scale at which the method
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acts. The authority class (A) records the strongest action that the method is permitted
to produce. The evidence class (E) records the strength of the validation environment.
The scale class (S) records the size of the system on which the method was evaluated.
The communication class (C) records what the method assumes about the channel and
about the meaning of the exchanged message. The levels of each dimension are defined
in Table 6. They are applied consistently in the cross-family comparison of Section 4.7,
the evaluation requirements of Section 7.6 and the reproducibility and evidence-level
requirements of Section 7.6.3. The same definitions are used when the maturity of a

research stream is discussed.

Table 6. Unified evaluation scale applied to every examined study.

Dimension Level Definition
T1 Sub-second: converter, protection and primary control actions
Hori T2 Seconds to minutes: secondary restoration, balancing and fast dispatch
orizon . . . .
T3 Minutes to hours: tertiary control, energy management, market and maintenance decisions
T4 Non-real-time: planning, training, offline analysis and post-event review
Al Adpvisory output: text, explanation or analysis delivered to a human
A2 Structured recommendation or sandboxed proposal that is not applied to the plant
Authority A3 Simulated or shadow action applied only inside a model or twin
A4 Approved set point applied through a verifier, shield or feasibility projection
A5 Direct actuation of a device within a proven operating envelope
EO Conceptual analysis, architecture or position without evaluation
E1 Offline evaluation on recorded or synthetic data
Evidence E2 Closed-loop simulation with a plant model in the loop
E3 Controller hardware in the loop or real-time co-simulation
E4 Power hardware in the loop or a limited physical pilot
E5 Monitored field deployment
S1 Single device, converter or converter pair
Scale S2 Nano-grid or a single feeder with up to about ten controllable assets
S3 Microgrid or multi-feeder system with tens of buses and assets
S4 Multi-microgrid, federation or distribution network with more than one hundred buses
C1 Ideal exchange: no loss, no delay and identical meaning assumed
C - 2 Modeled channel: delay, loss or topology represented, meaning still assumed identical
ommunication . . . . 1 . .
C3 Semantically explicit: ontology version, validity horizon, authority and acknowledgement represented
C4 Degraded and adversarial: mismatch, partition or attack injected and the fallback response reported

Two comparability rules follow from Table 6 and are applied throughout the survey.
The first rule is that reported numerical outcomes of different studies may be juxtaposed
with their source-specific conditions but must not be used for an unmatched performance
ranking. A cost reduction obtained in an energy-management simulator, a task-accuracy
figure obtained on a semantic codec and a plan-success rate obtained on a language-agent
benchmark are not measurements of the same quantity, they are not obtained on the same
system and they are not obtained under the same communication assumptions, so those
numbers cannot, by themselves, support a cross-study ranking. The second rule is that
studies are compared on the basis of their class positions and on the completeness of their
disclosure and that a direct comparison of outcomes requires matched tasks, data, physical
assumptions, metrics, authority, communication conditions and computation budgets;
broad horizon, authority and scale classes alone are insufficient. Where no matched cell
exists, which is the normal situation across the streams examined here, the comparison is
expressed as complementarity: what each stream establishes, what it leaves unestablished
and which layer of the architecture it can therefore occupy. This is the reason that the
cross-family comparison of Section 4.7 is organized by defensible claim rather than by
performance and it is also the reason that the evaluation requirements of Section 7.6 specify
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a common reporting set: comparability across these streams has to be constructed by future
evaluations and cannot be recovered retrospectively from the published results.

The principal findings that this survey draws from the evidence are stated in Table 7,
together with the basis of each finding and the part of the paper in which it is developed.
The table is also intended as a reading path: the six findings carry the argument of the paper,
whereas the per-cluster examination tables and the reporting checklists are the supporting
evidence and the instruments through which the findings are made actionable.

Table 7. Principal findings of the survey, the evidence on which each rests and the part of the paper

in which it is developed.

No. Finding Basis Developed in
Action authority must be allocated by layer and by A method that plans well is not thereby qualified to

F1 evidence and it cannot be inferred from the capability of  actuate; the authority and evidence classes of the Sections 3.5 and 4.7
a method. examined families diverge systematically.
Semantic sufficiency and operational common A message without scope, validity horizon, confidence

F2 knowledge are control variables and not communication  and source authority cannot be mapped to a safe action ~ Sections 3.2 and 4.7
conveniences. and a broadcast does not establish common knowledge.
No examined research stream supplies all six layers, so . . . . .

i A L. Every stream examined in Section 4 is strong in one layer .
F3 the cognitive mini-grid is a compositional program . . Sections 2.3 and 4.7
. . and silent in at least two others.

rather than a new algorithm family.
Cross-study performance numbers in this field are not Studies differ in horizon, authority, scale and

F4 comparable and comparability must be constructed by communication assumptions, which are the quantities Sections 2.4 and 7.6
matched reporting. that determine the reported outcome.
Evidence in the semantic, agentic and federated streams  Hardware-in-the-loop, pilot and field evidence is present

F5 is concentrated at levels EO to E2, so deployment in the control and interface literature and largely absent ~ Sections 4.7 and 7.6
readiness is not established. in the frontier streams.
Proof-carrying actions checked by an independent Assurance requires evidence that is checkable

F6 governor are the pattern that makes agentic autonomy independently of the component that produced Sections 7.1 and 6.5

admissible in a safety-critical mini-grid.

the proposal.

2.5. Analytical Model

The research questions are made precise by a compact analytical model. A cogni-
tive mini-grid can be represented as a partially observed networked dynamical system.
The physical state, verified control input, disturbance and observation of agent i are denoted
by xt, us, wy and of;, respectively:

X1 = f(xt, ue, wt), (1)
0f = hi(x) + vl )

In Equations (1) and (2), the state-transition function is denoted by f, the observation
function of agent i is denoted by /; and observation noise is denoted by vi. A semantic
message (zi = Eei(0£, gt,cé)) is generated by encoder Eg, with parameter 6;, conditioned
on task g; and local context (c’;). The belief (bi) of agent j is updated from local obser-
vations and received semantic messages. An action (a;) and evidence package (e;) are
proposed by a high-level planner, while the proposal is mapped to an executable input by
a safety governor:

Uus = g(at,et,ft,Zt,C). (3)

In Equation (3), the physical, cyber, contractual and organizational constraints are
contained in C and the governor receives the state estimate (£;) and its covariance ()
from the estimator of Layer 2 rather than the physical state (x;), which is not observable
in the partially observed system of Equations (1) and (2); the check performed by G is
therefore a robust check over the set of states consistent with the estimate, as specified in
Section 7.1. If evidence is incomplete, stale or inconsistent, the proposal is rejected by G or
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a fallback controller is invoked. Semantic compression, belief formation and assurance are
therefore included in the closed loop rather than treated only as communication services.
The formulation builds on established results rather than replacing them. The stabilizability
of a plant under a limited information rate was characterized by Tatikonda and Mitter [26]
and surveyed in the data-rate literature by Nair et al. [70], the trade-off between commu-
nication rate and control cost was quantified by Kostina and Hassibi [71] and stochastic
networked control under information constraints was treated comprehensively by Yuksel
and Basar [72]. The governor (G) plays the role that constraint-respecting exploration
plays in the safe-RL taxonomy of Garcia and Fernandez [64], while the requirement that a
proposal carry checkable evidence follows the proof-carrying-code principle of Necula [73].

3. Concepts and Unified Cognitive Mini-Grid Architecture

In this section, the conceptual basis of the cognitive power mini-grid is developed.
The progression from hierarchical control to distributed cognition is traced; the conditions
that distinguish a cognitive mini-grid from an integrated one are stated; semantic control
and operationally sufficient common knowledge are defined; and agent roles, tool use,
memory, distributed learning and digital-twin intelligence are examined. These capabilities
are then organized into a unified six-layer reference architecture in which the information
flows, control time scales, authority limits, validation paths and prohibited behaviors of
every layer are made explicit. The contract that couples each adjacent pair of layers is
specified; the completeness of the layer set is argued from the analytical model; the corre-
spondence between the layers, the classical control hierarchy and the normative microgrid
documents is established; the relationship between the classification schemes used through-
out the survey is stated; and a fault-restoration sequence is traced across all six layers as an
end-to-end example. A clear separation is thereby maintained between deterministic plant
control and slower artificial-intelligence-assisted deliberation.

3.1. From Hierarchical Control to Distributed Cognition

Hierarchical microgrid control separates converter-level dynamics, secondary restora-
tion and tertiary economic coordination [4]; the decentralized and hierarchical control archi-
tectures of intelligent microgrids and their power-quality, storage and AC/DC extensions
were reviewed in a two-part treatment by Guerrero et al. [74,75]. This separation remains
essential because voltage and frequency control cannot wait for a general-purpose reason-
ing model. Distributed control and MAS approaches improve resilience by allowing local
controllers to cooperate using neighbor information, consensus or distributed optimization.
Distributed averaging restores frequency and voltage in islanded microgrids without a cen-
tral secondary controller [76], distributed control can attain economic optimality without
the strict primary-secondary—tertiary hierarchy [77] and corresponding distributed control
and optimization results hold for DC microgrids [78]. Cooperative multi-agent control of
small-scale power networks was formulated with graph-theoretic tools by Bidram et al. [79],
while the multi-agent microgrid controller of Dimeas and Hatziargyriou [11] and the agent-
based DER management of Nunna and Doolla [12] demonstrated the organizational side
of the same continuum.

The physical foundation of this continuum is equally well documented. Converter
control in AC microgrids [80], small-signal modeling and testing of inverter-based islanded
operation [81] and microgrid modeling from fundamental physics to phasor and voltage-
source representations [82] describe the plant. Voltage and frequency-droop control of
parallel inverters [83], adaptive droop for grid-connected and islanded operation [84],
the synchronization and power-sharing conditions of droop-controlled inverters [85] and
the review of power-sharing strategies for islanded AC microgrids [86] describe primary
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control. Hybrid AC/DC operation is covered by the power-control and management
scheme of Eghtedarpour and Farjah [87], the autonomous operation of AC and DC sub-
grids is studied by Loh et al. [88] and a modeling and control overview is provided by
Mahmoud et al. [89]. Predictive control contributes the planning layer: the theory and
computation of MPC are established in the textbook of Rawlings et al. [90], distributed and
hierarchical MPC architectures were reviewed by Scattolini [91], MPC was validated on
an experimental microgrid by Parisio et al. [92] and a two-layer stochastic MPC scheme
addressed forecast uncertainty [93].

Distributed cognition extends this structure in three ways. First, agents maintain
explicit beliefs about resources, risks, goals and the knowledge of peers. Second, messages
are generated according to task significance and semantic urgency, not only sampling rates.
Third, high-level decisions can be composed from specialized agents for forecasting, market
negotiation, restoration, maintenance and validation, while final execution remains under
local safety governors.

The transition is not from centralized to fully decentralized control. Practical systems
require dynamic mixtures of local autonomy, leader-based coordination, cloud support
and human authority. Holonic structures are particularly relevant because a device can
act as an autonomous unit, participate in a mini-grid holon and contribute to a federation
of mini-grids; semantic and holonic multi-agent management of DERs was proposed for
this purpose by Howell et al. [68]. The agent abstractions on which such structures rest are
those of the multi-agent textbooks of Wooldridge [94] and Shoham and Leyton-Brown [95],
while the coordination of agents over a communication graph is analyzed by consensus
theory [14] and by graph-theoretic methods for multi-agent networks [96].

The underlying coordination mechanisms are supplied by several lines of work. Agent-
based software engineering provides the design discipline [97]. Consensus seeking under
dynamically changing interaction topologies [98], distributed subgradient methods for
multi-agent optimization [99] and distributed optimization through the alternating direc-
tion method of multipliers (ADMM) [100] provide the algorithms, which are surveyed more
broadly in the distributed-optimization literature [101]. Microgrid demonstrations show
their practical roles in dispatch and restoration. A MAS for real-time microgrid operation
was implemented in a real-time digital simulator [102] and distributed smart-grid agents
were shown to isolate and supply critical loads after an upstream outage [103]. Cooperative
multi-agent control coordinated heterogeneous storage in a DC microgrid [104] and asyn-
chronous consensus ADMM solved microgrid energy management under communication
imperfections [105]. The case for distributed intelligence as an essential element of the
microgrid has also been made from an industry perspective [106].

Defining Conditions of a Cognitive Mini-Grid and the Distinction from Integration

A mini-grid that combines multi-agent control, semantic communication, digital twins
and language-model agents is an integrated mini-grid; it is not thereby a cognitive one.
The distinction is stated here as four conditions, each of which can fail in an integrated
system and each of which is a property of the closed loop rather than of any component.
First, the epistemic state of the agents is a control variable: a coordinated action is admitted
only when operational common knowledge of the relevant state has been established by
acknowledgment or by a trusted replicated record and never on the grounds that a message
was broadcast. Second, semantic sufficiency is a contract: a message is actionable only
when it carries its physical scope, validity horizon, confidence, provenance and source
authority; a message without them is a datum that may inform a belief but cannot license an
action. Third, authority is separated from capability by proof-carrying action: a deliberative
component may produce proposals of any sophistication, but a proposal reaches the plant
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only as an evidence package checked by a governor that is independent of the proposer and
bounded by the evidence class of the function. Fourth, learning is closed-loop and governed:
outcomes update forecasts, policies and twins under a registry that records data scope,
version and validation conditions and no update alters a safety policy without passing the
same governor. The eight capabilities enumerated in Section 1 are the capabilities that such
a system possesses; the four conditions are what make their composition cognitive rather
than merely integrated.

The distinction is made operational in Table 8, which contrasts the typical properties
of an integrated smart-grid architecture with the properties required here and names the
layer in which each is realized. The table also supplies a test: a system that composes all of
the enabling technologies but that conditions a coordinated action on a broadcast alone,
acts on a message that carries no validity horizon, allows a planner to actuate without an
independent check, or updates a policy outside the governor satisfies the description of
integration and fails the description of cognition. None of the four conditions requires a
new algorithm and none is claimed as an invention of this survey. The claimed contribution
is their joint statement as necessary conditions, the assignment of each condition to a layer
of the reference architecture and the proof-carrying action pattern through which the third
condition is enforced.

Table 8. Properties that distinguish a cognitive mini-grid from an integrated smart-grid architecture
and the layer in which each is realized.

Property

Integrated Smart-Grid

Architecture, Typical Realized in

Cognitive Mini-Grid, Required

Receipt of a broadcast or of a Established operational common

Basis of a coordinated action . knowledge with acknowledgement, Layer 4
shared signal e
validity interval and abort rule
Data point with an assumed Sen.iantlc ob]gct carrying scope, validity
Status of a message . horizon, confidence, provenance and Layer 3
common meaning L . .
authority; not actionable without them
. . Planner output applied as a set point, Prop.osal withan ev1§lence package,
Relation between planning s admitted only by an independent
. at most after a feasibility check by the . Layers 5 and 6
and execution governor and bounded by the evidence
same component .
class of the function
Forecast or inference consumed as if it Confidence and provenance carried with
Treatment of model output the value and reflected in the Layers 3 and 6
were measured - -
permitted authority
Governed continual learning with
Learning and adaptation Offline retraining and redeployment registry and versioning; no unreviewed Layers 4 and 6
change to a safety policy
Degradation to the highest satisfied
Failure of an intelligent component Manual fallback or undefined behavior ~ contract while protection and local Layers 2 and 6
control continue
The controller function, together with
Unit of certification The controller function the evidence required before an Layer 6

externally originated action is admitted

3.2. Semantic Control and Common Knowledge

Distributed cognition depends on what the agents exchange. Semantic communica-
tion seeks to preserve task-relevant meaning rather than every source bit. In mini-grids,
this suggests an encoder optimized against control loss, risk or restoration performance.
A generic objective is

EnDH}_[ E[Ltask(xt/ X, ut) + /\R(Zl‘) + #Lrisk]'

(4)
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In Equation (4), communication cost is measured by R(z;), the decoder is denoted
by D, the control policy is denoted by 7t and the task and risk losses are denoted by Ly,
and L. The decoded state at the receiving agent is ¥ = D(z;), which is distinct from
the estimate (£;) of Equation (3) produced by the estimator of Layer 2 and 7t generates a
candidate action whose verified realization is u; through Equation (3). The non-negative
weighting coefficients are denoted by A and yi. The message alphabet may contain contin-
uous latent vectors, discrete intent codes, ontology-linked events or natural-language
statements. Shannon’s theory deliberately excluded meaning from the engineering
problem [107]; Weaver subsequently distinguished the technical, semantic and effectiveness
levels of communication [108] and a formal theory of semantic information was outlined
by Carnap and Bar-Hillel [109]. The modern semantic-communication program builds
on these foundations. Bao et al. proposed a model-theoretic framework for semantic
communication [19] and Strinati and Barbarossa positioned semantic and goal-oriented
communication beyond Shannon for 6G [20]. Lan et al. clarified what conveying meaning
entails for machine intelligence [21], Gunduz et al. unified context, semantics and task-
oriented communication [22] and Xie et al. demonstrated a learned end-to-end semantic
transmission system [23]. Unlike ordinary compression, a semantic message in a mini-grid
must additionally specify the context, confidence, source authority and validity horizon;
this requirement is a proposal of the present survey rather than a result of the cited works.
Related mechanisms are available from neighboring fields. Deep joint source-channel cod-
ing transmits images directly over noisy channels [110] and exploits channel feedback [111].
Edge inference has been formulated as wireless image retrieval [112] and as task-oriented
communication for multi-device cooperative inference [113]. Ultra-reliable low-latency
communication has been analyzed from a communication-theoretic network-slicing per-
spective [114] and the prospects of semantic communication for 6G have been assessed [57].
These mechanisms supply useful building blocks, but mini-grid semantics additionally
require physical validity, temporal scope and authorization.

Common knowledge is stronger than data sharing. A fact is common knowledge
when every relevant agent knows it, knows that others know it and so on. Exact common
knowledge is unattainable in a distributed system whose communication is not reliable
and instantaneous, as shown by Halpern and Moses [115], who also introduced the weaker,
attainable variants on which practical protocols rest; operationally sufficient approxima-
tions can be created through authenticated broadcast, acknowledgment, synchronized
observations and public commitments. A restoration plan should begin only when the
participating switch, storage and load agents have a mutually consistent view of the fault
boundary and authority to act. The testable form of this condition, with its protocol and
failure assumptions, is given in Section 4.7.2. MACKRL demonstrates the coordination
value of conditioning hierarchical policies on common knowledge [15], although direct
mini-grid implementations remain largely unexplored.

This leads to an epistemic safety principle: an action may be physically feasible under
one agent’s state estimate yet unsafe when peer knowledge is inconsistent. Cognitive
control must therefore evaluate both physical feasibility and the epistemic preconditions
for coordinated execution.

3.3. Agentic Roles, Tools and Memory

The reasoning that evaluates those preconditions is increasingly delegated to agentic
components. Agentic Al transforms a language or multimodal model into a component
through which goals can be pursued with planning, memory and tool use. A single un-
constrained “super-agent” should not be employed in a cognitive mini-grid. Roles and
privileges should be separated. Goals are decomposed by a planner. Measurements and

https:/ /doi.org/10.3390/en19184444


https://doi.org/10.3390/en19184444

Energies 2026, 19, 4444

20 of 91

documents are retrieved by an analyst and uncertainty-aware scenarios are provided by
a forecasting agent. Negotiation is performed by a market agent and counterfactuals are
evaluated by a digital-twin agent. Constraints are checked by a validator and bounded com-
mands are issued by an executor. Tool-use methods show how reasoning can be grounded
in external functions and knowledge bases: ReAct interleaves reasoning traces with tool
actions [31], RAG conditions generation on retrieved documents [30] and Toolformer-style
interfaces let a model learn when and how to call external tools [32]. Reflexion adds ver-
bal self-reflection across episodes [116], while AutoGen [44] and MetaGPT [45] organize
role-specialized agents into conversational or meta-programmed workflows. The broader
technical context is established by few-shot-capable foundation language models [117],
open-weight model families [59], generative-agent architectures that maintain memory and
plans [118] and surveys of the opportunities and risks of LLM-based agents [46].

Grid-Agent [33] and X-GridAgent [34] illustrate the emerging pattern of combining
natural-language reasoning with domain-specific numerical tools and hierarchical agent
layers, a pattern also identified in the smart-grid review of Kiasari and Aly [35]. Their
value is less in replacing optimal power flow than in orchestrating analyses, interpreting
goals and producing transparent workflows. Their limitations, as assessed in this survey,
include preprint status, restricted test environments, uncertain latency and the absence of
established certification pathways.

Memory must also be engineered. Short-term memory stores the current incident,
tool outputs and approvals. Long-term memory stores asset histories, policies and prior
cases. Learned memory should be separated from authoritative records so that an agent
cannot overwrite protection settings or contractual rules through conversational interaction.
Retrieval results require provenance and versioning.

3.4. Learning and Digital-Twin Intelligence

Agents also adapt; adaptation raises the question of where learning takes place and
how its outputs are validated. Learning occurs at multiple scopes. Device-level models
estimate the state of charge, degradation or local disturbances. Mini-grid models forecast de-
mand and renewable output. At the energy-management level, RL has been applied to dis-
tributed economic management [119], to dynamic energy management with recurrent value
approximation [120], to real-time scheduling with deep RL [121], to multi-microgrid coordi-
nation [122] and to safety-constrained energy management in distribution networks [123].
The RL literature for microgrid control was surveyed by Barbalho et al. [50]. MARL coordi-
nates multiple resources. FL enables several mini-grids to share model updates without
transferring raw consumer data, following the federated averaging algorithm [16] and
subject to the statistical and systems challenges reviewed by Li et al. [124]. Graph neural
networks encode electrical topology [18] and may support transferable foundation models,
a direction explored for grid operations [52] and for federated foundation models shared
across organizations [125]. The algorithmic baseline spans the value-based, actor—critic,
deterministic-policy and entropy-regularized families of single-agent RL, namely the text-
book foundations [126], deep Q-networks [127], deep deterministic policy gradient [128],
the twin-delayed variant that addresses function-approximation error [129], proximal pol-
icy optimization [49] and soft actor—critic [130]. Cooperative multi-agent learning adds
centralized-critic training [131], counterfactual credit assignment [132] and value factor-
ization [133,134], as surveyed critically by Hernandez-Leal et al. [135]. Federated machine
learning, as a concept and its application classes were formalized by Yang et al. [136]. These
families remain baselines rather than deployment guarantees.

A digital twin is the principal environment for safe deliberation. The concept orig-
inated in the aerospace paradigm of a high-fidelity virtual counterpart of a physical
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vehicle [137]; its industrial state of the art was reviewed by Tao et al. [61] and its enabling
technologies and open challenges were surveyed by Fuller et al. [138]. Kritzinger et al.
distinguished the digital model, the digital shadow and the digital twin by the degree of
automated data exchange [139]. Jones et al. characterized the twin through a systematic
literature review [140] and Rasheed et al. examined its values, challenges and enablers
from a modeling perspective [141]. In the power domain, lessons from laboratory-scale live
twins of DC microgrids have been reported [142]. Such a twin integrates physical models,
learned surrogates, asset histories and communication conditions to evaluate proposed
actions before execution. A causal twin goes beyond correlation by representing interven-
tion effects and supporting counterfactual questions in the sense of the structural causal
models of Pearl [143], the causal-inference foundations of Peters et al. [144] and causal
representation learning [145]. For example, it should distinguish between a voltage decline
caused by renewable variability and one caused by a malicious measurement because the
appropriate intervention differs. Hybrid twins combine interpretable physical models with
data-driven residuals and uncertainty quantification, following the hybrid analysis and
modeling advocated by Rasheed et al. [141]. The digital-twin concept and its smart-grid
specialization further motivate lifecycle models that connect design, testing, operation and
maintenance [60,146].

Federated foundation models are a longer-term direction rather than a present deploy-
ment solution. The foundation-model paradigm itself, with its opportunities and risks, was
characterized by Bommasani et al. [29]. Such models could learn representations across
time series, topology, images and maintenance logs but require energy-aware training,
data governance, continual adaptation and uncertainty layers. Recent work has begun to
frame the opportunity for grid operations [52] and for federated foundation models shared
across grid organizations [125] and to add a conformal-prediction trustworthiness layer to
a power-system foundation model [54].

3.5. Unified Six-Layer Architecture

These capabilities are brought together in a single reference architecture. The cognitive
mini-grid is organized into the six layers shown in Figure 2. The physical layer contains
energy assets. The sensing and edge-reflex layer contains measurement, protection and fast
control. The semantic and common-knowledge layer transforms data into task-relevant
beliefs and commitments. The distributed-intelligence layer coordinates specialized agents
and learning. The agentic-deliberation and digital-twin layer performs slower planning and
counterfactual evaluation. The assurance, governance and cyber-resilience layer enforces
safety, cybersecurity and governance across all lower layers.

The layer comparison in Table 9 makes the authority boundary of the architecture
explicit; its last column lists representative papers for each layer. Tables 4 and 9 serve
different purposes and share no unit of analysis: Table 4 is keyed by review tradition and
records what each body of literature covers and omits, whereas Table 9 is keyed by layer and
records what each part of the proposed architecture is responsible for and forbidden from
doing. The physical-energy and edge-reflex layers are closest to the plant and therefore
operate with the strongest deterministic constraints and the shortest deadlines. Their
prohibited behaviors are deliberately strict: they must not wait for cloud reasoning, accept
unauthenticated commands or delegate stability-critical responses to an LLM. The semantic
and distributed-intelligence layers have more representational freedom, but their outputs
remain descriptions, commitments, forecasts or candidate coordination decisions rather
than direct unrestricted actuation. The agentic/twin layer has the broadest deliberative
capability because it can retrieve information, call tools and compare scenarios, yet it is also
the layer most explicitly prohibited from direct actuation. The assurance and governance
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layer is placed above the full stack not because it operates at the fastest rate but because it

defines the policies, authorization and evidence requirements that every downward action

must satisfy.

"
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Figure 2. Unified cognitive power mini-grid architecture, with observations and evidence moving

upward and verified actions moving downward.

Table 9. Functional responsibilities and prohibited behaviors by architecture layer.

Layer

Primary Functions

Representative Methods

Must Not Do

Representative Papers

Layer 1, Physical energy

Generate, store, convert
and consume power

Inverters, batteries,
switches, relays and
flexible loads

Accept unauthenticated
or unconstrained
high-level commands

[1,2,80,147,148]

Layer 2, Sensing and
edge reflex

Protection, state estimation
and fast control

Droop control, MPC,
local observers and
event-triggered control

Depend on cloud or LLM
latency for
stability-critical response

[4,5,83,92,93]

Layer 3, Semantic and
common knowledge

Encode intent, urgency,
confidence and
shared commitments

Ontologies, semantic codes,
acknowledgments and
epistemic logic

Remove information
needed to verify safety or
source authority

[15,19,20,22,27,68]

Layer 4,
Distributed intelligence

Coordinate local agents
and learn shared policies

MAS, consensus, ADMM,
MARL, FL and graph
learning

Assume identical
observations, models or
communication quality

[9,11,16,18,105,119,149]

Layer 5, Agentic
deliberation and
digital twin

Plan, retrieve, call tools,
evaluate scenarios
and explain

Language-model agents,
RAG, digital twins and
causal models

Directly actuate assets
without
independent validation

[30,31,33,34,60,142,143]

Layer 6, Assurance,
governance and
cyber-resilience

Verify constraints,
authorize, audit and
roll back

Neuro-symbolic rules,
formal methods, runtime
assurance and access
control

Allow self-modification of
safety policies by an
untrusted agent

[55,62,73,150-152]

Along the architecture stack, information richness and action authority move in oppo-

site directions. Upward flows may become progressively more abstract: raw samples are

transformed into events, semantic states, beliefs, forecasts and candidate plans. Downward

flows must become progressively more concrete and more constrained: a high-level objec-

tive is translated into a validated schedule; an authorized set point; and, finally, a bounded

device command. This asymmetry prevents a common design error in which a flexible

semantic or language interface is granted the same authority as a certified controller. It

also creates clear failure-containment rules. When an ontology is mismatched, a model is

unavailable or a digital twin loses synchronization, the affected upper layer can be disabled
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while protection and local control continue. Table 9 therefore serves as both a functional
decomposition and a safety allocation: every new cognitive function must be assigned a
layer, a permissible time horizon, an input-evidence contract and an explicit list of actions
that it is not allowed to perform.

The four capability-maturity levels, denoted as M1 to M4 in the text and labeled Stage 1
to Stage 4 in Figure 3, classify increasing cognitive capability. They are independent of
the authority and evidence classes defined in Table 6. Functional breadth is described by
maturity, permitted actuation by authority and validation strength by evidence level. No
one-to-one mapping is assumed, but the schemes are not unrelated and their relationship
is stated in Table 10 so that they can be kept apart. Four classification schemes are used in
this survey and they classify four different objects. The maturity level classifies a capability
by its breadth along the six dimensions of Figure 3. The authority class classifies an output
by the strongest effect it may have on the plant. The evidence class classifies a study or
a deployed function by the strength of its validation. The roadmap stage of Section 7.6.4
classifies the research and deployment program by the order in which its objectives are
pursued. Two coupling rules connect them. The first rule couples authority to evidence
for every function of Layers 3 to 6: an approved set-point (A4) requires at least controller
hardware-in-the-loop evidence (E3) before a pilot; direct actuation (A5) requires power
hardware-in-the-loop or pilot evidence (E4); and advisory, recommending and simulated
outputs (Al to A3) are admissible for any evidence class. The functions of Layers 1 and 2
hold their authority through the certification path of the standards mapped in Section 3.5.2.
The second rule couples the roadmap stage to the available evidence and to the authority
admissible at that stage: Stage 1 works at EO to E1 and admits, at most, A2; Stage 2 works
at E2 and admits, at most, A3; Stage 3 works at E3 to E4 and admits, at most, A4; Stage 4
requires E4 to E5 with certification and admits A4 to A5; and Stage 5 requires E5 across
federated sites and admits A5 across them. Maturity is coupled to neither rule: a capability
of any maturity level may be studied at any stage and a Stage 1 project may prototype an
M4 capability at E1 with A1 authority. The horizon, scale and communication classes of
Table 6 are descriptive dimensions of a study and not classifications of progress, so they
have no counterpart in the table.

=)
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Control time scale J [ Knowledge form Learning mode

Reflexive and primary Raw measurements Local and online

Deliberative and tertiary
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{ Adaptive and secondary }
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| I |
| I |

Stage Strategic and community
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[ Maturity } Coordination
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Cross-site transfer
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Decentralized coordination

[o stage }

Hard interlocks
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Barrier and Lyapunov
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[ Consensus and MARL
e Stage [
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a Human-agent governance
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Figure 3. Taxonomy linking control timescale, knowledge form, learning mode, coordination, as-

surance and deployment location across the four capability-maturity levels (M1 to M4), which are

labeled Stage 1 to Stage 4 in the figure and are distinct from the roadmap stages of Section 7.6.4.
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Table 10. Relationship between the four classification schemes used in this survey.

Scheme

What It Classifies Levels Relation to the Other Schemes

Capability maturity (Figure 3)

A capability, or a mini-grid, by its breadth
along control time scale, knowledge form,
learning mode, coordination, assurance and
deployment location

Independent of the other three: it describes
M1 to M4 what can be represented and done, not what
may be actuated or how well it is validated

Bounded above by the evidence class

An output or action, by the strongest effect it through the first coupling rule; assigned per

Authority class (Table 6) is permitted to have on the plant AltoAS function and per use case, never
per technology
. Prerequisite for authority; determines the

Evidence class (Table 6) A study, ora deplloyef:l function, by the EO to E5 roadmap stage at which a function may

strength of its validation b

e pursued

The research and deployment program, Bounded by the available evidence and the
Roadmap stage (Section 7.6.4) by the order in which its objectives Stage 1to Stage5  authority admissible through the second

are pursued coupling rule; independent of maturity

3.5.1. Inter-Layer Coupling and Interface Contracts

The layers are coupled through a small number of explicit contracts rather than
through unrestricted access to one another. Each adjacent pair is connected by exactly
one contract and each contract states what is passed upward, what is passed down-
ward, at which nominal rate, within which latency budget, in which representation and
what is done when the contract cannot be satisfied. The contracts are listed in Table 11.
Two properties are enforced by this arrangement. The first property is that authorization
and evidence contracts cannot be bypassed: a deliberation result is passed through the
governor before the explicit 16 return path from Layer 6 to Layer 2 is used, and a raw sample
is interpreted with its semantic metadata before it is incorporated into a belief. The second
property is that the failure of an upper contract degrades the system to the highest layer
that is still satisfied so that the loss of the twin, of the ontology or of the language model
leaves protection and local control operating on the contracts of the two lowest layers.

The completeness of the layer set is argued from the analytical model of Section 2.5
rather than asserted and it is argued as coverage and separation rather than as a uniqueness
proof. The closed loop of Equations (1)—(3) contains six objects that must be realized by
some part of a deployed system: the plant dynamics (f); the observation map (4;), together
with the estimator that produces £; and X from it; the semantic encoder (Ey,); the belief
(bi); the pair of proposed action and evidence (ay,¢;); and the governor G. Coverage
holds because each object is assigned to one layer and to one only. The plant to Layer 1,
the observation map and its estimator to Layer 2, the encoder to Layer 3, the belief and its
distributed formation to Layer 4, the proposal and its evidence to Layer 5 and the governor
with the constraint set (C) to Layer 6, so that no object of the loop is left unrealized and no
layer is without an object. Separation holds because adjacent objects differ in the property
that a contract must protect: time scale between Layers 1 and 2, meaning between Layers 2
and 3, epistemic state between Layers 3 and 4, authority between Layers 4 and 5 and trust
between Layers 5 and 6. The corresponding logical contracts must be preserved, even when
several layers are implemented within one component, which motivates the proposed
separation. The quantities that might appear to require further layers. Namely, the task
(gt), the local context (ci) and the organizational and contractual constraints contained
in C, are inputs to the loop rather than transformations within it, so markets, operators
and regulators are represented as sources of g; and of C and not as additional layers.
The argument is conditional on the model: it establishes that the six layers cover the closed
loop of Equations (1)—(3) and that each boundary protects a distinct property and it does
not establish that no other partition could do so.
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Table 11. Interface contracts between adjacent layers of the architecture.

Interface

Passed Upward

Passed Downward

Nominal Rate and Latency Budget

Behavior When the Contract Fails

I1, Layer 1 to Layer 2

Sampled electrical quantities, switch
and breaker states and device health

Gate signals, references and
trip commands

Sub-cycle to seconds; deterministic
execution required

Protection settings and local droop
remain in force; the device is isolated if
measurements are lost

Validated estimates, events and quality

Acknowledged set points and mode

Semantic encoding is suspended and

I2,L 2toL o Lo . ds; bounded ing del the 1 b i tate, which
, Layer 2 to Layer 3 flags with timestamps requests within the device envelope Seconds; bounded queueing delay e layer above receives no state, whic
downgrades every dependent action
. . . . 1 . 1 i h i 1
Semantic states, intents, commitments . Seconds to minutes; the validity horizon Ontology m1§maFc is declared,
. . o . Requests for evidence, refresh . the message is rejected and
I3, Layer 3 to Layer 4  and confidence with validity horizon of the evidence must cover the o
. or acknowledgement . L coordination reverts to raw telemetry at
and ontology version authorized execution interval .
reduced authority
. - . . Deliberati d tale belief
Agreed beliefs, coordination outcomes,  Task assignments, constraint updates . ciberetion proceecs on sta'e berels
14, Layer 4 to Layer 5 .. L Minutes; asynchronous only if the staleness is declared;
learned policies and forecasts and negotiation mandates . .
otherwise, the plan request is refused
i i i . . . . i ; li he pl . . .
Candldate action, assumpltions, Verdict, required additional evidence Minutes; no dead ine on the plant and a An incomplete evidence package is
I5, Layer 5 to Layer 6  predicted consequences, validity . . proposal whose evidence expires before . i . ;
- . and permitted authority level . rejected without partial execution
horizon and evidence package a verdict is returned unexecuted
Execution is not started after expiry; if a
Seconds; the authorization expires no sequence has begun, the certified
Execution outcome, deviation and Authorized and bounded set point with  later than the earliest expiry of the recovery rule of Section 7.1 is evaluated
16, Layer 6 to Layer 2

audit record

expiry and rollback condition

evidence based on which it was granted,
allowing for clock skew

from the measured intermediate state
and the previously verified
controller resumes
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3.5.2. Relation to Established Hierarchies and to Standard Microgrid Controller Functions

The architecture is a refinement of the established hierarchy and not a replacement of
it. The correspondence is given in Table 12. Primary and secondary control are mapped
onto Layer 2, while tertiary coordination is mapped onto Layer 4, with semantic informa-
tion exchanged through Layer 3. The transition and dispatch functions of the microgrid
controller specified in IEEE Std 2030.7 [153] are assigned to Layers 2 and 4, respectively.
This is a functional mapping rather than a demonstrated compliant implementation. Test
procedures for those controller functions are provided by IEEE Std 2030.8 [154]; compliance
must be assessed for the implemented controller. Layers 1 and 2 are constrained by the
interconnection requirements of IEEE Std 1547 [155]. The vocabulary of the semantic layer
is drawn from the distributed-energy-resource information model of IEC 61850-7-420 [156]
and the common information model of IEC 61970 and IEC 61968 [157]. The security require-
ments of the IEC 62351 series [151] are relevant across the stack. Security guidance is also
provided by NIST Interagency Report (NISTIR) 7628 [152] and NIST Special Publication
(SP) 800-82 [158].

Table 12. Correspondence between the proposed layers, the classical control hierarchy and the
normative microgrid documents.

Layer

What the Layer Adds Beyond the

Classical Hierarchy Normative Counterpart

Normative Counterpart

Layer 1, Physical energy

IEEE Std 1547 interconnection Nothing is added; the layer is
Plant and converters

and performance
requirements [155]

constrained by the standard

Layer 2, Sensing and edge reflex

Primary and secondary control

Transition function of IEEE Std
2030.7 and its tests in IEEE Std
2030.8 [153,154]

An expiry and a rollback condition
are attached to every externally
originated set point

Layer 3, Semantic and
common knowledge

Validity horizon, confidence,
source authority and ontology
version are made part of the
message rather than of

the documentation

Information models of IEC
61850-7-420 and IEC
61970 [156,157]

No counterpart

Layer 4, Distributed intelligence

Dispatch function of IEEE Std
2030.7 and the standards and
practice of multi-agent power
engineering [10,153]

Operational common knowledge is
defined and tested before a
coordinated action is admitted

Tertiary coordination

Layer 5, Agentic deliberation and
digital twin

Deliberation is admitted as a
proposal generator with no
execution authority

No operational counterpart; the
offline design activity is covered by
IEEE Std 2030.9 [159]

No counterpart

Layer 6, Assurance, governance
and cyber-resilience

IEC 62351, NISTIR 7628 and NIST
SP 800-82 for security; the
artificial-intelligence
risk-management framework and
ISO/IEC 42001 for

governance [55,151,152,158,160]

A machine-checkable evidence
package is required before
authority is granted and the check
is performed independently of the
proposing component

No counterpart

Three additions distinguish the architecture from the normative hierarchy and they
are additions rather than disagreements. First, IEEE Std 2030.7 specifies what the microgrid
controller must do and how its functions are tested, but it does not specify the provenance,
the validity horizon or the semantic version of the information based on which a dispatch
decision is taken because that information was assumed to originate from deterministic su-
pervisory acquisition; Layer 3 supplies that specification. Second, the normative documents
contain no admissibility condition for a proposal produced by a learned or generative
component, since no such component is contemplated in them; Layers 5 and 6 supply
the separation between a proposal and an authorized action, together with the evidence
that must accompany the proposal. Third, the standards define the functions of a single
microgrid controller rather than the epistemic conditions under which several autonomous
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agents may commit shared resources; Layer 4 supplies the definition of operational com-
mon knowledge and its establishment test. The two tables that treat the standards are
keyed differently and are not interchangeable: Table 12 is keyed by layer and states where
each normative asset already applies, whereas the profile table of Section 7.6.4 is keyed
by asset and states what each asset must be extended with. Conversely, nothing in the
architecture relaxes a normative requirement: the dispatch and transition functions retain
their deterministic specification, the interconnection requirements are unaltered and the
added layers can only reduce (never extend) the authority that the standard already grants
to the microgrid controller.

3.5.3. End-to-End Illustrative Example: Fault Isolation and Restoration

The contracts of Table 11 and the coupling rules of Table 10 are illustrated by one
operating sequence: a permanent fault in a feeder zone of a grid-connected community
mini-grid during a period of high photovoltaic infeed, followed by the restoration of
the disconnected loads. The sequence is chosen because it crosses every layer and both
directions of information flow and because it depends on the physical resources whose
planning is discussed in Section 5.2. The steps are listed in Table 13. The quantities in the
table are illustrative values chosen to make the messages concrete and the times are the
latency budgets of the corresponding contracts rather than measurements.

Three points of engineering clarity follow from the sequence. First, capability and
authority are visibly separated: the most capable component, the planner of step 6, never
touches the plant and the only component that does, the protection and control functions
of steps 2 and 8§, is the least deliberative. Second, the physical resources determine what
any layer can achieve: the plan of step 6 exists only because storage B2 holds 240 kWh,
a sectionalizing switch (SW7) was installed and a mobile storage unit was pre-positioned
and the revision of step 7 is possible only because the mobile unit can be connected first,
which are planning decisions of the kind discussed in Section 5.2 and the cognitive layers
can allocate those resources but cannot create them. Third, the evidence and authority
classes fix what may be automated at each stage of the roadmap: the sequence could be
considered for a Stage 3 pilot at evidence class E3 with authority A4 at step 8 only after
every acceptance condition has been verified, whereas in a Stage 2 prototype, the same
sequence stops at step 7 with a simulated action at A3 and in a Stage 1 study;, it produces
the advisory output of step 6 only.

Table 13. Fault isolation and restoration traced across the six layers: information flow, agent decisions
and certified execution.

Step

Layer and Contract

Information Carried or Decision Taken Authority and Time Budget

Layer 1

Fault current in feeder zone Z3; the recloser trips

and the sectionalizing switch (SW3) opens Physical event; sub-cycle

Layer 2, contract I1

Protection isolates Z3 with the recloser and SW3;
droop and local controllers hold voltage and
frequency on the remaining sections; state
estimation flags the measurements that were lost
with the section

A5 by the certified protection and control functions;
sub-cycle to seconds

Validated event: section identifier, isolated loads,

Layer 2 to Layer 3, contract 2 remaining generation and the state of charge of Information only; seconds

storage, all timestamped and carrying quality flags

Layer 3, contract I3

Semantic event and intent objects: zone Z3 isolated;
180 kW of critical load unserved; stored energy of
240 kWh at storage B2 at 60 percent confidence;
ontology version 4; validity horizon of 5 min;
source authority, substation agent

Information only; the validity horizon covers the
authorized execution interval
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Table 13. Cont.

Step

Layer and Contract

Information Carried or Decision Taken Authority and Time Budget

5

Layer 4, contracts I3 and 14

The agents of the storage units, of the
sectionalizing switches and of the mobile storage
unit exchange beliefs; operational common
knowledge of the isolated section, of the available
reserve and of the switch states is established by
acknowledgment; the restoration task is assigned

Coordination outcome, A2; seconds to minutes

6

Layer 5, contracts 14 and 15

Restoration plan proposed: reconfigure through

switch SW7, dispatch storage B2 at 150 kW, route

the mobile storage unit to bus 14 and shed the

deferrable loads; the digital twin evaluates the plan  Proposal, A2 to A3; minutes; no deadline on
against voltage, thermal and reserve constraints; the plant

the evidence package is assembled with

assumptions, predicted consequences, validity

horizon and certificate

Layer 6, contract I5

The governor checks the certificate against the
constraint set: switch interlocks, protection
coordination for the new topology, reserve policy,
authorization of the proposing agent and freshness
of the evidence; the first submission is returned
with the failed conditions and their margins,
worked through in Section 7.1; the revised
illustrative submission, which connects the mobile
unit first, reduces the dispatch and shortens the
expiry, satisfies the stated scalar margins but
requires the remaining checks before authority A4
with a 4-min expiry can be granted

Verdict; minutes

Layer 6 to Layer 2, contract 16

If all checks for the revised plan pass, its

authorized set points and switching sequence are

delivered with expiry and certified recovery A4, bounded set points; seconds; expiry within the
conditions; Layer 2 executes within its envelope validity horizon of the evidence

and continuing dispatch is reauthorized before

expiry; outcomes and deviations are recorded

Layers 4 and 5

The outcome is recorded; the forecasts of reserve
consumption and of restoration duration are
updated under the model registry; no safety policy
is altered

Governed learning; non-real-time

10

All layers, failure cases

If the acknowledgment of the mobile storage agent

is missing at step 5, common knowledge is not

established and the plan is reduced to the resources

whose state is known; if the ontology versions

differ at step 4, the message is rejected and Degradation to the highest satisfied contract
coordination reverts to raw telemetry at authority

A3; if the twin loses synchronization at step 6,

the proposal is refused and protection and local

control continue

4. In-Depth Examination of the Literature

In this section, the principal research streams from which cognitive power mini-grids
are formed are examined in depth. Microgrid control foundations, learning-based coordi-
nation, semantic communication, LLM-based agents, digital twins with neuro-symbolic
assurance and federated foundation models and the distributed artificial intelligence (DAI)
and extended Belief-Desire-Intention (BDIx) agent lineage with flexible power-interface
control are examined in turn. Each representative study is examined through a common
evidence template covering the operational problem, technical method, control hierarchy,
exchanged information, validation environment, reported outcome, principal limitation
and architectural relevance. Hardware-in-the-loop testing is distinguished from simulation
and conceptual analysis. The research families are then compared by control horizon and
authority, by communication and knowledge assumptions and by safety and cybersecurity
evidence so that direct comparison is enabled without ranking studies that address different
technical problems. The methodological limitations, the experimental limitations and the
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boundaries within which the conclusions of each family remain valid are appraised before
the resulting evidence gap is stated.

4.1. Microgrid Control, Distributed Optimization and Multi-Agent Foundations

Following the evidence template established in Section 2.4, the examination starts
with the control foundations on which every later family builds. Lasseter’s early micro-
grid formulation established the essential system concept: a bounded cluster of loads
and microsources should appear as a controllable entity to the wider power system while
maintaining local service in islanded operation [1]. The approach relies on peer-to-peer
local controllers with plug-and-play capability so that each microsource regulates its own
power, voltage and frequency contribution without a dedicated central computer or a fast
communication network. The methodology is conceptual and design-oriented; control
requirements, example configurations and separation behavior are analyzed rather than
a single quantitative benchmark. The reported outcome is architectural feasibility: rapid
disconnection under upstream disturbances, autonomous islanded service and coordi-
nated reconnection were shown to be achievable with local intelligence alone. The paper’s
enduring novelty is therefore architectural rather than algorithmic. It clarified that local
control, rapid disconnection and coordinated reconnection are first-class requirements.
For the cognitive mini-grid, this remains the physical contract: semantic or agentic layers
may modify objectives and set points, but they must not bypass the electrical boundary
conditions that make the microgrid a coherent controllable system.

Guerrero et al. formalized hierarchical control for droop-controlled AC and DC
microgrids by separating primary power sharing, secondary restoration and tertiary power-
flow management [4]. The approach adapts an industrial control hierarchy to converter-
dominated systems: droop and virtual-impedance loops share power without commu-
nication, a slower secondary loop removes the frequency and voltage deviations that
droop introduces and a tertiary loop manages the power exchange with the external grid.
The methodology combines small-signal modeling with simulation results and experimen-
tal verification on representative configurations. The reported results show that secondary
action restores nominal frequency and voltage while droop-based sharing is preserved
and that controlled synchronization with the main grid becomes possible; the novelty is a
standardization-oriented three-level template that remains the reference decomposition
for microgrid autonomy. Bidram and Davoudi subsequently systematized the hierarchical
structure and the roles of centralized and distributed secondary or tertiary controllers [5].
Their methodology is a comparative survey. The principal result is a taxonomy of con-
troller functions, communication requirements and realization options that still supplies the
standard vocabulary for controller responsibilities. Olivares et al. reviewed the evolution
toward advanced energy management, predictive control and communication-supported
coordination through a task-force synthesis whose main outcome is a structured research
agenda rather than a new algorithm [6]. Read together, these papers define the time-scale
and authority boundaries that an Al survey must preserve. Their limitation relative to
cognitive autonomy is not a deficiency in the original work; it is that semantic meaning,
epistemic uncertainty and tool-using agents were outside their scope.

Parisio et al. demonstrated the practical value of MPC for experimental microgrid
optimization by explicitly forecasting future trajectories and enforcing constraints over
a receding horizon [92]. The approach formulates the energy-management problem as
a mixed-integer linear program that models storage dynamics, generator commitment,
curtailment and load management. The methodology closes the loop on a physical experi-
mental microgrid rather than remaining in simulation. The reported experimental results
show that the approach is feasible on the physical system and that the schedules respect the

https:/ /doi.org/10.3390/en19184444


https://doi.org/10.3390/en19184444

Energies 2026, 19, 4444

30 0of 91

operating constraints under realistic forecast errors because the receding horizon repeatedly
corrects the plan as new measurements arrive. The novelty is the experimentally validated
connection between forecasting, optimization and physical actuation. Cominesi et al. ex-
tended this logic with a two-layer stochastic distributed MPC architecture, separating local
decisions from network-level coordination under uncertainty [93]. In their approach, a slow
layer performs scenario-based economic optimization while a faster shrinking-horizon
layer refines the set points against short-term deviations. The methodology is a simulation
case study of a microgrid with renewable generation, storage and controllable exchange
evaluated against deterministic and single-layer alternatives. The reported results indicate
close-to-ideal economic performance with satisfied constraints despite forecast uncertainty.
The novelty is the explicit multi-rate separation between uncertainty-aware planning and
fast correction. These approaches are particularly relevant because they already generate
structured, constraint-aware plans. In a cognitive mini-grid, an agentic planner should
therefore call an MPC or optimal-power-flow service rather than replace it. The agent
supplies interpreted goals and contingency context, the optimizer supplies numerically
feasible schedules and an independent assurance layer verifies the result.

The MAS literature supplies the organizational model. Dimeas and Hatziargyriou
implemented a multi-agent microgrid controller in which local agents represent controllable
entities and coordinate operation without requiring every decision to pass through one
central process [11]. Their approach organizes production, consumption and coordination
agents in a light hierarchy and lets them negotiate through a symmetrical-assignment
market mechanism; the methodology is a prototype agent implementation exercised on
a case-study microgrid with market-based dispatch. The reported results demonstrate
that auction-based agent negotiation can settle local dispatch without a central decision
process. The novelty is the first complete agent-organizational realization of microgrid
control that includes its economic dimension. McArthur et al. separated MAS research into
conceptual foundations and implementation technologies, emphasizing autonomy, social
ability, messaging, ontologies and engineering tools [9,10]. The two-part methodology
pairs a critical concept review with concrete guidance on standards, platforms and design
patterns. The contribution is an engineering discipline for power-system MAS rather
than an experimental result. Pipattanasomporn et al. showed how distributed smart-grid
agents can be designed and implemented for local control tasks through an architecture
in which control, distributed-energy-resource, user and database agents cooperate [103].
Their simulated demonstration isolates the customer system after an upstream outage and
secures critical loads from local resources, so the reported outcome is a reproducible design
template for distribution-level agent deployment. These papers established modularity
and fault containment, but most communication remained syntactic: messages had agreed
formats, yet the epistemic consequences of delivery, delay or conflicting interpretations
have rarely been modeled.

Nunna and Doolla developed multi-agent distributed-energy-resource management
for intelligent microgrids, associating agents with local objectives and coordination respon-
sibilities and coupling energy management with incentive-based demand response across
interconnected microgrids [12]. The methodology is a simulation-based agent implemen-
tation. The reported results indicate improved local balancing and reduced peak stress
when consumer agents respond to incentives. The novelty is the integration of demand
response into agent-level microgrid coordination. Morstyn et al. examined cooperative
control of heterogeneous storage in a DC microgrid and demonstrated why distributed
devices require coordinated state and power-sharing objectives rather than identical local
rules [104]. Their methodology combines consensus-based information exchange with
local feedback design and simulation studies; the reported results show state-of-charge
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balancing and coordinated power sharing among non-identical units without a central con-
troller, which makes the scheme a device-level template for asset agents. Zheng et al. used
asynchronous consensus ADMM for multi-agent energy management, directly addressing
the impracticality of perfectly synchronized updates [105]. The methodology decomposes
the microgrid economic problem across agents that exchange variables under delays and
asynchronous activation and the simulations report convergence to near-optimal schedules
close to the synchronous benchmark; the novelty is the demonstration that distributed
optimization can tolerate realistic communication imperfections. Howell et al. added
holonic and semantic organization, showing how agents can form nested semi-autonomous
groups and use shared information models for distributed energy resources [68]. Their
methodology is an architectural review connecting semantic technologies with holonic
control. The contribution is an organizational roadmap rather than a validated controller.
Collectively, these works motivate the distributed-intelligence layer of the proposed archi-
tecture while also exposing open questions about semantic alignment, changing authority
and verifiable commitments.

Table 14 reveals three successive shifts in the foundational literature. The first shift is
from the microgrid as a controllable electrical entity to a rigorously separated hierarchy
of primary, secondary and tertiary functions. Lasseter’s formulation and the hierarchical
frameworks of Guerrero et al. and Bidram and Davoudi establish the architectural principle
that fast local regulation, restoration and slower economic coordination should not be
collapsed into one controller [1,4,5]. This principle remains binding for cognitive mini-
grids, as argued in Section 3.1: an agentic planner can modify objectives or schedules,
but it should not replace inverter protection or primary frequency response. The second
shift is from fixed hierarchical control toward optimization-based coordination. MPC
and distributed MPC make forecasts, constraints and future trajectories explicit, which
provides a natural bridge to digital-twin validation. Their main limitation for the proposed
architecture is not a lack of rigor but dependence on model fidelity, forecast quality and
defined infeasibility procedures [92,93].

The third shift is organizational. Asset-oriented MAS [11,12], the MAS engineering
discipline for power systems [9,10], cooperative control of distributed storage [104], con-
sensus ADMM [105] and holonic architectures [68] distribute intelligence and remove a
single supervisory bottleneck. However, the comparison shows that distribution is not
equivalent to cognition. Most methods exchange numeric set points, dual variables or
locally estimated states whose meaning is fixed by design. They rarely report ontology
versions, source authority, confidence, acknowledgment status or the conditions under
which a public signal becomes operational common knowledge. Furthermore, validation is
concentrated in analytical models and simulation, with fewer studies examining adversarial
communication, heterogeneous vendor semantics or the behavior of a distributed controller
after a failed optimization or stale update.

The collective lesson is that the classical papers supply the non-negotiable physical
foundation and the distributed papers supply scalable organization, but a cognitive ex-
tension must add explicit message semantics and evidence handling without disturbing
their stability assumptions. A credible implementation should therefore reuse the mature
controllers as certified tools or execution services. Semantic and agentic layers may propose
changed references, coalition structures or schedules, while the established controllers
retain responsibility for feasibility, transient response and safe fallback. This interpretation
also explains why the proposed architecture is layered: it is designed to preserve the
strongest result of each foundational family instead of replacing all of them with a single
learned policy.
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Table 14. Specific examination of foundational control, optimization and multi-agent papers.

Paper

Problem and Control Level

Method/Architecture

Information Assumption

Validation Type

Main Contribution

Limitation and Cognitive-Grid
Relevance

Lasseter [1]

Definition and operation of a
controllable microgrid entity

Local source control, islanding
and system-level
coordination concept

Local measurements and
supervisory coordination

Conceptual /system studies

Established the bounded
microgrid as a controllable
electrical entity

Does not model semantic
knowledge or Al; supplies the
physical contract that cognitive
layers must respect

Guerrero et al. [4]

Power sharing, restoration and
tertiary management

Three-level hierarchical control
for AC/DC systems

Explicit control hierarchy and
time-scale separation

Analytical and representative
case studies

Generalized primary, secondary
and tertiary architecture

Fixed roles and messages;
becomes the

authority /time-scale backbone
of cognitive control

Bidram and Davoudi [5]

Classification of microgrid
controller functions

Centralized and
distributed hierarchy

Communication needs vary
by layer

Survey/analytical synthesis

Clarified controller
responsibilities and structures

Does not capture agent beliefs;
useful for defining prohibited
cross-layer actions

Parisio et al. [92]

Constrained economic
operation

Receding-horizon MPC

Forecasts and explicit models
are available

Experimental microgrid
optimization

Demonstrated constraint-aware
predictive scheduling

Model and forecast dependence;
suitable as a verified tool called
by an agent

Cominesi et al. [93]

Distributed operation
under uncertainty

Two-layer stochastic
distributed MPC

Coordinating variables
exchanged among
local optimizers

Simulation-based evaluation

Connects uncertainty
management with
distributed optimization

Communication semantics and
cyber failures are not central;
forms a numerical
coordination service

Dimeas and Hatziargyriou [11]

Decentralized
microgrid operation

Asset-oriented MAS

Agents exchange
operational messages

Prototype/simulation

Early demonstration of
autonomous agent organization

Semantic equivalence and
common knowledge are implicit
rather than verified

McArthur et al. [9,10]

MAS concepts and engineering
practice for power systems

Agent models, communication,
standards and tools

Shared protocols and ontologies

Two-part survey

Established a rigorous MAS
vocabulary for
power engineering

Predates current MARL and
LLM agents; remains essential
for role and protocol design

Nunna and Doolla [12]

DER management in
intelligent microgrids

Distributed agents with local
and global objectives

Neighbor or
supervisory information

Simulation

Demonstrated modular
DER coordination

Limited treatment of uncertain
semantics and
adversarial messages

Morstyn et al. [104]

Heterogeneous storage
coordination

Cooperative multi-agent control

Local and neighboring storage
states

Analytical/simulation studies

Coordinates non-identical
storage assets

Assumes a trusted control
channel; can become a
device-agent baseline

Asynchronous energy

Delayed or asynchronous

Removes strict

Optimizes numeric variables

Zheng et al. [105] Consensus ADMM in an MAS . Simulation - . but not shared meaning
management variable exchange synchronization requirement .
or authority
Organization of highly Semantic and holonic MAS Shared semantic models among Links semantics with scalable Requires operational ontologies

Howell et al. [68]

distributed energy resources

nested agent groups

Architectural review /proposal

organizational structure

and safety interfaces before
closed-loop deployment
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4.2. Reinforcement Learning, MARL and Common-Knowledge Coordination

Learning-based methods form the first family that attempts to relax the model depen-
dence of the foundations examined above. The study of Kuznetsova et al. was among the
early works that formulated microgrid energy management as an RL problem in which
sequential decisions are learned from interactions rather than solved exclusively from a
known model [161]. The approach applies tabular Q-learning to battery scheduling in a
microgrid with wind generation, using a two-step-ahead decision formulation. The method-
ology is a scenario-based simulation study of repeated daily operation. The reported results
show improved battery utilization and better attainment of the customer’s reliability goals
across the simulated scenarios. The novelty is the demonstration that a learned sequential
policy can encode operational experience under generation uncertainty. The importance of
the work lies in its treatment of uncertainty and repeated operation. Its limitation is shared
by many early RL studies: the environment and reward define what the controller regards
as correct, while electrical safety is usually enforced indirectly through penalties or through
a simplified simulator.

Foruzan et al. used RL for distributed energy management and showed how local
decision makers can learn coordinated economic behavior [119]. The approach assigns
learning agents to generation units, storage and customers inside a microgrid energy
market. The methodology is a multi-agent Q-learning simulation over repeated market
interactions. The reported results show convergence toward near-optimal bidding and
dispatch strategies, together with scalability across microgrid sizes; the novelty is a fully
distributed learned management scheme in which no agent requires the internal models of
the others. Zeng et al. combined approximate dynamic programming with deep recurrent
learning to represent temporal dependencies in microgrid operation [120]. Their method-
ology approximates the value function with a recurrent network trained over stochastic
operating scenarios. The reported results approach the offline optimization benchmark
while remaining executable online; the novelty is the explicit modeling of memory in the
learned energy-management decision process. Ji et al. studied real-time energy manage-
ment using deep RL, demonstrating the attraction of direct state-to-action policies for online
operation [121]. The methodology trains a deep Q-network on stochastic renewable, load
and price scenarios. The reported results show lower expected operating costs than myopic
rules while approaching the cost of an idealized deterministic schedule, without requiring
explicit forecasts at decision time. Du and Li extended model-free learning to a multi-
microgrid setting, where coordination must account for exchanges among several local
systems [122]. In their approach, a distribution-level operator learns retail decisions with a
model-free method while a deep network surrogate represents the aggregated response
of each microgrid, so internal models remain private; the reported simulation results indi-
cate reduced system-level peaks and costs. The novelty is coordination across electrical
boundaries without internal-model disclosure. These papers progressively enlarge the state
and decision spaces, but they also increase the difficulty of tracing why a particular action
was selected.

Goh et al. examined multistage reward-function design and showed that reported
RL performance can be strongly influenced by how objectives and constraint violations
are encoded [162]. Their methodology evaluates alternative reward stages on the same
microgrid energy-management task. The reported results show that a multistage design
improves convergence behavior and constraint adherence relative to single-stage rewards;
the principal contribution is methodological. Namely, that conclusions about “RL perfor-
mance” are partly conclusions about reward engineering. Ye et al. explicitly addressed
safe deep reinforcement learning (DRL) for microgrid energy management by integrat-
ing learning with operational limits and a spatiotemporal perception of the distribution
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network state [123]. The methodology couples a safety-constrained learning formulation
with a spatial-temporal state representation of the distribution network and evaluates
it in closed-loop distribution-network simulations; operating costs competitive with un-
constrained DRL, together with substantially reduced constraint violations, are reported.
The novelty is the treatment of safety as an explicit optimization structure rather than a
penalty weight. Lee et al. proposed a newer DRL-based EMS architecture that continues the
trend toward integrated learned decision pipelines, reporting improved economic and oper-
ational indicators against the compared baselines in simulation [163]. The key lesson is that
“safe RL” should not be inferred from a low observed violation rate. A deployment claim
requires a defined safe set, a mechanism that prevents or corrects unsafe actions and tests
under distribution shifts and rare contingencies. Learned policies should be layered with
deterministic fallback control: the learning policy proposes economically or operationally
useful actions, while a shield, verifier or backup controller preserves invariants.

Beyond the power domain, the general MARL literature supplies the coordination
mechanisms on which these studies build. Multi-agent deep deterministic policy gradient
(MADDPG) trains centralized critics with decentralized actors [131]. Value-decomposition
networks (VDNs) and QMIX factorize a joint value function for decentralized execu-
tion [133,134]. Counterfactual multi-agent policy gradients (COMA) address credit assign-
ment with counterfactual baselines [132]. MACKRL conditions group policies on common
knowledge and local policies on individual information [15]. Safe-learning research adds
shielding [150], Lyapunov-constrained policy updates [164] and the broader safe-RL taxon-
omy [64]. These works are cited for the ideas they contribute; because their benchmarks
are not electrical, they are not examined in Table 15.

In a mini-grid, common knowledge could arise from synchronized frequency mea-
surements, authenticated broadcasts, acknowledged commitments or a replicated event log.
However, observing the same physical variable is not always equivalent to having common
knowledge: sensor errors, local filtering and communication failures may cause different
interpretations. The cognitive mini-grid therefore requires explicit acknowledgment and
validity semantics when a coordinated action depends on a shared fact.

The learning studies in Table 15 differ along two decisive dimensions: where coor-
dination occurs and how safety is represented. Early and centralized RL studies learn an
energy-management policy from repeated interaction, usually with feasibility embedded
in the environment, penalties or the action space [121,161]. Distributed RL [119] and multi-
microgrid studies [122] move decisions toward local controllers and inter-grid exchanges,
improving scalability and adaptation but also increasing non-stationarity because each
learning agent changes the environment observed by the others. The recurrent approximate-
dynamic-programming approach instead retains a single EMS-level decision process while
enlarging its temporal memory [120]. Reward-design studies demonstrate that apparently
superior policies may be artifacts of the selected reward decomposition, which means that
cost or cumulative reward alone cannot establish engineering superiority [162]. The safe-
DRL approach improves this position by making admissibility or risk part of the learning
architecture rather than a post hoc observation [123].

Coordination under partial observation exposes a separate issue. For mini-grids,
the distinction between group policies conditioned on common knowledge and local
policies conditioned on individual information is operationally important. A group action
such as coordinated islanding, black start or reserve commitment should not be triggered
merely because several agents possess similar local observations; the relevant state and
authorization must be sufficiently shared and acknowledged. The general MARL literature
demonstrates the algorithmic value of shared information but does not, by itself, specify
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how electrical agents establish that information under packet loss, inconsistent topology

models or compromised broadcasts.

Table 15. Specific examination of learning and coordination studies relevant to cognitive mini-grids.

Decision Learning Coordination Evidence Main Unresolved
Paper/Method Problem Mechanism Model Safety Treatment Contributed Issue
Sequential energy  RL policy learned  Primarily Constraints Established RL as lelted safety
Kuznetsova represented . . . evidence and
management from repeated local/EMS . a viable microgrid
etal. [161] . : e through environ- ; transfer across op-
under uncertainty ~ operation decision process EMS formulation . e
ment/reward erating conditions
- Convergence and
Distributed Local decision Operational D.em.o nstrated stability under
Foruzan . s makers L distributed o
economic Distributed RL . constraints in communication
etal. [119] coordinate . learned resource . .
management problem design failures require
energy use management d .
eeper analysis
Dynamic ener Approximate Captures Limited
y 8y dynamic EMS-level Feasibility pture: interpretability
management . . . sequential
Zeng et al. [120] . programming state/action embedded in . and out-of-
with temporal uncertainty o
. and recurrent process the model distribution
dependencies . and memory
modeling guarantees
. Online microgrid Central EMS Penalty./ Shqws dlro?ct Does. not, by itself,
Jietal [121] schedulin Deep RL olic constraint online policy provide
& polcy formulation inference certifiable safety
. Shared-state,
L Extends learning .
Coordination Deep neural . . System privacy and
. . Inter-microgrid L beyond one . .
Du and Li [122] among multiple network plus constraints in . strategic behavior
. - exchanges . . electrical .
microgrids model-free RL simulation assumptions need
boundary .
scrutiny
Demonstrates Reward
Effect of reward Multistage Depends on Constraints sensitivity of compliance is not
Goh et al. [162] design on reward agn alvsis selected RL encoded through  conclusions to equivalent to
EMS behavior Y architecture reward stages reward invariant
engineering enforcement
Moves evaluation Rare-event,
Energy Explicit safety model-mismatch
. EMS-level from reward .
Ye et al. [123] management with ~ Safe DRL mecha- and real-time
. controller . o alone toward safe
operational safety nism/limits assurance

operation

remain open

Accordingly, Table 15 supports a bounded role for learned policies. RL is well suited to

scheduling, adaptation, forecasting-assisted decisions and candidate action selection under

uncertainty. It is less suitable as the sole source of fast protection or as the final authority for

high-consequence switching unless a separate safety mechanism proves the admissibility

of the action. Future comparisons should therefore report not only reward and mean

operating cost but rare-event violations, distribution shift, asynchronous observations,

unsafe proposals rejected by a shield, verifier latency and policy-update governance. This

evidence would distinguish a high-scoring simulator policy from a learning component

that can be responsibly integrated into the cognitive architecture.

4.3. Semantic Communication, Task-Oriented Messaging and Semantic Control

Every learning or coordination method examined so far assumes that agents can

exchange the information their policies require; semantic communication addresses what

should be exchanged and how its meaning is preserved. Outside the power domain,

the semantic-communication literature establishes the idea itself: semantic information the-

ory [19], the 6G view of semantic and goal-oriented communication [20,21], learned end-to-

end semantic transmission [23], task-oriented multi-user semantics [165] and significance-

and age-aware messaging [22,166]. These works supply the vocabulary of semantic con-
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trol adopted in Section 3.2, but they were not evaluated on electrical tasks, so only the
power-specific study is examined in Table 16.

Diao et al. examined neuromorphic event-driven semantic communication in the mi-
crogrid domain [27]; the study is summarized in Table 16. The approach embeds a spiking
neural network (SNN) at each converter node. The SNNs are trained collaboratively online
using only the power exchanges between the nodes so that remote information is inferred
from local electrical measurements without a dedicated communication channel, while an
event-driven selective process collects the sparse data used for training. The methodology
validates the scheme in simulation across different microgrid topologies and components
and in a laboratory test with two DC/DC converters subjected to load-change and line-
outage events. The reported results indicate reliable coordination performance without the
exogenous data paths of a conventional communication layer. The novelty is the direct co-
design of semantic representation, event-driven signaling and microgrid control. The work
is important for three reasons. It treats communication as part of the physical coordination
problem, uses event-driven representations that are compatible with sparse grid distur-
bances and targets low-overhead embedded operation. Its evidence is a meaningful proof
of concept, yet it does not establish a general semantic standard for heterogeneous devices
or demonstrate that compressed messages preserve every fact needed for protection and
formal verification.

Semantic control also changes the definition of common knowledge. A broadcast is
not sufficient when coordinated action depends on every agent knowing that every other
relevant agent received and understood the same instruction. A reliable semantic-control
protocol therefore needs message identity, source authority, context, confidence, validity
horizon, required acknowledgments and a commitment state. These fields can be added
above IEC 61850, the Common Information Model (CIM), IEEE 2030.5 or MQTT without
replacing existing device and service models.

Conventional semantic metrics are insufficient for a power mini-grid. Sentence sim-
ilarity, classification accuracy or task success can remain high, even when the omitted
information is precisely what a controller requires to verify safety. A message such as “stor-
age available” may preserve the general meaning while concealing the maximum power,
duration, reserve policy, state of health or validity interval. The study of Diao et al. is
especially important because it moves the evaluation into a microgrid control context and as-
sociates sparse event-driven representations with electrical coordination [27]. Nevertheless,
this emerging line still needs broader tests covering packet loss, delayed acknowledgments,
ontology mismatch, malicious semantic substitutions and transient electrical consequences.

The principal comparative conclusion is that semantic compression must be safety-
aware and reversible. The receiver should be able to request raw evidence when confidence
is low, when the action consequence is high or when the semantic codebook version is
inconsistent. The transmitted object should include not only a compact intent but prove-
nance, confidence, physical scope, units and validity horizon. Evaluation should compare
raw-data streaming, conventional event triggering and semantic messaging under the
same communication budget and disturbance scenarios. In this way, the benefit claimed
by semantic control can be separated into bandwidth reduction, faster decision formation
and improved coordination, while any loss of observability or verification coverage is
measured explicitly.

4.4. LLM-Based Agents, Tool Use and Supervisory Autonomy

Semantic messages must be interpreted, related to operating rules and turned into
proposals by a deliberative component; LLM-based agents are the most recent candidates
for that role. The general agent literature provides the mechanisms that the grid-specific
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systems reuse: RAG grounds generated text in retrieved documents [30], ReAct interleaves
reasoning steps with tool actions [31], Toolformer learns when to call external tools [32] and
AutoGen and MetaGPT organize role-specialized multi-agent workflows [44,45]. These
mechanisms were validated on language and software benchmarks without electrical
deadlines, so they are referenced for their design ideas and are not examined in Table 17.

Grid-Agent applies these mechanisms directly to power-grid control [33]. A planning
agent produces coordinated action sequences and interacts with numerical power-flow
tools, while a validation agent evaluates the proposal in a sandbox and supports rollback.
The methodology exercises the framework on violation-mitigation scenarios in standard
IEEE and CIGRE networks. Successful mitigation of injected violations, including multiple
simultaneous violations, is reported across six LLM configurations of the same architecture,
with performance varying by the selected model. These experiments demonstrate that
semantic reasoning can be combined with numerical analysis. Formal optimality is not
established by the study. The paper’s central contribution is not that an LLM replaces
optimization; it is the modular separation of planning and validation. The main limitation
for mini-grid deployment is evidence maturity: simulation success does not establish
bounded latency, cyber isolation, prompt robustness, protection compatibility or authority
management on a live system.

X-GridAgent focuses on assisting in power-system analysis through a hierarchical plan-
ning, coordination and action architecture [34]. Natural-language interaction is combined
with domain tools and structured retrieval, including mechanisms for prompt refinement
and schema-adaptive RAG. The reported evaluation covers power-flow, optimal-power-
flow and contingency-style queries. Previously unseen analysis tasks were decomposed
and completed from conversational input in the evaluated cases. The layered translation
from open-ended language to workflows executed through numerical tools is the architec-
tural contribution. This makes it an operator-support architecture rather than a millisecond
controller. Its strength is extensibility and the ability to decompose previously unseen
analysis requests. Its risk is that tool selection, parameter construction and interpretation
remain model-mediated; the system therefore needs typed interfaces, provenance records
and independent checks of every numerical result.

The semantic risk-aware VPP direction uses language models to interpret unstructured
warnings or contextual information and translate them into optimization constraints or
pre-activation decisions [167]. The methodology introduces a semantic demand-response
pre-activation constraint into a virtual power plant dispatch model, where interpreted early-
warning text modifies reserves and flexible-load commitments before the risk materializes.
Improved dispatch outcomes relative to the deterministic baseline are reported in a seven-
day controlled stress test with synthetic alert messages; contextual language is incorporated
through scenario generation, penalties and dispatch constraints. This is a promising
example of semantic control because natural-language information becomes a formally
constrained input to an optimization model. The critical boundary is the translation step:
ambiguous text must not silently become a hard operational constraint. Confidence, source
credibility, conflict resolution and human approval should be explicit when the interpreted
information changes reserve, curtailment or market commitments.
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Table 16. Specific examination of semantic and task-oriented communication research.

Paper Semantic Objective Represer.lta.t ton Receiver Task Validation Context Coptnbutlon to Gap for Mini-Grid
and Optimization This Survey Deployment
Replace exogenous Simulation across Generalization,

Diao et al. [27]

data exchange with
inference from

power flows

Spiking /neuromorphic
event representation

Distributed microgrid
coordination

microgrid topologies
and a two-converter

laboratory test

Directly links semantic
communication and
mini-grid control

interoperability, cyber
resilience and hardware
trials are limited

Table 17. Specific examination of LLM and agentic systems relevant to power and mini-grid operation.

Required Extension for

System/Paper Agent Roles Grounding and Tools Output Authority Evidence Important Contribution Cognitive Mini-Grids
Candidate corrective Demonstrates Requires real-time tests,
Planner and Power-flow solvers and IEEE and CIGRE composition of semantic  cyber isolation,

Grid-Agent [33]

validation agents

sandbox evaluation

control with
validation/rollback

simulation cases

planning and numerical
precision

protection studies and
formal authority limits

X-GridAgent [34]

Planning, coordination
and action layers

Domain tools, structured
databases and
hybrid RAG

Analysis assistance

Multiple grid-analysis
queries and cases

Automates interpretable
workflows through
natural language

Requires reproducible
model versions, typed
tool calls and safety
cases for operational use

Semantic virtual
power plant (VPP)
framework [167]

Semantic interpreter
plus optimizer

Textual
warnings/context linked
to dispatch model

Changes optimization
inputs or pre-activation

Emerging optimization
studies

Connects unstructured
context with constrained
energy decisions

Source credibility,
ambiguity, approval and
adversarial text must

be addressed

Agentic smart-grid
synthesis [35]

Reviewed architectures
span multi-agent, RL,
digital-twin and
physics-based control

Not a system; proposes
evaluation criteria of
stability, safety,
interpretability,
certification readiness
and interoperability

Ranges from advice to
autonomous control
across the reviewed
systems

Survey of reviewed
prototypes

Organizes a rapidly
emerging field and its
safety concerns

Mini-grid-specific
latency, offline operation
and proof-carrying
execution need

deeper study
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The wider agentic-Al review literature identifies planning, memory, tool use and
autonomous execution as defining capabilities. Wang et al. structured LLM-based au-
tonomous agents around profile, memory, planning and action modules [168] and Xi et al.
surveyed the rise and potential of LLM-based agents, including their communication
and societal risks [46]. The smart-grid-specific review by Kiasari and Aly surveys agentic
architectures, multi-agent and RL control, digital-twin optimization and physics-based
control [35]. The review proposes an evaluation framework based on stability, safety,
interpretability, certification readiness and interoperability with grid codes; its principal
contribution is a consolidated synthesis and evaluation framework for certifiable agentic
grid control rather than a new system [35]. For cognitive mini-grids, these capabilities
must be assigned to the bounded roles specified in Section 3.3. A planner may generate
candidate actions, an analyst may summarize incidents, a market agent may negotiate
within approved limits and a validator may reject unsafe proposals. No language agent
should have unrestricted write access to protection settings, inverter firmware or switching
equipment. The architecture must also remain functional when cloud models or external
networks are unavailable.

The entries in Table 17 provide direct domain relevance. Grid-Agent combines a
planning agent with numerical validation and sandbox evaluation, while X-Grid Agent or-
ganizes planning, coordination and action layers around grid-analysis tools and structured
retrieval [33,34]. The semantic VPP framework further shows how textual warnings or
contextual information can alter the inputs or pre-activation constraints of an optimization
problem [167]. Compared with generic chat-based demonstrations, these systems make
an important methodological advance: the LLM does not calculate the final power-flow
result from language alone but delegates precise computation to domain tools. Even so,
the validation is mainly simulation-based and the remaining questions concern model ver-
sioning, real-time performance, stale retrieval, tool failure, adversarial prompts, cross-agent
impersonation and the formal limit of action authority.

The comparison supports a clear deployment rule. LLM or SLM agents should initially
be treated as planners, analysts, coordinators and interfaces. Their outputs should be
typed objects that contain goals, selected tools, parameters, assumptions and evidence
links. A separate deterministic service should validate units, topology, state freshness,
power-flow feasibility, stability constraints, access rights and rollback readiness. Only the
certified result should reach an actuator. Evaluation should report tool-call correctness,
unsupported statements, unsafe proposals, the validation catch rate, total latency and
recovery after missing or contradictory data. Under this design, agentic Al adds flexibility
and explanation without becoming an unbounded control path.

4.5. Digital Twins, Neuro-Symbolic Assurance and Federated Foundation Models

Keeping that control path bounded requires a place where proposals can be evaluated
and a mechanism by which they are admitted or rejected. Digital-twin research provides
the environment in which a proposed action can be tested before it reaches the physical
mini-grid, which is the role assigned to twins in Section 3.4. The general twin literature
defines the concept [61,140]; distinguishes an offline digital model, a data-connected digital
shadow and a bidirectionally coupled digital twin [139]; and emphasizes synchronization,
fidelity, lifecycle integration and uncertainty as open challenges [138,141]. These domain-
independent definitions are adopted here without separate examination. Recent power-
system digital-twin studies move the concept toward operational use [60,142]. In the
deployment-oriented account, lessons are distilled from two laboratory-scale live twins
of DC microgrids that share controllers and real-time data streams with their physical
counterparts; fidelity standards, multi-physics modeling and real-time synchronization are
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reported as the principal challenges [142]. In the smart-grid introduction, a twin is defined
as a real-time, high-fidelity representation that controls its physical counterpart through
computational reflection [60]. In this survey, latency guarantees and model fidelity are
therefore treated as explicit requirements rather than optional refinements. For a cognitive
mini-grid, topology, parameters, asset states, communication state and uncertainty should
be maintained by the twin. Counterfactual questions should be answered about whether
a proposed switching sequence causes overload, whether a delayed battery response
compromises frequency recovery and which assumption caused a plan to fail. A causal twin
is therefore more valuable than a purely predictive surrogate when the system encounters
a disturbance outside the training distribution.

Neuro-symbolic Al addresses a related assurance need. Uncertain states can be in-
ferred, anomalies can be detected and actions can be proposed by neural components, while
grid rules, switching interlocks, authorization policies and explanation traces can be en-
coded by symbolic components. The foundations of neural-symbolic learning systems [169]
and the case for a third wave of neuro-symbolic Al [47] supply the general framework,
while a grid-oriented preprint applies it to autonomous grid operation [62]. In that preprint,
which, under the source policy stated in Section 2.1, is treated as evidence of an emerging
direction only, control actions are proposed by a trainable actor—critic policy, while rules
are enforced and traceable justifications are produced by a logic-based module. Better
performance than purely neural and purely rule-based controllers is reported in simulations
on a distribution-grid testbed, together with traceable decision records [62]. The principal
contribution is the treatment of explainable autonomous operation as a hybrid reasoning
problem rather than as post hoc visualization. Evidence maturity remains a limitation be-
cause symbolic rules may be incomplete and neural outputs may be miscalibrated. Conflict
handling and deterministic fallback are therefore required by the architecture.

Proof-carrying code offers a useful assurance analogy: untrusted code is accepted
only when accompanied by evidence that a specified policy holds [73]. In the original
formulation, a machine-checkable proof is attached to the code and acceptance is decided
by a small trusted verifier rather than by trust in the producer [73]. A proof-carrying agent
action similarly includes the proposed command, initial-state assumptions, model and
tool versions, predicted consequences, constraint margins, authorization and a compact
certificate. The verifier is intentionally simpler than the planner. Model error is not
eliminated, but the execution decision is shifted from trust in the agent’s narrative to
verification of explicit claims.

Federated learning addresses the fact that mini-grid operators may benefit from shared
models without transferring raw customer or operational data. The canonical algorithms
are FedAvg, which averages locally trained models under non-identically distributed
data [16], and FedProx, which adds a proximal term for heterogeneous clients [170]; the
FL literature further documents privacy, communication, poisoning and participation
challenges [17,124]. A mini-grid federation adds topology differences, seasonal regimes,
hardware diversity and regulatory boundaries. Consequently, a globally averaged model
may be inferior to a personalized or clustered model.

Power-grid foundation-model research is beginning to explore reusable representa-
tions and general-purpose operational assistance [52]. Federated foundation models extend
this idea across organizations [125], while trustworthiness layers seek calibrated uncer-
tainty or conformal evidence for high-consequence decisions [54]. These are future-oriented
contributions rather than deployment-ready systems. Their value to the survey is that
they reveal a possible shared cognitive substrate; their limitation is the unresolved cost
of training, update governance, data provenance, catastrophic forgetting, security and
physical certification.
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The studies in Table 18 occupy different parts of an assurance pipeline and should
not be treated as interchangeable “digital twin” solutions. The distinction between an
offline digital model, a data-connected shadow and a bidirectionally coupled twin is
essential for mini-grids because a planning agent may produce a valid result in an offline
model while the physical topology, storage state or protection status has already changed.
Power-grid twin studies bring the concept closer to operational monitoring and control,
but the evidence remains heterogeneous and standard interfaces, causal validation and
field demonstrations are still limited [60,142].

The neuro-symbolic entry addresses trust from a different direction. Neuro-symbolic
grid Al combines learned adaptation with explicit rules, improving traceability and allow-
ing known constraints to override a neural proposal [62]. Proof-carrying code contributes
the stronger architectural idea that an untrusted producer can submit a proposal together
with machine-checkable evidence, after which a small trusted verifier decides whether to
accept it [73]. In a cognitive mini-grid, the digital twin can generate predicted consequences,
the symbolic layer can encode policy and physical invariants and the proof-carrying in-
terface can bind the proposal to its assumptions and validity horizon. The principal open
issue is the construction of certificate languages and verifiers that are expressive enough
for grid constraints but fast and simple enough to be independently trusted.

Foundation-model studies add cross-site intelligence rather than direct operational
assurance. Emerging grid and federated foundation models aim to reuse multimodal
representations across sites and tasks [52,125]. Their benefits are strongest for forecasting,
diagnosis, retrieval and representation learning. Their risks include poisoning, drift across
non-identically distributed sites, excessive communication, uncertain model provenance
and unsafe generalization to closed-loop decisions. Table 18 therefore suggests a division
of labor: federated models provide hypotheses and forecasts, twins evaluate consequences,
symbolic policies express constraints and a proof verifier controls execution. No single
component should certify its own output.

Table 18. Specific examination of twins, assurance and distributed foundation-model research.

Model or

Connection to

Contribution to

Paper/Stream Primary Purpose  Assurance the Physical f/}’;:iue:iltce Cognitive Ef::t;lifén
Mechanism System y Mini-Grids
Apply twins to Power-system Intended Laboratory-scale . . Standard
. 2 4 K . Brings twin interfaces, causal
Power-grid monitoring, models linked closed-loop or live twins and an . . 1o
. . ) . . concepts into grid ~ validation and
twins [60,142] analysis and with operational operator-support  introductory . .
. . . workflows field evidence
grid operation data connection book chapter L
are limited
. Rule
. Provides
Combine Intended . . completeness,
. . . Neural proposals . Emerging interpretable . .
Neuro-symbolic adaptation with . supervisory - . conflict handling
: - plus symbolic con- e preprint/ safety logic .
grid Al [62] explicit rules and . . decision and independent
. straints /reasoning prototype around learned L
explanations support/control : replication
behavior
are needed
- Could supply
Grid/federated Reuse . Pretram'mg, Primarily shared Compute cost,
) representations adaptation and . : data governance
foundation analytical/model ~ Early research multimodal e
across tasks federated . - and certification
models [52,125] : . layer intelligence
and sites collaboration L are unresolved
across mini-grids
. Coverage under
Trust layer for Add cahbrgted Uncertainty / - . Moves beyond distribution shift
. . trustworthiness Decision-support ~ Emerging P
grid foundation . conformal-style . - raw prediction and closed-loop
, to foundation- interface preprint
models [54] assurance layer accuracy consequences

model outputs

need validation
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4.6. DAI/BDIx Agent Frameworks and Flexible Power-Interface Control for Power Grids

Two complementary research lines connect the preceding clusters to deployable mini-
grid intelligence and are therefore examined with the same template. The first is the DAI
framework with BDIx agents developed by Ioannou et al. [149]. The second is the flexible
power-interface and power-flow assignment line developed by Javaid et al. [147,148,171].
The first line informs the distributed decision and learning layers of the proposed archi-
tecture. The second provides power-flow control methods and balanceability conditions
within explicitly modeled device and connection limits. Their integration into the complete
cognitive architecture is proposed here. Table 19 compares the individual approaches and
their associated papers.

The DAI/BDIXx line originated in wireless networking, where a BDIx agent embedded
in every device selects its device-to-device (D2D) transmission mode autonomously [172].
The framework was later generalized through a DAI framework with machine learning for
D2D communication in fifth-generation (5G) and 6G networks [173], applied to dynamic
D2D communication [174] and consolidated in a monograph on distributed Al for 5G/6G
communications [175]. These studies are cited for the agent architecture only. Because their
evaluation is not electrical, they are not examined in Table 19. The framework was trans-
ferred to power systems in a nano-grid setting [149]. In this approach, BDIx agents are
attached to fluctuating generators, fluctuating loads and storage devices; maintain local
beliefs about the power state; and negotiate balancing actions so that supply—demand
equilibrium is preserved without a central controller. The methodology is a simulation
campaign over fluctuating photovoltaic generation and stochastic consumption in which
the distributed agent organization is compared with centralized management across op-
erating scenarios. Sustained power balance under the examined fluctuations is reported
together with faster local reactions and lower coordination overhead than the centralized
alternative; the reported values, the baseline, the system size and the platform of this and
the other studies of the two lines are collected in Table 20, together with the corresponding
entries for the semantic-communication study of Section 4.3 and the predictive-control
experiment of Section 4.1, so that the evidence class assigned to each study in Table 21 can
be read against the outcome it rests on. The novelty is the demonstration that the DAI
framework can be instantiated as an energy-management organization in which every
electrical asset hosts an autonomous agent. A companion conference study embedded
forecasting into the same agent organization so that predicted power trajectories support
mini-grid stability decisions [176]. The relevance to this survey is architectural: the BDIx
agent supplies exactly the belief maintenance, desire arbitration and intention execution
cycle that Section 3 assigns to the distributed-intelligence layer.

The learning-oriented continuation addresses state-of-charge balancing across hetero-
geneous battery systems [177]. The hierarchical predictive-adaptive control framework
combines a long-horizon predictive engine with a fast adaptive layer. The predictive en-
gine is implemented as a federated Transformer that produces multi-horizon probabilistic
net-load forecasts across collaborating mini-grids, whereas in the adaptive layer, a DRL
policy corrects the balancing decisions online. The framework is evaluated with thirteen
alternative controllers under heterogeneous battery conditions and stochastic generation,
with sensitivity analysis of the reward weights and ablation of forecasting and reward-
shaping components. Improvements in state-of-charge balance and operating behavior
are reported for the evaluated scenarios: in a MATLAB R2025a digital-twin environment
and in a comparison of fourteen controllers, including the proposed controller, spanning
rule-based, model-predictive and deep-reinforcement-learning families, the framework
is reported to reach the lowest state-of-charge variance (described as essentially zero)
and the lowest bus-voltage variance of the fourteen at near-minimal operating cost and
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moderate energy throughput over a 24 h base case and three-day runs, with robustness
shown under high net-load volatility and under communication impairments of the fore-
cast channel. The architectural distinction relevant to this survey is the separation of
federated forecasting from adaptive control within one learning stack. The forecasting
branch was extended through a physics-guided self-supervised graph temporal Trans-
former that predicts electricity inconsistencies in mini-grids by exploiting the electrical
graph structure and physics-consistent pretraining objectives, with reported gains over
purely data-driven forecasting baselines [178]: on a six-node proxy graph derived from the
University of California, Irvine (UCI) household consumption dataset with synthetically
injected inconsistency episodes, it reaches an area under the receiver operating characteris-
tic curve (AUC-ROC) of 0.8959, an F1 score of 0.8307 and a false-alarm rate of 0.41 percent,
an Fl-score 2.2 percent higher than the strongest recurrent baseline and up to 15.2 percent
higher than the long short-term memory (LSTM) baseline, with a false-alarm rate about
52 percent lower than the LSTM baseline. On the IEEE 13-node test feeder simulated in
OpenDSS, it reaches an area under the curve of 0.9016 and an F1 score of 0.8361 against
eight baselines.

The flexible power-interface line approaches the same physical problem from the op-
posite direction: instead of learning behavior, it makes power flows individually designable
and formally checkable. The power-flow coloring concept assigns a unique identifier to
each power flow between a specific source and a specific load so that multiple simultaneous
flow patterns can be designed with respect to availability, cost and emissions [171]. The im-
plementation study realized the concept over a nano-grid with fluctuating loads through a
cooperative distributed control method in which a master—slave role assignment among
sources and a time-slot-based feedback loop absorb the fluctuations [147]. The method-
ology includes a physical implementation. Maintenance of the designated flow patterns
and stable voltage under load fluctuations is reported; the extension to simultaneously
fluctuating sources and loads compiles a power-flow-pattern matrix into per-device power
ratios and demonstrates the resulting operation [171]. The novelty of the line is the trans-
formation of aggregate power balance into individually accountable source-to-load flows,
which anticipates the per-commitment accountability that agentic coordination requires.

The balanceability branch of the same line replaces empirical tuning with formal
feasibility. A system characterization that states safe operation conditions among power
generators, loads and storage devices was derived so that the balanceability of a config-
uration with given fluctuation ranges can be decided [148]. An efficient testing scheme
reduces the computational effort of this decision compared with exhaustive checking [179]
and the storage-sizing study derives the system condition under which power balancing is
guaranteed and computes optimized storage sizes that satisfy it [180]. The methodology
across these papers is analytical characterization supported by numerical demonstra-
tions. The reported results are checkable conditions and minimum storage capacities
rather than empirical performance curves; the novelty is precisely this checkability, which
makes the conditions natural candidate predicates for the proof-carrying actions developed
in Section 7.1. The joint continuation applies multiple-load power-flow assignment to
loss mitigation under incremental load variations while user comfort is preserved [181].
Four logical interconnection scenarios among generators, loads and storage are evaluated
with three control algorithms based on total demand, adaptive demand and grid support,
using measured photovoltaic and fuel-cell data across seasons. Reduced storage-related
losses are reported as interconnection richness increases, full daily demand satisfaction
is achieved when grid support is available and critical loads are prioritized through the
adaptive policy when grid support is limited.
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Table 19. Specific examination of the DAI/BDIx agent approaches of Ioannou et al. and the flexible power-interface approaches of Javaid et al. for power grids.

Paper

Problem and Setting

Approach and Method

Validation

Results in Brief

Novelty and Contribution

Role in the Cognitive
Mini-Grid

Ioannou et al. [149]

Power balance of a
nano-grid with fluctuating
sources, loads and storage

BDIx agents per electrical
asset negotiating balancing
actions

Simulation campaign
against centralized
management across
scenarios

Sustained supply—demand
balance with faster local
reactions and lower
coordination overhead

Instantiation of DAI for
distributed power
management and control

Direct instantiation of the
distributed-intelligence
layer on grid assets

Ioannou et al. [176]

Forecast support for
mini-grid stability

Agent-embedded power
forecasting inside the DAI
organization

Conference-scale simulation
demonstration

Predicted trajectories
improved agent balancing
decisions

Coupling of forecasting with
agent deliberation

Perception-to-belief
pathway of the agent cycle

Ioannou et al. [177]

State-of-charge balancing
across heterogeneous battery
systems in mini-grids

Hierarchical control:
federated Transformer
forecasts plus a DRL
adaptive layer

Comparison with thirteen
alternative controllers;
sensitivity and ablation
studies

Improved balance and
operation in the evaluated
scenarios

Separates federated
forecasting from adaptive
control

Combined learning and
coordination layers with
time-scale separation

Toannou et al. [178]

Forecasting electricity
inconsistencies in mini-grids

Physics-guided
self-supervised graph
temporal Transformer

Comparative evaluation
against data-driven
forecasting baselines

Improved inconsistency
forecasting through
physics-consistent
pretraining

Graph-and-physics-aware
self-supervision for grid
time series

Twin-adjacent predictive
service for agents
and validators

Javaid et al. [147,171]

Individually designable
power flows over
nano-grids with fluctuating

Power-flow coloring with
unique per-flow identifiers;
master—slave roles, time-slot

Physical implementation
and demonstrations

Maintained designated flow
patterns and stable voltage

Aggregate balance becomes
accountable source-to-load

Verified execution substrate
for per-

Javaid et al. [148,179,180]

feedback and pattern under fluctuations flows commitment accountability
loads and sources O

compilation
Safe operation, Formal balanceability Checkable safe-operation

balanceability and storage
sizing with fluctuating and
controllable devices

characterization, efficient
testing scheme and
storage-size optimization

Analytical conditions with
numerical demonstrations

conditions and minimum
storage sizes that guarantee
balance

Formal, checkable feasibility
replaces empirical tuning

Certificate predicates and
planning-time assurance
input for the validator

Muhammad et al. [181]

Loss mitigation under
incremental load variations
in distributed power-flow
systems

Multiple-load power-flow
assignment with
total-demand,
adaptive-demand and
grid-based control

Four interconnection
scenarios with measured
seasonal photovoltaic and
fuel-cell data

Losses reduced with richer
interconnection; daily
demand met with grid
support; critical loads
prioritized otherwise

Loss-aware multi-load,
multi-source coordination
preserving comfort

Operational policy library
callable by planning agents
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Table 20. Reported quantitative outcomes, baselines, system sizes and platforms of the examined studies for which the source reports them, with the evidence class

of Table 21.
Study System and Size Platform or Hardware Baselines Reported Outcome Class
Coordination sustained with the
exogenous channel removed, the remote
Converter-interfaced microgrid nodes; . . - information being inferred from the
. . . Simulation and a two-converter Coordination through )
Diao et al. [27] several simulated topologies; power exchanges by spiking networks E2 to E4
laboratory set-up an exogenous data channel . . -
two-converter laboratory test trained online; the reported quantity is the
elimination of the dedicated channel
rather than a reduction ratio
Receding-horizon schedules feasible on
the physical system and respecting the
Parisio et al. [92] One experimental microgrid Physical experimental microgrid None; external feasibility study operating co.nstralr}ts; no numerical E4
comparison is retained here because the
economic comparison could not be
confirmed from the source
Nano-grid with fluctuating generators, Simulation campaign over fluctuating Sustained supp ly—demand balance with
. . . - . faster local reactions and lower
Ioannou et al. [149] fluctuating loads and storage and one photovoltaic generation and stochastic Centralized management S E2
. : coordination overhead than the
BDIx agent per asset consumption variables . -
centralized alternative
Lowest state-of-charge variance of the
Thirteen alternatives within a fourteen, reported as essentially zero;
Aggregated single-bus mini-grid with MATLAB R2025a simulation; three-day . lowest bus-voltage variance;
. fourteen-controller comparison . .
Ioannou et al. [177] four heterogeneous battery systems controller comparison and 24 h ) . near-minimal operating cost; moderate E2
. . e spanning rule-based, model-predictive )
totaling 500 kWh reward-weight sensitivity . . . energy throughput; and robustness under
and deep-reinforcement-learning families hi s
igh net-load volatility and
communication impairments
Eight baselines: LSTM, gated recurrent AUC-ROC of 0.8959, F1 score of 0.8307
unit (GRU), spatio-temporal graph and false-alarm rate of 0.41 percent on the
Six-node proxy graph from the UCI convolutional network (STGCN), proxy; F1 score 2.2 percent higher than
loannou et al. [175] household dataset with synthetic Offline evaluation; diffusion convolutional recurrent neural GRU and up to 15.2 percent higher than E1
’ inconsistency episodes; simulated IEEE OpenDSS for the feeder network (DCRNN), Graph WaveNet, LSTM, false-alarm rate about 52 percent
13-node feeder multivariate time-series graph neural lower than LSTM; AUC-ROC of 0.9016
network (MTGNN), Transformer and F1 score of 0.8361 on the
and autoencoder 13-node feeder
. Nano-grid with fluctuating sources C o . . . . Designated flow patterns maintained and
Javaid et al. [147,171] and loads Physical implementation None; external implementation study voltage kept stable under fluctuation E4
Storage-related losses reduced as
Muhammad et al. [181] Four interconnection scenarios among Simulation with measured seasonal Three control algorithms: total demand, interconnection richness increases; full El to F2

generators, loads and storage

photovoltaic and fuel-cell data

adaptive demand and grid support

daily demand met when grid support
is available
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Table 21. Class position of every examined study on the unified scale of Table 6.

Examined Study Horizon Authority Evidence Scale Communication
Control, optimization and multi-agent foundations (Table 14)
Lasseter [1] T1to T2 n.a. EO n.a. n.a.
Guerrero et al. [4] T1toT3 A5 E2 to E4 n.r. C1
Bidram and Davoudi [5] T1to T3 n.a. EO n.a. n.a.
Parisio et al. [92] T3 A4 E4 n.r. C1
Cominesi et al. [93] T2 to T3 A3 E2 n.r. C1
Dimeas and Hatziargyriou [11] T3 A3 E1 to E2 nr. C1
McArthur et al. [9,10] n.a. n.a. EO n.a. n.a.
Nunna and Doolla [12] T3 A3 E2 nr. C1
Morstyn et al. [104] T2 A3 E2 nr. C1
Zheng et al. [105] T3 A3 E2 n.r. C2
Howell et al. [68] n.a. n.a. EO n.a. C3
Reinforcement learning and coordination (Table 15)
Kuznetsova et al. [161] T3 A3 E2 n.r. C1
Foruzan et al. [119] T3 A3 E2 nr. C1
Zeng et al. [120] T3 A3 E2 n.r. C1
Jietal. [121] T3 A3 E2 nr. C1
Du and Li [122] T3 A3 E2 5S4 C1
Goh et al. [162] T3 A3 E2 nr. C1
Ye et al. [123] T3 A3 E2 n.r. C1
Semantic and task-oriented communication (Table 16)
Diao et al. [27] Tl to T2 A5 E2 to E4 S1in the laboratory; e)
n.r. in simulation
Language-model and agentic systems (Table 17)
Grid-Agent [33] T3 to T4 A2 E2 S3 C1
X-GridAgent [34] T4 Al E1 nr. C1
Semantic VPP framework [167] T3 A2 El to E2 n.r. C2
Kiasari and Aly [35] n.a. n.a. EO n.a. n.a.

https://doi.org/10.3390/en19184444


https://doi.org/10.3390/en19184444

Energies 2026, 19, 4444 47 of 91

Table 21. Cont.

Examined Study Horizon Authority Evidence Scale Communication
Digital twins, neuro-symbolic assurance and federated foundation models (Table 18)

Islam et al. [142] T2 to T3 A3 E3 to E4 S2 n.r.
Bruining et al. [60] n.a. n.a. EO n.a. n.a.
Addo et al. [62] T2 to T3 A3 E2 n.r. C1
Grid and federated foundation models [52,125] T4 Al E1l n.r. C2
Alcéantara and Chatzivasileiadis [54] T4 Al E1l n.r. C1
DAI/BDIx agent frameworks and flexible power-interface control (Table 19)

Ioannou et al. [149] T2 to T3 A3 E2 S2 C1
Toannou et al. [176] T3 to T4 Al El to E2 S2 C1
Ioannou et al. [177] T2 to T3 A3 E2 n.r. C2
Ioannou et al. [178] T4 Al E1l n.r. C1
Javaid et al. [147,171] T1to T2 A5 E4 S2 C1
Javaid et al. [148,179,180] T2 to T3 A2 E1l S2 C1
Muhammad et al. [181] T3 A3 E1 to E2 n.r. C1

Rows in italics are group headings.
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Taken together, the two lines occupy the two ends of the authority ladder devel-
oped later in Section 4.7.1. Deliberation, forecasting and negotiation are performed by
the DAI/BDIx agents at management horizons, whereas execution and verification are
performed by the flexible power-interface methods at device horizons. Complementary
approaches to distributed power management, predictive-adaptive control and power-flow
assignment are developed in these studies [149,177,181]; their combination with semantic
contracts and proof-carrying execution remains to be evaluated. As in the other clusters,
the semantic content, acknowledgment state and adversarial robustness of the exchanged
agent messages have not yet been formalized. These limitations motivate the semantic-
control and assurance layers of the proposed architecture. The outcomes on which the class
positions of the two lines rest are collected, together with the baselines against which they
were obtained, in Table 20.

Table 19 compares two research lines that are complementary in both abstraction and
time horizon. The DAI/BDIx studies of loannou et al. concentrate on the organization
of distributed decision making. Their recurring contribution is to place an autonomous
reasoning cycle at each participating device or energy asset, allowing beliefs, objectives
and selected plans to be maintained locally while coordination emerges through agent
interaction [149]. The later studies enrich this organization with agent-embedded fore-
casting [176], federated forecasting with adaptive correction [177] and physics-guided
graph forecasting of electricity inconsistencies [178]. Across the line, distributed organiza-
tion, forecasting and adaptive control are investigated in different experimental settings;
the reported outcomes apply to the respective modeled systems and evaluated baselines.
The remaining limitation is that agent messages, commitments and authority are not yet
represented through a standardized semantic contract with explicit common-knowledge
and adversarial-failure tests.

The Javaid et al. line begins closer to the electrical interface. Power-flow coloring
makes individual source-to-load flows explicit under fluctuating sources and loads [171],
while the cooperative distributed control implementation demonstrates how designated
flow patterns can be maintained over a nano-grid with fluctuating loads [147]. The bal-
anceability studies then derive analytical conditions under which a configuration can
safely absorb specified fluctuation ranges [148], reduce the effort of checking those condi-
tions [179] and determine the storage required to guarantee the property [180]. The later
loss-mitigation work adds richer interconnection patterns and critical-load priorities [181].
Relative to the DAI/BDIXx studies, this line offers less flexible deliberation but stronger
device-level interpretability and checkability.

The principal comparison therefore concerns how the two research lines can be com-
posed. BDIx agents can interpret objectives, maintain local beliefs, negotiate commitments
and select a candidate plan. Flexible power-interface and balanceability methods can trans-
late that plan into accountable flows and determine whether the physical configuration
can execute it safely. The analytical conditions can become predicates in a proof-carrying
certificate, while the agent organization supplies the distributed reasoning that constructs
the proposal. A complete evaluation should combine both lines in the same closed-loop
scenarios and report management quality, message overhead, semantic agreement, balance-
ability margin, transient response, certificate latency and behavior under communication
loss or compromised agents. Such an experiment would directly test the proposed bridge
between deliberative distributed intelligence and certified electrical execution.

4.7. Cross-Study Comparison and Evidence Quality

The cluster examinations are completed by comparing control horizon, information
assumptions, assurance evidence and the resulting evidence gap across the research fam-
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ilies. A method may appear mature within machine learning because it outperforms a
baseline yet remain immature for power-system deployment because the electrical model is
static, communication is ideal, safety is expressed only through penalties and no real-time
implementation is tested. Conversely, a classical distributed controller may have strong
stability evidence but provide little support for semantic context, adaptation or human
interaction. Complementary evidence is therefore identified rather than one universally
superior family being selected.

4.7.1. Control Horizon, Authority and Physical Validation

The first distinction is where a method sits in the control hierarchy. Primary and
inner converter controls operate at sub-second or millisecond time scales and require
deterministic execution. Secondary control restores voltage and frequency over slower
but still tightly bounded intervals. Tertiary and EMS decisions range from seconds to
hours. Most RL energy-management studies belong to the latter category, even when
described as “real time”, because their actions are scheduling or set-point decisions rather
than pulse-width-modulation or protection actions. LLM-based systems are slower still and
are best treated as supervisory planning and analysis components. The horizon, authority
and validation position of each research family is summarized in Table 22. The same
table carries the evidence class normally reached by the family, the evidence that is most
frequently absent from it, the items without which its results cannot be reproduced and
the minimum claim that its evidence supports so that a family is characterized once and
in one place rather than described separately under each comparison axis. The classes
reported in the table are those of Table 6; the entries summarize the authority and evidence
range represented by the selected studies and do not imply that every study reaches the
highest class. The class position of every examined study is recorded first in Table 21 and
the family-level entries of Table 22 are read from it.

The conventions of Table 21 are described as follows. The authority class records the
authority actually exercised in the reported evaluation and not the authority intended by the
design, so a method whose actions were applied only inside a simulator is recorded at A3
even when its design targets set-point application. Evidence classes describe the reported
validation environments. A range records multiple environments within one publication
or across grouped publications; it does not imply that every intermediate evidence level
was tested. The n.r. entry means that the available extraction does not establish the item
in a form that permits confident assignment; it is not proof that the original publication
omitted it. An n.a. entry means that the class does not apply because the work is a survey,
definition or architectural proposal. The table contains 35 grouped entries: six classified at
E0 and 29 with an evaluation entry. Scale is entirely unassigned in 21 of those 29 entries and
partly unassigned for the simulation part of the Diao entry. These are extraction limitations
rather than verified omissions from 21 publications. The seven reinforcement-learning
entries are classified as C1 in this extraction and E3 is not established for the selected
reinforcement-learning, agentic or foundation-model entries. The corresponding family
ranges are summarized in Table 22.

Validation maturity should be interpreted relative to this horizon. An optimization
algorithm tested on day-ahead profiles provides useful economic evidence, but it cannot
support a claim about transient stability. A semantic codec evaluated through task accuracy
provides communication evidence, but it cannot support a claim about safe load shedding
unless the receiving controller and physical transients are in the loop. The strongest future
studies will therefore combine several simulators or test layers: an energy-management
environment, a dynamic or electromagnetic-transient model, a communication network
and an agent/tool environment.
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Table 22. Unified cross-family evaluation matrix, stated in the classes of Table 6.

Research Family

Horizon and
Typical Output

Highest Defensible
Authority, Conditional on
the Evidence Class

Evidence and
Common Validation

Frequently Missing
Evidence

Reproducibility Essentials

Minimum Defensible
Claim and
Architectural Role

Droop and hierarchical
control [4,5]

T1 to T2; converter
references, restoration
signals and

power commands

A5, direct actuation within
the designed operating
envelope

E2 to E4; analysis, dynamic
simulation and experiments

Semantic mismatch and
malicious communication
for connected
implementations; broader
asset and market
uncertainty in some studies;
artificial-intelligence
governance absent or

not applicable

Plant parameters, gains,
topology and
disturbance scripts

Stability and performance
within the stated model and
communication
assumptions; edge-reflex
and verified

control foundation

Distributed MPC and
ADMM [92,93,105]

T2 to T3; constrained set
points and schedules

A3 in simulation to A4 in
the selected
physical implementation

E2 to E4; optimization
simulation and selected
physical experiments

Fast dynamics and
protection effects; model
mismatch, delays, missing
values, semantic
provenance and fallback
testing; solver and model
failure handling

Solver, horizon, forecasts,
scenarios and
infeasibility policy

Feasible and economic
schedules for the evaluated
scenarios; numerical
planning tool for
distributed agents

Reinforcement learning
for energy
management [121,123,161]

T2 to T3; charge, discharge,
dispatch, curtailment and
market actions

A3, actions applied in the
tested simulator; physical
authority is not established

E2; closed-loop simulation
in the selected studies

Hardware-in-the-loop and
rare-event tests; safe
exploration and
distribution-shift
evaluation; asynchronous
and partial observations;
formal safe-set coverage
and update governance

Environment, rewards,
seeds, networks, training
curves and failure cases

Performance in the tested
simulator and not
deployment safety;
adaptive policy proposer

Multi-agent reinforcement
learning and
common-knowledge
methods [15,134]

Task dependent;
decentralized
coordinated actions

A3, simulation-level action
unless communication and
safe-set assumptions

are verified

EO to E2; generic
multi-agent benchmarks or
power simulations

Grid-specific
communication, stability
and authority
validation; realistic
partial observability

Environment, rewards,
seeds, networks, training
curves and failure cases

Coordination performance
in the evaluated benchmark;
distributed coordination
and belief-aware planning

Semantic
communication [23,27]

T1 to T3; compressed
features, semantic states
or intents

Information outputs alone
carry no plant authority; the
selected converter
implementation includes A5

E1 to E4 across
communication studies and
the selected physical

grid case

Closed-loop electrical
consequences; ontology
drift, source authority and
common knowledge; safety
preservation

after compression

Dataset, channel, encoder,
task loss, codebook and
mismatch tests

Task utility and bandwidth
result under the evaluated
channel and task;

semantic and
common-knowledge layer
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Table 22. Cont.

Research Family

Horizon and
Typical Output

Highest Defensible
Authority, Conditional on
the Evidence Class

Evidence and
Common Validation

Frequently Missing
Evidence

Reproducibility Essentials

Minimum Defensible
Claim and
Architectural Role

Language-model
agents [33,34]

T3 to T4; plans, tool calls,
explanations and candidate
corrective sequences

A2, advisory or
sandboxed proposal

EO to E2; standard network
simulations and query tasks

Timing, protection and
closed-loop field behavior;
typed interfaces, cyber
isolation, independent
verification and operator
studies; stale retrieval,
prompt attacks and
cross-agent trust; formal
authority, verifier coverage
and rollback

Model version, prompts,
tools, schemas, retrieved
corpora and traces

Assistance or sandboxed
planning performance in
the evaluated cases; agentic
and twin supervisory layer

Digital twins and
neuro-symbolic
assurance [61,62,142]

Model dependent;
predictions, counterfactuals,
rule decisions

and certificates

A2 to A3, validation and
advisory unless the twin is
synchronized and qualified

EO to E4 across conceptual
treatments, simulations and
the selected

laboratory twins

Fidelity bounds,
synchronization, failover
and closed-loop
qualification; pilot evidence;
data provenance and
twin-state consistency; rule
completeness and

verifier independence

Models, parameter updates,
uncertainty, rules and
synchronization logs

Decision support within the
calibrated twin scope;
assurance and consequence-
prediction layer

Federated and foundation
models [17,52]

T4; shared representations,
forecasts or
analytical outputs

A1, decision support

EO to E1; offline datasets
and simulations

Closed-loop effect of model
errors; site heterogeneity
and update communication;
continual monitoring,
poisoning defense, model
registry and field
adaptation; privacy and
lifecycle control

Client partitions, rounds,
participation, privacy
settings, attacks

and checkpoints

Predictive or analytical
performance under
the reported
federation; distributed
learning infrastructure

DAI and BDIx agent
frameworks [149,176-178]

T2 to T4 across
management and analytical
tasks, with sub-second
reflexes retained by classical
control; per-asset decisions,
forecasts and bounded
balancing set points

A1 for analytical forecasts to
A3 for simulated actions;
no physical

authority established

E1 to E2; analytical
evaluations and power
simulations with
study-specific centralized,
rule-based,
model-predictive and
learning baselines

Hardware-in-the-loop,
semantic-failure and
adversarial-communication
testing; heterogeneous

field conditions

Agent roles, belief and plan
libraries, baselines, network
and load data and seeds

Management-horizon
coordination against the
reported baselines;
distributed-intelligence and
agentic coordination layers

Flexible power interface
and balanceability control
[147,148,171,179-181]

T1 to T2; per-flow power
assignments and checkable
balanceability conditions

Ab, direct actuation of the
interface converters within
proven balanceable sets

E1 to E4; analytical
conditions with numerical
checks, nano-grid
implementation and
measured-data studies

Cyber, semantic-mismatch
and multi-vendor
interoperability tests

Interface topology,
conversion limits,
balanceability predicates
and measured profiles

Feasibility and
balanceability within the
proven operating set;
verified execution layer and
certificate predicates

for assurance
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The reviewed literature also differs in action authority. Controller outputs are typi-
cally defined precisely in classical control papers. Set-points or schedules are commonly
produced in RL studies, while multi-step commands or tool requests may be generated in
language-agent papers. A stronger validator is required as the action space becomes more
expressive. An authority ladder is therefore imposed by the proposed architecture and it is
the A1 to A5 ladder of Table 6. The highest evaluated level should be stated rather than the
broad “autonomous” label being used. The two approach families examined in Section 4.6
were placed deliberately at complementary rungs of this ladder. Agent deliberation in the
DAI/BDIx frameworks is confined to management horizons and bounded set points [149].
Deterministic device-level authority backed by checkable feasibility conditions is retained
by power-flow assignment [171] and balanceability checking [148].

Table 22 demonstrates that algorithm families should be compared only after their
physical horizon and action authority have been aligned. Primary and protection functions
operate at sub-cycle to sub-second scales and directly influence voltage, current, frequency
and switching. Their evidence must therefore include real-time execution, transient models
and preferably HIL or power-HIL. Scheduling, market and asset-management methods act
over minutes to hours and can be evaluated initially through optimization or closed-loop
simulation, although they still require a defined fallback when forecasts or solvers fail.
Semantic communication and agentic planning span several horizons because the same
technology can be used either to summarize a slow market request or to transmit a rapid
event. The permissible authority must consequently be specified per use case rather than
inferred from the technology name.

The table also exposes why impressive planning accuracy cannot justify direct control
authority. LLM agents and foundation models operate primarily at supervisory or analytical
horizons and their most defensible role is the production of advice, structured candidate
plans or tool calls. Digital twins and neuro-symbolic systems can move closer to control only
when synchronization error, model discrepancy, rule coverage and verifier independence
are quantified. DAI/BDIx frameworks occupy an intermediate management layer, whereas
flexible power-interface methods can act closer to the plant because their commands
and feasibility conditions are more explicit. A fair comparison should therefore hold
authority constant: candidate planners should be compared with candidate planners,
certified schedulers with certified schedulers and fast controllers with fast controllers. This
prevents a slow high-level system from appearing superior simply because the evaluation
omits the transient and protection responsibilities borne by a lower-level controller.

4.7.2. Communication, Semantics and Knowledge Assumptions

The second distinction concerns what each family assumes about communication
and knowledge. Classical distributed control usually specifies topology, delays or con-
nectivity mathematically, but it treats the exchanged value as unambiguous. Semantic
communication studies analyze meaning and task utility, but they often abstract the physi-
cal consequences of a misunderstood message. LLM-agent systems reason over natural
language and tool schemas, yet they may assume that retrieved data are current and that
the selected tool corresponds to the user’s actual objective. The cognitive mini-grid sits at
the intersection of these assumptions and therefore needs an explicit message contract.

The minimum contract contains a source identifier, authenticated role, message type,
semantic version, physical scope, timestamp, validity horizon, confidence, units, prove-
nance, requested acknowledgment and commitment status. A statement such as “battery
reserve available” is not actionable until the receiving agent knows which battery, how
much energy and power are available, for how long, under which state-of-health and
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emergency-reserve policy and whether the sender is authorized to commit it. This require-
ment connects ontologies with control engineering.

Four epistemic states should be distinguished. Local knowledge is available to one
agent. Shared information has been transmitted to a group but may not have been received
or interpreted by every member. Mutual knowledge means the relevant agents know
the fact. Operational common knowledge means the agents know the fact and possess
sufficient evidence that the others know it for the purpose and validity interval of a
specified coordinated action. The last state normally requires acknowledgments or a trusted
replicated record; it should not be inferred from an unaudited broadcast. The condition is
made testable below, with its communication and failure assumptions, its commit protocol
and a coordinated switching example.

The operational condition is specified for a proposed action (a), participant set (P),
state description (s), ontology version (v), execution time (fexec) and requested interval
([texec texec + T]). A designated committer requires a signed preparation acknowledgment
from every member of P before the deadline (f; < fexec). The signed tuple binds the plan
identifier, participant set, step identifiers and shared state and timing fields; persistent
duplicate rejection prevents replay. A commit record containing those acknowledgments is
written to a protected committer log and distributed. Replication, if used, requires its own
consistency, fault and recovery model. Holding the record establishes auditable preparation
readiness for a member; it does not establish that every other member received the commit
or will execute it. Receipt acknowledgments provide delivery evidence to the committer.
A missing receipt acknowledgment leaves delivery unknown, so the committer must con-
sider both possible outcomes. Halpern and Moses explain why exact common knowledge
cannot, in general, be obtained by a finite acknowledgment chain when communication
is not guaranteed [115]; their result does not prove the safety of the switching protocol
proposed here.

Messages may be lost or delayed without bound, agents may crash at any time and
clocks are assumed to remain within a specified skew (§). Delivered records must pass
authentication, integrity, authorization and replay checks. Independent trusted Layer 2
measurements are required for the physical prerequisites of each step. A member without
a valid commit record does not execute, but partial delivery or a crash can still cause partial
execution. Every dependent step must therefore be gated on verified predecessor effects,
local protection conditions and a certified admissible intermediate state. Zero current
alone does not prove an open switch. Trusted breaker-position, isolation and appropriate
synchronism or dead-bus checks are required. The protocol in Table 23 specifies these
design requirements; it does not establish atomic execution or unconditional safety under
the stated failures. Plans whose safety requires simultaneous actions that cannot tolerate
partial execution must not be authorized through this protocol.

The example of Table 23 answers the question of which agents must know that the
action has been committed: every member of P whose step is irreversible or whose step
makes the step of another member safe must hold the commit record and the members
whose steps are gated on physical confirmation need only the record and the confirmation,
not the knowledge of the other members’ knowledge. In the example, SW11 holds the
commit record although its receipt acknowledgment was lost, so it may execute its gated
step; the committer, lacking that acknowledgment, records that the delivery to SW11 is
unknown and prepares the recovery decision for both outcomes. The protocol does not
establish atomic execution. The effect of a missing acknowledgment must instead be
handled by the independently verified physical gates and recovery policies.
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Table 23. Proposed preparation and commit protocol for a planned feeder transfer, with partial execution handled through independently verified local gates.

Coordinated Switching Example: Transfer of Zone Z5 from Feeder A to

Phase Rule Feeder B by Opening SW9 and Closing SW11
. . The substation agent sends the transfer plan, ontology version 4,
Proposal The co.mm1tte1.r sends (s, 2, 0, fexec, T) to every member of P with the texec at 12:08:00 and 7 of 5 min to the agents of SW9, SW11 and storage B4,
commit deadline () .
with £, at 12:07:30
Each member checks the ontology version, its own state and its authority =~ SW9 confirms it is closed and operable, SW11 confirms it is open and
Acknowledgment and returns a signed acknowledgment of the identical tuple; a member operable, B4 confirms 150 kW of headroom for 5 min; all three sign the
that cannot acknowledge returns a signed refusal or nothing same tuple
. If every acknowlgdgment is held before f, the committer writes the signed All three acknowledgments arrive by 12:07:20; the commit record is written
Commit commit record with all acknowledgments to the protected committer log
. L and sent
and sends it to every member; otherwise, it writes an abort record
Each member acknowledges receipt of the commit record; the
Confirmation acknowledgment confirms receipt but does not exclude a later crash. SW9 and B4 acknowledge; the acknowledgment of SW11 is lost
A member without a valid record at texec does not execute
At fexec, a member holding the commit record executes its step; a step .SW9 opfe.ns at 12:.0 8:00 ifits local chelcks pas ;idnthAl dlspa?hes qnly under
whose safety depends on a preceding step waits for the physical its certified conditions. SW11 may close within the 2 s confirmation
Execution window only after trusted breaker-position and isolation checks establish

confirmation of that step at Layer 2 within a bounded window and
otherwise does not execute

the required SW9 state and synchronism or dead-bus checks pass;
otherwise, SW11 remains open

Failure case

A member that did not receive the commit record does nothing; a member
whose confirmation window expires does nothing; partial execution is
possible, so the resulting measured state must satisfy a certified hold
condition or a separately verified recovery policy

If SW11 receives no valid commit, it remains open. A state with both
switches open may be held only after isolation and local supply or reserve
conditions are verified; reclosing SW9 requires a fresh protection, topology
and synchronization check
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The assumptions in Table 24 form a minimum semantic message contract. The table
groups the twelve message fields stated above into seven assumption categories rather
than reproducing one row for every field. Timeliness and validity determine whether the
described state still supports the intended action. Semantic equivalence determines whether
all recipients use the same units, topology version, reserve definition and operating policy.
Delivery and acknowledgment determine whether a coordinated action can be considered
mutually understood rather than merely broadcast. Source authority determines whether
an agent is permitted to commit the asset or issue the request. Confidence and provenance
distinguish direct measurement from forecast, inference or operator statement. Privacy
limits the amount of operational and behavioral detail that may be disclosed. Common
knowledge then combines these properties for a particular group action and time interval.

Table 24. Information assumptions that must be reported in cognitive mini-grid studies.

Required Experiment/

Assumption Common Implicit Form Why It Matters Physically Reporting Item
. A stale state may reverse the Tlmest;.amp, .
. All observations represent the . s age-of-information
Timeliness sign or feasibility of a

current state

corrective action

distribution and
deadline-miss behavior

Semantic equivalence

All agents assign the same
meaning to a code/message

Different units, reserve
definitions or topology
versions can produce
conflicting actions

Ontology/codebook version,
mismatch injection and
fallback response

Delivery and
acknowledgement

Broadcast implies shared
knowledge

Partial delivery can make
coordinated switching or
dispatch unsafe

Packet loss, partition,
acknowledgement protocol
and abort rule

Source authority

A valid message is authorized

A compromised or
mis-scoped agent can commit
unavailable assets

Role credentials, least
privilege and
rejected-command statistics

Confidence and provenance

Model output is treated as a
measurement

Forecasts, inferred states and
operator statements carry
different uncertainty

Source type, uncertainty,
calibration and
provenance chain

Privacy

Shared features reveal no
sensitive information

Load patterns, bids and
maintenance status can
expose users or vulnerabilities

Threat model, privacy
mechanism and
utility /privacy trade-off

Common knowledge

Agents coordinate from a
public signal

Different observations or
filters may create
inconsistent beliefs

Definition of operational
common knowledge and
explicit establishment test

These assumptions are tightly coupled. A message can be authentic but stale, semanti-
cally correct but unauthorized, timely but delivered to only part of the required coalition or
widely shared but derived from an uncalibrated model. Testing one property in isolation is
therefore insufficient. Experiments should inject compound failures such as delayed but
correctly signed messages, ontology mismatch combined with partial acknowledgment
and high-confidence forecasts generated from shifted data. The controller should report
whether it proceeds, requests additional evidence, falls back to raw telemetry, reduces
authority or aborts the coordinated action. The comparison also implies that “common
knowledge” cannot be claimed from a shared broadcast alone. The establishment test
succeeds only when authenticated identities, the ontology and its version, the relevant
state, the validity interval, the required acknowledgments and the abort rule have all been
recorded. If a critical preparation acknowledgment is missing or inconsistent, the action is
not committed. A missing receipt acknowledgment leaves commit delivery unknown and
must be handled under the partial-execution and recovery rules.
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4.7 3. Safety, Explainability and Cybersecurity Evidence

The third distinction concerns the assurance evidence that each family provides.
The reviewed fields use different meanings of safety. In optimization, safety often means
constraint feasibility for the modeled horizon. In RL, it may mean a low rate of violations or
a constrained return. In formal methods, it means a proven invariant under stated assump-
tions. In cybersecurity, it means resistance, detection and recovery under an adversary.
In operator studies, it includes understandable authority and effective override. A cogni-
tive mini-grid paper should state which meaning is evaluated and avoid substituting one
for another.

Explainability is likewise multi-level. Feature importance can explain a prediction,
but it does not explain why a sequence of tool calls was selected. A natural-language
rationale can be readable but unfaithful to the actual computation. A stronger explana-
tion package contains the triggering evidence, retrieved sources, tool inputs and outputs,
checked constraints, rejected alternatives and the final authorization decision. This package
also supports incident reconstruction and regulatory accountability.

Cybersecurity must cover both established operational-technology threats and agent-
specific threats, a requirement developed further in Section 6.5. The former include false-
data injection, denial of service and unauthorized control, together with supply-chain com-
promise. The first three are cataloged in the cyber-physical security surveys of the smart
grid [182,183] and of cyber-physical systems in general [184], in the secure-control agenda
for survivable cyber-physical systems [185] and in the vulnerability assessment of supervi-
sory control and data acquisition (SCADA) systems [186]. The latter include prompt injec-
tion, poisoned retrieval corpora, malicious tool descriptions, cross-agent impersonation,
memory manipulation and adversarial semantic codes. Existing guidance remains neces-
sary. The IEC 62351 security standards [151]; the National Institute of Standards and Tech-
nology Interagency Report (NISTIR) 7628 smart-grid cybersecurity guidelines [152]; and
the NIST Special Publication (SP) 800-82 guide to operational-technology security, which
also addresses supply-chain risk [158], form this baseline. Model provenance, prompt/tool
isolation and signed action certificates nevertheless require additional controls.

The final three columns of Table 22 are intended to discipline the claims that can be
made from each evidence family and each family is strong in a different place: explicit mod-
els and stability analysis in classical and distributed control, explicit constraints and an in-
terpretable objective in optimization and predictive control, adaptation in high-dimensional
spaces in reinforcement learning, communication and task co-design in semantic communi-
cation, flexible planning and tool orchestration in language-model agents, counterfactual
analysis in twins and neuro-symbolic methods, cross-site representation reuse in feder-
ated and foundation models, bounded management-horizon coordination in the agent
frameworks and checkable device-level feasibility in the flexible power-interface methods.
Classical and distributed-control studies can support strong statements about stability and
performance within their modeled plant and communication assumptions, but they do
not automatically establish robustness to semantic ambiguity or malicious communication.
Optimization and MPC studies can support claims about feasibility and economic perfor-
mance over the evaluated horizon, provided that solver settings, forecast scenarios and
infeasibility handling are reported. RL and MARL studies normally support performance
claims within the tested environment; without rare-event, hardware and safe-set evidence,
they should not be generalized to deployment safety. Semantic-communication studies
support task-utility and communication-efficiency claims under their evaluated task and
channel, not necessarily preservation of electrical safety. LLM-agent studies support as-
sistance or sandbox-planning claims unless authority, timing and independent validation
are demonstrated.
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The matrix also shows that reproducibility requirements are family-specific. Publish-
ing code without plant parameters, disturbance scripts or controller gains is insufficient for
control studies. Reporting an LLM name without model version, prompts, tool schemas,
retrieved documents and traces is insufficient for agentic studies. A federated-learning
result cannot be reproduced without client partitions, participation patterns, aggregation
rounds, privacy settings and attack assumptions. A digital twin requires synchronization
logs, update rules and uncertainty bounds, in addition to the model itself. The minimum de-
fensible claim in the final column should therefore appear explicitly in future manuscripts.
Stronger claims should be accompanied by the additional evidence identified in the missing-
evidence columns, allowing readers to distinguish a useful conceptual prototype from a
deployment-grade contribution.

4.7 4. Critical Appraisal of Methodological Limitations and Applicability Boundaries

The comparison so far records what each family establishes. The appraisal that follows
records why several of the reported results do not extend as far as their phrasing suggests
and it is stated at the level of the individual study wherever the limitation originates in a
specific design choice rather than in the family as a whole. The family-level summary is
given in Table 25.

In the control and optimization literature, the recurring limitation is not the analysis
but the scope of the plant model to which the analysis is attached. The hierarchical control
results of Guerrero et al. [4] and the secondary-control results derived from them are proven
for a converter model with specified impedances and a fixed topology, so their guarantees
are conditional on that model and do not, by themselves, cover reconfiguration, unbalanced
operation or the loss of a communication link that the same papers do not model. The
predictive-control experiment of Parisio et al. [92] establishes that the scheme is feasible on a
physical microgrid and that its schedules respect the operating constraints, which is a stronger
result than a simulation, but the experiment is conducted on one installation and the economic
behavior under a different tariff, asset mix or forecast quality is outside what the experiment
can support. The multi-agent controller of Dimeas and Hatziargyriou [11] demonstrates that
local dispatch can be settled without a central decision process, although the demonstration
is a market mechanism evaluated on a small configuration and the resilience claims that are
frequently attributed to multi-agent operation are not tested in it.

In the learning literature, the recurring limitation is that the environment in which the
policy is trained is also the environment in which it is judged. The energy-management
study of Kuznetsova et al. [161] reports its outcome across the simulated scenarios that were
generated for it, so the result characterizes the policy within that generator and not against
an independently specified baseline. The safety-constrained formulation of Ye et al. [123]
reduces constraint violations substantially, but a reduction in violations is a statement about
the frequency of an event in a simulator and not a proof of an invariant and it therefore does
not transfer to a claim that the constraint is never violated on a plant. The improvement
reported by Lee et al. [163] is stated against the baselines that were compared in that study;,
which reflects a common pattern within this family. The strength of a learned policy is
normally established against baselines selected and configured within the same work.
The margin therefore characterizes that comparison rather than the method in all settings.
None of the reinforcement-learning studies examined here reports an evaluation under
communication degradation, so their conclusions are bounded to the class C1 and C2
assumptions of Table 6.
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Table 25. Principal methodological limitations, experimental limitations and applicability boundaries by research family.

Research Family

Principal Methodological Limitation

Experimental Limitation

Boundary of Applicability of the
Conclusions

Droop and hierarchical control

Guarantees are conditional on a fixed
converter model, impedance set and topology

Experiments are conducted on one installation
and one configuration

Valid within the modeled envelope; not
extended to reconfiguration, unbalance or
link loss

Distributed MPC and ADMM

Optimality and feasibility are asserted for the
modeled horizon and the assumed
forecast quality

Solver failure, infeasibility handling and
forecast degradation are seldom exercised

Valid for the evaluated scenario set and
tariff structure

Reinforcement learning for energy
management

The training environment is also the
evaluation environment and baselines are
tuned by the same authors

Rare contingencies, transient dynamics and
hardware are absent

Valid inside the simulator and under ideal or
modeled communication

Multi-agent reinforcement learning and
common-knowledge methods

Coordination gains are demonstrated on
abstract benchmarks whose observation
structure differs from a feeder

Power-system communication, protection and
authority constraints are not represented

Valid as evidence that a coordination
mechanism exists, not that it is admissible
in a grid

Semantic communication

Task utility is optimized without a model of
the electrical consequence of a
misinterpreted message

Validation is at device or link scale, with few
concurrent senders

Valid for the evaluated channel, task and
encoder pair, not for feeder-scale
semantic consistency

Language-model agents

Success rates are computed on
author-constructed task sets rather than an
independently specified population

Timing, protection interaction and closed-loop
behavior are not measured

Valid as feasibility evidence for sandboxed
planning in the evaluated cases

Digital twins and neuro-symbolic assurance

No accepted fidelity criterion exists and the
verifier is frequently derived from the model
it verifies

Live twins are demonstrated at laboratory
scale; rule coverage is not established

Valid within the calibrated scope of the twin
and the encoded rule set

Federated and foundation models

Aggregate accuracy is reported without the
closed-loop consequence of a model error

Site heterogeneity, participation patterns and
poisoning are rarely evaluated together

Valid as predictive performance under the
reported federation only

DAI and BDIx agent frameworks

Comparison is made against reimplemented
centralized, droop and predictive baselines

Hardware-in-the-loop and
adversarial-communication evidence is not
yet reported

Valid at the management horizon and the
simulated system scale

Flexible power interface and
balanceability control

Feasibility conditions are proven for the
modeled interface and conversion limits

Multi-vendor interoperability and cyber
degradation are not exercised

Valid within the proven balanceable set of the
modeled interface
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In the semantic and agentic literature, the limitation is one of scale and of closure.
The neuromorphic semantic scheme of Diao et al. [27] is validated in simulation across
topologies and additionally in a two-converter laboratory test, which is genuine physical
evidence, but a two-converter test cannot establish the behavior of the scheme at feeder
scale, where the number of concurrent senders and the diversity of encoders are the quanti-
ties that determine whether the semantic representation remains consistent. The agentic
prototypes [33,34] are evaluated on network simulations and query tasks and their reported
success rate is a property of the task set that the authors constructed; because the tasks
are not drawn from an independently specified population, the rate cannot be read as a
reliability figure. The review of Kiasari and Aly [35] consolidates this literature and applies
an evaluation framework to it, yet the underlying corpus that it consolidates is itself largely
at evidence levels EQ to E2, so the maturity of the review does not raise the maturity of the
field that it reviews.

In the twin and assurance literature, the limitation is the absence of an accepted fidelity
criterion. The two laboratory-scale live twins reported by Islam et al. [142] demonstrate that
synchronization is achievable at that scale and identify fidelity standards, multi-physics
modeling and real-time synchronization as the open challenges, which is precisely why the
results cannot be extrapolated: the quantity that would license extrapolation is the one the
authors identify as undefined. The neuro-symbolic controller of Addo et al. [62] proposes
control actions from a trainable actor—critic policy and reports improved performance in
simulations on a distribution-grid testbed, so its conclusions are bounded to that testbed
and to the rule set that was encoded and the completeness of that rule set is not established.
Across the family, the verifier is frequently constructed by the same authors and from the
same model as the proposer, which weakens the independence on which the assurance
argument depends.

Two boundaries apply to the appraisal itself. The first is that an absent evaluation is
not a defect when the contribution is conceptual: a paper that proposes a representation is
not obliged to provide hardware evidence and the appraisal therefore records what a result
supports rather than assigning a deficiency. The second is that the appraisal is conducted
from the published record, so a limitation that the authors addressed without reporting
it cannot be detected here. Both boundaries are reasons for the reporting requirements of
Section 7.6 rather than qualifications of them.

4.7.5. Synthesis of the Evidence Gap

The comparison reveals a consistent fragmentation, which confirms the gaps identified
in Section 2.3. Power-control papers offer the strongest physical foundations but rarely
model semantic meaning or agent deliberation. Semantic-communication papers optimize
relevance and bandwidth but rarely carry the analysis through protection, stability and
multi-vendor interoperability. Learning papers provide adaptation but usually depend
on simplified simulators and reward-based safety. Agentic papers offer flexible workflow
automation but remain early and primarily simulation-based. Digital-twin and neuro-
symbolic research offers a pathway to validation but lacks widely accepted fidelity and
certification procedures.

No examined stream, by itself, supplies all six layers of the architecture defined
in Section 3.5 and none satisfies more than two of the interface contracts specified in
Section 3.5.1; the limitations appraised in Section 4.7.4 are therefore complementary rather
than shared. The cognitive power mini-grid should therefore be treated as a compositional
research program. Progress requires interfaces that allow mature control, optimization
and protection methods to remain authoritative while semantic, learning and agentic
components contribute context, forecasts, candidate plans and explanations. The decisive

https:/ /doi.org/10.3390/en19184444


https://doi.org/10.3390/en19184444

Energies 2026, 19, 4444

60 of 91

research question is not which AI model is best in isolation but whether the complete
composition preserves stability and authority under uncertainty, communication failures,
malicious inputs and model errors.

5. Applications

In this section, the proposed cognitive architecture is translated into five operational
application classes. Namely, real-time balancing and adaptive energy management; re-
silience, islanding, black start and self-healing; semantic demand response and human
preference translation; predictive maintenance and multimodal asset intelligence; and com-
munity energy markets and inter-mini-grid federations. For every application, the physical
objective, required cognitive functions, information exchanges, validation needs and princi-
pal failure modes are examined, after which the relative maturity, assurance requirements
and appropriate deployment order of the applications are compared. Through this organi-
zation, the operational value of semantic and agentic intelligence is assessed, together with
the risks created when decisions span several assets, stakeholders or control layers.

5.1. Real-Time Balancing and Adaptive Energy Management

Islanded mini-grids must balance supply and demand with limited inertia and re-
serve. Conventional optimization, represented by the MPC and distributed-optimization
studies examined in Section 4.1, performs well when forecasts and models are reliable,
while RL can adapt to uncertain prices, renewable generation and demand. The learning
studies examined in Section 4.2 cover battery scheduling by tabular Q-learning [161], dis-
tributed multi-agent Q-learning for economic management [119], approximate dynamic
programming with recurrent value approximation [120] and real-time scheduling by deep
Q-learning [121]. They also cover multi-microgrid coordination [122], safe DRL [123],
reward-design assessment [162] and an integrated DRL-based EMS architecture [163].

Cognitive balancing adds semantic prioritization and explicit coordination. Rather
than sharing every device trajectory, agents can announce reserve states, ramping capability,
confidence and binding constraints. A battery agent may publish “20 kWh dispatchable un-
til 17:30, excluding emergency reserve”, while a load agent may publish “10 kW deferrable
for 30 min” and a coordinator can construct an action while preserving these meanings.
Common knowledge is especially important when several agents must change power
simultaneously to avoid rebound or oscillation.

The preferred architecture is dual-rate. Fast local controllers maintain electrical sta-
bility. A slower distributed optimization or MARL layer adjusts set points. An agentic
layer interprets exceptional goals (for example, preserving a clinic load during a fuel
shortage) and queries optimization tools. The result is a structured decision rather than
free-form control.

5.2. Resilience, Islanding, Black Start and Self-Healing

Resilience applications include disturbance detection, intentional islanding, fault iso-
lation, service restoration, black start and reconnection. MASs are attractive because local
agents can continue to operate after loss of a central controller. Control strategies for
islanded operation were defined early [187], autonomous microgrid control without a com-
munication network was demonstrated by Piagi and Lasseter [188] and the stability aspects
specific to microgrids were analyzed by Majumder [189]. Distributed secondary control can
restore frequency and voltage, whether through distributed averaging [76], the distributed
approach of Shafiee et al. [190] or feedback-linearization-based cooperative control [191],
but communication failures complicate the assumptions required for coordination, as the
treatment of uncertain communication links by Lu et al. shows [192].
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Resilience is bounded by the physical resources that exist before the disturbance and
the cognitive layers cannot restore a load for which no energy, no path and no switching
capability were provided. The restoration capacity of a mini-grid is therefore fixed at
planning time by the energy and power ratings of its stationary storage; the black-start
capability of its generators, the placement of the sectionalizing switches and soft open
points that determine which sections can be re-energized; the reserve policy that decides
how much stored energy is withheld for contingencies; and the availability of transportable
resources. Namely, mobile energy storage, mobile generators and electric-vehicle fleets,
whose siting, pre-positioning and routing are planning decisions rather than control deci-
sions. The joint planning of transportable and flexible resources for renewable integration
and resilience enhancement addresses precisely this coupling between the resources that
are installed or pre-positioned and the resilience that operation can then deliver [193] and
the framework for resilient community microgrids of Billanes et al. [69] consolidates the
operational strategies and the performance indicators, including reliability, stability and
flexibility measures, against which that resilience is assessed. In the architecture proposed
here, these results enter at two points. At planning time, Layer 5 hosts the twin and the
optimization tools through which the resource portfolio is sized, the resilience indicators
are evaluated before commissioning and the reserve policy that results becomes part of
the constraint set (C) of the governor. At operating time, the transportable resources are
represented as assets of Layer 1 with agents of their own in Layer 4 so that a mobile storage
unit en route to a bus is the source of a belief with a validity horizon rather than an as-
sumed reserve, as the restoration sequence of Section 3.5.3 shows. The resilience indicators
consolidated by Billanes et al. are consistent with the metric families of Section 7.6.2 and
can populate their physical dimension directly.

Semantic messages can reduce ambiguity during restoration. A fault message should
identify the location, confidence, affected protection zone, timestamp and required acknowl-
edgments. An agentic planner can generate candidate switching and resource schedules,
but a digital twin must test topology, protection coordination, thermal limits and transient
stability. The safety governor should enforce a validity horizon because a plan becomes
unsafe if loads, communication links or asset availability change before execution.

A proof-carrying restoration plan would include: the pre-fault and estimated post-
fault topology; the assets assumed available; the sequence of switching actions; predicted
voltage, frequency and thermal margins; the loads intentionally shed; synchronization
conditions; and a certificate that the sequence satisfies the current policy. The plan is
rejected if any assumption cannot be verified. The complete sequence, from the fault to the
certified execution and the governed update, is traced layer by layer in Section 3.5.3.

5.3. Semantic Demand Response and Human Preference Translation

Demand response traditionally maps price or reliability signals to load changes;
the mechanisms are summarized in the overviews of Albadi and El-Saadany [194] and
Siano [195], while autonomous game-theoretic consumption scheduling was introduced
by Mohsenian-Rad et al. [196] and game-theoretic methods for microgrids, demand-side
management and smart-grid communications were reviewed by Saad et al. [197]. Semantic
demand response broadens the input from numeric prices to intentions, constraints and
social priorities. A household may request “charge the vehicle by 07:00 at minimum cost”,
while a clinic may require “never curtail refrigeration and preserve two hours of battery
reserve”. An LLM or structured parser can translate such statements into optimization
constraints, but the translation must be confirmed and logged.

The main benefit is the preservation of meaning between human objectives and ma-
chine schedules. Recent semantic risk-aware VPP work illustrates how unstructured
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warnings can pre-activate demand response [167], while the RL-based demand-response lit-
erature reviewed by Vazquez-Canteli and Nagy provides the underlying flexibility models
and modeling techniques [198]. An agent should distinguish hard requirements, pref-
erences and explanatory text. It should detect conflicts, request clarification and show
the operational consequence of each choice. For community mini-grids, this supports
transparent prioritization during scarcity and can encode fairness constraints.

Semantic signals can also improve communication efficiency. Event urgency can de-
termine when a device transmits, following the data-significance perspective on semantic
communication [166] and the age-of-information measure of freshness [25]. Task-oriented
codes can communicate whether flexibility is available without revealing detailed occu-
pancy patterns, in the spirit of task-oriented communication [24] and of the event-driven
microgrid semantics of Diao et al. [27]. This creates a connection between demand response,
privacy and semantic control.

5.4. Predictive Maintenance and Multimodal Asset Intelligence

Mini-grid maintenance data are naturally multimodal: electrical time series, thermal
images, acoustic signals, alarms, work orders, manuals and operator notes. A cognitive
maintenance agent can retrieve asset-specific documentation, combine it with anomaly
scores, estimate urgency and recommend an inspection. The digital twins examined in
Section 4.5 provide the asset history and can evaluate the consequence of delaying mainte-
nance; prognostics and health management are among the industrial twin applications iden-
tified by Tao et al. [61], maintenance is among the use cases discussed by Fuller et al. [138],
hybrid physics-based and data-driven modeling supports such assessments [141] and
the laboratory-scale grid twins of Islam et al. show what real-time synchronization with
physical assets requires [142].

Foundation models could eventually provide reusable representations across
asset types, but the high-stakes decision should remain decomposed. A perception
model identifies evidence; a causal or physics-informed model of the kind proposed in
Section 7.4 estimates failure mechanisms; an LLM summarizes and retrieves procedures;
and a maintenance planner schedules work subject to spare parts, weather and service
continuity. Explanations should expose the measurements and rules that support the
recommendation rather than provide only natural-language confidence.

Privacy and data ownership are significant in federated maintenance across multiple
mini-grids. FL can share model updates instead of raw data [16] and can accommodate
heterogeneous clients through a proximal term [170], while secure aggregation [199] and
differential privacy [200] reduce disclosure; federated foundation models extend the same
principle to multimodal grid data [125]. However, privacy noise may reduce the detectabil-
ity of rare faults, creating a trade-off that must be measured rather than assumed.

5.5. Community Energy Markets and Inter-Mini-Grid Federations

Peer-to-peer markets allow prosumers and mini-grids to trade energy, flexibility or
reserve, as reviewed for connected communities by Tushar et al. [201] and for peer-to-peer
and community-based market designs by Sousa et al. [202]. Game-theoretic incentives
were proposed for energy trading among interconnected microgrids [203], distributed
optimization was applied to multiple-microgrid energy trading [204] and bilateral contract
networks were formulated for peer-to-peer trading [205]. A blockchain-based local energy
market was demonstrated in the Brooklyn Microgrid [206], blockchains were proposed for
decentralized optimization of microgrid resources [207] and the wider opportunities and
challenges of blockchain in the energy sector were systematically reviewed in [208].
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Agentic negotiation can express richer offers than price-volume pairs, including
carbon origin, critical-load support, reserve duration and willingness to share during emer-
gencies. This flexibility introduces governance questions that are taken up in Section 7.5:
which commitments are legally binding, how agents authenticate authority, how collusion
is detected and how a community overrides automated trading during scarcity. Semantic
interoperability is a prerequisite because the same term, such as “available reserve”, must
have a consistent physical and contractual interpretation.

Inter-mini-grid federations also create a learning opportunity. Sites can share mod-
els, disturbance patterns and cyber indicators without sharing raw customer data. Grid
foundation models [52] and federated foundation models [125] may ultimately support
cross-site adaptation, but heterogeneity in topology, climate, regulation and hardware
requires personalization and uncertainty-aware transfer. Meta-learning-based personalized
FL [209] and hierarchical clustering of client updates [210] are established techniques for
such personalization.

5.6. Cross-Application Synthesis

The application comparison in Table 26, whose last column lists representative papers
for each application class, indicates that no high-value use case is enabled by a single
technology. Real-time balancing, as examined in Section 5.1, requires forecasts, distributed
coordination and optimization, but cognitive added value appears when flexible resources
can express capability, urgency and confidence semantically and when the resulting sched-
ule is independently validated. Resilience and restoration, as examined in Section 5.2,
require fault localization, shared topology knowledge, sequence planning and transient
checking; they are therefore the application most sensitive to incomplete acknowledgments
and stale common knowledge. Semantic demand response, as examined in Section 5.3,
depends on translation of human preferences into machine constraints, which makes prove-
nance, privacy and the distinction between hard and soft requirements central. Predictive
maintenance, as examined in Section 5.4, benefits from multimodal retrieval and causal
diagnosis, although hallucinated procedures or weak document provenance can create
new operational hazards. Community markets add negotiation and coalition formation,
together with fairness, collusion and contractual ambiguity.

Table 26. Application taxonomy for cognitive power mini-grids.

Application

Cognitive Function

Physical Value

Principal Risk

Representative Papers

Balancing and scheduling

Semantic flexibility
exchange, distributed
planning and
tool-based optimization

Lower cost, greater
renewable utilization and
improved

reserve coordination

Oscillatory or unsafe
actions from
inconsistent beliefs

[119,121-123,161,163,177]

Resilience and restoration

Fault semantics, common
knowledge and twin-based
sequence testing

Faster isolation, restoration
and black start

Stale topology, incomplete
acknowledgements or
invalid transient model

[76,187,188,190-192]

Demand response

Human-intent translation
and preference-
aware optimization

Flexible demand with
better participation
and fairness

Misclassification of hard
constraints or
privacy leakage

[166,167,194-196,198]

Predictive maintenance

Multimodal retrieval,
causal diagnosis and
agent scheduling

Reduced failures and
maintenance downtime

Hallucinated procedures,
weak provenance or
domain shift

[16,61,125,141,142,170]

Community markets

Semantic offers,
negotiation and
federated coordination

Local energy sharing and
new flexibility services

Manipulation, collusion,
contract ambiguity and
unfair allocation

[125,201,202,205,206,208]

The relative maturity of the applications is also different. Balancing and scheduling can
build on mature optimization and EMS platforms and are the most immediate candidates
for bounded cognitive assistance. Predictive maintenance can initially remain advisory,
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which reduces direct physical risk and makes it suitable for early multimodal-agent tri-
als. Demand response and community markets require stronger human and regulatory
governance because the decisions affect privacy, equity and contractual commitments.
Autonomous restoration offers potentially large resilience gains but should be treated as a
later-stage target because an incorrect sequence can violate protection, synchronization or
stability requirements. Table 26 therefore supports a staged deployment strategy: begin
with advisory diagnosis and certified scheduling; proceed to bounded negotiation; and only
then permit autonomous switching after HIL, incident drills and proof-carrying validation.

6. Challenges

In this section, an in-depth cross-layer analysis of the barriers that must be resolved
before cognitive mini-grids can be deployed safely is provided. Stability, timing contracts
and multi-rate interaction; hallucination, grounding failures and tool misuse; semantic
interoperability and common-knowledge failure; edge-resource limitations, privacy and
sustainability; and cybersecurity, accountability and certification are examined in turn,
after which the interactions among these barriers are synthesized. Particular emphasis
is placed on how informational or organizational failures can propagate into physical
consequences and on the measurable engineering responses that can be introduced across
the complete decision lifecycle. A high-performing model is therefore treated as only one
component of a safe cognitive system.

6.1. Stability, Timing and Multi-Rate Interaction

Mini-grid control spans microseconds to hours; the corresponding time-scale separa-
tion of primary, secondary and tertiary functions is documented in the hierarchical-control
literature [5,6]. Protection and converter loops require deterministic latency, while fore-
casting and planning tolerate slower computation. LLMs and digital-twin searches belong
to the slower layers. A cognitive architecture must define timing contracts: maximum
observation age, planning deadline, certificate validity and rollback time. The need for
such contracts follows from the information-rate limits of feedback control [26,70] and from
the tail-risk view of ultra-reliable low-latency wireless communication [211]. Without these
contracts, an otherwise correct plan may be executed after its assumptions expire.

Distributed agents can also create interaction instability. Each policy may be stable
locally, yet simultaneous set-point changes can produce oscillation. Communication delay;,
packet loss and asynchronous learning further complicate proofs. Stability analysis must
include the semantic encoder and decision scheduler, not only the plant controller. Event-
triggered communication must rule out Zeno behavior and preserve sufficient updates
during transients.

A practical response is layered runtime assurance: certified local controllers maintain
an invariant safe set, learned policies propose reference changes within bounded envelopes,
agentic plans are executed in stages and monitors trigger fallback when the state deviates
from the validated region. The elements of this response have precedents in the safe-RL
literature. Specifically, the safe-RL taxonomy [64], safe model-based RL with stability
guarantees [212], constrained policy optimization [213], Lyapunov-based safe RL [164] and
shielding [150].

6.2. Hallucination, Grounding and Tool Misuse

LLMs, including those inside the grid-oriented agent systems examined in Section 4.4,
can produce fluent but incorrect states, rules, calculations or procedures; hallucination and
reasoning limitations are acknowledged in the technical report of a frontier model [58] and
in the survey of LLMs by Zhao et al. [48]. Retrieval, as in RAG [30], reduces but does not
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eliminate this risk. A retrieved document may be outdated, a tool call may use wrong units
or an agent may select a valid solver for the wrong topology, failure modes that the survey
of LLM-based agents by Wang et al. [168] and the smart-grid agentic review [35] discuss as
open challenges. Every material claim should therefore be grounded in an authoritative
source or machine-readable state and every numerical conclusion should be generated by a
domain tool rather than language-model arithmetic.

Tool permissions must follow the principle of least privilege. A planning agent may
read measurements and run simulations but should not operate breakers. An executor
should accept only a signed, schema-valid and certified command. Prompt injection
is especially dangerous when external text, maintenance records or market messages
can influence the agent. Untrusted content must be separated from system policies and
tool schemas.

Evaluation should measure hallucination by consequence. A harmless wording error
differs from an invented asset state or missing constraint. Metrics should include the rate
of unsupported factual claims, invalid tool call rate, unit-consistency errors, unsafe-plan
proposal rate and the fraction caught by validation. Broader research provides taxonomies
and diagnostic tools. Hallucination in natural-language generation has been surveyed [214];
concrete Al-safety problems [63] and unsolved machine-learning safety problems [65] have
been cataloged; and safe learning, from learning-based control to safe RL, has been reviewed
for robotics [215]. Explainability research offers taxonomies [216,217], attribution meth-
ods [218,219] and reviews of deep-network explanation [220]. RL for power-system decision
and control has likewise been reviewed, with attention to its past and its prospects [221].
Causal responsibility and closed-loop physical consequences must nevertheless be evalu-
ated explicitly in power systems.

6.3. Semantic Interoperability and Common-Knowledge Failure

Current standards provide syntactic and domain semantics for devices, measurements
and energy services, but cognitive agents require additional concepts: intent, confidence,
urgency, authority, validity horizon, evidence and commitment state. A semantic layer
must map these concepts to established models such as the IEC 61850 information model
for DERs [156], the CIM of IEC 61970 and IEC 61968 [157], whose practical introduction
is given by Uslar et al. [222], the IEEE 2030.5 smart energy profile [223], the OpenADR
demand-response profile [224] and the MQTT messaging protocol [225]; the surrounding
smart-grid communication technologies and standards are surveyed by Gungor et al. [226]
and the communication-infrastructure requirements by Yan et al. [227].

Ontology alignment is difficult across vendors and communities. The same battery
may be represented by an inverter controller, battery-management system, market platform
and digital twin. Identity, units and temporal scope must be consistent. Semantic compres-
sion also risks hiding information needed for diagnosis, which is the principal reservation
recorded for the semantic studies examined in Section 4.3; therefore, the receiver must be
able to request raw evidence when confidence is low.

Common knowledge can fail because of asymmetric packet loss, malicious acknowl-
edgments or a different interpretation of the same event; the four epistemic states distin-
guished in Section 4.7.2 make such failures visible. Protocols should expose epistemic
uncertainty. Rather than declaring “all agents know the islanding plan”, the system should
track which agents acknowledged, which evidence they received and whether any critical
role remains uncertain.
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6.4. Resource, Privacy and Sustainability Constraints

Remote mini-grids may have low-cost controllers, intermittent connectivity and lim-
ited technical support. Cloud-dependent agents are unsuitable as the sole decision layer.
SLMs, quantized models, sparse event-driven inference and neuromorphic hardware may
reduce latency and energy consumption, but capability must be matched to the task; the
design space of wireless edge intelligence is surveyed by Park et al. [67], that of edge LLM
design and execution is reviewed by Zheng et al. [66] and event-driven neuromorphic
semantics were demonstrated in microgrids by Diao et al. [27]. Complex planning can be
deferred to a gateway, while device agents use finite-state or symbolic policies.

The Al system itself consumes energy. Green-Al evaluation should report training
energy, inference energy, communication energy and operational savings [228]. A model
that reduces fuel consumption but requires continuous high-power cloud inference may
still be beneficial, but the trade-off must be explicit.

Privacy constraints apply to consumption traces, household preferences, bids, main-
tenance data and incident logs. Privacy-preserving distributed deep learning [229], FL in
mobile edge networks [230], secure aggregation [199] and differential privacy [200] provide
partial solutions, but they do not solve model inversion, poisoning, membership inference
or regulatory accountability, which remain open problems of federated learning [17].

6.5. Cybersecurity, Accountability and Certification

Cognitive mini-grids enlarge the attack surface beyond the threat classes surveyed in
Section 4.7.3. Adversaries can inject false measurements, spoof semantic messages, poison
federated updates, manipulate prompts, compromise tools, replay certificates or induce
agents to trade against community interests. Smart-grid cybersecurity research already
demonstrates the impact of such attacks. False-data injection against state estimation was
shown to evade conventional bad-data detection [231] and malicious data attacks were
characterized by the regimes in which they remain unobservable [232]. Data-integrity
attacks were analyzed in relation to grid topology [233] and the cyber-physical security of
the smart grid [182,183] and of cyber-physical systems, in general [184], has been surveyed.
Agentic systems add semantic and workflow attacks that these studies did not consider.
Foundational work on secure control for survivable cyber-physical systems [185] and on
SCADA vulnerability assessment [186] remains directly relevant to the design of these
trust boundaries.

Security must be integrated with agent identity and authority. Messages need au-
thentication, integrity, freshness and role-based authorization. The identities of those who
proposed, validated, approved and executed each action must be recorded by the system.
Standards such as IEC 62351 [151], NISTIR 7628 [152] and NIST SP 800-82 [158] provide a
baseline. Al governance frameworks add model-risk and lifecycle controls. Specifically, the
NIST Al Risk Management Framework [55], the ISO/IEC 42001 Al management-system
standard [160], the ISO/IEC 23894 Al risk-management guidance [56] and the risk-based
obligations of the EU AI Act [234]. The cognitive extensions that these assets require are
specified in Section 7.6.4.

Certification remains an open problem because learning systems change after deploy-
ment. A credible approach certifies the architecture, boundaries, monitors and update
procedure rather than attempting to prove every internal neural computation. Updates
should be staged through offline testing, digital-twin evaluation, HIL, limited pilot deploy-
ment and monitored release.
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6.6. Cross-Layer Synthesis

Table 27, whose last column lists representative papers for each challenge, shows
that the principal barriers are cross-layer failure chains rather than isolated model defects,
consistent with the evidence gap exposed by the cross-study comparison reported in
Section 4.7. Timing and stability, as analyzed in Section 6.1, can be degraded by slow
reasoning, delayed messages or several locally reasonable agents acting simultaneously.
Hallucination, as analyzed in Section 6.2, becomes physically relevant when an incorrect
statement is converted into a tool call or set point. Semantic mismatch can create different
interpretations of the same reserve or topology state, while common-knowledge failure
allows only part of a coalition to execute a coordinated plan; both are analyzed in Section 6.3.
Privacy and resource constraints, as analyzed in Section 6.4, can force compression or local
processing, but overly aggressive compression may remove evidence needed for safety.
Cybersecurity and governance span the entire lifecycle because identity, authorization,
model provenance, prompt integrity, action signing and incident accountability must
remain connected.

Table 27. Major challenges and engineering responses.

Challenge Failure Mechanism

Required Response

Key Metric

Representative Papers

Delayed or interacting
actions invalidate
controller assumptions

Timing and stability

Multi-rate architecture,
timing contracts and
fallback controllers

Worst-case latency,
stability margin and
rollback time

[6,26,70,150,164,211]

Incorrect state, rule, unit
or solver invocation

Hallucination and
tool misuse

Grounding, schemas, least
privilege and independent
numerical validation

Unsupported claims and
unsafe-plan escape rate

[30,33,35,48,168,214]

Agents interpret intent,
Semantic mismatch units or
validity differently

Shared ontology,
provenance and
raw-evidence escalation

Semantic task success
and interpretation
disagreement

[21,22,156,157,222,223]

Common-knowledge Partial reception or
failure false acknowledgement

Epistemic state tracking
and quorum/role-
aware protocols

Critical-agent
acknowledgement and
belief divergence

[15,25,114,226,227]

Data leakage or excessive

Privacy and resources edge/cloud cost

FL, secure aggregation,
SLMs and
energy-aware scheduling

Privacy budget and
compute/
communication energy

[17,66,67,199,200,229,230]

Spoofing, poisoning,
prompt injection or
unauthorized actuation

Cybersecurity and
governance

Identity, signed actions,
audit, segregation and
incident response

Attack success, detection
time and
attribution completeness

[55,151,152,182,183,231,234]

The engineering responses in the table should be implemented as mutually reinforcing
controls. A multi-rate architecture limits the effect of slow or uncertain intelligence on fast
dynamics. Typed schemas and independent solvers reduce hallucination and tool misuse.
Ontologies, provenance and raw-evidence escalation reduce semantic ambiguity. Role-
aware acknowledgments and abort rules reduce common-knowledge failure. FL, SLMs
and energy-aware scheduling reduce exposure and resource cost, while signed actions,
network segregation and audit support cyber resilience. The Key Metric column is equally
important: each response must be tested against a measurable failure rate rather than
described as a design intention. A secure architecture, for example, should report attack
success, detection and containment; a grounded agent should report unsupported claims
and the unsafe-plan escape rate; and a common-knowledge protocol should report belief
divergence and the response to missing critical acknowledgments.

7. Future Directions

In this section, the research agenda required to move cognitive power mini-grids from
isolated demonstrations toward dependable deployment is developed. Proof-carrying
agent actions with runtime assurance; resource-constrained autonomy through edge SLMs;
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cross-site knowledge development through federated multimodal foundation models and
continual learning; causal digital twins with neuro-symbolic control; and human-agent
governance for cognitive energy communities are presented as the principal directions.
The agenda is then translated into benchmark scenarios, physical and communication
metrics, intelligence and governance measures, reproducibility levels, staged deployment
milestones and standards-alignment requirements. Through this progression, emerging
technical opportunities are connected to the evidence, safeguards and institutional controls
that must be established before greater operational authority is permitted.

7.1. Proof-Carrying Agent Actions and Runtime Assurance

The challenges above converge on one requirement: a high-level action must carry
its own evidence of admissibility before it is allowed to reach the plant. Proof-carrying
code attaches a machine-checkable proof that a program satisfies a receiver-defined safety
policy [73]. The analogous mini-grid concept is a proof-carrying action (PCA). A PCA is
defined by Equation (5):

P = (at, A,C,R4+H,T, 9, 0). (5)

In Equation (5), the proposed action is denoted by a;, its assumptions by A, its checked
constraints by C and its predicted trajectory by £;.;1 g over prediction horizon H. Its validity
horizon is denoted by T, its proof or certificate by ¢ and the identities or signatures of the
responsible agents by ¢. The evidence package (¢;) of Equation (3) is the part of P that
accompanies the action. Precisely, (A, £1.1+1, T, ¢, 0). Topology validity, electrical limits,
reserve, protection interlocks, solver status, action authority, signatures, state freshness
and the validity horizon must be checked by the verifier. The planner does not need to be
trusted; only the certificate checker and the underlying models must be trusted, in direct
analogy with the small, trusted verifier of proof-carrying code.

Research is required on certificate languages for power systems, rapid verification, un-
certain models and sequential actions. Certificates may combine exact checks for topology
and protection with probabilistic bounds for forecasts. The safety policy should include
electrical limits, reserve requirements, cyber authorization, market commitments and
human-approval thresholds.

The certificate ¢ of Equation (5) is specified here as a conjunction of checkable pred-
icates, each with a named checker and its acceptance is specified as five conditions that
the verifier evaluates in order. The predicates are the safety properties that the action
must preserve: for a switching and dispatch sequence, they are the voltage band on every
bus of the affected sections, the loading limit of every branch, the reserve policy after the
dispatch, the interlocks of the involved switches, the existence of protection settings for
the resulting topology and the authority of the proposing agent for each asset it commits.
The assumptions (A) under which the planner established ¢ are the topology version;
the load and generation intervals over the horizon; the storage state of charge, along with
its tolerance; and the model version of the twin. The verifier accepts the certificate only if
the following five conditions hold.

AC1,  authority: The signatures () are valid and the proposing agent holds the authority
required for every asset in a;.

AC2, freshness: Each evidence item has an authenticated timestamp and an explicit
validity interval on a common clock basis. Its validity, including allowance for
clock skew, must cover the entire authorized execution interval and the state-
estimate age must remain below the corresponding contract threshold. A continu-
ing dispatch requires full-duration evidence or renewed authorization before each
preceding authorization expires.
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AC3, assumption consistency: The admissible state and disturbance sets are contained
in the assumptions (A) used by the certificate; membership of the point estimate
alone is insufficient when estimation error is nonzero.

AC4, independent robust re-evaluation: The verifier recomputes every predicate of ¢
with its own model and with the uncertainty of the estimate and of the model
made explicit, as stated in Equation (6).

AC5,  recoverability: For every step (k) of the sequence, the certificate contains a recovery
action (7;) that has itself been certified from the intermediate state reached after
step k.

The requested plan is accepted only when all applicable conditions hold; otherwise,
the failed conditions and their margins are returned to the planner. A reduced plan or a
lower authority request is treated as a new candidate whose assumptions, dependencies
and recovery actions must be checked again.

The robust re-evaluation of AC4 makes the uncertainty assumptions explicit. Let
X ={x:(x— J?t)TZfl(x — %) < k?}, where ¥ is positive definite and « is calibrated
for a stated coverage probability. A singular covariance requires a separately specified
admissible set; covariance alone does not determine coverage. Let VV bound the disturbance
(wy) in Equation (1) and let uf denote the candidate low-level input obtained from a; before
authorization. The verifier model (f(x, u, w)) approximates the state transition (f) with
a uniform discrepancy bound (e;;) over the declared operating region. For each physical
margin predicate (¢;), assume a verified Lipschitz constant (L;) in the chosen output norm
and a policy margin (m;). The one-step physical check is

xeXi:geW (/)j(f(x, ug, w)) > Ljew +m;  for every physical predicate j, (6)
where L ¢, and m; have the same units as the predicate margin. A deterministic guarantee is
conditional on the true state and disturbances remaining in their sets and on the discrepancy
and Lipschitz bounds holding. With probabilistic sets, their coverage and dependence must
be reported; the result is not an unconditional safety guarantee. The initial admissible state
set must also satisfy the current physical safety constraints; otherwise, only a separately
verified recovery policy is admissible. For a sequence, this check must be propagated
over every reachable intermediate state and relevant intersample interval, with uncertainty
accumulated over the prediction horizon. Boolean interlocks, signatures and authorization
are checked separately. Increasing uncertainty enlarges the minimization domain and
can reduce its worst-case margin; it does not necessarily increase the policy margin (m;).
For affine models and affine predicates, extrema over an enclosing interval box occur at
vertices; the resulting box minimum is a conservative lower bound for an ellipsoidal set,
not generally its exact minimum. For nonlinear models, certified interval or global bounds
are required for a robust claim. The minimum of finitely sampled values is generally an
upper bound on the true minimum and cannot be substituted as a guaranteed lower bound.
Sampling can support only a separately justified statistical test with its confidence and
residual risk stated.

The two submissions in Table 28 illustrate the checks on the restoration proposal of
step 6 in Table 13. The numerical bounds are stipulated illustrative values, not outputs
of a feeder simulation performed in this survey. The first submission fails the freshness
condition and two physical predicates. Its requested expiry of 10 min exceeds the 5 min
evidence horizon. The 90 min dispatch also requires continuing evidence and renewed
authorization. For the scalar voltage check, L]- = 1, & = 0.01 per unit and a policy
margin of 0.005 per unit require 0.015 per unit above the 0.95 per unit lower bound.
The stated voltage of 0.957 per unit leaves 0.007 per unit and therefore fails by 0.008 per
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unit. The lower stored-energy bound is 240(1 — 0.05) = 228 kWh. A dispatch of 150 kW for
90 min consumes 225 kWh, leaving 3 kWh before losses. The 30 min reserve for 180 kW
of critical load requires 90 kWh; the additional 10 min policy margin listed in the table
adds 30 kWh, giving a total requirement of 120 kWh and a shortfall of at least 117 kWh.
The 5 percent loading margin reduces the 90 percent loading limit to 85 percent before any
loading-model error allowance.

The revised illustrative submission requests an expiry of 4 min, dispatches B2 at 100 kW
for 60 min, sheds 60 kW of deferrable load and connects the mobile unit at bus 14 before
closing the tie switch. The stipulated voltage of 0.968 per unit gives a margin of 0.018 per
unit against the required 0.015. The lossless energy calculation leaves 128 kWh against
the 120 kWh requirement. These two calculations and the stipulated loading of 62 percent
satisfy their stated scalar thresholds. They do not establish all certificate conditions: the
60 min dispatch requires continuing valid authorization, uncertainty coverage and model
bounds must be justified and recovery and physical interlocks must be verified. Acceptance
at A4 is therefore conditional on completing those checks. If the revised voltage were
0.960 per unit, the voltage check would fail by 0.005 per unit. A reduced plan without the
tie-switch closure would require a separate full evaluation before acceptance.

If a certificate is missing, expired or inconsistent before execution begins, the sequence
is not started. If it fails during execution, after k of n steps have been applied, canceling
the remaining commands is not, in general, a safe action because the intermediate state
after step k was certified only as a state that the sequence passes through and not as a state
in which the system may remain. The recovery rule therefore distinguishes three cases
from the measured intermediate state. If the intermediate state is itself certified as safe,
the remaining commands are canceled and the system holds; the isolated zone in Table 23
qualifies only after its isolation, local supply and reserve conditions have been verified.
If it is not, the verifier evaluates the certified recovery action (r) of condition AC5, which
returns the system to the pre-sequence state when the reverse steps are certified from the
measured state, as reopening SW7 is after a failed transfer, or completes the sequence when
the remaining steps are certified from the measured state and the reverse steps are not.
If neither holds within the expiry, the fallback controller of Layer 2 is invoked with its own
certified envelope and the operator is notified. The distinction matters because cancellation
leaves the plant wherever the failure found it, whereas recovery returns it to a state that
was certified in advance. The state must be estimated again and a new certificate must be
obtained before execution resumes. Any partial execution and the taken recovery action
must be retained in the audit log.

The certification sequence and rejection path are summarized in Figure 4. The Certify
stage corresponds to the safety governor (G) formulated in Section 2.5 through Equation (3),
while the certificate fields are specified by Equation (5).

7.2. Edge SLMs and Offline-First Autonomy

Certification presupposes that the deliberative components remain available when
external connectivity is lost. Offline-first autonomy assumes that external connectivity may
disappear. Local controllers preserve stability; edge agents continue essential scheduling
and fault procedures and cloud agents provide nonessential optimization when available.
SLMs can support local natural-language interfaces, document retrieval and structured
planning but should be distilled for a defined mini-grid vocabulary and tool set rather than
used as general chat models.
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Table 28. Illustrative certificate arithmetic for the restoration proposal of step 6 in Table 13, showing rejection of the first submission and the further checks required

for the revised submission.

Element

Content of the Certificate as Submitted

Evaluation by the Verifier

First submission

Action (a;)

Close SW7 with SW3 already open by protection, dispatch storage B2 at 150 kW for 90 min,
shed 40 kW of deferrable load and route the mobile storage unit to bus 14; execution at texec,
requested expiry of 10 min

Sequence of four steps with a recovery action per step (AC5); the routing of the mobile unit has
no plant effect until the unit connects, so it is certified by its own arrival check

Assumptions (A)

Topology version 4 with Z3 isolated; load of the re-energized zone in the interval of 160 to
200 kW at 90 percent forecast probability; photovoltaic infeed in the interval of 80 to 140 kW;
stored energy of B2 of 240 kWh with a tolerance of 5 percent; twin model version 12

ACS3 requires containment of the admissible state and disturbance sets and a matching topology
version; point-estimate membership alone does not establish it

Predicates (¢)

Voltage of every bus in the re-energized zone within 0.95 to 1.05 per unit; loading of every
branch not exceeding 90 percent of its rating; reserve of B2 after dispatch sufficient for at
least 30 min of critical load; interlock of SW7 satisfied only if SW3 is open; protection
settings exist for the topology with SW7 closed; authority of the substation agent

over SW7 and B2

For the scalar voltage check, Li=1 and &,; = 0.01 per unit; the policy margins are 0.005 per
unit, 5 percent of rating and 10 min of critical load. Separate unit-consistent loading and reserve
error bounds are required. The coverage associated with x = 3 must be calibrated.

Evidence (e;) and
signatures ()

State estimate with covariance from Layer 2 timestamped 40 s before submission;
acknowledgments of the SW7 and B2 agents; twin evaluation trace; signature of the
substation agent

AC1 requires verification of the signed records and authority. AC2 fails: the requested expiry of
10 min exceeds the 5 min evidence horizon; a 90 min dispatch also requires continuing evidence
and authorization

Robust re-evaluation

Not part of the submission

The stipulated voltage of 0.957 per unit gives a margin of 0.007 against the required 0.015, so the
voltage check fails by 0.008 per unit. The lossless reserve is 3 kWh against 120 kWh, including
the 10 min margin. Stipulated loading of 78 percent is below 85 percent after the loading
margin; a loading-model error allowance remains necessary. SW3 status requires trusted
breaker-position and isolation checks; zero current alone is insufficient

Decision

Requested authority A4

Rejected; AC2 and AC4 returned to the planner with the margins by which they failed

Revised submission

Action (a;)

Connect the mobile storage unit at bus 14 after its arrival check, close SW7, dispatch B2 at
100 kW for 60 min and shed 60 kW of deferrable load; requested expiry of 4 min

Four proposed steps requiring certified recovery actions; the mobile contribution is stipulated
as 80 kW after connection and requires travel, energy, arrival and connection checks

Assumptions and
evidence

As in the first submission, with the state estimate refreshed 25 s before submission and the
acknowledgment of the mobile storage agent added

A 4 min authorization can fit within fresh 5 min evidence after age and clock-skew allowances,
but continuing coverage for the 60 min dispatch, signed authority and uncertainty containment
must also be established

Robust re-evaluation

Not part of the submission

The stipulated voltage of 0.968 per unit gives a margin of 0.018 against the required 0.015;
stipulated loading is 62 percent against 85 after the policy margin; lossless reserve is 128 kWh
against 120 including the reserve margin. These scalar checks pass, conditional on justified
bounds; the remaining predicates require separate verification

Recovery actions (i)

Disconnect the mobile unit; reopen SW7, certified from the closed-SW7 state; stop the B2
dispatch; restore the shed loads in reverse order

ACS requires separate verification of each recovery from its measured intermediate state,
including topology, protection, reserve and connection conditions

Decision

Requested authority A4

Conditionally admissible at A4 only after all acceptance conditions have been independently
verified; the illustrative scalar margins alone do not authorize execution

Rows in italics are group headings.
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Figure 4. Proof-carrying agent action workflow linking sensing, interpretation, planning, independent
certification and bounded execution, with rejected proposals revised and execution evidence returned
for verification and learning.

SLMs should be compared with symbolic and finite-state alternatives under memory,
latency and power constraints in future work. Required metrics include task success per
joule, worst-case response time, robustness to corrupted prompts and graceful degradation
when retrieval databases are unavailable. Models should be updatable through signed
packages and capable of being reverted to a known-good version.

7.3. Federated Multimodal Foundation Models and Continual Learning

Where connectivity exists, the same edge models can benefit from learning across a
fleet. A fleet of mini-grids generates heterogeneous data with strong privacy and locality
constraints. Federated multimodal foundation models could learn reusable representations
for load, weather, topology, asset images and maintenance text. A modular design could
use a shared backbone with site-specific adapters [125], physics-aware graph encoders [52]
and task heads with calibrated uncertainty [54].

The three emerging sources cited for this direction use nonarchival versions, which
qualifies their publication status rather than determining their evidence class. Their re-
ported environments are recorded in Table 21; the proposed integrated direction remains
EO until implemented. The requirements that follow are taken from the peer-reviewed
federated-learning literature: the open problems of privacy, robustness and heterogene-
ity [17]; the systematic challenges of federated learning at scale [124]; and the statistical
heterogeneity of client data [170]. Research challenges include non-identically distributed
data, missing modalities, communication cost, catastrophic forgetting, poisoning and the
difficulty of evaluating transfer to unseen topologies. Continual learning should be trig-
gered by verified distribution shift and should not directly change safety-critical policies.
Training data scope, versions, validation conditions and intended tasks must be recorded
in a model registry.

7.4. Causal Digital Twins and Neuro-Symbolic Control

Federated models supply hypotheses; the consequences of acting on them must be
evaluated before certification. Causal digital twins should answer intervention questions
rather than only predict trajectories. Structural causal models [143] can represent how
topology, weather, equipment condition and control affect outcomes, while physical equa-
tions provide invariant structure; the identification of such models from data is treated
by Peters et al. [144] and the learning of causal representations from high-dimensional
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observations is reviewed by Scholkopf et al. [145]. Such twins can distinguish correlation
from actionable cause and can generate counterfactual explanations for operators.

Neuro-symbolic control complements causal twins by combining learned perception
with explicit rules and ontologies [47,169]. Symbolic constraints can enforce voltage, current,
reserve, authorization and procedural rules, while neural components adapt to uncertainty,
as the grid-oriented neuro-symbolic preprint illustrates [62]. Research should move from
post hoc explanations to executable symbolic safety shields and traceable rule activation,
consistent with the argument that high-stakes decisions require inherently interpretable
models rather than explanations of black boxes [235].

Neuromorphic semantic control is a related direction for very low-power and low-
latency devices. SNNs with event-driven data selection can infer coordination information
from sparse electrical events, reducing the dependence on a dedicated communication
layer [27]. The challenge is to provide stability guarantees and interoperable semantics for
learned spike representations.

7.5. Human-Agent Governance and Cognitive Energy Communities

Technical assurance alone is insufficient because autonomy also changes organiza-
tional responsibility. Communities and operators need to define which objectives agents
can optimize, which loads receive priority, who approves exceptional actions and how
decisions are appealed. Natural-language interfaces can improve accessibility but must
show constraints, alternatives, uncertainty and expected impact.

Research should study calibrated trust rather than maximum trust. Operators should
understand when to rely on the agent and when to intervene. Interfaces can provide
contrastive explanations (for example, why one restoration sequence was rejected) and
can expose the certificate supporting an accepted action. Human feedback can improve
planning, but it must be separated from immutable safety rules.

At ecosystem scale, mini-grids may form the federations examined in Section 5.5 that
trade, share reserves and learn collectively. Governance must prevent larger participants
from dominating semantic standards or model updates. Fairness, energy justice and lo-
cal ownership should be treated as design objectives, especially in remote electrification
contexts. Deployment in such contexts is shaped by the market conditions documented
by the World Bank [41] and by Sustainable Energy for All [236], as well as by the access
gap analyzed in the Africa Energy Outlook [237]; the governance of peer-to-peer and
community markets raises the same questions [201,202].

The future directions in Table 29 are ordered by the assurance gap they close. Proof-
carrying actions address the immediate trust boundary between a flexible planner and an
actuator. Offline-first edge agents, as described in Section 7.2, address continuity when
cloud services, wide-area communication or external model endpoints are unavailable. Fed-
erated foundation models, as described in Section 7.3, address representation reuse across
heterogeneous sites without centralizing all operational data. Causal and neuro-symbolic
twins address counterfactual reasoning and explicit constraint enforcement. Neuromor-
phic semantic control addresses communication and computation overhead at fast edge
timescales. Human-agent governance addresses authority, accountability and social accep-
tance across all of the preceding technologies.

The Minimum Experimental Evidence and Deployment Milestone columns prevent
these directions from remaining visionary labels. A proof-carrying method should report
certificate construction and verification time, as well as rejection behavior and independent
verifier coverage under faulted cases. An edge SLM should be tested under link loss,
stale local knowledge and constrained hardware rather than only on a desktop benchmark.
A federated foundation model should include multi-site evaluation with non-identically dis-
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tributed data, privacy tests, poisoning tests and model-registry governance. A causal twin
should be evaluated through interventions and out-of-distribution events, not only forecast
accuracy. Neuromorphic semantics should report closed-loop stability and hardware en-
ergy, in addition to reduced packet count. Human-agent systems should use representative
participants, incident exercises and auditable decision records. These requirements convert

the future agenda into a sequence of falsifiable research programs.

Table 29. Future research directions and minimum evidence needed for progress.

Direction

Research Objective

Minimum Experimental
Evidence

Deployment Milestone

Proof-carrying actions

Verify high-level plans
without trusting the planner

Faulted and uncertain cases
with certificate timing and
rejection analysis

Independent runtime verifier
on HIL platform

Offline-first edge agents

Maintain useful cognition
without cloud access

Power, memory and latency
tests under link loss and
stale databases

Signed, rollback-capable
edge deployment

Federated foundation models

Transfer multimodal
representations across
heterogeneous sites

Multi-site evaluation with
non-identically distributed
data, privacy tests and
poisoning tests

Governed model registry and
site-specific adapters

Causal/neuro-symbolic twins

Produce counterfactuals and
enforce explicit constraints

Intervention tests, rule traces
and out-of-distribution
scenarios

Closed-loop twin with
bounded authority

Neuromorphic semantics

Reduce communication and
computation with
event-driven meaning

Stability, bandwidth and
hardware-energy
measurements

Interoperable semantic
event profile

Human-agent governance

Align autonomy with
community and
operator authority

Controlled user studies,
incident drills and audit
completeness

Approved operating
procedures and
accountability model

7.6. Evaluation Benchmarks, Metrics and Deployment Roadmap

The future directions are completed by an evaluation framework that covers bench-
mark scenarios and platforms, metrics, reproducibility and evidence levels and the roadmap
with its standards alignment. Evidence across physical, communication, intelligence, assur-
ance and human dimensions is required instead of isolated accuracy or cost comparisons.
As a survey, the contribution provided here is a proposed evaluation specification with
implementation requirements. Empirical validation of the proposed architecture through
simulation, experiments or dataset analysis is reserved for future benchmark studies.

7.6.1. Benchmark Scenarios and Platforms

A cognitive mini-grid benchmark that closes the evidence gap synthesized in
Section 4.7.5 should include at least five scenario families: normal grid-connected schedul-
ing, islanded renewable variability, communication degradation, compound cyber-physical
faults and community scarcity. Each family should specify topology, asset parameters, mea-
surement noise, communication delays, agent roles, policies and expected safety invariants.
The communication-degradation and compound-fault families are intended to reproduce
the cross-layer failure chains synthesized in Section 6.6.

Simulation platforms such as MATPOWER [238], GridLAB-D [239], OpenDSS [240]
and PyPSA [241] can support steady-state and scheduling studies, while electromagnetic
transient and real-time digital simulators are required for converter and protection behavior.
The power simulator should be connected to communication and agent environments
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through co-simulation. HIL and power-HIL should be required before claims of real-
time deployment.

Existing openly shared resources should be used for reproducible evaluation when
their scope is suitable. SimBench provides benchmark grid models and year-long load,
generation and storage profiles [242]; IEEE Power and Energy Society test feeders provide
standard distribution topologies [243]; and the public End-Use Load Profiles dataset pro-
vides 15 min building-load series across building types and climate regions [244]. These
resources do not validate the architecture proposed in this survey. They are identified
as suitable inputs for future confirmation studies, in which the selected topology, profile
subset, preprocessing, license, version and access date must be reported.

Table 30 is a reporting template rather than a record of experiments performed in this
survey. Its use would prevent a future evaluation from claiming reproducibility without
identifying the public data, physical assumptions, communication conditions, algorithms
and statistical procedure.

Table 30. Minimum simulation and dataset parameters to be reported in a cognitive mini-grid evaluation.

Parameter Group

Required Entries Units or Reporting Form

Dataset and topology

Resource name, version, license, feeder identifier,
buses, branches and phase model

Identifier, count and access date

Time-series data

Load, renewable generation, prices, weather,
sampling interval, missing-data treatment
and split rule

kW, kWh, currency/kWh, seconds or minutes
and percentages

Energy assets

Rated power and energy, efficiency,
state-of-charge bounds, ramp limits and kW, kWh, percentage, kW /s and stated model
degradation model

Electrical limits

Nominal voltage and frequency, voltage band,
line limits, reserve and protection assumptions

V or per unit, Hz, A or kVA and percentage

Communication

Delay, jitter, loss, bandwidth, update rule, ms, percentage, bit/s, events/s and
acknowledgement timeout and attack model scenario definition

Learning and agents

Observations, actions, reward or objective, model
version, seed, training steps and update policy

Explicit schema, count, version and seed list

Optimization and control

Horizon, time step, solver, tolerance, stopping
rule, infeasibility policy and fallback controller

Seconds or hours, solver version and tolerance

Evaluation

Baselines, repetitions, confidence interval,
disturbance cases, ablations and evidence level

Count, percentage and Levels 0 to 5

A proposed CognitiveMiniGridGym should expose a reproducible interface rather
than only a benchmark name. Its observation space should include electrical state, commu-
nication state, ontology version, local beliefs and acknowledged commitments. Its action
space should distinguish advice, tool calls and candidate set points. Time steps should be
aligned with the control hierarchy, while scenario generators should represent electrical
disturbances, communication failures, cyber events and resource scarcity. Reset behavior,
deterministic random seeds, expected invariants, complete logs, machine-readable con-
figuration files and public-data provenance should be specified. Baselines should include
centralized optimization, distributed optimization, MPC, RL and MARL; semantic commu-
nication without LLM agents; and agentic planning without semantic compression. This
separation is necessary to determine which component produces each benefit.

The reporting template of Table 30 is instantiated as the proposed reference scenario,
RS1, in Table 31. The feeder, asset placements, disturbance sequence and candidate baselines
are specified as a starting point for matched evaluation. RS1 is not an experiment performed
in this survey. Its remaining implementation choices must be fixed in a machine-readable
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configuration before independent results can be compared. The feeder is the 33-bus radial
distribution system of Baran and Wu [245], with 32 initially closed branches, 5 normally
open tie lines, a nominal voltage of 12.66 kV and nominal total load of 3715 kW and
2300 kvar. It is treated as a community mini-grid with a single point of common coupling
at bus 1. Public End-Use Load Profiles [244] and SimBench generation profiles [242] are
proposed as inputs to an OpenDSS implementation [240]. The former are calibrated outputs
of physics-based models of the United States building stock. Their combination with
SimBench photovoltaic profiles forms a constructed scenario whose geographic, weather
and temporal compatibility must be declared. No selected profile files or simulation outputs
are supplied by this survey.

Table 31. Proposed reference scenario RS1 for fault isolation and restoration under communication
degradation, with author-selected asset placements and event times.

Element

Specification

Feeder

33-bus radial distribution system [245]: 33 buses; 32 branches; 5 tie lines connecting the bus pairs (8, 21), (9, 15),

(12, 22), (18, 33) and (25, 29); nominal voltage of 12.66 kV; total load of 3715 kW and 2300 kvar; sectionalizing switches
on every branch; point of common coupling at bus 1 with a 5 MVA connection; author-selected voltage band of 0.95 to
1.05 per unit; branch loading limit of 90 percent of separately specified ratings because the public base case does not
supply finite thermal ratings

Assets

Photovoltaic units of 500 kW at buses 18 and 25 and 400 kW at bus 33; grid-forming battery of 1 MW and 2 MWh at
bus 6 with 70 percent state of charge at the start; battery of 500 kW and 1 MWh at bus 30 at 60 percent; mobile storage
unit of 250 kW and 500 kWh parked at bus 1 with a travel time of 20 min to any bus of the feeder; critical loads of
200 kW in total at buses 13, 14 and 24; deferrable load of 15 percent of the load at every bus; reserve policy of 30 min of
critical load withheld in the grid-forming battery; every storage unit follows a linear state-of-charge model with a
round-trip efficiency of 90 percent, symmetric power limits and state-of-charge limits of 10 and 95 percent

Time series

15-min load profiles of the End-Use Load Profiles dataset [244]: 200 single-family residential and 20 small-office
building profiles from the ResStock and ComStock AMY2018 release 1 for the county in ASHRAE climate zone 3A
with the largest residential sample, aggregated per bus in proportion to the nominal bus loads of the feeder so that the
aggregate peak equals 3715 kW, with interval energies converted to mean power over the 15 min interval before
scaling; SimBench photovoltaic profile PV1 [242] for a clear summer day, scaled to the unit ratings; proposed 24 h
simulation in local standard time at a 1 s quasi-static physical step and a 1 min agent step, with 15 min profiles held
constant within each interval; exact release paths, building IDs, county, dates, PV column and time-zone alignment
must be recorded in the input manifest

Disturbance sequence

12:00:00 permanent three-phase fault on the branch between buses 7 and 8, cleared by protection within 100 ms, which
is imposed as a scenario event on the quasi-static model rather than simulated electromagnetically, isolating buses 8 to
18; 12:10:00 photovoltaic infeed drops by 40 percent for 30 min; 12:15:00 false-data injection of plus 0.03 per unit on the
reported voltage of bus 14 for 5 min; 12:30:00 restoration through healthy ties may be considered after isolation and
protection checks; the permanently faulted branch remains open unless a separate repair event is specified

Communication model

Message delay of 50 ms plus an exponentially distributed jitter with a mean of 150 ms, giving a mean delay of 200 ms,
message loss of 5 percent independent per message, partition of the agent of the switch on branch 14 to 15 from
12:03:00 to 12:04:30, ontology mismatch injected at 12:06:00 by presenting version 3 of the reserve definition to the
agent of the battery at bus 30 while every other agent uses version 4, acknowledgment timeout 2 s and commit
deadline of 30 s before execution

Agent roles

One agent per battery, per photovoltaic unit, per switch and for the mobile storage unit; a substation agent as
committer; a planning agent with the digital twin at Layer 5; and a governor at Layer 6 with the acceptance conditions
of Section 7.1 instantiated for the RS1 asset identifiers and limits

Baselines

BLO, manual restoration with a fixed 30 min crew response and no automation; BL1, rule-based restoration following
the dispatch and transition functions of IEEE Std 2030.7 [153] with perfect communication, implemented as a fixed
priority list that closes the tie switches in the order 8 to 21, 12 to 22 and 18 to 33, subject to the voltage and loading
limits; BL2, centralized restoration by a mixed-integer linear program with perfect communication and full
observability that maximizes the critical load restored over the horizon, subject to linearized DistFlow power-flow
constraints, storage energy balance and switch interlocks, with a declared solver, tolerance and stopping rule at each
1 min step and the achieved optimality gap reported; BL3, the proposed architecture with the governor removed so
that the planning agent actuates directly; BL4, the proposed architecture as specified

Metrics

Energy not served in kWh; critical load served in percent of the critical-load energy over the day; time to restore the
last critical load in minutes; voltage violations as bus-minutes outside the band; branch overloads as branch-minutes
above the limit; unsafe actions blocked by the governor, counted; coordinated actions aborted for lack of common
knowledge, counted; message volume in kilobytes and mean age of information in seconds at the substation agent;
decision latency of the planning agent in seconds; energy consumed by agent computation in kWh
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Table 31. Cont.

Element

Specification

Repetitions and reporting

Ten runs with seeds 1 to 10 controlling the load noise, which is Gaussian with a standard deviation of 5 percent of each

interval load, the message loss and the jitter; means and 95 percent confidence intervals from the t-distribution with
nine degrees of freedom reported per metric; every item of Table 30 disclosed; ablations BL3 against BL4 and BL2
against BL4 mandatory

Evidence class

EQ for this proposed specification; E2 is the target for a completed closed-loop simulation. E3 additionally requires a

documented real-time hardware-in-the-loop experiment with timing, interface and synchronization evidence

The baselines are intended to separate the effects of automation, planning, commu-
nication and the governor. BLO and BL1 characterize manual and rule-based restoration.
BL2 supplies a centralized optimization comparator under its stated linearized model and
information assumptions; it is not a demonstrated optimum for the nonlinear physical sys-
tem. Matched degraded-communication variants of BL1 and BL2 are also required before
robustness is attributed to BL4. BL3 against BL4 can test the governor only when planner
inputs, data, resources and random realizations are matched. Whether false-data injection
causes an unsafe proposal, whether such a proposal is blocked and whether a violation
occurs must be measured. The partition and ontology-mismatch events test the preparation
and local execution rules of Section 4.7.2; zero inconsistent execution is a validation target,
not an established outcome.

Before RS1 can be reproduced, its exact data files and licenses, dates, electrical and
storage equations, branch ratings, active and reactive load treatment, mobile-storage initial
energy, charging and discharging efficiencies, noise timing and clipping, solver version and
tolerances, planner implementation and metric integration rules must be fixed. The stated
90 percent round-trip efficiency must be allocated consistently between charging and
discharging. The input manifest must identify the selected building IDs and photovoltaic
column. Resampling 15 min profiles to a 1 s grid does not provide measured variability at
the finer resolution. The imposed 100 ms protection event cannot validate fault-clearing
transients in the quasi-static model. A completed benchmark must report all choices in
Table 30 and match tasks, data, physical constraints, information and computation budgets
before outcomes are compared.

7.6.2. Metrics

Physical metrics include energy cost, renewable curtailment, unserved energy, voltage
and frequency deviation, stability margin, restoration time, battery degradation and emis-
sions. Forecasts should be assessed with explicitly defined errors such as the root mean
square error (RMSE) and mean absolute error, while scale-dependent comparisons across
heterogeneous series should be interpreted carefully [246]. For n observations (y;) and
forecasts (1), RMSE is defined as

RMSE = /= Y (v — 91)%. 7)
t=1

Equation (7) penalizes large errors more strongly because the residuals are squared

S

before averaging; it is expressed in the unit of the observations, such as kW for a power
forecast. Mean absolute error (MAE) is the arithmetic mean of the absolute residuals in the
same unit and is less sensitive to single large errors [246]. Communication metrics include
bytes, packets, age of information, deadline violations and energy per useful message. Age
of information measures the elapsed time since the generation of the freshest received
update rather than only transmission delay [25]. Semantic metrics include task success,
intent preservation, disagreement and information sufficiency. Agentic metrics include
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planning success, tool-call correctness, unsupported claims, proposed and intercepted
constraint violations, explanation fidelity and recovery from failed tools.

Assurance metrics should distinguish proposal safety from execution safety. A system
may propose many unsafe actions but reject all of them; this still imposes workload and may
indicate poor planning. The unsafe proposal rate, verifier false acceptance, verifier false
rejection, certificate time, rollback success and coverage of monitored invariants should
be reported. Cyber metrics include attack success, time to detection, containment and
attribution completeness. Human metrics include workload, trust calibration and decision
time, for which appropriate reliance rather than maximal trust should be evaluated [247].
Privacy budgets should be interpreted according to the employed formal differential-
privacy mechanism [200].

Table 32 establishes that a cognitive mini-grid cannot be evaluated by a single ag-
gregate objective. Physical metrics remain primary because lower cost or reduced com-
munication has no value if voltage, frequency, protection or energy service deteriorates.
Communication metrics quantify the resource burden and timeliness of coordination. Se-
mantic metrics determine whether the compressed or abstracted message preserved the
intent and evidence needed for the task. Learning and agent metrics isolate planning qual-
ity, tool correctness and latency. Assurance metrics reveal whether unsafe proposals are
being generated, whether the verifier catches them and whether rollback succeeds. Cyber,
human and Green-Al dimensions measure attack resilience, accountable use and the net
resource cost of the intelligence itself.

Table 32. Recommended metric families for cognitive mini-grid evaluation.

Dimension Core Metrics Reporting Requirement
Cost, curtailment, unserved energy, .
Physical voltage/frequency error, degradation Mean, tail and worst-case values across
y . y ! disturbances and seeds
and emissions
I Bandwidth, packet rate, age of information, Compare against raw-data and
Communication . . .. . .
deadline misses and communication energy event-triggered baselines
Semantic Task success, intent preservation, disagreement Evaluate under noise, packet loss and

and uncertainty calibration

ontology mismatch

Learning and agents

Forecast RMSE, reward, sample efficiency, tool
correctness, hallucination and planning latency

Separate model reasoning time from tool
execution and validation

Assurance

Unsafe proposals, false acceptance/rejection,
certificate time and rollback success

Publish invariant definitions and failure cases

Cyber/privacy

Attack success, detection/containment, privacy
budget and poisoning robustness

Include adaptive and compound attacks

Human and governance

Workload, trust calibration, override rate and
audit completeness

Use representative operators or
community participants

Green Al

Training/inference energy, communication energy
and net operational saving

Report hardware, model size and duty cycle

The reporting requirements are designed to expose trade-offs and tail behavior. Mean
cost should be accompanied by worst-case unserved energy and disturbance-specific
stability. A semantic method should be compared with both raw-data and conventional
event-triggered baselines under the same channel. Agentic latency should be decomposed
into model reasoning, retrieval, tool execution and validation so that the bottleneck is
visible. An assurance system should report false acceptance and false rejection because
an excessively conservative verifier can make the system unusable, even when it is safe.
Green-Al reporting should combine training, inference and communication energy with
the operational energy saved by the controller. The resulting evaluation is necessarily multi-
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objective; Pareto fronts or constrained comparisons are more informative than declaring
one approach best from a single weighted score.

7.6.3. Reproducibility and Evidence Levels

Evidence should be classified according to the six levels (EO to E5) defined in Table 6
and the horizon, authority, scale and communication classes of the same table should be
reported alongside it so that a reader can locate the study in the comparison space before
any outcome is read. A paper should not generalize simulation results to deployment
readiness without explicitly addressing the gap. The same evidence criteria must be applied
uniformly to every cited study.

Reproducibility requires source code, configuration files, random seeds, scenario def-
initions, model versions, prompt templates, ontology versions and tool schemas. LLM
studies should record decoding settings and the model endpoint/version. Federated
studies should report client heterogeneity, participation, communication rounds, pri-
vacy mechanisms and attack assumptions. Safety studies should publish the invariants
and counterexamples.

7.6.4. Roadmap and Standards Alignment

The roadmap in Figure 5 uses the single time marker of “2026 and after” for a five-
stage research and deployment agenda. Stage 1 establishes foundations through ontologies,
semantic metrics and common-knowledge protocols. Stage 2 develops safe prototypes
based on digital twins, edge SLMs and proof-carrying actions. Stage 3 establishes inter-
operable pilots through multi-vendor HIL evaluation, federated sites and human-agent
procedures. Stage 4 advances assured autonomy through certification, runtime assurance
and autonomous restoration. Stage 5 develops cognitive ecosystems through inter-mini-
grid markets, fleet learning and regulatory adoption. The stages indicate an ordered agenda
and do not assign separate calendar years to activities after 2026. The roadmap stages are
distinct from the capability-maturity levels of Figure 3; their relationship and the evidence
and authority admissible at each stage are stated in Table 10. The placement of autonomous
restoration in Stage 4 follows the deployment order derived from the application compar-
ison reported in Section 5.6. The normative assets that each stage must satisfy are those
mapped to the layers in Section 3.5.2 so that the roadmap advances through the existing
standards rather than beside them.

: SEIE INTERQ{ABLE AQED COGEI ! IVE
FOUNDATIONS
PROTOTYPES PILOTS AUTONOMY ECOSYSTEMS
® Ontologies ® Digital twins ® Multi-vendor HIL ® Certification ® Inter-mini-grid
markets
® Semantic metrics ® Edge SLMs a8 ® Federated sites P . Runtime -
assurance ® Fleet learning
® Common
knowledge ® Proof-carrying ® Human-agent ® Autonomous
actions procedures restoration ® Regulatory
protocols adoption
o 2026 and after .

Figure 5. Indicative five-stage research and deployment roadmap for 2026 and after, with ordered
stages rather than fixed adoption dates.
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Standards alignment should begin immediately. Controller functions and testing are
defined by IEEE 2030.7 [153] and IEEE 2030.8 [154]. Recommended practice for microgrid
planning and design is provided by IEEE 2030.9 [159]. DER interconnection is defined by
IEEE 1547 [155]. Energy services are supported by IEEE 2030.5 [223] and OpenADR [224].
Information models are provided by IEC 61850-7-420 [156] and the CIM [157]. Security
requirements are provided by the IEC 62351 series [151], NISTIR 7628 [152] and NIST
SP 800-82 [158]. The research gap identified in this survey is an agentic semantic profile
that adds intent, evidence, confidence, authorization and certificates without creating a
competing information model.

Table 33 indicates that the cognitive mini-grid should extend existing interoperability
and governance assets rather than create an isolated replacement stack; the complementary
question of which layer each asset already governs is answered in Table 12. IEEE 2030.7
and 2030.8 already define microgrid-controller functions and testing, so an agentic profile
should add tests for role behavior, semantic failure, certificate verification and fallback.
IEEE 1547 already constrains DER interconnection and permitted functions, which means
every agent command should map to a defined and authorized DER capability. IEC 61850
and CIM provide the strongest basis for common device and system meaning; the required
additions concern intent, confidence, validity, evidence, acknowledgment and commitment.
IEEE 2030.5 and OpenADR can carry energy-service and demand-response interactions,
but machine negotiation requires explicit authority and audit metadata.

Security and Al-governance assets cover complementary parts of the problem. IEC
62351 and NIST operational-technology guidance address authentication, integrity, segmen-
tation and incident response, while Al risk and management frameworks address lifecycle
governance, monitoring and accountability. The missing connection is a power-specific
safety case for learning and agentic components. Such a profile should define model and on-
tology versioning, signed prompts or tool manifests where appropriate, least-privilege tool
access, independent action verification, update approval and evidence retention. The regu-
latory row further indicates that autonomy must be classified by consequence and authority,
not by whether an LLM is present. An advisory agent, a scheduler that produces certified
set points and an autonomous restoration agent should have different conformity and
accountability requirements, even when they share the same underlying model.

Table 33. Standards and governance assets relevant to a cognitive mini-grid profile.

Asset

Current Contribution Required Cognitive Extension

IEEE 2030.7 and IEEE 2030.8

Agent role tests, semantic failure cases and

Controller functions and testing certificate verification

DER interconnection and Mapping of agent commands to permitted

IEEE 1547 interoperability DER functions

IEC 61850 and CIM Device and system information Int.ent, confidence, V.ahdlty horlzor},
models evidence and commitment semantics

TEEE 2030.5 and OpenADR Energy-service and Machine-negotiated preferences with

demand-response exchanges

authority and audit metadata

IEC 62351, NISTIR 7628 and
NIST SP 800-82

Authentication, integrity and
operational-technology security
guidance

Prompt/tool isolation, model provenance
and signed agent actions

NIST Artificial Intelligence Risk
Management Framework,
ISO 42001 and ISO 23894

Al risk and management processes

Power-specific safety cases, monitoring
and update governance

EU AI Act and local regulation

Risk-based legal obligations

Classification and accountability for
autonomous energy decisions
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8. Conclusions

The cognitive power mini-grid is best understood as a composition of established
control engineering with new semantic, distributed and agentic capabilities; the eight
capabilities that define cognition in Section 1 are realized by this composition rather than
by any single algorithm. Its novelty is attributed to the coordination of heterogeneous
agents through which task-relevant meaning is exchanged, sufficient shared knowledge
is established, verified tools are used for reasoning, consequences are predicted and only
actions that satisfy physical and governance constraints are executed.

In answer to the four research questions formulated in Section 2.2, five principles were
identified. First, deterministic local control and protection remain the foundation. Second,
semantics must preserve the evidence required for safety. Third, common knowledge
and authority are explicit prerequisites for coordinated actions. Fourth, agentic planning
must be separated from execution by independent validation and runtime assurance. Fifth,
evaluation must jointly measure physical outcomes, communication efficiency, epistemic
consistency, cyber resilience, human governance and Al energy cost.

The most important research directions are proof-carrying agent actions, offline-first edge
SLMs, federated multimodal foundation models, causal and neuro-symbolic digital twins,
neuromorphic semantic control and accountable human-agent energy communities. Progress
should be judged by staged evidence from simulation to HIL and field pilots rather than by
conversational demonstrations or single-scenario cost reductions. Under the evaluation frame-
work specified in Section 7.6, that evidence is graded on the unified scale of Table 6, compared
only under the comparability rules of Section 2.4, read against the applicability boundaries
appraised in Section 4.7.4, measured with the metric families defined in Section 7.6.2 on the
benchmark scenarios specified in Section 7.6.1 and sequenced by the five-stage roadmap.
With these boundaries, cognitive autonomy can become a disciplined extension of mini-grid
engineering rather than an uncontrolled substitution for it.
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Abbreviations

The following abbreviations are used in this manuscript:

5G Fifth Generation

6G Sixth Generation

AC Alternating Current

ADMM Alternating Direction Method of Multipliers
Al Artificial Intelligence

AUC-ROC  Area Under the Receiver Operating Characteristic Curve
BDIx Extended Belief-Desire-Intention

CIM Common Information Model

COMA Counterfactual Multi-Agent Policy Gradients
DAI Distributed Artificial Intelligence

D2D Device to Device
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DC Direct Current

DER Distributed Energy Resource
DRL Deep Reinforcement Learning
EMS Energy Management System
FL Federated Learning

HIL Hardware in the Loop

LLM Large Language Model

LST™M Long Short-Term Memory

MACKRL  Multi-Agent Common Knowledge Reinforcement Learning
MADDPG  Multi-Agent Deep Deterministic Policy Gradient

MAE Mean Absolute Error

MARL Multi-Agent Reinforcement Learning

MAS Multi-Agent System

MPC Model Predictive Control

NISTIR National Institute of Standards and Technology Interagency Report
PCA Proof-Carrying Action

PRISMA Preferred Reporting Items for Systematic Reviews and Meta-Analyses
RAG Retrieval-Augmented Generation

RL Reinforcement Learning

RMSE Root Mean Square Error

SCADA Supervisory Control and Data Acquisition

SLM Small Language Model

SNN Spiking Neural Network

SP Special Publication

VDN Value-Decomposition Network

VPP Virtual Power Plant
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