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Abstract

Long-term and large-scale power outages (blackouts) pose a significant threat to the func-
tioning of modern cities, exposing the level of their preparedness for crisis situations.
A blackout is a systemic phenomenon whose cascading impacts extend far beyond the
energy sector, affecting multiple interdependent domains of urban operations. Therefore,
this study aims to evaluate the resilience of urban systems to electricity supply disruptions
across infrastructural, institutional, social, and functional dimensions, based on blackout
case studies from selected cities in Poland, Spain, and Portugal. Utilising data spanning the
period 2008–2025, a qualitative cross-case comparison was conducted based on indicator
coding and the identification of recurrent patterns. The results indicate that a blackout
simultaneously impacts all four dimensions of urban resilience. The highest vulnerabil-
ity was observed within the social and functional dimensions, manifested by the limited
preparedness of residents for prolonged power deprivation, as well as disruptions in in-
formation flow and municipal service delivery. Furthermore, the findings reveal that a
high level of infrastructural resilience does not guarantee effective crisis response without
adequate institutional and social support. Based on these insights, it is recommended
to develop a European Union-level framework to secure financial resources aimed not
only at mitigating the consequences of blackouts—which frequently exhibit cross-border
characteristics—but primarily at funding proactive prevention and preparedness measures
against power grid failures.

Keywords: power grid blackout; urban energy resilience; multidimensionality; cities;
European Union (EU); cross-case analysis

1. Introduction
Cities have long been and remain to beperceived as the primary engines of human de-

velopment. Indeed, Europe has transformed into a continent predominantly characterised
by urban areas; it is estimated that approximately 70% of the EU population—equivalent to
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around 350 million individuals—reside in urban agglomerations with a population exceed-
ing 5000 inhabitants [1]. Urban infrastructure must be adapted to meet these demographic
needs. However, this infrastructure is exposed to a wide range of hazards, including
natural disasters, technical failures, and armed conflicts. Therefore, evaluating the level of
urban resilience against these threats based on European cities is highly warranted. Con-
sequently, the issue of urban resilience is becoming a key priority in contemporary urban
policy implementation. Within this context, the concept of resilience should be treated as a
multidimensional attribute encompassing adaptability, defined as the capacity of a region
and its stakeholders to adapt to shocks and ensure continuous development. Furthermore,
resilience involves preparing for shocks and capitalising on post-crisis opportunities [2].
This broader approach to resilience defines the scope adopted by the authors of this article.
Specifically, this study focuses on the phenomenon of urban resilience to contemporary
threats related to interruptions or total failures in power supply. This hazard is of critical
importance for the functioning of all operational areas in modern cities. Moreover, energy
infrastructure constitutes a systemic component of the so-called critical infrastructure [3].

The contemporary energy crisis exposes the structural constraints inherent in the
traditional paradigm of energy systems. Heavily reliant on fossil fuels, highly susceptible
to geopolitical dynamics, and frequently underpinned by ageing infrastructure, this system
is becoming increasingly fragile in the face of disruptions. Consequently, the systemic
vulnerability of economies and societies to volatile energy supplies is escalating, engen-
dering multifaceted economic, social, and security risks. Within this context, a blackout
must be conceptualized not merely as an isolated technical incident but rather as a systemic
phenomenon encompassing technological, socio-economic, and institutional dimensions.
This phenomenon highlights the misalignment of current frameworks with the escalating
complexity and dynamics of contemporary urban and energy systems.

Therefore, a comprehensive examination of this subject matter—incorporating
the following core components—can significantly enrich the academic contribution of
this study:

1. A critical review of European Union legislative frameworks and regulations
governing blackouts.

2. An assessment of urban resilience to blackouts, operationalised as a systemic phe-
nomenon across infrastructural, institutional, social, and functional dimensions.

3. The selection of EU member states for empirical analysis, characterized by diverse
energy mix structures and documented blackout events.

4. A longitudinal or differentiated temporal analysis of the specific periods during which
blackouts occurred across the examined EU nations.

Given that this topic is highly relevant in light of the ongoing energy crisis—
exacerbated, inter alia, by geopolitical and armed conflicts [4]—the empirical findings
of this study may be of significant value to a broad spectrum of stakeholders involved in
developing urban blackout resilience frameworks. These include representatives from the
following sectors:

1. EU institutions, as well as national and regional public administration bodies respon-
sible for shaping urban and energy policies.

2. The banking and financial sector, which provides funding and capital support for
urban energy transition projects within the EU.

3. The energy sector, encompassing both power generation companies and transmis-
sion/distribution system operators (TSOs and DSOs) engaged in upgrading grids to
integrate renewable energy sources (RESs).
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4. Academia and the scientific community, conducting research on the financing of urban
policies within the frameworks of resilience theory and the formulation of adaptive
strategies for emerging disasters.

5. Social media platforms and digital communication channels, which actively shape
public perception and attitudes towards solutions implemented to enhance urban
resilience against blackouts.

2. Literature Review
2.1. Blackout as a Systemic Phenomenon

In the literature, blackouts are treated as a systemic phenomenon. The research
approach within this framework focuses primarily on three aspects:

(1) The nature of the power law,
(2) The multi-faceted causes and consequences of blackouts,
(3) The method of blackout projection.

Regarding the first aspect, the research conducted by I. Dobson, B.A. Carreras, V.E.
Lynch, and D.E. Newman demonstrates that power transmission systems represent critical
infrastructure, and that failures within these systems can have severe consequences for
economic stability and national security. Their studies further show that the size distribution
of blackouts follows a power law over a significant part of its range, indicating that power
systems exhibit characteristics of complex dynamic systems. In fact, in certain cases,
measures aimed at mitigating small outages may actually increase the frequency of large-
scale power disruptions [5].

The aforementioned researchers attributed the causes of large-scale transmission grid
blackouts to cascading failures, demonstrating that the frequency of major outages obeys
a power law. According to this law, the risk of large-scale blackouts is substantial, as the
power system operates as a complex system designed and managed near its critical point.

Although the system’s operational margins evolve slowly towards this criticality,
this evolution is driven by continuous load growth, economic pressure to maximise grid
utilisation urbanisation, and engineering responses to blackouts that drive system upgrades.
Consequently, mitigation strategies aimed at reducing outage risks must account for the
dynamic phenomena inherent in complex, self-organising critical systems [6].

The inherent complexity of power systems has naturally driven research interest
towards identifying the multi-faceted causes and consequences of blackouts. In this context,
a power outage is conceptualised as a socio-technical-environmental phenomenon [7].
According to D. Złotecka and K. Sroka, the inevitability of power system failures stems from
factors such as extreme weather events, human error, and technical faults, posing a tangible
threat not only to the power grid itself but also to public safety and security in a broader
sense [8]. A subset of the detailed analyses in this field focused on establishing a direct
correlation between the failure rates of power system components, total system demand,
and wind speed. Furthermore, evidence showed that restoring system components within
13 h can reduce load shedding stemming from cascading events in the national grid by up
to 52% [9].

In turn, N.D. Fita, I. Utu, M.D. Marcu, D. Pasculescu, I.O. Mila, F.G. Popescu, T.
Lazar, A.M. Schiopu, F. Muresan-Grecu, and E.A. Cruceru expanded the range of blackout
causes in their research. They identified instability in the functioning of the National Power
System, terrorist attacks on the National Power System, extreme weather conditions, natural
calamities, energy insecurity, and political/military insecurity. The authors emphasised the
necessity of an interdisciplinary approach to the analysis of blackout causes, addressing
socio-economic, technological, and political issues to provide an integrated view of the
phenomenon [10]. The consequences of blackouts can be far-reaching. In contemporary

https://doi.org/10.3390/en19153496

https://doi.org/10.3390/en19153496


Energies 2026, 19, 3496 4 of 34

societies, which are increasingly dependent on information technology and, by extension,
on electricity, power outages can trigger uncontrolled cascading failures across systems
reliant on technological components. These systems are critical for the biological survival
of the population, safety and defence, social development, and the economy. Consequently,
this can unleash chains of destructive events with an open-ended timeframe, capable of
breaching any man-made protective barrier and threatening everything within their sphere
of influence [11].

Bearing this in mind, some researchers make concerted efforts to apply blackout projec-
tion methods. A compelling case in this field involves scenario planning and role-playing
exercises conducted with German and French university students to investigate potential
human behavioural responses and expectations of government during a hypothetical three-
day blackout [12]. Another prominent approach involves estimating electricity interruption
costs for households by determining the average annual Value of Lost Load (VoLL) [13].

The literature review demonstrates a clear consensus among researchers regarding the
conceptualisation of blackouts as a systemic phenomenon.

2.2. EU Legal Frameworks for Power System Security and Blackout Prevention

In the era of energy transition and increasing reliance on renewable energy sources
(RES), the stability of the European power system has become a priority for both national
and Union security. The European Union has shifted from fragmented national regulations
towards an integrated crisis management model, as reflected in the “Clean Energy for all
Europeans” package and subsequently in the “Fit for 55” legislative package. This model
mandates the coordination of actions during extreme scenarios, ensuring that non-market
measures (e.g., mandatory load shedding) are employed strictly as a last resort, without
compromising the integrity of the internal market (ACER, 2024) [14].

A key legal act within the discussed package, concerning the mitigation of systemic
failure risks, is Regulation (EU) 2019/941 of the European Parliament and of the Council of
5 June 2019 on risk-preparedness in the electricity sector [15]. Pursuant to Article 3 of this
Regulation, Member States are required to identify all relevant electricity crisis scenarios at
both national and regional levels (ENTSO-E). The act further mandates the development
of risk-preparedness plans, which must be established based on the principle of solidarity.
According to Article 15, Member States are obliged to offer mutual assistance to safeguard
public security, provided that “fair compensation” is agreed upon. Furthermore, the
Regulation introduces a requirement to draft National Risk-Preparedness Plans. Under the
established procedure, Member States are compelled to successively update their national
crisis scenarios (e.g., extreme weather events, hybrid attacks).

While Regulation (EU) 2019/941 establishes the political framework, the technical as-
pects of blackout protection are regulated by Commission Regulation (EU) 2017/2196 of 24
November 2017 establishing a network code on electricity emergency and restoration (NC
ER) [16]. The Code defines specific system states (normal, alert, emergency, blackout, and
restoration). According to Article 11, each Transmission System Operator (TSO) is required
to develop a system defence plan, which includes, among others: automatic low-frequency
load shedding procedures, reactive power management to prevent voltage collapse, and
strategies for mitigating the effects of cascading failures. In the event of national or regional
power supply disruptions, EU law mandates the application of “black start” procedures.
Article 23 of Regulation 2017/2196 specifies the requirements for generating units with
black-start capability. Member States must ensure that their systems possess a sufficient
number of such units to enable island operation and the gradual restoration of power
supply to consumers. The legal structure grants specific powers to the Agency for the
Cooperation of Energy Regulators (ACER) and the European Network of Transmission
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System Operators for Electricity (ENTSO-E) in compliance with Regulation (EU) 2019/943
on the internal market for electricity [17]. ENTSO-E is responsible for developing peri-
odic European Resource Adequacy Assessments (ERAA). As required by Article 9(1) of
Regulation (EU) 2019/943, TSOs are obliged to maintain operational security, which in
practice entails strict adherence to inter-regional exchange limits. This is essential to avoid
transmission line overloads, which are the most common cause of cross-border blackouts.

Another legal act, Regulation (EU) 2024/1747 [18], constitutes part of the Electricity
Market Design (EMD) reform and serves as an amending act. Its primary function is
the incorporation of new regulatory mechanisms into the legal framework established by
Regulation (EU) 2019/943 on the internal market for electricity [17] and Regulation (EU)
2019/942 establishing ACER [19]. Through this integration, the EU legislator does not create
a separate system but rather performs an evolutionary modification of the existing market
architecture, adapting it to the requirements of security and resilience against external
shocks. The direct impetus for the reform was the 2022 energy crisis, which exposed the
European economy’s excessive exposure to fossil fuel price volatility and the flaws of the
marginal pricing model (merit-order), which threatened the financial stability of consumers
and the adequacy of system resources (Regulation 2024/1747, Recital 5; Widuto, 2024,
p. 2) [18,20].

The role of Regulation 2024/1747 [18] in ensuring security of supply extends beyond
purely technical aspects, serving as the economic foundation of the security of the system.
While operational procedures for emergency states are governed by network codes (such
as NC ER), Regulation 2024/1747 ensures capacity adequacy during critical situations by
optimising investment mechanisms. A key tool in this regard is streamlining the application
of capacity mechanisms, which—as a structural market element—aim to guarantee that
generation units essential for grid stability remain viable and operationally ready, even
amidst high penetration of variable renewables. Articles 19d and 19e, introduced by
Regulation 2024/1747 into Regulation (EU) 2019/943, oblige Member States to perform
assessments of system flexibility needs and to set national targets for energy storage. These
mechanisms serve as a direct tool for mitigating blackout risks by stabilising the grid during
periods of peak demand.

The implementation of mandatory two-way contracts for difference (CfDs) under
Article 19b of Regulation (EU) 2019/943 (as introduced by Regulation (EU) 2024/1747,
p. 26) remains a subject of debate among leading research institutions. While Meeus et al.
(2023, p. 7) from the Florence School of Regulation (FSR) [21] argue that this mechanism is
crucial for de-risking investments and ensuring resource adequacy, ACER (2024, p. 15) [22].
ACER, places greater emphasis on the necessity of designing these contracts in a way
that does not undermine the operational flexibility of the system, which is essential for
preventing emergency states and blackouts, notably by ensuring that generators remain
responsive to real-time price signals.

Directive (EU) 2024/1711 [23] serves as an amending act, modifying, inter alia, Di-
rective (EU) 2019/944 on common rules for the internal market for electricity. Its im-
plementation aims to stabilise demand and modernise distribution grids, which directly
translates into a reduced risk of systemic failures. While Regulation (EU) 2024/1747 [18]
focuses on ensuring resource adequacy in the wholesale market, Directive (EU) 2024/1711
complements the Union’s security framework at the local level. The incorporation of the
prohibition of disconnections for vulnerable customers (Article 28a) and the modernisation
of Distribution System Operators’ (DSOs) tasks regarding smart grids (Article 31) allow for
the creation of a system resilient to both social and technical shocks. These measures are an
essential prerequisite for mitigating the risk of decentralised grid failures.
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Directive (EU) 2022/2557 [24] on the resilience of critical entities aims to strengthen
the physical resilience of entities essential for the maintenance of vital societal functions
and economic activities within the internal market. This regulation serves as a response
to evolving hybrid, terrorist, and climate-related threats. The Directive shifts the focus
from purely infrastructural protection to the resilience of entities, defined as their abil-
ity to prevent, resist, respond to, and recover rapidly from incidents. It establishes a
comprehensive framework for oversight and support by imposing specific obligations
on both Member States and critical entities. These obligations include the adoption of a
resilience-enhancing framework (Article 4), the conduct of regular national risk assessments
for essential services (Article 5), the identification of critical entities (Article 6), and the
implementation by those entities of appropriate technical, security, and business continu-
ity measures (Articles 12 and 13). By virtue of Article 22, Member States are required to
lay down a system of penalties for infringements of national provisions adopted under
this Directive.

Regulation (EU) 2024/1366 (Network Code on Cybersecurity—NCCS) [25] aims to
establish a uniform cybersecurity framework for cross-border electricity flows, encompass-
ing risk management and incident response planning (Article 1). The act introduces an
obligation to conduct regular risk assessments at both national and Union levels to identify
high-impact and critical-impact entities (Articles 7 and 8). Furthermore, it requires system
operators (TSOs and DSOs) and critical entities to implement advanced protection mea-
sures for control and grid automation systems (Article 24). The Regulation also introduces
stringent incident reporting rules and the obligation to develop business continuity and
recovery plans in the event of a cyberattack (Articles 35 and 37).

An analysis of the seven pillars of the EU legal order—ranging from technical network
codes (NC ER, NCCS) and operational frameworks (Regulations 2019/941 and 2019/943)
to the latest structural reforms (Regulation 2024/1747, and Directives 2024/1711 and
2022/2557)—reveals the emergence of an integrated electricity security architecture. Its
evolution signifies a paradigm shift from reactive crisis management towards proactive
mitigation of systemic failure risks. Driven by regulatory synergies, security of supply has
transcended the exclusive jurisdiction of individual Member States. It has transformed
into the baseline foundation for the operational integrity of the entire European intercon-
nected grid. Despite the 17-year temporal gap separating the investigated events, the
legislative structure maintains profound operational consistency. The regulations address-
ing blackout phenomena have not undergone disruptive or radical upheavals over this
period; rather, they have evolved continuously upon stable, well-established legal and
technical foundations.

2.3. Urban Resilience to Blackouts

In the existing literature, the analysis of urban resilience to blackouts constitutes an
interdisciplinary discourse. This is evident in the choice of research subjects, the selection
of methodologies and the formulation of recommendations based on the analytical results.
Four dimensions of urban resilience to blackouts can be distinguished:

1. Infrastructural—a review of research on the infrastructural dimension of urban re-
silience to blackouts highlights two main areas of analysis: (1) primary energy genera-
tion technologies (photovoltaic, solar thermal, wind, hydroelectric, nuclear, combined
cycle, coal)/forms of energy; and (2) the adaptation of energy infrastructure to weather
conditions and urbanisation. Within the first area, researchers demonstrate that con-
ventional sources, such as nuclear and combined cycles, exhibit low variability, with
daily fluctuations of less than 1%. By contrast renewable sources display significant
variability [26]. Furthermore, scholars indicate that urban resilience is influenced by
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the evolution of primary energy infrastructure forms (thermal, electrical and chemical),
which were originally developed as independent networks but currently interact with
one another. This applies to both generation and storage units, as well as transmission
systems. Multi-energy systems—sometimes referred to as smart energy systems—
provide a framework within which various energy vectors interact at different levels,
making it difficult to precisely determine the time of failure occurrence [27]. Con-
versely, within the second research area, it has been demonstrated that the combined
effects of climate change and urbanisation highlight the need to develop sustainable
and resilient energy systems. Urban overheating and rising living standards, cou-
pled with the increasing installation of air conditioning systems in summer, lead
to a non-linear growth in cooling demand. According to researchers, there are two
primary challenges in this regard: (1) the integration of multi-sectoral models with
diverse spatial and temporal resolutions; and (2) the requirement for high-quality
datasets to construct reliable models. However, as authors emphasise, meeting these
requirements will be difficult in urban areas due to their complex and interdependent
infrastructure systems, which in turn hinders the acquisition of accurate and timely
data [28].

2. Institutional—in analyses of the institutional dimension of urban resilience to black-
outs, researchers primarily focus on identifying operational weaknesses within these
institutions and proposing improvements. Authors argue that approaches based on
coordination in critical infrastructure risk management—including those essential
to energy system resilience—often fail in practice due to persistent barriers to in-
formation sharing, unclear accountability structures and organisational constraints.
Therefore, they propose the implementation of a multidimensional governance frame-
work for blackout risk management that: (1) utilises context-aware planning logic to
adapt resilience-enhancing measures to local conditions; (2) implements participatory
governance mechanisms to co-develop strategies and enhance adaptive capacity; and
(3) ensures analytical integration by combining regulatory requirements, spatial assess-
ments and stakeholder knowledge within a unified decision-support framework [29].
Furthermore, a shift in the approach to developing urban crisis management strategies
is proposed. Rather than merely striving for the decarbonisation of energy systems
and climate change mitigation, it is also crucial to plan for climate change adaptation,
especially in urban areas characterised by complex energy flows and interactions.
Climate change mitigation and adaptation strategies should be evaluated in parallel,
accounting for a wide range of measures from supply to demand [30]. Scholars empha-
sise that implementing an integrated regulatory framework for resilience, supported
by technical upgrades and governance reforms, will significantly reduce the risk of
grid failure amid the escalation of extreme weather events [31].

3. Social—in the study of human responses to the phenomenon of blackouts, three
main strands can be distinguished. The first strand highlights the vast population
affected by the consequences of failures induced by various causes. Ranging, for
example, fromthe effects of flooding in Germany (Cologne) in 1993 and 1995 [32] to
natural hazards in Japan (the 2018 Eastern Iburi earthquake in Hokkaido and Typhoon
Faxai in 2019) [33]. Given the large scale of affected populations, particularly among
households utilising photovoltaic systems, researchers recommend raising awareness
that the installation itself does not increase household resilience until they prepare
for emergency situations with the assistance of distributors. Consequently, distrib-
utors should instruct households on how to operate photovoltaic systems during
emergencies. Conversely, the second research strand highlights the selection of new
methodologies to assess the psychological reactions and behavioural attitudes of
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individuals affected by blackouts. Interesting studies in this field, using the New York
blackout as a case study, were conducted by L. Li, Z. Ma and T. Cao, who indicated
that leveraging social media data offers new opportunities for evaluating community
resilience to crises [34]. Meanwhile, A. Rudolph-Cleff, M. Knodt, J. Schulze and A. En-
gel highlighted the significant role of out-of-home (OoH) advertising media as a crisis
communication channel, using the city of Darmstadt as a case study [35]. Within the
third research strand, drawing on Elinor Ostrom’s theory of goods, authors indicated
that only a small proportion of respondents perceive self-generated electricity as a
private good. Therefore, the vast majority are willing to share their resources as a club
good or a common-pool resource to make their city more resilient to blackouts [36].
The academic community suggests that assessing the social dimension of blackouts
has substantial developmental potential. However, its findings may exhibit limited
predictive value for direct application to other, unstudied cities due to the highly
diverse nature of living conditions across different urban areas globally.

4. Functional—research on this dimension of urban resilience to blackouts focuses pri-
marily on identifying areas that require operational enhancement. In these studies,
the improvement system is frequently linked to the root causes of power grid failures.
For instance, Y. Song, C. Wan, X. Hu, H. Qin and K. Lao identified two main causes of
failure: (1) extreme weather conditions and natural disasters; and (2) deliberate man-
made attacks and social crises. Based on this, researchers recommended conducting
analyses regarding electronically controlled distribution networks, flexible aggrega-
tion of distributed resources, cyber-physical-social systems, multi-energy systems,
smart electric transportation, artificial intelligence and Big Data technologies [28,37].
In contrast, A. Silvast linked the improvement system to evaluating the effects of an
increasing share of renewable energy within the energy mix, the concurrent decen-
tralisation of energy systems and the growing digitisation of energy infrastructure.
He noted that these factors can either enhance or diminish the capacity of urban
energy infrastructure to respond to various stresses and shocks, thereby determining
its resilience [38]. Meanwhile, research by A.M. Feldpausch-Parker, T.R. Peterson, J.C.
Stephens and E.J. Wilson addressed the critical need for a shift in the approach to
assessing urban resilience to blackouts. The researchers recommended moving away
from measures aimed at mitigating the consequences of power failures (i.e., actions
focused on electricity demand issues) towards configuring energy systems for climate
change adaptation [39].

5. Although the four-dimensional structure organises the key components of resilience,
its theoretical value is not limited to a classificatory function. The case study find-
ings indicate that the individual dimensions remain interrelated, with the nature of
these relationships depending on the system’s operational context. This implies that
resilience is relational and emergent—it does not result from the simple summation
of the characteristics of individual dimensions, but rather from their mutual inter-
action. The conducted analysis also revealed the occurrence of trade-offs. Actions
enhancing one dimension of resilience may temporarily constrain the development
potential of another, whereas in other situations, synergistic effects are observed,
leading to a simultaneous increase in resilience across multiple dimensions. Con-
sequently, the effectiveness of a management strategy depends not on maximising
a single component, but on maintaining a balance between them. In this light, the
proposed model extends existing concepts of resilience. Rather than treating the four
dimensions as distinct categories of description, we propose interpreting them as
interdependent elements forming a dynamic architecture of resilience. The case study
enabled the identification of the mechanisms underlying these interdependencies and
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demonstrated that analysing the interactions between dimensions provides a more
comprehensive explanation of the system’s capacity for adaptation, reorganisation,
and maintenance of core functions than analysing each dimension in isolation. Thus,
the study contributes a novel element to resilience theory, shifting the focus from
the identification of resilience components to the analysis of the relationships and
mechanisms linking these components.

3. Methodology
The objective of this research is to evaluate urban system resilience to power sup-

ply disruptions, based on a comparative case study of blackouts in Poland (Szczecin),
Spain (Madrid, Barcelona, Seville), and Portugal (Lisbon, Porto). Given this objective,
the study aims to address both theoretical and practical gaps by answering four key
research questions:

1. How do blackouts affect urban resilience in the infrastructural dimension?
2. How do blackouts affect urban resilience in the institutional dimension?
3. How do blackouts affect urban resilience in the social dimension?
4. How do blackouts affect urban resilience in the functional dimension?

Based on a literature review, the following research hypothesis was formulated: The
highest level of urban resilience to blackouts is achieved by urban systems where technical
infrastructure development is coordinated with institutional measures and the strengthen-
ing of social capital. To operationalize the concept of urban resilience, a set of analytical
indicators (based on secondary data) was applied, categorised according to the dimensions
of urban blackout resilience established by the authors:

1. Infrastructural dimension—the analysis included an assessment of critical infrastruc-
ture, whose condition, availability, and robustness are fundamental to the effectiveness
of crisis response. The list of indicators for evaluating the infrastructural dimension
of blackouts is presented in Table 1.

2. Institutional dimension—the analysis included an assessment of the crisis manage-
ment system covering five key areas: planning, inter-institutional coordination, com-
munication, operational readiness, and response effectiveness. The list of indicators
for the assessment of the institutional dimension of blackouts is presented in Table 2.

3. Social dimension—the analysis included an assessment of public risk awareness,
community engagement, and trust in public institutions, which significantly impact
the effectiveness of crisis management. The list of indicators for the assessment of the
social dimension of blackouts is presented in Table 3.

4. Functional dimension—the analysis included an assessment of response speed,
decision-making efficiency, and the capacity to maintain operational continuity and
flexibility. The list of indicators for the assessment of the functional dimension of
blackouts is presented in Table 4.

The applied indicator framework is synthetic and constitutes the authors’ own adapta-
tion of established crisis management assessment models.

Secondary data were retrieved for the years 2008 and 2025 (corresponding to the
blackout occurrences in the analysed EU countries). Certain indicator values, however, are
presented over a broader temporal horizon, which was necessary to account for the specific
nature of particular dimensions—such as training-related indicators.
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Table 1. List of indicators for the assessment of the infrastructural dimension of blackouts.

Assessment Area Indicator Description Measurement Method Unit/Scale

Critical
Infrastructure

Infrastructure
operability

The degree of
functionality of key
systems (power, water,
transport)

number of functional
elements/total %

Recovery time
The speed of
infrastructure
restoration after a failure

average time to restore hours/days

Infrastructural
robustness

The capacity to operate
under crisis conditions event analysis/testing scale (e.g.,

1–5)

System redundancy The existence of backup
systems

number of alternative
sources/systems count

Infrastructure
accessibility

The degree of service
availability for the
population

% of population with
access %

Failure rate Frequency of failures number of failures per
period count

Failure response time The speed of initiating
corrective actions

average response time
of technical services minutes/hours

Technical condition Infrastructure wear and
tear level

technical
assessment/inspections scale or %

Source: own study based on: [40–48].

Table 2. List of indicators for the assessment of the institutional dimension of blackouts.

Assessment Area Indicator Description Measurement Method Unit/Scale

Crisis management
plans

Plan validity
The extent to which
documents are up to
date

Ratio of updated plans
to total plans %

Exercise frequency Frequency of drills and
simulations

Number of exercises per
year count

Procedural
compliance

The degree of practical
implementation of
procedures

Analysis of actual
events or exercises %

Documentation
accessibility

Speed of access to
documentation

Average time to retrieve
documents minutes

Inter-institutional
coordination

Joint exercises
The level of
inter-institutional
cooperation

Number of joint
exercises count

Information
exchange time

Efficiency of
information flow

Average time to
transmit information minutes

Coordination
disruptions

Occurrence of
cooperation failures or
obstacles

Number of reported
problems count

Cooperation
assessment

Subjective evaluation of
collaboration

Survey re-
search/Questionnaires scale (1–5)
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Table 2. Cont.

Assessment Area Indicator Description Measurement Method Unit/Scale

Communication
effectiveness

Communication time
The speed of
information
dissemination

Time from incident to
message issuance minutes

Communication
channels

Diversity of information
methods

Number of channels
utilised count

Message clarity
Degree of
understanding by
recipients

Survey research % or scale

Communication
errors

Number of imprecise or
inaccurate messages

Content analysis of
messages count

Operational
readiness

Equipment
availability

The level of technical
readiness

Ratio of operational
units to total units %

Staff competency
level

Personnel preparedness
and qualifications

Ratio of trained
personnel to total staff %

Mobilisation time The speed of resource
deployment

Elapsed time from alarm
to operational status minutes

Response
effectiveness

Incident containment
time

Efficiency of operational
activities

Total duration of the
incident minutes/hours

Number of affected
persons

Scale of the incident’s
impact Statistical data analysis count

Material losses Level of economic
damage

Estimated value of
losses

currency (e.g.,
PLN/EUR)

Operational objective
attainment

The degree to which
goals were achieved Post-action analysis %

Source: own study based on: [40–47]; [48] (pp. 59, 62); [49].

The analysis was conducted on three EU Member States: Poland, Spain, and Portugal.
The selection of these research cases was purposive, based on the following criteria:

(1) Event-related—the occurrence of large-scale blackouts with significant socio-economic
consequences (Szczecin: [50,51], Spain and Portugal: [52]).

(2) Comparability—the capacity to analyse similar phenomena across diverse systemic
contexts within EU Member States;

(3) Heterogeneity—the variation in institutional, technological, and geographical con-
ditions regarding the development of cities impacted by blackouts (Spain: Madrid,
Barcelona, and Seville; Portugal: Lisbon, Porto; Poland: Szczecin);

(4) Energy diversity—the variety of primary energy sources and access to energy com-
modities [53], including Poland: coal 55.9% [54] and for Spain and Portugal: oil and
petroleum products 44.1% [55,56];

(5) The impact of high-emission energy sources on final energy costs [57].

The selection of these research cases facilitates a comparative analysis to identify both
common vulnerability mechanisms and factors differentiating urban resilience to blackouts.
Comparing the same phenomenon—the blackout—across different countries and time-
frames constitutes a spatio-temporal comparative analysis. Research encompassing diverse
spatial units and periods allows for capturing the complexity of the analysed phenomena
by simultaneously accounting for their temporal variability and contextual differentiation.
Thus, analyzing blackouts across various countries and periods enables a simultaneous un-
derstanding of the influence of systemic conditions and longitudinal changes. The coding
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process was based on a predefined set of indicators corresponding to the four dimensions of
resilience. For each indicator, an operational definition and criteria for assigning individual
evaluation categories were developed. The coding was conducted based on the analysis of
qualitative secondary data, comprising institutional reports, technical documents, as well
as scientific and press publications regarding the analysed events. To ensure consistency, all
cases were evaluated according to identical criteria and the same analytical procedure. In
situations where information was derived from multiple sources, the assessment was based
on cross-verification and compliance with available documentation. In ambiguous cases, a
cautious interpretation was applied, based on the best-documented sources. The objective
of the coding was not to obtain precise quantitative values but to systematically organise
qualitative information in a manner that enables a comparison of the analysed cases. Since
the coding was performed by a single researcher, a formal inter-coder reliability analysis
was not conducted. This limitation was taken into account when interpreting the results.

Table 3. List of indicators for the assessment of the social dimension of blackouts.

Assessment Area Indicator Description Measurement
Method Unit/Scale

Social dimension

Public risk
awareness

Residents’
knowledge of
potential threats and
response protocols

Survey research % or scale (e.g., 1–5)

Training
participation rate

Public engagement
in educational and
preparedness
activities

Ratio of participants
to total population %

Information
accessibility

Ability to obtain
timely information
regarding threats

Communication
channel analysis count/%

Trust in authorities

Level of trust in
emergency services
and public
administration

Survey research scale (e.g., 1–5)

Public response
patterns

Population
behaviour and
compliance during a
crisis

Event analysis/drill
observation qualitative/%

Volunteer
mobilisation

Community-led
social activity in
crisis situations

Number of active
volunteers count/%

Access to assistance
Ease and speed of
obtaining emergency
support

Time to receive
help/aid point
density

minutes/count

Vulnerable group
inclusion

Consideration and
support for highly
exposed populations

Proportion of
vulnerable persons
covered by support

%

Disinformation
prevalence

The scale and impact
of false information

Media
monitoring/report
analysis

count

Source: own study based on: [40–47]; [48] (pp. 25–31).
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The research objective was pursued through systematic data collection, processing,
and presentation methods. The data collection phase involved a literature review on
urban system resilience to power supply disruptions (blackouts), focusing on three specific
thematic areas:

(1) Blackout as a systemic phenomenon;
(2) EU legal regulations regarding blackouts;
(3) Urban resilience in the context of blackouts.

Table 4. List of indicators for the assessment of the functional dimension of blackouts.

Assessment Area Indicator Description Measurement
Method Unit/Scale

Functional
dimension

System response
time

The speed of
deploying measures
following threat
detection

Elapsed time from
reporting to action
initiation

minutes

Decision-making
efficiency

The effectiveness of
the decision-making
process

Time required to
reach critical
decisions

minutes

Operational
continuity

The capacity of the
system for
uninterrupted
operation

Frequency of system
operational
interruptions

count

Operational
flexibility

The ability to adapt
to dynamic
situational changes

Incident/exercise
analysis scale (e.g., 1–5)

Procedural
effectiveness

The degree of
execution of
predefined actions

Operational flow
analysis %

Resource utilisation The efficiency of
using available assets

Ratio of utilised to
available resources %

Information flow

The efficiency of
information
circulation within the
system

Duration and
frequency of
disruptions

minutes/count

Integration of actions
Coherence of
activities across
diverse entities

Operational synergy
analysis scale (e.g., 1–5)

Source: own study based on: [1–8]; [9] (pp. 59–61).

The data processing method utilised a qualitative approach to analyse case-specific
data from the three EU Member States whose cities experienced blackouts. Qualitative
content analysis was applied [58], which involved data coding (based on the defined indica-
tors) and the identification of recurrent patterns. Subsequently, a comparative analysis was
conducted using a qualitative cross-case comparison based on indicator coding [45,47]. This
methodology enabled the identification of similarities and differences among the analysed
urban cases and the determination of factors influencing urban resilience levels. The indi-
cators were utilised as coding categories in the qualitative analysis, facilitating a systematic
cross-case comparison, the identification of systemic gaps, and the assessment of urban
preparedness for blackouts. The analysis was grounded in a systems approach, treating the
city as a network of interconnected subsystems; this allowed for capturing cascading effects
and their implications for critical infrastructure functionality. Consequently, the research
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adopted an interpretive approach [59], focusing on the analysis of processes, relationships,
and adaptive mechanisms emerging during crisis situations. The primary research strategy
employed was a multiple case study, following the methodological principles formulated
by Robert K. Yin (When applying the discussed research approach, its limitations must be
taken into account. The analysis was based on secondary data derived from various sources,
whose scope, level of detail, and accessibility were not uniform across all analysed cases.
The compared blackout events occurred in different periods, which may have influenced
the regulatory and technological contexts. Although uniform evaluation criteria were
adopted for all cases, the indicator coding process involves an element of expert interpreta-
tion inherent to qualitative research. For this reason, the obtained results should be treated
as the product of a structured comparative analysis rather than a fully objective measure-
ment. The study does not include a formal inter-coder reliability assessment; however, this
does not affect the validity of the identified mechanisms and interdependencies) [60]. This
method is particularly effective for analyzing complex phenomena deeply embedded in
their real-world context, especially when the boundaries between the phenomenon and
its context are not clearly defined. In turn, the data presentation method utilised both
tabular and graphical formats. The analyses were conducted from a normative perspective,
facilitating the identification of conditions essential for designing new solutions, including
those within the financial sphere [61].

4. Results
4.1. The Specificity of the Blackout Phenomenon in Spain, Portugal and Poland

Based on a comparative analysis of the regional blackout in Szczecin (Poland) on
8 April 2008 and the large-scale blackout in Spain and Portugal on 28 April 2025, both
similarities in the mechanisms of power system vulnerability and significant differences
resulting from the level of infrastructure development, the degree of power grid integration,
and the scale of the events’ impact can be identified. The primary distinction lay in the
spatial and demographic scale of the failures. The blackout in Szczecin was inherently re-
gional, affecting approximately half a million end-users [62], whereas the systemic blackout
across Spain and Portugal impacted an estimated 50–60 million residents [63,64], thereby
constituting one of the most severe disruptions to power system operations in 21st-century
Europe [65–67].

The second significant difference lay in the root causes of the failures. In the case
of Szczecin, infrastructure-related issues predominated, specifically limited network re-
dundancy, the technical condition of the infrastructure, and localised damage to the trans-
mission system [51,68]. From a critical infrastructure security perspective, the Szczecin
blackout constituted a classic example of a system losing its resilience due to the concurrent
occurrence of a natural factor (extreme weather conditions), technical deficiencies in the
infrastructure, and the operator’s limited organisational capacity to respond to a crisis
situation [49,62,69]. A specific characteristic of this failure was its highly pervasive impact
across all critical infrastructure sectors. The power outage resulted in the suspension of
tram and partial rail transport, disruptions in heat and water supply, limitations in hospital
operations, issues with telecommunications networksand Internet connectivity, the halting
of operations in public offices, schools, and enterprises, and operational constraints at
industrial plants (including the Police chemical plant, where the sudden voltage drop
posed a risk of an industrial accident within ammonia-based installations) [70]. The power
restoration process lasted from several hours within the city area to several days in sub-
urban and rural districts [71]. Despite organisational and infrastructural constraints, no
casualties were recorded, and the social response remained relatively stable [72].
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Conversely, the blackout in Spain and Portugal resulted from a complex confluence
of multiple technical factors, encompassing power system oscillations, voltage regulation
issues, inadequate reactive power management, and the cascading disconnection of genera-
tion sources [66,73,74]. According to the ENTSO-E report, the event was the outcome of
the interaction between a series of concurrent processes within the power system rather
than a single infrastructure failure [75]. In this blackout scenario, the transboundary dimen-
sion assumed paramount importance, necessitating coordinated actions among multiple
transmission system operators (TSOs) functioning within the internal European energy
market [53]. The power system restoration process took from several to more than twelve
hours, whereas achieving full network stability required nearly 24 h.

Despite the contrasting causes and scale of the consequences of the blackouts in Spain,
Portugal, and Poland, the resilience of modern power systems does not depend solely on
the quality of technical infrastructure. Consequently, the adaptive capacities of institutions,
the efficiency of crisis management procedures, the level of public preparedness, and the
effectiveness of cooperation between operators are also of crucial importance. Therefore,
a comparative analysis of the various dimensions of blackout resilience across different
urban areas is essential for both cognitive and practical applications.

4.2. The Impact of Blackouts on the Infrastructural Resilience of the Studied Cities

The first issue subjected to a comparative analysis for the investigated cities in Spain,
Portugal and Poland was their resilience to blackouts from an infrastructural perspec-
tive. A compilation of the indicators utilised to conduct the comparative analysis for the
infrastructural dimension of blackouts is presented in Table 5.

Table 5. Indicators of the infrastructural dimension of blackouts for the studied cities in Spain,
Portugal and Poland.

Indicator Values in Spain and
Portugal Values in Poland Interpretation for Both

Cases

Infrastructure efficiency Dropped sharply, down to
30%

40% across 7 operational
areas

Significant loss of stability
in both cases

Restoration time From 12 to 24 h, depending
on the region

The city of Szczecin: 14 h
Outside Szczecin: 7 days

Restoration within 24 h in
urban areas, whereas in
non-urban areas,
restoration times extended
to days, up to one week

Resilience Low, score of 2 on a 5-point
scale

Low, score of 2 on a 5-point
scale

Cascading effects and low
resilience, yielding
identical scores despite the
substantial temporal gap
between the events

Redundancy

Limited; lack of safeguards
and systemic
diversification; total system
load of Spain (25.2 GW)
and Portugal (5.9 GW)

Significantly limited; lack
of safeguards and systemic
diversification

Lack of safeguards and a
very low score, despite a
substantial temporal gap
between the occurrences of
the events

Service availability
Very low (10%) and
disruption of secondary
services

Very low, with only up to
8% of residents retaining
access to primary services

Complete power outage
and a very low score,
despite a substantial
temporal gap between the
occurrences of the events
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Table 5. Cont.

Indicator Values in Spain and
Portugal Values in Poland Interpretation for Both

Cases

Failure rate High, score of 4 on a
5-point scale

Very high, score of 5 on a
5-point scale Systemic event

Technical response time Fast, score of 3 on a 5-point
scale

From 50 min to 7 days,
score of 2 on a 5-point scale

Moderate restoration
efficiency given the
adverse environmental and
terrain conditions

Technical state
Moderate; however,
comprehensive data
remain limited

Significant degradation of
transmission infrastructure
in non-urban areas

Moderate in urban areas
and significant
infrastructure degradation
in non-urban areas

Source: own elaboration based on [48,49,52,63–67,69,73–86].

Based on a comparison of the infrastructural resilience indicators, it is evident that
despite the chronological, geographical, and technological disparities between the blackouts
in Spain and Portugal and the blackout in Szczecin, both events exhibited strikingly similar
systemic characteristics. In both cases, a sudden loss of power system stability occurred,
resulting in a significant reduction in the availability of public and commercial services,
alongside a cascading effect that led to widespread blackout. The most prominent similarity
pertains to infrastructure resilience. In both instances, it received a score of 2 on a 5-point
scale, indicating an insufficient capacity of the power systems to absorb disturbances
and mitigate their consequences. Despite technological advancements and substantial
investments implemented within European power systems after 2008, issues related to grid
resilience against large-scale, widespread outages have persisted.

Similar conclusions can be drawn regarding the assessment of system redundancy.
In both the Iberian and Szczecin cases, a limited number of safeguards and inadequate
diversification of power sources and supply routes were identified. In Spain and Portugal,
the immense scale of the system load, exceeding 31 GW, was of paramount significance. By
contrast in Szczecin, the primary challenges were the sparse number of alternative power
sources and the limited transmission capacity of the region. This implies that regardless of
the power system’s magnitude, the lack of adequate redundancy remains a primary factor
amplifying the risk of blackout propagation.

Conversely, significant differences emerge regarding the power restoration time. In
Spain and Portugal, the majority of end-users had their power restored within 12–24 h,
demonstrating a relatively high system recovery capability. In Szczecin, the situation was
more fragmented; the urban area regained power after approximately 14 h, whereas the
restoration process in non-urban areas lasted up to seven days. This highlights a higher
vulnerability of local grids and a lower level of preparedness among operators and the
infrastructure of peripheral regions.

The infrastructural resilience analysis indicates a relatively low resilience of the power
system to cascading disturbances. The loss of a large share of generation capacity within a
short timeframe destabilised the entire grid, which underscores limited redundancy and
insufficient compensatory mechanisms. Concurrently, it should be emphasised that the
system restoration process proceeded relatively efficiently, as the majority of power supplies
were restored within several hours, and a substantial portion of critical infrastructure
regained functionality on the very same day. This reflects a relatively high level of technical
preparedness among the personnel responsible for system recovery [64,80]. However, the
event exposed the imperative for further investments to enhance infrastructure resilience,
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particularly through the development of backup systems and the improvement of grid
operational stability under highly volatile load conditions.

Research indicates that electrical power infrastructure constitutes the cornerstone of
modern urban functionality. In both events, the loss of power led to severe disruptions
in transport, telecommunications, water supply, healthcare, and public services. A com-
parison of both cases demonstrates that the level of infrastructural resilience does not
solely depend on the degree of technical advancement of the infrastructure. System redun-
dancy, the capability to island failures, and the availability of backup sources are also of
critical importance.

These observations are particularly relevant in the context of Europe’s ongoing en-
ergy transition, which is characterised by the increasing complexity and interdependence
of energy systems. Despite a seventeen-year gap between the investigated events, the
fundamental vulnerabilities of power systems remain similar. In both cases, low infras-
tructure resilience, limited redundancy, and a high dependence of public services on the
continuity of electricity supply emerged as the core issues. The disparities primarily con-
cern the scale of technical preparedness for system restoration and the condition of the
transmission infrastructure. The analyses reveal that modern power systems, despite
technological progress, remain vulnerable to the propagation of cascading failures, and
enhancing infrastructure resilience and diversification should constitute one of the primary
priorities of energy security policy. It is worth emphasising that although power systems
underwent gradual modernisation between 2008 and 2025 (encompassing the develop-
ment of digitisation, network automation, and an increasing share of renewable energy
sources), their fundamental architecture (based on energy transmission and distribution)
remained unchanged.

4.3. The Impact of Blackouts on the Institutional Resilience of the Studied Cities

The second issue subjected to a comparative analysis for the investigated cities in
Spain, Portugal, and Poland was their resilience to blackouts from an institutional perspec-
tive. A compilation of the indicators utilised to conduct the comparative analysis for the
institutional dimension of blackouts is presented in Table 6.

A comparative analysis of the institutional dimension of blackout resilience indicates
that while formal operational readiness was high in all examined cases, severe practical
vulnerabilities emerged regarding inter-agency coordination, data exchange, and crisis
communication. A fundamental misalignment was observed between the theoretical exis-
tence of emergency protocols and their actual deployment efficacy during a systemic crisis.
This discrepancy is heavily reflected in the inter-institutional cooperation indicators. Across
both the Spanish–Portuguese and the Szczecin events, information transfer suffered critical
delays, particularly during the initial hours of the power outages when organisational
networks experienced severe traffic saturation.

In the Polish case, this bottleneck escalated into a complete loss of communication
across several administrative zones, which constrained emergency units to route their
primary operational traffic exclusively through police radio networks. Furthermore, the
data regarding joint emergency training underscore a structural deficiency in large-scale
system readiness.

While the Iberian transmission system operators (TSOs) conducted inter-institutional
drills on an average cycle of once every three years, the Polish administrative and utility
sectors lacked any aggregated, metropolitan-scale exercise frameworks prior to the failure.

This empirical gap confirms that the absence of holistic, real-world simulation models
remains a primary vulnerability in modern emergency management. Consequently, the
quality of inter-agency cooperation in both events was evaluated at an identical score
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of 3 on a 5-point scale, proving that despite the divergent technological paradigms of
2008 and 2025, the baseline operational efficiency of institutional crisis response remained
similarly constrained.

Table 6. Indicators of the institutional dimension of blackouts for the studied cities in Spain, Portugal
and Poland.

Indicator Values in Spain and Portugal Values in Poland Interpretation for Both Cases

Up-to-dateness of
emergency plans High (80%) High (100%)

Operational national and EU
procedures; in Poland, additional
industry-specific and regional
procedures are implemented

Testing of emergency
plans Regular (twice per year) Tested at least once every

2 years

The system had been previously
exercised in terms of separate
components; however, it had not been
comprehensively tested on a full
aggregate (metropolitan) scale

Action compliance
with emergency
plans

Partial (approx. 70%) Partial (approx. 70%)

Not all emergency procedures
functioned effectively, and certain
entities failed to execute actions in
accordance with the pre-established
protocols

Availability of
emergency plans High

Access time of approx. 10 min
following the convening of
the crisis management team

Rapid access for relevant institutions

Joint exercises Moderate (once every three
years) None Existing but insufficient

Information
exchange time Delayed; lack of coordination

Significantly delayed;
complete lack of connectivity
between entities in certain
areas

Operational issues during crises; in
Poland, radio communication was
routed exclusively through the Police
for all crisis management entities

Coordination issues High High, particularly during the
initial hours of the blackout

Domino effect; unsatisfactory backup
power infrastructure of mobile network
operators

Cooperation
assessment

Moderate, score of 3 on a
5-point scale

Moderate, score of 3 on a
5-point scale

Limited effectiveness in the execution
of ad hoc and contingency measures

Communication time
Significantly delayed,
particularly during the initial
5 h following the outage

Significantly delayed,
particularly during the initial
4 h following the outage

Occurrence of severe technical issues

Communication
channels

Limited technology
dependent on the electrical
power grid

Based on emergency services’
voice messages; limited
functioning of broadcast
media and the Internet

Disruptions of ICT channels; lack of
power supply and absence of mandates
for telecommunication operators to
maintain access to information

Message
understandability Moderate (60%)

Transmitted only within the
necessary scope; reached
approx. 50% of residents

Absence of comprehensive information

Communication
errors

Occurrence of inconsistent
information Absence of information Absence of information or inconsistent

information

Source: own elaboration based on [48,49,52,63–67,69,73–86].

The escalation of these crises also exposed the strict reliance of institutional stability
on technical infrastructure assets. In Szczecin, the organisational response was heavily im-
peded by the fact that emergency telecommunication channels lacked robust power redun-
dancy, a vulnerability directly tied to the inadequate backup power infrastructure of mobile
network operators. Conversely, the primary institutional challenge during the Iberian
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blackout centered on transboundary governance, requiring synchronized decision-making
among multiple independent TSOs operating within a unified European energy market.

Ultimately, these findings demonstrate that institutional adaptive capacity is as vital
to blackout mitigation as physical grid architecture. Modernised power grids cannot
guarantee system security if the surrounding governance framework fails to secure rapid
information flows and decisive command structures. Despite the seventeen-year temporal
gap separating the analyzed blackouts, the core institutional vulnerabilities—namely,
fragmented crisis communication and limited multi-sectoral interoperability—remain
critically unchanged.

An analysis of the institutional blackout resilience indicators reveals that both events
were characterized by a relatively high level of formal preparedness among adminis-
trative bodies and critical infrastructure operators. However, in practice, significant
constraints emerged regarding operational coordination, information exchange, and
crisis communication.

Both the blackouts in Spain and Portugal and the blackout in Szczecin revealed a signifi-
cant gap between the existence of emergency procedures and their effective implementation
during the crisis. Substantial similarities are evident in terms of inter-institutional coopera-
tion. In both cases, the information exchange time was delayed, and the coordination of
actions encountered numerous difficulties. This was particularly evident during the initial
hours of the crisis, when rapid overloading of both communication and organisational
systems transpired.

In Poland, this problem was further exacerbated by a partial or complete lack of
connectivity among certain entities responsible for crisis management, forcing emergency
services to utilise police radio networks as their primary communication channel. An
analysis of the joint exercises indicator underscores the insufficient preparedness of both
systems to cooperate during large-scale events.

In Spain and Portugal, inter-institutional exercises occurred on average once every
three years, whereas in Poland, they were not conducted at all on a scale encompassing
the entire metropolitan area. This confirms that the insufficient verification of protocols
under conditions closely resembling a real crisis remains one of the primary challenges in
contemporary crisis management.

The evaluation of cooperation among entities achieved an identical score of 3 on a
5-point scale in both cases. This demonstrates a moderate effectiveness of interaction
and a limited capacity for the rapid implementation of corrective measures. Despite the
technological and organisational differences separating the two events, the efficiency of
institutional cooperation remained at a similar level.

Furthermore, institutional constraints related to the coordination of crisis management
operations emerged in both analysed cases. Despite the formal existence of emergency
protocols and crisis management plans, disruptions occurred regarding information flow,
cooperation among entities, and decision-making under rapidly evolving crisis conditions.

In Szczecin, institutional weaknesses stemmed primarily from the limited prepared-
ness of critical infrastructure operators and an insufficient number of exercises encom-
passing a prolonged blackout scenario. Communication issues between emergency ser-
vices and the dependence of communication systems on electrical power supplies were
particularly prominent.

Conversely, in the case of Spain and Portugal, the greatest challenge proved to be
the coordination of actions among multiple transmission system operators (TSOs) and
institutions functioning across different nations.

Consequently, institutional resilience constitutes one of the most critical factors miti-
gating the outcomes of a blackout. Even modern technical infrastructure is incapable of
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guaranteeing high system resilience if the institutions responsible for crisis management
are unprepared for rapid decision-making and effective operational coordination. Despite
a seventeen-year temporal gap between the two blackouts, similar constraints related to
crisis communication and inter-institutional cooperation persist.

4.4. The Impact of Blackouts on the Social Resilience of the Analyzed Cities

The third aspect subjected to a comparative analysis for the studied cities in Spain,
Portugal, and Poland was their resilience to blackouts in the social dimension. The compi-
lation of indicators used to conduct the comparative analysis for the social dimension of
blackouts is presented in Table 7.

Table 7. Indicators of the social dimension of blackouts for the analysed cities in Spain, Portugal
and Poland.

Indicator Values in Spain and Portugal Values in Poland Interpretation for Both Cases

Risk awareness Moderate (65%) Varied (approx. 50%) Insufficient public awareness and
preparedness

Participation in
training Low (30%) Very low (10%)

Limited engagement; moreover, in
Poland, it remains outside the crisis
management system, coupled with an
absence of training

Access to information
Limited (35%), including
inconsistent institutional
information

Limited to 10% of the
population during the initial
6–8 h

Communication issues resulting from
the total loss of power

Trust in institutions Moderate, score of 3 on a
5-point scale

Moderate, score of 3 on a
5-point scale

Partial criticism driven by the lack of
timely information

Public reaction Stable, absence of general
panic, but partial chaos

Stable, sense of uncertainty,
partial chaos

Absence of panic, disinformation
resilience

Volunteering Limited, score of 2 on a
5-point scale

Limited, score of 2 on a
5-point scale Minor role in both cases

Availability of
assistance

Moderate, score of 3 on a
5-point scale

Moderate, score of 3 on a
5-point scale

Disruptions and assistance resulting
from priorities established by the
crisis management team

Vulnerable groups Exposed (85%) Exposed (100%) Protection issues

Disinformation Moderate, score of 3 on a
5-point scale

Moderate, score of 2 on a
5-point scale Occurrence of misinformation

Containment time 24 h and 17 min elapsed until
full containment

Szczecin: 14 h; outside
Szczecin: 7 days

The containment process was
relatively efficient, though highly
varied in the case of Poland

Number of casualties
8 fatalities; the consequences
affected 60 million people in
Spain and Portugal

The consequences affected 512
thousand people

Fatalities occurred due to the large
scale of the event in Spain; absence of
casualties in Poland

Material losses
High (estimated: EUR
1.6 billion in Spain, EUR 1.1
billion in Portugal)

PLN 54.1 million (approx.
EUR 12.5 million)

High losses in the case of Spain and
Portugal (large area of the event);
minor losses in the case of Poland
(limited area of the event)

Goal achievement Partial, score of 3 on a 5-point
scale

Partial, score of 3 on a 5-point
scale

Effectiveness was incomplete, and the
exact scale remains difficult to
estimate.

Source: own elaboration based on [48,49,52,63–67,69,73–86].

An analysis of indicators in the field of social resilience to blackouts reveals that
despite significant differences in geographical scale and the number of people affected by
the outage, public reactions and problems related to the functioning of the population were
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remarkably similar in both cases. Both casesthe blackout in Spain and Portugal, and the one
in Szczecin, exposed a limited level of public preparedness for functioning under conditions
of prolonged power shortages, as well as a high dependence of access to information on
the efficiency of telecommunication systems.

The level of risk awareness was moderate in both cases. In Spain and Portugal, it
was estimated at approximately 65%, whereas in Poland, it stood at around 50%. This
implies that a substantial portion of society possessed only basic knowledge regarding
the consequences of blackout and procedures for action in a crisis situation. Even more
pronounced differences occur regarding participation in training and educational activities.
In Spain and Portugal, public participation in training related to crisis response was
approximately 30%, while in Poland, it reached only about 10% (reflecting an almost
complete absence of systemic educational initiatives aimed at residents outside the crisis
management structures).

Access to information during the outage constituted one of the most serious social
issues. In Spain and Portugal, only about 35% of the population had access to current infor-
mation, with some messages being inconsistent and mutually contradictory. In Szczecin,
the situation was even more challenging—during the initial 6–8 h, information reached
only about 10% of the residents. In both cases, the primary cause stemmed from disrup-
tions in the functioning of telecommunication systems and the dependence of information
infrastructure on electrical power supply. Despite these difficulties, the level of trust in
public institutions remained at a moderate level, evaluated at a score of 3 on a 5-point scale.

In bothcases, criticism of the actions of authorities and infrastructure operators also
emerged; however, it was primarily related to an insufficient flow of information rather
than a complete loss of credibility in the institutions responsible for crisis management.

A particularly interesting element of the comparison is the description of public
reaction. In Spain and Portugal, as well as in Poland, no phenomena of mass panic,
rioting, or serious public order disruptions were recorded. A sense of uncertainty and
local organisational chaos dominated; however, urban residents demonstrated substantial
psychological resilience. The analyses indicate that even under conditions of prolonged
disruption to the functioning of critical infrastructure, society is capable of maintaining
relative social stability.

The stability of society constitutes a highly significant element of the urban resilience
system to blackouts. Disruptions in electrical power supply directly influenced the daily
functioning of residents by limiting access to information, public services, transport, and
healthcare. Research shows that access to reliable information represents one of the most
critical factors influencing social behaviour during a crisis.

Communication issues led to an increased sense of uncertainty and elevated the risk
of the occurrence of misinformation. This implies that social resilience is not solely the
result of residents’ awareness, but also of the effectiveness of crisis communication systems.
Strengthening social capital, civic education, and risk awareness should be treated as an
integral element of energy security policy and urban resilience.

The comparative analysis of the social aspects of blackouts indicates that regardless of
the scale of the event, societies react in a similar manner to a prolonged absence of electrical
power. Unfortunately, technological development and the experience gained after previous
blackouts have not eliminated the fundamental social problems related to functioning
during power grid failures. Consequently, educational activities, the development of crisis
communication systems independent of the electrical power grid, and the creation of
effective support mechanisms for groups particularly vulnerable to the consequences of
prolonged power outages are of paramount importance.
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4.5. The Impact of Blackouts on the Functional Resilience of the Analyzed Cities

The fourth aspect subjected to a comparative analysis for the studied cities in Spain,
Portugal, and Poland was their resilience to blackouts in the functional dimension. The
compilation of indicators used to conduct the comparative analysis for the functional
dimension of blackouts is presented in Table 8.

Table 8. Indicators of the functional dimension of blackouts for the analysed cities in Spain, Portugal
and Poland.

Indicator Values in Spain and
Portugal Values in Poland Interpretation for Both Cases

Response time Blackout fully developed
within 1 min 17 s (<90 s)

Blackout fully developed
between 21:25 and 04:43
UTC

Extremely rapid escalation in the
case of Spain and Portugal;
missed window of opportunity
for response in the case of Poland,
followed by cascading outages
across successive areas (facilities)

Decision-making
efficiency

Reduced, score of 2 on a
5-point scale Score of 1 on a 5-point scale

Criticism of the operator; lack of
preparedness and decisiveness
within the operator’s dispatch
centres

Business continuity Total operational failure
Critical operational failure,
particularly during the
initial hours of the event

Total blackout in the case of Spain;
blackout covering 90% of the area
of Szczecin in the case of Poland

Flexibility Very low, score of 2 on a
5-point scale

Very low, score of 2 on a
5-point scale

A critical lack of adaptive capacity
was observed in both systems

Procedural
effectiveness Partial, 60% Crisis management: 90%

Operator: 30%

Limited effectiveness and
efficiency of action, particularly
during the initial 6 h of the event

Resource utilisation Moderate, 75% Approximately 90% of
available resources utilised

Suboptimal resource allocation in
the case of Spain, resource
shortages in Poland resulting
from insufficient preparedness of
the operator and the crisis
management system

Information flow

Disrupted; technology
dependent on power
supply without the
possibility of diversifying
communication channels

Disrupted; technology
dependent on power
supply, with the TETRA
(Terrestrial Trunked Radio)
system serving as the sole
communication channel

Systemic vulnerabilities; power
supply failures combined with the
absence of regulatory obligations
for telecommunications operators
to maintain access to information

Integration of
actions

Moderate, score of 3 on a
5-point scale

Moderate, score of 3 on a
5-point scale

Partial cooperation; progressive
collaboration as the situation
developed

Source: own elaboration based on [48,49,52,63–67,69,73–86].

An analysis of indicators regarding functional resilience to blackouts indicates that
in both cases, a severe disruption occurred in the capacity of power systems and cri-
sis management structures to effectively respond to the developing failure. Despite dif-
ferences in spatial scale and technical progression, both the blackout in Spain and Por-
tugal and the blackout in Szczecin revealed similar systemic vulnerabilities related to
decision-making processes, information flows, and the capacity to adapt to dynamically
changing circumstances.
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Themost significant divergence concerns the rate of failure propagation. In Spain and
Portugal, the loss of power system stability occurred within a mere 1 min and 17 s, which
rendered the implementation of effective preventive measures virtually impossible. This
served as an example of an extremely rapid, instantaneous systemic failure.

Conversely, in the case of Szczecin, the blackout propagation process lasted from
21:25 to 04:43 CET, spanning several hours. Theoretically, this provided the operator
with a window of opportunity to implement measures mitigating the consequences of the
event. However, the analysis of the blackout progression in Szczecin demonstrates that this
opportunity was not fully utilised. Subsequent infrastructure outages were cascading in
nature, leading to a gradual expansion of the area affected by the blackout.

Regarding decision-making efficiency, both of the examined cases had been evaluated
negatively. In Spain and Portugal, this indicator reached a score of 2 on a 5-point scale,
whereas in Poland it achieved only a score of 1 on the same scale. This indicates that
both scenarios generated substantial criticism of the transmission and distribution system
operators’ actions; however, decision-making deficiencies were particularly pronounced
in Szczecin. Post-incident reports highlighted a lack of preparedness among dispatching
services to manage a failure of such magnitude, as well as a limited capacity to predict
the consequences of subsequent infrastructural damage. The low evaluation of decision-
making efficiency and the limited effectiveness of the operator’s procedures point to
insufficient preparedness for managing cascading failures. Concurrently, the effectiveness
of the crisis management structures themselves should be evaluated positively, with their
efficiency quantified at approximately 90%.

In terms of business continuity, both incidents caused critical disruptions to the func-
tioning of crucial infrastructure. In Spain and Portugal, a virtually total blackout occurred,
encompassing the entire affected system. In Szczecin, the consequences were slightly less
extensive, yet approximately 90% of the metropolitan area was deprived of power.

In both cases, the operations of transport, telecommunications, public administration,
and certain medical services were either halted or significantly curtailed. The system
flexibility indicator reached an identical score of 2 on a 5-point scale in both analysed cases.
This reflects a highly constrained capacity to adapt to rapidly changing crisis conditions.

Both grid operators and institutions responsible for crisis management primarily
implemented reactive measures, focusing on mitigating the consequences of the failure
rather than actively constraining its development.

The differences between the cases studied stem primarily from the inherent nature of
the failures. In Spain and Portugal, the event progressed with extreme rapidity, precluding
any effective response from the operators, whereas in Szczecin, a temporal window existed
to limit the scale of the failure, which was not fully utilised.

Consequently, the Szczecin blackout should be evaluated not merely as an infras-
tructural failure, but also as an example of insufficient effectiveness in decision-making
and organisational processes. A comparative analysis of both cases implies that effective
blackout management requires not only extensive technical infrastructure, but primarily
streamlined decision-making procedures, independent communication systems, and the
ability to adapt rapidly to dynamically changing crisis conditions.

These specific elements proved to be the weakest link both in the case of Szczecin and
the blackout encompassing Spain and Portugal. Consequently, securing urban business
continuity demands a transition from reactive emergency response to proactive framework
isolation. Therefore, the functional resilience of a city to a blackout should depend on its
capacity to deliver core services independently of grid power availability.

What is more, emergency power supply systems, energy storage facilities, business
continuity procedures, and organisational adaptability become of paramount importance.
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The conducted comparative analysis of the blackout phenomena in Spain, Portugal,
and Poland yields the following conclusions:

1. The development of the European power system must focus not only on increasing the
share of renewable energy sources but also on reinforcing transmission grid resilience,
developing automatic voltage regulation systems, expanding energy storage capacity,
and establishing mechanisms that ensure grid stability under crisis conditions.

2. The future energy security of Europe will depend on the ability to integrate technical,
organisational, and social aspects. The blackouts in Poland and the Iberian system
confirm that even highly developed energy systems remain vulnerable to cascading
effects. Furthermore, effective urban resilience requires the simultaneous development
of infrastructure, crisis management procedures, and social competences. These
findings align with the core tenets of resilience theory, which emphasizes building
the capacity of systems to absorb disruptions, adapt, and rapidly restore functionality
following a crisis event.

5. Discussion
From the perspective of urban resilience, a city should be treated as a complex adap-

tive system whose resilience depends on the interlinkages between the economic, social,
spatial, and institutional spheres [87,88]. Adopting this research perspective, the results
obtained regarding the assessment of the impact of blackouts on urban resilience in the in-
frastructural, institutional, social, and functional dimensions fit into the current of resilience
theory initiated by Holling. In this theory, resilience denotes the capacity of a system to
absorb disturbances without transitioning to an alternative state of functioning [89]. In the
context of social–ecological systems, this also implies the capacity for reorganisation while
maintaining core functions, structures, and feedbacks [46]. According to the approach
proposed by Baho, resilience assessment requires the simultaneous consideration of the
scale of processes, adaptive capacity, critical thresholds, and potential alternative system
states [90].

The context of resilience, in conjunction with natural resource management, highlights
similarities and differences in how this concept is understood across various disciplines.
The conceptual frameworks proposed in the literature encompass environmental factors,
managerial actions, and systemic responses, as well as a decision-making process that
enables learning from experience and applying this knowledge in management practice.
Thus, a distinction is made between ecological resilience, social-ecological systems re-
silience, and disaster resilience, emphasising their importance for effective natural resource
management [91].

When interpreting the obtained research findings as a contribution to resilience theory,
the asymmetry between the analysed cases must be taken into account. The blackout in
Szczecin occurred in 2008, whereas the blackout on the Iberian Peninsula took place in
2025—a period during which power systems underwent a profound technological and
regulatory transformation. These changes encompassed, among others, the development of
smart grids, an increasing share of renewable energy sources, the progressive digitisation of
infrastructure, and the evolution of the European regulatory framework concerning power
system security and resilience. Additionally, the analysed events differed in their spatial
scale and the number of affected consumers. For this reason, the comparison should not be
interpreted as a direct evaluation of comparable power failures, but rather as an analysis of
resilience mechanisms emerging within distinct socio-technical contexts. The value of this
comparison stems from the opportunity to investigate which resilience elements remain
relatively stable despite technological and institutional changes, and which are highly
context-dependent. Thus, the study is analytical and exploratory in nature—its objective
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was to identify the mechanisms and relationships between resilience dimensions rather
than to generalise technical parameters or the scale of the analysed events.

To enhance the contribution to resilience theory when interpreting the results, it is
worth emphasising that the selection of blackout cases was based on a purposive sampling
strategy designed to ensure maximum variation. Rather than focusing on similar failures,
cases representing distinct power system configurations were chosen in terms of disruption
scale, grid integration levels, energy mix structures, institutional frameworks, and the
nature of the event. Such an approach enables the assessment of resilience under diverse
operational conditions of power systems and allows for determining which mechanisms are
relatively universal and which are strictly context-dependent. The cases were not selected
as a representative sample of all blackouts in Europe. Instead, the goal of this selection
was to establish contrasting analytical contexts that allow for an exploration of how the
proposed resilience framework operates.

Relating the results of research on blackouts to urban resilience theory can constitute
an important step towards addressing the research gap in analyses of power system failures.
This is particularly important when, as a result of the conducted analysis, it was possible
to group the barriers that must be overcome to achieve the operational stability of power
systems (technical, organisational and managerial, regulatory and institutional, economic,
technological, social, environmental and climatic). This provides further confirmation of
how crucial an integrated approach is in building power system resilience. In previous
publications on blackouts in Poland, Spain, and Portugal, the authors focused primarily on
the technical, infrastructural, meteorological, and systemic causes of these events [71,92–95].
In the case of Poland, these were mainly issues related to climatic loads, the technical
condition of the grid, structural redundancy, and the cascading nature of infrastructure
damage [71,94,95]. Conversely, in the case of Spain and Portugal, the analyses primarily
addressed the weaknesses of a highly integrated system dependent on stable voltage
regulation, reactive power management, protection coordination, and the misalignment of
the power system architecture with the high penetration of renewable energy sources [92,93].
Therefore, the existing literature has not sufficiently highlighted the perspective of resilience
theory or a multidimensional analysis of urban resilience. Meanwhile, it is precisely this
research trend that enables the interpretation of a blackout not only as a power failure but
also as a critical test of the resilience of a city as a socio-technical system.

Developing the theoretical foundations of the proposed urban resilience framework
represents a significant step toward deepening our understanding of the mechanisms
that ensure the continued operation of urban systems during power disruptions. While
previous research has focused primarily on empirically assessing the effectiveness of
individual technical and organizational solutions, a contemporary approach to urban
resilience requires the development of a coherent theoretical model integrating engineering,
social, economic, and environmental perspectives. The theoretical development of the
resilience framework is based on the assumption that the city should be treated as a
complex adaptive system, whose components—energy, transportation, ICT, water and
sewage infrastructure, healthcare, and administration—exist in dynamic interdependencies.
In this approach, the failure of one subsystem can initiate a cascading effect, leading
to disruptions in the functioning of subsequent elements of critical infrastructure [96].
Therefore, a city’s ability to avoid a blackout does not stem solely from the reliability of the
power grid, but from the resilience of the entire socio-technical system.

The proposed resilience framework expands on classic risk management models by
incorporating four complementary dimensions of resilience: technical, organizational, so-
cial, and institutional resilience. Technical resilience encompasses the redundancy of power
infrastructure, the integration of distributed energy sources, energy storage, and smart
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grids, enabling rapid disruption detection and automatic system reconfiguration. Orga-
nizational resilience refers to the ability of power system operators, local authorities, and
emergency services to coordinate actions in crisis situations, utilizing crisis management
procedures and scenario planning. Social resilience, in turn, emphasizes the role of social
capital, citizen awareness, and their willingness to respond to prolonged power outages.
The fourth dimension—institutional resilience—emphasizes the importance of legal regula-
tions, cross-sectoral cooperation mechanisms, and the ability of public administration to
make decisions under conditions of high uncertainty. An important element of theoretical
development is the shift away from the linear perception of resilience as a process solely
involving system recovery after a failure. In the proposed framework, resilience is defined
as the dynamic ability of an urban system to anticipate threats, absorb disruptions, adapt
to changing conditions, and transform. This approach draws on contemporary theories of
socio-ecological and organizational resilience, according to which a crisis can provide the
impetus for a sustained improvement in infrastructure security and the improvement of
management processes.

The theoretical development also incorporates the concept of multi-level resilience,
which assumes that the effectiveness of preventive measures depends on simultaneous
impacts at the local, regional, and national levels. At the local level, urban energy manage-
ment systems, local microgrids, and critical infrastructure equipped with emergency power
supply play a key role. The regional level encompasses the coordination of distribution
and transmission system operators and cooperation between local government units. The
national level, on the other hand, focuses on energy policy, energy security regulations, and
mechanisms for supporting investments that increase the resilience of the power system.
The proposed framework also places particular emphasis on the theory of critical infrastruc-
ture interdependence. It assumes that a city’s resilience to blackouts depends not only on
the state of the power grid but also on the relationships between telecommunications, water,
transportation, healthcare, and digital services systems. Disruptions in energy supply can
lead to a loss of functionality in these systems, increasing the risk of cascading effects.
A theoretical resilience framework therefore considers the analysis of functional dependen-
cies between individual infrastructure components and the identification of critical points
whose failure could have disproportionately large social and economic impacts.

The theoretical foundations of the resilience framework have also been expanded
to include the perspective of energy transition and the development of smart cities. The
integration of renewable energy sources, energy storage, vehicle-to-grid technology, local
microgrids, and digital energy management systems transforms urban resilience from
reactive to proactive. In this model, resilience is not merely a response to threats but
becomes a systemic feature developed through continuous monitoring, real-time data
analysis, and the use of artificial intelligence tools to predict outages and optimize grid
operation. Consequently, the developed theoretical framework creates a comprehensive
model of urban resilience, integrating technical, organizational, social, and institutional
aspects to reduce the risk of blackouts and minimize their impact. This model goes beyond
the traditional approach focused on the reliability of power infrastructure, presenting
resilience as a dynamic property of the urban system capable of learning, adapting, and
transforming in response to changing threats. This approach provides a solid foundation
for further research on urban resilience modeling and the development of methods for
assessing the effectiveness of blackout prevention strategies in the face of ongoing energy
transitions and the increasing complexity of critical infrastructure.

In conclusion, it is worth emphasising that the conducted study was not limited to
an empirical illustration of existing theoretical assumptions, but allowed for a refinement
of the understanding of resilience under real-world conditions. Through the analysis,
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it was demonstrated that the resilience mechanism manifests as a dynamic process—
dependent on the local ecological context and management practices—rather than merely
a static system property. Indeed, the system’s capacity to maintain its functions results
from the interaction of multiple factors operating simultaneously. This, therefore, re-
vises the existing approach to assumptions in resilience theory that focuses on individual
resilience components.

6. Conclusions and Policy Implications
The resilience of urban systems to electricity supply disruptions (blackouts) remains a

highly relevant, interdisciplinary research area. Therefore, this study aims to evaluate urban
system resilience during blackouts through a comparative analysis of power grid failures
across diverse EU countries. These events occurred with a time gap of over a decade,
analyzing Szczecin in Poland alongside Madrid, Barcelona, and Seville in Spain and Lisbon
and Porto in Portugal. This objective was achieved by conducting a comparative, indicator-
based analysis of blackout impacts across four distinct dimensions of urban resilience:
infrastructural, institutional, social, and functional.

The research demonstrates that access to electricity is a fundamental prerequisite
for modern urban resilience. However, technical infrastructure alone is insufficient to
guarantee overall system robustness. Within the infrastructural resilience dimension, a
blackout abruptly reduces urban stability by severely disrupting critical infrastructure.
Cascading effects occurred in all analysed cases, causing major disruptions in transport,
telecommunications, water supply, healthcare, and public services. System redundancy,
backup power availability, grid technical condition, and black-start capabilities prove to be
of paramount importance.

In the institutional resilience dimension, discrepancies emerged between formal pro-
cedures and their practical effectiveness. Coordination failures, information bottlenecks,
and crisis communication breakdowns occurred across Poland, Spain, and Portugal. Con-
sequently, institutional resilience depends not only on emergency management plansbut
primarily on joint inter-institutional drills and the capacity of stakeholders to operate under
severe time constraints.

Regarding the social resilience dimension, blackouts restrict citizen access to vital
information, services, and daily resources. Public risk awareness, trust in authorities, and
community self-organisation can significantly mitigate crisis impacts. Therefore, regular
emergency drills, public education, and “training” urban resilience are crucial for enhancing
community adaptive capacity.

In the functional resilience dimension, blackouts exposed limited urban capacities
to maintain critical service continuity. Response speed, decision-making efficiency, infor-
mation flow, operational flexibility, and resource integration proved decisive. Functional
resilience demands real operational capabilities, emergency communication networks, and
redundant power sources, rather than mere paper procedures.

The results support the proposed research hypothesis. The highest level of urban re-
silience to blackouts is achieved when technical infrastructure development is synchronised
with institutional frameworks and social capital enhancement. The cross-case analysis of
Poland, Spain, and Portugal demonstrates that vulnerability in any single component—
infrastructure, institutions, communication, social preparedness, or business continuity—
compromises the entire urban socio-technical system. The most resilient cities concurrently
invest in grid modernisation, crisis management protocols, inter-institutional coordination,
emergency communication channels, and citizen education.
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The comparative analysis of the investigated blackout cases reveals that the greatest
difficulties did not stem solely from the power outage itself but from cascading effects and
the limited capacity of urban systems to rapidly contain them. Across the analysed cases,
recurring issues emerged regarding the coordination of actions, information flow, and
maintaining the continuity of critical service delivery. Consequently, measures taken only
after a blackout has occurred have limited effectiveness, which underscores that greater
emphasis should be placed on preparedness and preventive actions.

Therefore, public policy should focus to a greater extent on preparedness and preven-
tive actions aimed at strengthening the resilience of urban systems before disruptions occur.
The implementation of such measures requires securing financial resources that encompass
all four analysed dimensions of urban resilience. Based on the identified weaknesses,
areas requiring priority financial support can be pointed out. Financial resources must be
allocated among other things to:

(1) Increasing power grid redundancy;
(2) Modernisingtransmission and distribution infrastructure;
(3) Developing independent emergency communication systems;
(4) Conducting regular inter-institutional crisis simulations;
(5) Expanding redundant and backup power supplies;
(6) Educating the public on prolonged power outage preparedness.

The analysed case involving Spain and Portugal confirmed that modern blackouts
can be cross-border in nature, with their impacts extending beyond the borders of a single
nation. This implies that strengthening the resilience of power systems should not be
perceived solely as a task for individual Member States but also as an element of the
European Union’s common energy security policy.

In this context, a critical question arises regarding the ultimate funding source for
blackout prevention. Should this remain the sole responsibility of individual EU member
states, or should dedicated funds be allocated under the EU energy policy, considering the
transboundary nature of major blackouts? The cross-border nature of the analysed blackout
indicates that actions coordinated at the European Union level can provide more effective
organisational and financial support than measures implemented solely at the national
level. The justification for such a course of action is reflected in European Union policy,
within which instruments aimed at strengthening the resilience of energy systems are being
deployed, such as The Recovery and Resilience Facility (RRF) [97]—a financial instrument
designed to fund technological modernisation, enhance power grid capacity to manage
renewable energy source (RES) volatility, and improve demand–response mechanisms to
optimize grid flexibility and efficiency.

(1) The REPowerEU Plan [98]—a strategic framework based on three core pillars: re-
ducing energy consumption, diversifying energy supply sources, and accelerating
the deployment of renewable energy; its financial support targets investments in
power distribution grids, energy storage systems, cross-border interconnections, and
critical infrastructure.

(2) The Connecting Europe Facility for Energy (CEF Energy) [99]—afunding instrument
specifically geared towards the construction and modernisationof transmission lines,
cross-border infrastructure, and smart power grids.

Although these highlighted programs and financial instruments function primarily
as indirect mechanisms to mitigate (exclusively) the cascading consequences of blackouts,
their systematic implementation could successfully curb the escalation of future recovery
costs. Consequently, evaluating the long-term cost-efficiency of these EU frameworks pro-
vides a highly promising research path. Further exploration of large-scale urban blackout
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vulnerabilities and prevention dynamics will significantly contribute to the ongoing ad-
vancement of urban resilience theory. Future research should also take into account that the
contemporary energy transition requires the simultaneous consideration of two interrelated
aspects: increasing the share of low-emission technologies and ensuring the resilience of
systems responsible for energy supply [100,101]. Indeed, the COP26 climate conference
highlights the necessity to accelerate the development of renewable energy sources (RESs),
which also demands infrastructure modernisation and enhancing its capacity to operate
under disruptive conditions. Research on improving the efficiency of RES technologies
(including photovoltaic systems) [102] therefore constitutes an important complement to
analyses concerning the resilience of energy infrastructure in the event of a blackout.

Based on the obtained research findings, practical implications can also be formulated
for various groups of decision-makers responsible for critical infrastructure resilience.
These pertain to the development and implementation of:

1. Electricity, fuel, and heat supply plans by local government units.
2. Procedures and actions for dispatch services of electricity generation and transmis-

sion entities regarding the reliability of communication systems (failures, network
overloads, long response times). This also applies to telecommunications operators
offering services to the public, whose systems should be equipped with independent,
reliable power sources.

3. Islanding solutions enabling the supply of electricity to key consumers during
a failure.

4. Systematic exercises checking the readiness of electricity generation and transmission
entities to verify adopted procedures and plans. Such exercises should involve the
broadest possible range of entities, including those responsible for crisis management
and civil protection. This is of paramount importance for building local community
resilience and also possesses a cross-border dimension.
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44. Silverman, D. Prowadzenie Badań Jakościowych; Wydawnictwo Naukowe PWN: Warszawa, Poland, 2008; pp. 167–181.
45. Kwiotkowska, A. Jakościowa analiza porównawcza jako koncepcja metodologiczna w naukach o zarządzaniu. Pr. Nauk. Uniw.
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