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Abstract: With the development of distribution networks, the widespread use of commu-
nication devices has exposed these networks to the risk of cross-domain attacks. Based
on the coupling relationship between power and communication networks, a method
for the optimal allocation of distribution network resources considering this coupling
is proposed. In the resource allocation stage, given the limited availability of resources,
optimal allocation is carried out for resources such as distributed generations and remote-
controlled switches; additionally, the resilience of the distribution network is enhanced
through the reinforcement of both the distribution lines and communication links. In the
prevention stage, in advance of extreme events, preventive islanding is formed through
switch operations. In the degradation stage, the distribution network identifies faulted
and non-faulted areas based on the fault propagation model, while the communication
network assesses the fault status of communication nodes based on the virtual flow model.
In the recovery stage, coordinated control of remote-controlled switches and distributed
generations with normal communication is implemented for network reconfiguration to
minimize load losses. Finally, the effectiveness of the proposed method is verified through
the IEEE 33-node system.

Keywords: distribution network; communication network; resilience; distributed genera-
tion; remote-controlled switch; network reconfiguration

1. Introduction

With the intellectualization of distribution systems, traditional distribution networks
have integrated communication and sensing technologies to form a cyber—physical system
(CPS) [1]. Advanced communication technologies provide robust support for the operation
of distribution networks. However, during extreme events, the coupled relationship
between the power and communication networks may exacerbate the vulnerability of the
distribution network, potentially leading to large-scale blackouts [2]. For example, in 2015,
Ukraine experienced a cyber-attack that resulted in widespread power outages in multiple
regions [3]. Based on the fault-handling process during extreme events, the state of the
distribution system facing the extreme events can be divided into four stages: resource
optimization and allocation, prevention, degradation, and recovery [4]. Therefore, under
the complex conditions of multi-stage correlation in extreme events and the coupling of
multiple network systems, how to effectively coordinate and utilize flexible resources at
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both the information and physical levels to mitigate the impact of extreme events on the
distribution network is an urgent problem that needs to be addressed [5].

There has been extensive research on methods to enhance the resilience of distribu-
tion networks under extreme events from the power network aspect itself. Reference [6]
developed a distribution network planning model that incorporates situational awareness.
Reference [7] explored risk-based long-term planning for distribution networks, aiming
to improve resilience against extreme events through investments in reinforced lines and
smart grid technologies. Reference [8] proposed a cooperative optimization scheme for
anti-icing and de-icing in distribution networks, integrating intelligent soft-switching tech-
nology and an energy storage system. Reference [9] established a post-disaster recovery
strategy for distribution networks, considering the impact of changes in traffic volume
on mobile energy storage scheduling within coupled transportation—electricity networks.
Reference [10] constructed an efficient active defense scheduling strategy, utilizing a rolling
optimization approach to enhance the defense capability of distribution networks. Ref-
erence [11] effectively coordinated and utilized multiple resources, such as distributed
generations (DGs), fault indicators (FIs), and manual switches (MSs), to optimize the
resilience of distribution networks against extreme events.

On the other hand, research on resilience enhancement methods from the commu-
nication network aspect has also been conducted. For instance, reference [12] proposed
a post-disaster restoration scheme for distribution networks that combines wired and
5G wireless communication networks. Reference [13] introduced a robust optimization
method for communication networks under extreme events, based on information flow
and communication-network-associated load ability indicators. However, these studies
primarily focused on single power systems or communication systems and did not consider
the impact of multi-system coupling relationships on distribution network resilience. In
reference [14], a scheme for remote-control switch (RCS) configuration and communica-
tion enhancement under the coupling constraint of a power-communication network is
established, and in the case of a cyber—physical coordinated attack, the RCS configuration
is optimized. Reference [15] utilized emergency communication vehicles to rapidly set
up a wireless communication network after a disaster, coordinating the dispatching of
maintenance personnel and switch operations to improve the resilience of the distribution
system. Reference [16] proposes a resilience assessment framework for cyber-physical
power systems (CPPS), which considers the spatiotemporal indexes of disasters and the
interaction between information systems and power grids, including fault scenario extrac-
tion, response and recovery analysis, and quantitative resilience assessment, focusing on
building a resilience assessment framework. References [17,18] proposed a distribution
network restoration strategy combined with communication, utilizing unmanned aerial
vehicles (UAVs) for wireless communication restoration. Although these studies considered
the coupling between multiple networks, the interconnections between different stages
after an extreme event or the optimal allocation of multiple resources in the pre-event
allocation stage are not fully addressed.

Therefore, this paper proposes a method for the optimal allocation of distribution
network resources considering the coupling between power and communication networks.
The coupling relationship between the communication network and the distribution system
is analyzed. Based on this, the fault-handling process under extreme events is considered.
In the resource allocation stage, various resources such as DGs and RCSs are optimally
allocated. Additionally, the resilience of the distribution network is enhanced through
reinforcement of both the distribution lines and communication links. In the prevention
stage, network reconfiguration is conducted in advance to form preventive islands. In
the degradation stage, faulted and non-faulted areas are identified based on the fault
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propagation model, and the fault status of communication nodes is determined using the
virtual flow model. In the recovery stage, considering the coupling relationship between
multiple network systems, RCSs with normal communication are utilized for fault isolation
and coordinated with DGs to form restorative islands. Through the optimal allocation
of resources and their collaboration across multiple stages, the resilience of the power—
communication coupled distribution network can be jointly enhanced.

2. Problem Statement

The coupling relationship between the distribution network and communication net-
work is illustrated in Figure 1. The communication network is responsible for transmitting
information and monitoring the state of the distribution network, while the distribution net-
work controls the operational state and ensures the effective implementation of strategies.
During normal operation, the distribution network also provides a stable energy supply
to the communication nodes within the communication network. Therefore, the power
network and communication network functionally complement each other, providing a
robust guarantee for the safe and stable operation of the distribution network.

M

t Fault information,

Recovery plan,
etc.

§ > Energy supply ((g))

)
Status monitoring

Figure 1. Coupling relationship between the distribution network and communication network.

In a typical fault scenario, the distribution system usually experiences a single electrical
fault. At this point, the fault propagates through the closed lines. After locating the fault,
the operational center can use the RCS to cut off the fault propagation path, forming a
faulted area and a non-faulted area. Then, through network reconfiguration, the load can
be transferred to restore the system from the fault.

In the event of extreme conditions, both the distribution network and communication
network may simultaneously malfunction, causing damage to the overall system. The
failure of the communication network hinders the operational center’s ability to swiftly
obtain real-time information about the affected area. Consequently, traditional distribution
system restoration methods become ineffective, potentially rendering load restoration
impossible after extreme events. To this end, it is necessary to optimize the allocation of
various resources to ensure the effective transmission of fault information, a recovery plan,
etc., in the communication network, thereby enhancing the resilience of the distribution
network against extreme events.

The resilience of multi-network systems focuses more on the coupling between mul-
tiple stages before and after extreme events as opposed to single-network systems. For
instance, if certain lines fail in the power network, the subsequent degradation and recovery
stages will lead to loss of load, which may influence network reconfiguration decisions
during the prevention stage in turn. Furthermore, the correlation between these stages also
encompasses the coupling relationship between the power network and communication
network. For example, a power outage in a specific area may disrupt communication
services, and vice versa, a communication failure can prevent the power network from
effectively managing and rerouting power flows. This interaction significantly affects re-
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silience enhancement strategies. Therefore, enhancing resilience in a multi-network system
necessitates a holistic consideration of the interactions among various stages and networks.

3. Model Formulation

In this section, considering the coupling relationship of the distribution network and
the communication network, the optimal model of RCS and DG allocation, as well as
distribution line and communication link reinforcement, is established, the model frame-
work of which is shown in Figure 2. The uncertainty of communication network fault and
distribution network fault is considered in a scenario-based stochastic optimization model.

RCS DG Distribution line Communication link
allocation allocation reinforcement reinforcement
Resource

allocation stage

. Power flow and security constraints
i Prevention
E Stage Network topology constraints
-
H Distribution network fault propagation : g
: constraints =
EDegradation Communication network operational E
H .
H stage constraints =1
H N
H Loss of load constraints
: 3
: »
P S S @
2
—
=}
Power flow and security constraints g_
Recovery stage Network topology constraints
(with RCSs)

Distribution network fault propagation

constraints

Communication normal switching
operation constraints

Loss of load constraints
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Figure 2. Framework of the proposed model.

3.1. Resource Allocation Constraints

In the context of the distribution network, to address potential fault risks, specific
reinforcement measures are taken for the distribution lines to enhance their resilience
against impending extreme conditions. Additionally, RCSs and DGs are deployed to enable
rapid isolation and restoration in case of faults, while relying on the DG to form islands,
thereby achieving rapid power restoration. In the context of the communication network,
strategies are adopted to reinforce communication links, ensuring the communication links
remain functional even under attacks.

Based on economic and feasibility considerations, too many RCSs and DGs increase
costs, and when the number of RCS reaches a certain threshold, the growth rate of the
system load percentage might begin to slow down. For this purpose, the maximum number
of RCSs and DGs is defined, as shown in Equations (1) and (2). Reinforcing all lines and
communication links across the board would impose a huge economic burden and would
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not be practical. Therefore, it is necessary to set a reasonable ceiling on the number of
reinforcements to ensure cost effectiveness, as shown in Equations (3) and (4).

Z s;rcls < NrCS,Vl c the (1)
vieQpus

Y mi® < N8 )
YieQbus

2 x}ine < Nline (3)
Vv]eline

Z x}(ink < Nlirlk (4)
VkeQlink

where leus is the set of two end nodes of line J; Qlire is the set of all distribution lines;
QP s the set of all distribution nodes; Q™M js the set of communication links; sfcs isa0-1
variable indicating whether there is an RCS on the side of node i of line I (s} = 1 if yes);

mdg is a 0-1 variable indicating whether there is a DG at node i (m; 5 _ 1 f yes); xhne isa
0-1 variable indicating whether distribution line [ is hardened (xlme = 1lif yes); xlmk isa
0-1 variable indicating whether the communication link k is hardened (x; link — 1 if yes); and

N and N98 indicate the limited number of RCSs and DGs, respectlvely. Nline and Nlink
are the upper limits of the reinforced distribution lines and the reinforced communication
link, respectively.

3.2. Prevention Stage Constraints

In the prevention stage, only the distribution lines equipped with RCSs can participate
in the fast network reconfiguration, as shown in Equation (5). Equation (6) indicates that a
distribution line is closed only if both ends of the line are closed. Since Equation (6) is a
nonlinear constraint, it can be transformed into a linearized form, as shown in Equation (7).
Equations (8)—(10) show the radial network topology constraints for the distribution net-
work based on the idea of single commodity flow [19].

zO]ng _ Sfcls < ZPre < Zorg + SICZS,VZ c Qbus vl € lee (5)
2" = 2P Vi e O, i # vl e e 6)
pre < Zplre
1
Pfe < zfre Vi, j e QP i £ V1 € Qfine ?)
pre > Zpre + Zpre 1
1-M < Y FP™ <1+ My vieQbss (8)
leQline
—MZ" < F™ < M2 1 € Qfine 9)
Yo =N Yy, (10)
le Qline ic (Obus

where Q}me is the set of lines connected to node i; z?;g and ZE lre are 0-1 variables indicating
whether the end i of line [ is closed in the initial stage and the prevention stage, respectively
(zOrg =1/7F z = 1if yes); zf " is a 0-1 variable indicating whether line [ is closed in the
prevention stage (ZFre = 1if yes); M is a large number; 77" is a 0-1 variable indicating
whether node i is a root node in the prevention stage (’yf’re = lifyes); Flp ™ is the fictitious
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M(1 -

pre) < VPI'Q

commodity flow flowing through line ! in the prevention stage; and NP! is the total number
of nodes.

The power flow and safety constraints in the prevention stage are shown as Equations
(11)—(18). Equations (11) and (12) are the active and reactive power injection balance
constraints for node i. Equation (13) is the linearized Distflow constraint [20]. Equations
(14) and (15) are the capacity limits of the distribution lines. Equation (16) shows the voltage
limits. Equations (17) and (18) denote the constraints of the injected power of the DGs.

PL—PPP = Y pPeTvie b (11)
leQline
QF— QPP = Y QP vie qbus (12)
leQline
VP — (RPPT 4+ X, Q0T /Uy < —M(1—20"), Wi, j € QP¥S,i # j,1 € Qfine (13)
j 1 I'<] ] ]
_ZprepF max Ppl‘eF prePF max | o Qline (14)
_Z%are Qf,max < Q?re,F < Z?re Q}?,maxll c Qline (15)
Vimin < Vipre < ‘/imax’vl' c Qbus (16)
0 < PP < jyd8pbmax v ¢ obus (17)
0< QpreD < m’ QDmax Vi e Qbus (18)

where PiL and Q} are the active and reactive load demands at node i; PlPre’D and QZPre’D are
the active and reactive outputs of the DG in the prevention stage; Plp "*F and ere’F are the
active and reactive power flow of line ! in the prevention stage; Vl.pre is the voltage at node i
in the prevention stage; R; and X are the resistance and reactance of line [, respectively;
Uy is the reference voltage; P/ and Q] "™ are the upper limit of the active and reactive
capacity of the line; V"® and V™" are the upper and lower limits of the voltage at node i;

PD,max

and P, and QP™ are the upper limit of the active and reactive output of the DG at

node 7.

3.3. Degradation Stage Constraints

In the degradation stage, based on the idea of fault propagation [21], each node in
the system can be analyzed in detail whether it is affected by the fault so as to determine
whether the node is involved in the faulted area or not. For Vc € ()5 ((Q2°€ is the set of fault
scenarios), the fault propagation constraints are shown as Equations (19)—(21). Constraint
(19) indicates that line  will not be damaged until it is unreinforced and under attack.
Equation (20) indicates that if there is a fault on line J, the closed end of i will be involved
in the faulted area. Equation (21) indicates that the nodes at the two ends of a closed line
will be involved in the same faulted area or the same non-faulted area.

fre = uro(1— i), v1 € Qline, e € 5@ (19)
ylcg > fio2h" Vi e e, vl e Qfine (20)
g pI‘E
+2z . .
‘uzc y]cieg/Vi/j c Q}me,i 75 j/ vl e the (21)

mcgﬂpre 1< p,

where u; . is a 0-1 variable indicating whether line [ is under physical attack under scenario
c (u. = lif yes); f; . is a 0-1 variable indicating whether line / is faulted under scenario c
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(fic = lif yes); and ‘u?fg is a 0-1 variable for indicating node i is involved in the faulted

area under scenario c during the degradation stage (]/tgceg = 1if yes).

The impact of information attacks on the communication network is regarded as
data packet loss. The communication link with data packet loss is disconnected, but
the communication link with hardening measures can still work normally. As shown in
Equation (22), for communication links that have undergone reinforcement measures, they
can still maintain normal operation even under cyber-attacks.

e =1 —wy (1 —xnk), vk € Qlink ve € see (22)

where wy . is a 0-1 variable indicating whether the communication link k is under a cyber-
attack under scenario ¢ (wy. = 1 if yes) and gy is a 0-1 variable indicating whether the
communication link k is faulted under scenario ¢ (4 = 0 if yes).

The key to ensuring the normal operation of a communication network lies in main-
taining effective connections between communication nodes and the operational center. To
accurately determine whether the communication nodes are connected to the operational
center, a virtual flow network with the same topology as the communication network
has been constructed, where the communication links are different from the distribution
network, and the communication nodes are corresponding to the distribution network
nodes, as shown in Equations (23)—(27). In Equation (23), the operational center acts as
a virtual source in the virtual network, responsible for providing the injection of virtual
flow. Equation (24) represents the balance constraint of the virtual flow. Equation (25)
indicates that only closed communication links can have virtual flow passing through them.
Equation (26) states that if a node is a source node, it has a unit virtual load, meaning that
the operational center always maintains effective communication with it. Equation (27)
states that if a communication link is closed and one end of the node is communicating
normally, then the other end of the node also belongs to the normal communication area.

0 < GO < Mgso™, Vi € Qrode (23)

Go™ — 7. = le i Fom, vk € Qlink, vi e Qpede (24)
keQlin

—May, < FO™ < May,, vk € Q™ (25)

Tie > g5om, Vi € Qnode (26)

{ Tic + ke — 1< Tic Vi ] c Q}(wde Yk € Qlink (27)

Tj,c + ke — 1 < Tic

where Q"9¢ ig the set of all communication nodes; Q}(‘Ode is the set of two end-nodes of

communication link k; Gf2™ is the injected virtual flow; ¢7™

whether node i is a source node (g{°™ = 1 if yes); F,in is the virtual flow in communication

is a 0-1 variable indicating

link k; and 7; . is a 0-1 variable indicating whether node i is connected to the operational
center (7; . = 1 if yes).

Due to distribution line faults, the load supply within the faulted area cannot be met,
as shown in Equations (28) and (29). Affected by communication link faults, to ensure the
safety of the distribution network, once a communication node fails, the load connected to
that node must be immediately curtailed, as described in Equations (30) and (31).

HiBPL < PI®C < PL i e bvs (28)

d ,C .
M PQF < QT < QFVie QM (29)
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(1—7)P < PI®C < pL i e qrode (30)
(1—7,)QF < Q¥BC < QF, vi € Qnode (31)
deg,C deg,C . . .
where P; /" and Q; > are the loss of the active and reactive load of node i under the

degradation stage under scenario c. It should be noted that communication nodes coincide
with distribution network nodes in this paper, i.e., QPUS = Qnode,

3.4. Recovery Stage Constraints

The network topology constraints in the recovery stage are shown in Equations (32)-(37).
Equation (32) indicates that during the recovery stage, adjustments to the line status
can only be made when the line equipped with RCS maintains normal communication.
Equation (33) shows that the state of the line depends on whether the switches at its ends
are closed or not and the line itself is faulted or not, with the linearization constraints
shown in Equation (34). Equations (35)—(37) are the radial network topology constraints.

o . re . b li
) =it <2l <2+ ST Vi e O v e O (32)
. : : .. bus : li
2, = 20,20 (1= fio), Vi j € O, i # vl € line 33)
ir ir
2y < Zijc
It S Zr :
Le = Fjle Vi, j e QPYS,i £ vl e Qline (34)

Z}fc < (1 - fl,c)

Z}fc 2 Z%fl.c + Z}fl,c - fl,C -1

1-MyL < Y FL <1+ Myl vie Qs (35)
leQline
—Mzf, < F < Mzl 1 € Qfire (36)
Yo oz =NPs o Y g (37)
leQline ieQbus

where z},rl, . and z}fc are 0-1 variables indicating whether the end i of line / and line / are
closed under scenario ¢ during the recovery stage, respectively (z};, . = 1/z], = 1 if yes);
;" is a 0~1 variable indicating whether node i under scenario c is the root node during the
re’covery stage (’y}fc = 1if yes); and Fllrc is the commodity flow of line [ under scenario ¢
during the recovery stage.

Similar to the degradation stage, it is also necessary to determine whether a node is in
a faulted area or not in the recovery stage, as shown in Equations (38) and (39).

> £ 20 Vie QP vl e Qlire (38)
:ul,c L£%1,l.c I
ir -|-zir —1 < yir .
{%+$]2%NMHWW#MEWW (39)
Hie T2, 1S H

ic

where ygc is a 0-1 variable indicating whether node i under scenario ¢ belongs to the
faulted area.

For Vc € (%€, the power flow and safety constraints in the recovery stage are shown
in Equations (40)—(51). Different from the prevention stage, the loss of load is considered
in Equations (40) and (41); the load supply cannot be satisfied, and the DG will be out of
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service within the faulted area, as shown in Equations (46)—(51). The remaining variables
and constraints are similar in meaning to the prevention stage and will not be repeated here.

pl—PP —prC = Y pFvie Qb (40)
leqline

QF—QP —Qrt= Yy QY vieqbs (41)
lElee

—M(1—zj,) < VE-VE— (RP + X,Q") /Uy < M(1—2J1,), Vi, j € Op*,i #j,1 € Qi (42)

_Zl PF max P1rF < er PF max | o line (43)

_ZICQ}:max < erF < it QFmax | € Oline (44)

ymin < Vlu; < vmax i e bus (45)

0 < PIPP < 7 (1— plf)mEPP™™, vi € Qbve (46)

0< QI < 11— ) m®QP™™, Vi € O™ 47)

(1—7,¢)PF < PC < PL,Vie QP (48)

(1-7,0)QF < Q"C < QF, Vi € Q™ (49)

pi Pl < PG < PLVie QP (50)

Q< QIC < Qb vi e Qbv (51)

3.5. Objective Function

To minimize the total expected loss of load during the degradation stage and recovery
stage, the objective function is shown as Equation (52).

minC =} <Tdeg Y wPiEC T Y wplrc> (52)

YeeQsnr ieQbus ieQbus

where C indicates the total expected loss of load; p, is the probability of scenario c; Tdeg
and T are the duration of the degradation stage and the recovery stage; and w; is the
load weight.

For a clearer representation of the system’s resilience level, the following indicator
is used. This indicator specifically reflects the percentage of load for which the system
can maintain normal power supply during the degradation stage and the post-event
recovery stage.

C
R=|1- : x 100% (53)
(T8 + 1) ¥ Pk

ieQbus l

4. Case Study
4.1. Parameter Setting

In this section, the IEEE 33-node system and its corresponding communication network
are employed to validate the effectiveness of the proposed method. The system comprises
33 nodes and 37 lines, among which lines L33 to L37 are tie lines with a capacity of 5 MVA
each, and the total load is 3.715 MW + j2.300 MVar. The voltage limits at each node are
set in the range of [0.95, 1.05] p.u. Nodes 4, 12, 16, 25, and 30 are designated as critical
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load nodes with a weight of 3, while the remaining nodes have a weight of 1 for non-
critical loads. Centralized communication is mainly considered, and the communication
network consists of one operational center, 37 communication links, and 33 communication
nodes corresponding to the distribution network nodes, with the communication links
detailed in Table 1. Five different fault scenarios are randomly generated to consider
the above uncertainties, each containing five faulted distribution lines and two faulted
communication links, with each scenario having a probability of occurrence p. =1/5, as
shown in Table 2. The upper limits for the number of RCSs and DGs are set at 10 and 4,
respectively. The capacity of the controllable DG is set at 0.4 MVA [22]. The upper limits for
the number of reinforced lines and communication links are set at 4 and 3, respectively. The
values of T9¢8 and T'* are set at 0.5 h each [23]. The case study is implemented using Matlab,
and the Gurobi optimizer is invoked through the Yalmip toolbox for optimization solutions.

Table 1. Topology of the communication network.

Line Start End Line Start End Line Start End
Number Node Node Number Node Node Number Node Node

1 6 1 14 15 3 27 6 28
2 6 5 15 6 12 28 28 30
3 5 1 16 12 20 29 28 17
4 1 19 17 20 7 30 28 8
5 1 27 18 12 13 31 8 2
6 1 26 19 13 4 32 28 31
7 1 32 20 13 16 33 31 29
8 32 22 21 13 18 34 6 21
9 6 24 22 13 10 35 15 12
10 24 33 23 13 11 36 28 12
11 26 27 24 13 23 37 20 13
12 6 14 25 23 9

13 14 15 26 13 25

Table 2. Fault scenarios.

Scenario Number Faulted Lines Faulted Communication Links
1 14,17,114,123,1.28 L8, L19
2 L8, 110,117,124, L.32 L4,1.21
3 12,111,119, L26,L31 L14, 124
4 L5,1L13,1L16,L18,1L29 117,132
5 13,19, L12,1.22,1.26 14,123

4.2. Analysis of Basic Results

The results of the resource optimization allocation in the planning and prevention
stages are analyzed in Figures 3 and 4. In the stage of resource allocation, reinforcement
measures are carried out for distribution lines L.24, .29, 1.31, and L32 to ensure the stable
operation of the distribution network. DGs are deployed at nodes 24, 25, 30, and 33 to
provide load support. Meanwhile, communication links L4, L8, and L32 are hardened
against network cyber-attacks. Network pre-reconfiguration based on RCSs in the preven-
tion stage. The distribution network is divided into two zones, in each of which at least
one substation or DG exists to supply it. During the prevention stage, the distribution
network is pre-reconfigured into two zones using an RCS, with at least one substation or
DG providing power to each zone.
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B RCS @DG —— Line closed

< Line reinforced Line open

Control
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Communication 29
D node
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Figure 4. Results of communication link reinforcement. (Topology of the communication network
has been listed in Table 1).

Figure 5 shows the analysis of the operation results of the multi-stage post-accident
recovery process in scenario 2. The process of the degradation stage (fault propagation and
affected area identification) and recovery stage (fault isolation and power restoration) of
the system under extreme events is shown. Where, light gray represents the non-fault area
with power supply, and gray represents the fault area affected by the fault. During the
degradation stage, it can be observed that the distribution lines L24 and L32, due to prior
reinforcement measures, successfully prevented faults from occurring when encountering
the extreme event. Similarly, the communication link L4, which also underwent reinforce-
ment, prevented information loss in the communication network during a cyber-attack. At
the same time, preventive islanding is formed through pre-reconfiguration using RCSs,
allowing some areas to maintain normal operation independently of the faults (such as
nodes 24-25 and 29-33, which include key nodes 25 and 30). During the recovery stage,
network reconfiguration using RCSs was utilized to further restore system load (such as
nodes 1-7, 19-33).
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Figure 5. Topology of the distribution network after the extreme event. (a): Topology of the
distribution network in the degeneration stage; (b): Topology of the distribution network in the
degeneration stage.

4.3. Analysis of the Effects of Considering Cyber—Physical Attacks and Collaborative
Reinforcement Measures

To validate the effects of cyber—physical attacks, three cases are set for analysis, as
shown in Table 3.

Table 3. Description of different attack cases.

Case Case Description
Case 1 Only physical attacks on the distribution network are considered.
Case 2 Only cyber-attacks on the communication network are considered.
Case 3 Cyber—physical attacks are both considered.

Under the conditions where the upper limit of the DGs is 4 and the upper limits of
the reinforced distribution lines and communication links are 4 and 0, respectively, the
percentage of load loss under different attack scenarios and RCS allocation schemes is
shown in Figure 6. In Cases 1 and 3, as the number of RCSs increases, the percentage of
load loss exhibits a decreasing trend. However, compared to Case 1, the reduction in load
loss percentage is significantly smaller in Case 3 when maintaining the same RCS allocation
scheme, indicating that cyber—physical coordinated attacks constrain the effectiveness
of RCS allocation in enhancing system resilience. In Case 2, the load loss percentage
remains almost constant, primarily because the RCS allocation scheme is ineffective against
cyber-attacks and cannot effectively mitigate their impact.
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Figure 6. Percentage of system load loss for different attack scenarios and different RCS alloca-
tion schemes.

Under the conditions where the upper limit of the RCS quantity is 10 and the upper
limits of reinforced distribution lines and communication links are 4 and 0, respectively, the
results of system load loss percentage under different attack scenarios and DG allocation
schemes are shown in Figure 7. In Cases 1 and 3, as the number of DGs increases, the system
load loss percentage also shows a decreasing trend. Nevertheless, compared to Case 1, the
reduction in system load loss percentage is notably smaller in Case 3 when maintaining the
same DG allocation scheme, suggesting that cyber—physical coordinated attacks also restrict
the effectiveness of DG allocation in enhancing system resilience. Furthermore, compared
to Cases 1 and 2, the load loss percentage in Case 3 is significantly higher, demonstrating
that compared to single attack strategies, cyber—physical coordinated attacks have a more
intense impact on the distribution network, resulting in greater load losses and exacerbating
the vulnerability and instability of the distribution network.

@
S
B

NASARRASE

LR

Percentage of system load loss
8
®

2
Case number 31 DG limits

Figure 7. Percentage of system load loss for different attack scenarios and different DG alloca-
tion schemes.

Furthermore, to validate the effectiveness of considering communication link rein-
forcement collaboratively, a comparative analysis is conducted between two cases: one
with and one without communication link reinforcement. The number of cyber-attacks is
set to be two and three, respectively, while the number of physical attacks is set to be five.
In terms of resource allocation, the number of reinforced communication links is set to be 3,
the number of reinforced distribution lines is set to be 4, and the number of RCSs and DGs
is set to be 10 and 4, respectively. Based on these, a comparative analysis of the two cases is
conducted, with results presented in Table 4.
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Table 4. Optimized resource allocation before and after communication link reinforcement strategy.

Number Whether Communication Location of RCSs Communications

Locati f . . Resili
of Cyber  Network Reinforcement  The Beginning  The Terminal OCS g:l ®" Link Reinforcement ezle‘lslme
Attacks is Considered End of the Line  End of the Line Locations
L2,18,L14, o
” yes 133-1.37 123,128 24, 25, 30, 33 L4, L8, L32 58.19%
No L5, L8, L33-L37 L2, 123,128 24,25, 32,33 not have 54.59%
L8, L24, o
3 yes L33-1.37 L10, L14, L28 18, 25,29, 30 124,132,136 57.08%
No L8, L33-L37 L10, ]I:gé/ L24, 10, 25, 30, 32 not have 52.84%

When the number of cyber-attacks is two, the resilience level of the reinforced dis-
tribution network is improved by 3.6% compared to the case without communication
link reinforcement. When the number of cyber-attacks is three, the resilience level of the
reinforced distribution network is improved by 4.24% compared to the scenario without
communication link reinforcement. This indicates that reinforcing communication links can
enhance the distribution network’s ability to withstand cyber—physical synergistic attacks.

Additionally, there are significant changes in the locations of RCSs and DGs between
the two cases. After the communication link is strengthened, more communication nodes
can survive the attack, providing more node options for the isolation and recovery stage of
the RCSs and DGs. This increases the flexibility of resource allocation, allowing the system
to adjust resource allocation based on real-time conditions to maximize recovery.

4.4. Analysis of the Effects of Considering Collaborative Resource Allocation

In this section, three additional cases are introduced to validate the effectiveness of the
method proposed in this paper. The descriptions of the cases are shown in Table 5. The
load recovery curves for the four cases based on the scenario set in Table 2 are shown in
Figure 8.

Table 5. Description of different cases.

Case Case Description
Case 1 The methodology proposed in this paper
Case 2 Fixed DG position [14]
Case 3 Network pre-configuration is not performed in the prevention stage [24]
Case 4 Line reinforcement allocation is not performed
100%
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Figure 8. Load curves for different cases.
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In the aforementioned scenario, the resilience level of the system is calculated as
R =58.19% using (53), with the resilience level for each individual scenario presented in
Table 6. By coordinating a series of strategies, including the configuration of distributed
generations (DGs), remote-controlled switches (RCSs), and the reinforcement of distribution
lines and communication links, the system’s emergency response capability and recovery
speed can be significantly enhanced.

Table 6. The level of system resilience in each scenario.

Scenario Resilience level
Scenario 1 60.95%
Scenario 2 67.525%
Scenario 3 53.125%
Scenario 4 51.89%
Scenario 5 54.71%

In Case 2, the system’s resilience level was 48.265%. The DGs were fixed at nodes
4,11, 18, and 23, which failed to optimize their deployment positions. Consequently, the
synergistic effect between DGs and RCSs was not fully utilized, hindering the effective
isolation of fault areas and the formation of restorative islands. As a result, the system
incurred relatively large load losses during the degradation and recovery stages due to
the suboptimal DG configuration. By optimizing the DG placement, the flexibility in
positioning DGs within the distribution network can be markedly improved, enabling them
to be more accurately deployed in crucial locations based on actual needs. This approach not
only minimizes load losses but also reduces the risk of electricity consumption disruptions
for power users, thereby significantly boosting the resilience of the distribution network.

In Case 3, the system’s resilience level was 33.395%. Since the distribution network was
not pre-reconfigured during the prevention stage, it remained highly interconnected. Such
a tightly coupled network structure meant that any line failure could trigger widespread
power outages across the distribution network. Therefore, pre-reconfiguring the distri-
bution network is of paramount importance. By doing so, the network structure can be
optimized to decrease the degree of interconnectivity, effectively preventing the rapid
propagation of faults. This measure notably enhances the resilience level of the distribution
network and reduces the scope of power outages during the degradation stage.

In Case 4, the system’s resilience level was 41.785%. The lack of consideration for
implementing reinforcement measures on distribution network lines rendered the network
particularly susceptible to upcoming extreme events. The inadequate response and defense
capabilities led to a substantial increase in fault areas within the distribution network
during extreme events. Consequently, to ensure the normal power demands of users and
improve the response and resilience of the distribution network, it is imperative to prioritize
the reinforcement of the distribution network lines. Through scientific and reasonable
reinforcement design, the resilience and reliability of the distribution network lines can be
significantly enhanced.

5. Conclusions

To enhance the resilience of distribution networks against cyber-physical coordinated
attacks, this paper proposes an optimal resource allocation method for distribution net-
works that considers the coupling between power and communication networks. Through
the IEEE 33-node system case study, it is demonstrated that the proposed method can
effectively leverage RCSs and DGs to form preventive islands during the prevention stage.
In the degradation stage, the distribution network identifies faulted and non-faulted areas
based on the fault propagation model, while the communication network assesses the fault
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status of communication nodes using the virtual flow model. During the recovery stage,
RCSs with normal communication are utilized for rapid fault isolation, and in conjunction
with DGs with normal communication, restorative islands are formed. This approach
achieves effective RCS and DG allocation, as well as power line and communication link
reinforcement, thereby enhancing the resilience level of the distribution network.

In future work, the impact of communication delays and decentralized communication
architecture will be fully considered. Communication delays may prevent the rapid trans-
mission of fault information to the operational center, thus interfering with the accurate
determination and timely isolation of the fault area, which may lead to a long duration
time of the degradation stage. It can also cause the recovery stage remote-control command
to fail to reach the target device in time, thus increasing the response time of the switching
operation. In a decentralized communication architecture, the communication network
is divided into multiple layers, each of which is responsible for different communication
tasks and data flows. This structure has high flexibility and scalability, so each level should
be managed and optimized relatively independently, showing different characteristics
with centralized communication. Therefore, based on the existing research, the effects of
communication delay and decentralized communication structure will be further explored
in the future.
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