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Abstract

The built environment contributes approximately 25% of the UK's total greenhouse gas
emissions, positioning it as a critical sector in the national net-zero strategy. This review
investigates the enabling role of the domestic smart metering infrastructure combined with
other IoT systems in accelerating the decarbonisation of residential buildings. Drawing
from experience gained from governmental and commercially funded Ré&D projects, the
article demonstrates how smart metering data can be leveraged to assess building energy
performance, underpin cost-effective carbon reduction solutions, and enable energy flexibil-
ity services for maintaining grid stability. Unlike controlled laboratory studies, this review
article focuses on real-world applications where data from publicly available infrastructure
is accessed and utilised, enhancing scalability and policy relevance. The integration of
smart meter data with complementary IoT data—such as indoor temperature, weather
conditions, and occupancy—substantially improves built environment digital energy an-
alytics. This capability was previously unattainable due to the absence of a nationwide
digital energy infrastructure. The insights presented in this work highlight the untapped
potential of the UK’s multibillion-pound investment in smart metering, offering a scalable
pathway for low-carbon innovation for the built environment, thus supporting the broader
transition to a net-zero future.

Keywords: net-zero target for the built environment sector; IoT for the built environment;
domestic smart metering infrastructure; smart metering data; energy data and digitalisation;
energy intelligence for the built environment

1. Introduction

The UK has committed to decarbonise all sectors of the economy to reach its net-
zero target by 2050 [1]. Specifically, the residential built environment contributes 20.8%
of all carbon emissions in the UK [2]. In 1976, building regulations first outlined the
minimum requirements for insulation and built quality [3] to support improved energy
efficiency of homes. In terms of regulatory energy models, the UK government issued the
Standard Assessment Procedure (SAP) in 1993, the Reduced Data SAP (RASAP) in 2005,
which is a simplified version of the SAP, and then the Energy Performance of Buildings
Directive (EPBD) in 2006 [4]. These regulatory models created a basis for understanding
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the energy performance of the new and existing building stock and often provide the basis
for informing the UK’s policy for the built environment [5].

However, the energy consumption of a building measured while in use has been
found to be up to 272.9% greater than predicted by design calculations, though some of
this discrepancy may be attributed to occupants’ behaviour [6,7]. Moreover, measurements
of building fabric performance on unoccupied buildings have found an underperformance
of up to 140% when compared with the model [8]. This discrepancy, known as the building
Energy Performance Gap (EPG), can be caused by a variety of factors such as climatic
conditions, building quality, design changes or material substitutions [9-13].

Reliable testing and measuring methods are required to verify the effectiveness of
the new building regulations by measuring rather than estimating a building’s energy
performance. However, collecting high-quality energy and outdoor climate data [14] was
challenging before the existence of Internet of Things (IoT) technologies, especially at a
large scale. Prior to the IoT era, measuring energy use in the built environment relied
upon traditional metering. Low-frequency energy consumption data, such as annual
or quarterly meter readings, was manually collected alongside mean temperatures from
nearby weather stations for analysis purposes. These two measured quantities were used
to estimate a building’s energy performance. Later, energy performance estimates were
improved in terms of accuracy by including indoor temperature using sensors and data
loggers. However, field trials often consisted of small samples (test houses) due to the
difficult nature of data collection and the cost of equipment, with larger trials relying on low
numbers of data points assuming falsely that all homes exhibit a similar heating pattern as
indicated in [15]. It also required multiple site visits to extract the data and troubleshoot
sensing equipment, which could increase the project cost significantly. Furthermore, since
testing for energy performance metrics has to take place during the heating season [16],
equipment failure and faulty sensors could cause year-long delays, meaning there was
a requirement to repeat the test during the following heating season. These difficulties
restricted researchers to small numbers of test houses so as to maintain the test and to
obtain good-quality data. The energy performance estimation methods used often utilised
Heating Degree Days (HDDs), which assume that heating is required when the outdoor
temperature falls below a certain threshold [17], or the Energy Signature model, which
assumes the indoor temperature to be quasi-constant [18], while other methods assume a
constant comfortable temperature at, e.g., 21 °C everywhere in the home. Although these
initial methods had drawbacks when estimating a building’s energy performance, they laid
the foundation for the more advanced methods. These advanced methods require higher
data quality, as well as additional measured quantities which are necessary for the more
accurate estimation of a building’s energy performance. The requirement for high-quality,
remotely accessed data has been met through IoT-enabled monitoring systems.

Thus, until relatively recently, the desired metrics were coarsely estimated, rather than
measured frequently, due to cost and technical difficulties associated with acquiring and
accessing the data of interest. However, the smart meter rollout alongside the development
of cost-effective and reliable IoT products and services has provided the built environment
sector with the opportunity to measure rather than approximate the physical quantities
which are necessary for developing highly accurate models for the built environment.

The three principal entities who are driving Great Britain’s (GB’s) smart meter rollout
for homes and small businesses are the Department for Energy Security and Net Zero
(DESNZ) [19], the Office of Gas and Electricity Markets (Ofgem) [20] and the Smart Data
Communications Company (DCC) [21]. The Smart DCC is a licensed monopoly with
the aim of managing the smart meter telecommunication network and also with a focus
on the utilisation of smart metering data for the public benefit. DCC’s license has been
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granted by the government and is regulated by Ofgem. This national asset—which is a GBP
13.5 billion public investment—benefits energy suppliers and distribution system operators
(DSOs) and assists several economic sectors in reaching their net-zero target [22]. The built
environment is among the sectors that derive significant benefit from the utilisation of
smart metering data for its decarbonisation [19].

At this point, it is important to clarify that the domestic smart metering infrastructure
is deployed exclusively in GB, and not across the UK. Accordingly, this article uses the
terms “UK” and “GB” with precision to reflect this distinction.

The smart metering rollout provides the built environment with the opportunity
to access the imported (grid to home) and exported (home to grid) energy data of a
building [23,24]. Until now, GB’s smart metering infrastructure has been primarily used
for billing, energy monitoring and integration of domestic renewable sources. However, it
has the potential to deliver additional services. For example, the imported and exported
energy data can be combined with other data quantities such as indoor (home) temperature
and weather data accessed through IoT monitoring systems in order to develop accurate
models for a building’s energy performance and efficiency. Furthermore, the electricity
meter (Figure 1) readings can be used for the identification of domestic appliances using
pattern recognition methods, for assessing energy-saving products and services, and for
other energy-related applications and services. Nevertheless, despite the growing use of
IoT devices and smart sensors, approximating/estimating certain quantities cannot be fully
avoided due to the complexity of a building’s energy dynamics and its interaction with
indoor activities and outdoor conditions such as occupant-driven ventilation [25] and solar
gains [26].

Figure 1. Smart electricity meters rig installed in the Smart Meters > Smart Homes (SMSH) lab—the
SMSH lab belongs to the Energy House Labs at the University of Salford. The photo originates from
material that belongs to the Energy House Labs.

To support the development of energy-related innovative products, technologies and
services for the built environment, the government has developed dedicated funding pro-
grams. Specifically, the Net Zero Innovation Portfolio (NZIP) is a GBP 1 billion funding
scheme, initiated in 2021 by the DESNZ [27], in order to accelerate the transition to net zero
by 2050 and enhance UK’s green economy growth through the commercialisation and cost
reduction of innovative technologies for decarbonisation; NZIP was launched as part of
the government’s Ten Point Plan for a Green Industrial Revolution [28]. The NZIP funding
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scheme supported innovation across selected priority areas including the built environ-
ment [29-31]. The funding of the programme was awarded through open competitions
encouraging collaboration among SMEs, organisations and academic institutes. Examples
of the NZIP funding scheme include the Flexibility Innovation Programme (FIP) [32], which
is a GBP 65 million programme focusing on the areas of systems’ integration, data, digitisa-
tion and markets for flexibility, as well as the Heat Pump Ready programme, which is a
GBP 60 million programme focusing on high-density deployment and optimised solution
development for heat pumps [31].

Other governmental initiatives related to the decarbonisation of the built environment
are (i) the Boiler Upgrade Scheme (BUS), which is a GBP 205 million programme for the
decarbonisation of heat in buildings in England and Wales as part of the Warm Homes
Plan [33,34]; (ii) the Transitioning to a net-zero energy system: smart systems and flexibility
plan, which is a comprehensive strategy by the UK government and Ofgem focusing,
amongst others, on supporting consumer energy flexibility, as well as removing the barriers
and reforming the flexibility market [35]; (iii) the Social Housing Decarbonisation Fund
(SHDF)—Waves 1, 2.1 and 2.2 [36], which is a GBP 1 billion scheme aiming to improve social
homes in England in terms of their energy performance; and (iv) the Claiming Research &
Development (R&D) tax relief aiming to support companies which are involved in R&D
projects [37].

Similarly, in 2021, Ofgem launched the Strategic Innovation Fund (SIF) aiming to-
wards a low-carbon gas and electricity network future. Ofgem is expected to invest GBP
450 million through SIF by 2028 [38]. Although SIF focuses primarily on electricity and gas
networks, it also funds projects for the decarbonisation of heating in local communities
such as in [39].

The insights presented in this article are grounded in knowledge and experience we
gained through multiple governmental and commercially funded R&D projects, including
SMIOTS (DESNZ/FIP) [40], Net Zero Terrace (Ofgem/SIF) [39], SEDR (DESNZ/FIP) [41],
and THOM (DESNZ/Heat Pump Ready programme) [42].

Several review studies underscore the substantial impact of IoT on efficiently manag-
ing energy and reducing the energy consumption of the residential built environment sector.
Notably, [43] offers a comprehensive overview of IoT energy-related applications for the
built environment, including energy monitoring and management, alongside non-energy-
related IoT-enabled applications such as air quality monitoring, security, and structural
health monitoring. The article also identifies IoT implementation barriers, technical inte-
gration challenges, as well as technical and non-technical concerns including safety and
confidentiality, the ecological impact, socioeconomic inequalities and limitations in the
interoperability of IoT systems. Review articles [44,45] also provide in-depth analyses
of IoT technologies for the built environment sector. In [44], an overview of IoT system
architectures is provided with a focus on smart buildings’ related applications. The article
also outlines constraints associated with IoT technologies and offers insights and recom-
mendations for built environment professionals. In [45], a detailed analysis of IoT in energy
is provided, covering system components, communication protocols and applications. It
also addresses key challenges, security threats, and emerging trends highlighting the Green
IoT as a promising future direction for developing energy-efficient devices throughout
their lifecycle.

This article distinguishes itself from existing review studies by focusing on the role
of the UK’s IoT national infrastructure as a key enabler for the decarbonisation of the
built environment sector and for supporting grid stability. The domestic smart metering
infrastructure serves as the national IoT backbone—central to the UK’s energy transition
and digitalisation strategy; thus, its utilisation for the decarbonisation of the built envi-
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ronment sector further enhances its value and relevance. So, in this paper, the capabilities
of the publicly available IoT infrastructure combined with commercially available IoT
products and services will be explored to address current challenges and to assist the built
environment sector in its journey towards the net-zero target.

Indicative examples of services and applications enabled by the domestic smart me-
tering infrastructure are briefly presented in Section 2. In Section 3, an overview of the
basic steps of data acquisition and access from the domestic smart metering infrastructure—
which has the same features/key components as any other IoT system—is provided. In the
same section, representative Key Performance Indicators (KPIs) for assessing energy-related
interventions and field trials are presented, as well as four indicative built environment use
cases. In Section 4, there is a description of some of the quantifiable and non-quantifiable
limitations and challenges of IoT-enabled built environment projects. In Sections 5 and 6,
certain privacy and General Data Protection Regulation (GDPR) aspects of the built en-
vironment'’s field trials are highlighted, closing with a summary section where potential
future research and development directions are outlined.

2. Opportunities for the Built Environment Sector from the Domestic
Smart Metering Infrastructure

The data accessing capabilities of the domestic smart metering infrastructure and the
prevalence of IoT technologies have created opportunities to assist the built environment
in its journey towards the net-zero target. Specifically, the Smart DCC infrastructure
provides the consumer with the unique opportunity to access their electricity and gas meter
readings [21,46].

The DCC infrastructure relies on a bespoke cybersecure network, fully managed and
controlled by the Smart DCC and independent of other mobile networks or local broadband
connections, as presented in Figure 2.

( Energy consumers ) ( Data and Communications Company (DCC) ) C DCC Service Users )
Smart DCC Limited Energy suppliers
In-home display The role of DCC s to provide communication
services between smart meters and energy
Consumer (1) suppliers, network operators and other
Zce‘\:fcses d authorised DCC users. )

- Communications
Smart | Hub Other DCC User

gas meter |_*

Smart 7 o
electricity \/ Electricity and gas
meter A N network operators
a ) \

Figure 2. Overview of the end-to-end DCC system—figure adapted from [47]. The figure is retrieved
from publicly accessible sources.

The following built environment-related products and services—enabled through
the domestic smart metering infrastructure and other IoT systems—not only change the
pattern of energy consumption but also create opportunities for new research questions to
understand what might be considered an energy systems’ transition [48].

2.1. Time-of-Use (Tol) and Other Tariffs for Load Shifting and Cost Saving

The increasing number of Electric Vehicles (EVs) alongside the electrification of heating
(e.g., Air-Source Heat Pumps (ASHPs)) will soon result in an increase in both the total and
peak electricity energy demands. Static and dynamic ToU tariffs could partially alleviate
the peak-related issue by shifting the peak demand during time windows when the energy
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need on the network is lower. Dynamic optimisation algorithms can utilise day-ahead
dynamic ToUs, alongside weather forecasts and indoor temperature data, in order to
reduce the peak energy demand as well as the cost, as consumption is shifted to lower-
demand time windows when the energy cost is lower [49]. Dynamic ToUs are available
through the Electricity Smart Metering Equipment (ESME), whereas the indoor temperature
and outdoor/weather data, which are necessary for developing dynamic optimisation
algorithms, can be accessed through IoT-enabled sensors.

2.2. Home Energy Management System (HEMS)

HEMSs monitor the energy consumption and generation of a household and manage
the energy flows using pattern recognition and machine learning algorithms [50] in order
to save energy and reduce the cost for the consumer. A HEMS accesses imported, exported
and generated energy, indoor and outdoor temperature, and other IoT data in order to
develop the relevant optimisation models.

The corresponding system for managing the energy consumption/generation of a
large building is called a Building Energy Management System (BEMS), and a Community
Energy Management System (CEMS) manages the energy consumption and generation at
the community level.

2.3. Demand Side Response (DSR)/Energy Flexibility Services

Another area where the domestic smart metering infrastructure plays an enabling
role is energy flexibility services, where high-energy-consuming appliances/devices such
as EV chargers, ASHPs, and Heating, Ventilation and Air-Conditioning (HVAC) systems
can communicate with the DSR Service Provider (DSRSP) over one or more Customer
Energy Manager (CEM) systems. CEMs negotiate different scenarios and the DSRSP selects
the optimum combination in order to assist the grid in maintaining its balance during
time windows of higher demand [47,51]. Note that the appliances/devices in a DSR
configuration need to have capabilities /technologies for data exchange/communication
and for automatic control.

2.4. Assessment of a Building’s Energy Performance

Smart metering data, alongside other IoT data, can be used to estimate a building’s
energy performance. The Heat Transfer Coefficient (HTC) is a data-driven indicator which
is related to the Energy Performance Certificate (EPC) rating of a building and can be mea-
sured using smart metering alongside other IoT data when a property is either unoccupied
via a co-heating test or occupied [18,52]. The assessment of a building’s energy perfor-
mance using the HTC is particularly useful as EPC ratings are often outdated (buildings
are not assessed regularly) and may incorporate subjective information, whereas HTC is
data-driven, can be ‘real-time” and without subjective input in its estimation.

More details on the utilisation of IoT data for assessing a building’s energy perfor-
mance can be found in Use Case 3 (Section 3.4).

2.5. Assessment of Energy-Saving Products

Electricity and gas smart metering data, alongside other IoT data such as temperature
and humidity, can be used to assess energy- and carbon-saving products, e.g., smart heating
control devices [53].

More details on the use of IoT data for assessing/testing energy- and carbon-saving
products can be found in Use Case 4 (Section 3.4).
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2.6. Home Appliance Identification, Data Disaggregation and Grid Load Forecasting

The instantaneous power demand of a household—estimated through the aggregated
electricity energy data accessed from the smart meter—can be used for applications such as
load disaggregation using pattern recognition algorithms [54].

Furthermore, Artificial Neural Networks (ANNs) and other machine learning tech-
niques, are used for the analysis and processing, both in real time and offline, of high
volumes of energy data for managing the smart grid, energy consumption forecasting, fault
detection diagnosis and other related areas [55,56].

More details on this application can be found in Use Case 1 (Section 3.4).

2.7. Data-Driven Policy Making on Fuel Poverty

Fuel poverty is a multi-dimensional concept, and its complexity may only be captured
through a variety of indicators; the EU Energy Poverty Observatory uses primary and sec-
ondary data driven as well as subjective indicators [57]. Energy consumption data, accessed
from the domestic smart metering infrastructure, combined with weather, occupancy and
demographic data could form an additional data-driven indicator.

3. Data Acquisition, Access, and Analysis

Before analysing data from a domestic smart meter, as with any IoT system, a two-
stage process must first be carried out. For the first stage, the quantity of interest is
measured /acquired using meters/sensors, and for the second stage, the measured data is
accessed [58]. This two-stage process requires a Communication Hub which collects the
acquired data and then, usually, transmits it to a server for storing purposes.

Appropriate protocols are used for communication, data transmission and reception
among the sensors and the hub(s), and transmission of the gathered data to the server.
Then, the user can access the data from the server using an Application Programming
Interface (API)/or other interfaces in order to undertake data processing and analysis [59].

In the following two subsections, the two-stage process of data acquisition and access
is described, with a focus on the domestic smart metering system. However, the same
process is common for all IoT systems.

3.1. Data Acquisition and the Domestic Smart Metering Infrastructure (SMETS1/SMETS2)

There are two types of smart metering equipment rolled out in GB, SMETS 1 and
SMETS 2; SMETS stands for Smart Metering Equipment Technical Specifications. SMETS
1 corresponds to the first generation of smart metering equipment installed in GB and
SMETS 2 to the second generation, which is technologically more advanced compared to
the first generation, mainly in terms of communicating the meter readings to the energy
supplier and the switching between energy suppliers [60-62].

The smart metering system consists of the following devices: the electricity smart
meter or Electricity Smart Metering Equipment (ESME), the gas smart meter or Gas Smart
Metering Equipment (GSME), the In-Home Display (IHD) and the Communication Hub
(CH) usually fitted to the ESME.

The (a) ESME and the (b) GSME measure (a) the imported and exported (if the property
has renewables) electricity energy and (b) the gas energy, respectively. The granularity
of the data measured through the ESME is 10 s for the imported electricity energy and
through the GSME is 30 min for the gas energy. The CH transmits the electricity and gas
data, acquired by the meters, to the data collection entity, which shares the energy data
with the Energy Supplier for billing as well as for data processing and analysis purposes.
The IHD displays the electricity and gas consumption data to the consumer alongside
additional information, such as the energy tariff, the corresponding energy cost and the
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carbon footprint produced by the consumed energy. The ESME and CH, GSME and the
IHD devices communicate over the Home Area Network (HAN), using the ZigBee smart

energy protocol [63].

3.1.1. IoT Protocols for Applications Related to the Built Environment

The development of highly efficient communication protocols has played a key role in

the extensive use of wireless sensors for energy-related built environment applications.

In the following table (Table 1), a brief overview of the most popular IoT protocols

utilised for built environment applications, their advantages and disadvantages, and future

trends in the field of IoT protocols is presented.

Table 1. Overview of IoT protocols.

Protocol

Description

Benefits

Challenges

ZigBee

The ZigBee protocol uses the 2.4
GHz band, also used by WiFi, and
also supports sub-GHz ranges
[64,65].

(i) ZigBee devices generally have
lower power consumption.
(ii) The ZigBee bandwidth size is
appropriate for
transmitting /receiving high
volumes of data. This is an
important parameter in
configurations where the sensors
need to communicate/interact
with the hub frequently and
transmit high volumes of data.
(iii) ZigBee devices are usually
less expensive as they do not need
to be certified.

(i) Most Zigbee devices use the
2.4 GHz band and therefore
penetration-related issues may arise,
especially in urban environments and
in buildings that have thick walls [66].
(ii) In field trials/set-ups, where high
data granularity is required, data may
be lost as the bandwidth spectrum
could be congested with other
networks which use the same
frequency, e.g., WiFi.

Z-Wave

The Z-Wave protocol is
well-known and widely used in
the IoT industry. In Europe, the
frequencies used by Z-Wave are

868.40 MHz and 869.85 MHz [67].

(i) Z-Wave devices consume less
power [65].

(i) Z-Wave uses lower frequency
compared to, e.g., ZigBee,
allowing better penetration of the
signal through the walls.

(iii) Z-Wave uses a different
spectrum compared to ZigBee
and WiFi, thus avoiding
congestion with other networks.
(iv) Z-Wave devices need to be
certified, which can potentially
improve the quality of the
devices/data.

(i) The lower frequency used by
Z-Wave devices results in lower data
rates compared to ZigBee.
Specifically, the maximum data rates
which can be transmitted using the
Z-Wave protocol are up to
100 kbps [67].

(ii) Z-Wave devices need to be
certified, which increases the cost per
device and can limit the variety of
available devices.

Wireless
M-Bus

The Wireless M-Bus is a less
well-known protocol compared to
ZigBee and Z-Wave.

Like its wired counterpart, the
Wireless M-Bus is often used for
utility metering. The Wireless
M-Bus uses the 868 MHz, 434
MHz, 169 MHz frequencies or any
other sub-GHz frequency if the
corresponding license is granted
[68]. Wireless M-Bus meters,
similar to the ZigBee and Z-Wave
set-ups, require a central hub to
transmit the acquired data and
access any configuration-related
information.

Like Z-Wave, which also uses
lower frequencies, the Wireless
M-Bus allows better penetration
through walls and has a longer
range if the 169 MHz frequency
is used.

(i) If the polling rate is frequent (e.g.,
less than 15 min), an external power
supply (instead of a battery) may
be required.

(ii) The Wireless M-Bus protocol is
usually utilised for utility metering
(electricity, gas and water) so regular
battery life monitoring needs to be
considered in case an external power
supply is not available.
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Table 1. Cont.

Protocol Description Benefits Challenges
WiFi-enabled IoT devices can take
full acflyantage of all the features () Usua.ll}.l, a hub is not requlr.ed, WiFi-enabled ToT devices consume
of WiFi. They can use different as a WiFi router is standard in .
¢ s d di h 1 1d . . more power compared to the devices
N requencies depending on the almost all domestic properties. .
WiFi Ny . " - N that use any of the aforementioned
device’s requirements. However, (ii) The WiFi bandwidth is rotocols. and thus there is need for
most IoT WiFi devices use adequate to transmit/receive high P ox telrnal ower supplies
2.4 GHz instead of the 5.0 or volumes of data. P pphes.
6.0 GHz frequency.

Note that ZigBee’s Smart Energy Profile (SEP) is incorporated into the ZigBee Smart
Energy Standard [64] and will be described in more detail in Section 3.2.3 where the smart
metering cluster will be discussed.

3.1.2. An Emerging Connectivity Standard

The protocols described previously are generic with limited standardisation features;
thus, sensors from different manufacturers may not be compatible with the same hub or may
require third-party code to integrate. Sensor and hub incompatibility is one of the major
issues in built environment field trials, where often a wide range of equipment/devices
may need to be used for data collection. Consequently, multiple platforms are required to
gather the data. The use of multiple platforms increases the system complexity as they may
support different granularities and data formats; thus, aligning/merging data from various
sources requires extra steps, sometimes affecting the data quality.

Matter is a recently developed home automation connectivity standard which operates
in a platform-agnostic way and thus could resolve the aforementioned issue. It is an
open standard developed by the CSA (Connectivity Standards Alliance) [69], which is a
consortium that includes many large-scale companies. To ensure interoperability, Matter
has standardised the messaging protocol that the devices use.

Matter can utilise Ethernet, WiFi, Thread and Bluetooth Low-Energy (BLE) technolo-
gies, so the device’s manufacturer can choose to support one or more of these technologies.
In most cases, BLE would be used for setting-up and configuration purposes, and with
Matter over Ethernet, WiFi or Thread, the devices/sensors are connected to the hub which
is responsible for converting these protocols to Matter as well as for device orchestration
and control [70,71]. Matter has the potential to overcome incompatibility-related issues
that affect built environment’s field trials; however, as it is a recently developed protocol, it
is not widely adopted and, consequently, its potential has not yet been fully realised.

3.2. Common Data Accessing Interfaces and the Smart Metering Cluster

The interfaces which are commonly used to access metering data are the REST and the
MQTT APIs and are briefly described as follows:

3.2.1. The REST API

The REpresentational State Transfer (REST) is the technical architecture of a WWW
server system and is the vehicle for users to interact with the data. Masse [72] explains how
to design a RESTful API for data retrieval. Specifically, data request structures consist of the
GET command, simple URLs, and HTTPS, with other parameters concatenated together,
such as API keys, addresses, authorisation (user, password) and the response file type
(JSON, XML). REST data requests also include other commands such as POST (to share a
resource with the client), PUT (to update the state of a resource) and DELETE [73].
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3.2.2. The MQTT API

Another popular interface for data access is the Message Queuing Telemetry Transport
(MQTT)—primarily a messaging protocol—which is used in most operating systems such
as Android and i0OS. MQTT, as a messaging protocol, can handle poor network connectivity
and it is popular for transmitting data from IoT-enabled sensors to databases, as it is
lightweight, fast and efficient and, hence, requires low power. However, the MQTT as an
access interface is unable to handle high-level queries that can be achieved with the REST
API, such as extracting data with certain constraints, such as from date to date, filters, and
other conditions.

Note that most built environment applications require several measured quantities,
which are usually not acquired using the same IoT system. Consequently, the end-user
would need to access the relevant data using numerous APIs depending on the number of
data acquisition systems used for the project.

3.2.3. Accessing Smart Metering Data and the 0x0702 Cluster

In the case of domestic smart meters, energy data should ideally be accessed via the
DCC infrastructure as illustrated in Figure 3; however, this approach presents practical
challenges [58]. In most cases the end-user can access the smart metering data either
through their energy supplier’s portal [74], when suppliers provide data accessing services,
or via a Consumer Access Device (CAD) using the product’s REST and MQTT API as
demonstrated in Figure 4 and in [75].

The CAD is a third-party product which communicates with the smart meter over
the HAN [58], provided there is compatibility between the smart metering system and the
CAD. The CAD accesses the measured data and stores it in a cloud server. The end-user
can then retrieve the energy data in near-real time [76]. The data granularity available from
the energy supplier’s platform is usually limited to 30 min. However, if the task requires
higher granularity, a CAD-based solution is preferred, as it can provide imported electricity
data with granularity of up to 10 s.

Uses data

to provide service
to consumer

Cloud

- < Storage /

\ Analytics
Smartph}g

Service provider

Consumer @) l Verifies consumer
details and issues

service request
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address, and their consent
to data access

Energy Supplier
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Other DCC User

Response from meter
contains requested
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DCC

Forwards data

Forwards
command
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to retrieve
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Figure 3. Accessing data directly through the DCC infrastructure [77]. The figure was retrieved from

publicly accessible sources.
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Figure 4. Accessing data through the DCC infrastructure using a CAD [77]. The figure was retrieved

from publicly accessible sources.

The data accessed from domestic electricity and gas smart meters is organised into a
standardised cluster, called the metering cluster with ID 0x0702, according to the ZigBee
Smart Energy Standard [54,64], as presented in Table 2. The metering cluster is organ-

ised into four main sections: (i) formatting, (ii) reading information set, (iii) historical

consumption and (iv) meter status, named after the attributes of each of the four sets.

The purpose of the metering cluster is to ensure interoperability among the various smart

energy devices/entities.

Table 2. Structure of the smart metering cluster 0x0702; ZigBee Smart Energy Standard /SEP.

Attribute Set Identifier

Attributes

Description

Formatting
[0x03]

Demand formatting

Deciphers the number of digits and decimal location of the

values of the demand-related attributes

Multiplies/divides the received values in order to express

Multiplier /divisor them in the selected units; kWh and kW for the smart
metering case
MPAN Meter Point Administration Number

Smart meter serial number

Serial number of the smart meter

Energy measurement unit

Electricity and gas in kWh

Commodity

Electricity or gas

Reading Information Set
[0x00]

Current summation delivered

Most recent aggregated value of energy

delivered to the premise (value updates continuously)

Current maximum demand
delivered

Most recent value of maximum demand for energy
delivered to the premise (value updates continuously)

Historical Consumption
[0x04]

Current-day consumption
delivered

Aggregated value of energy

delivered to the premises since midnight local time

(value updates continuously)

Instantaneous demand

Most recent value of energy demand

delivered to the premise (value updates continuously)

Meter status
[0x02]

Status

Indicates erroneous conditions detected by the meter
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For a detailed description of the 0x0702 smart metering cluster, see [54,64,78].

The following part explores how smart metering data can be leveraged in built en-
vironment projects that involve data processing and analysis. A general framework for
conducting field trials in the built environment, along with relevant KPIs, is outlined,
followed by a description of four representative use cases. These use cases either formed
components of field trials or were field trials on their own.

3.3. Assessment of Energy-Related Field Trials

In this subsection, a general framework for preparing energy-related field trials
for the built environment, alongside commonly used KPIs for evaluating the impact of
energy-saving interventions, products, technologies or services tested in these field trials,
is outlined.

Broadly speaking, field trials focusing on the decarbonisation of the built environment
usually aim to assess real-world building energy performance or energy- and carbon-saving
products, systems and services considering the dynamic interaction between them and the
occupants, taking into account factors such as the weather conditions.

The initial stage of field trial preparation involves the selection of a representative
sample of dwelling archetypes, geographic regions, and population demographics aligned
with the trial’s objectives, ensuring that the sample reflects diversity within the target
population. Moreover, the household’s baseline energy and other relevant quantities are
usually required. These quantities can be measured using the domestic smart meters
and/or third-party energy-measuring products, sensors for measuring temperature and
humidity, as well as motion detection sensors for occupancy-related data, if necessary for
the project. Occupant surveys may also be conducted to gather insights into household
routines and thermal comfort preferences, helping to understand how the occupancy factor
influences energy usage. Depending on the project, this data may be used to assess key
aspects of the trial such as a building’s energy performance and occupancy behaviour
patterns. The baseline profile is then used to assess potential energy and cost savings
derived from an intervention, service or product installed. These potential savings or
improvements are usually quantified through relevant KPIs.

Commonly used KPIs for field trials focusing on the decarbonisation of the built
environment sector, associated with the standards in [79-83], include the following;:

(i) Energy Use Intensity (EUI): This indicator corresponds to the total energy consump-
tion of a household over a year, typically normalised per unit of floor area. A reduction
in the EUI after an intervention indicates energy and carbon savings.

(i) Peak Load Demand: Refers to the maximum power demand placed by a build-
ing /household or energy system at any single point in time. This indicator captures
the interval(s) of highest energy demand within a time window and therefore is
particularly useful for energy services involving load shifting/demand-side energy
management.

(iii) Heating and Cooling Load: Refers to the energy required to maintain the desired
indoor temperature. This indicator is useful for evaluating the efficiency of domestic
heating/cooling systems.

(iv) Carbon Footprint of a household: Corresponds to the total amount of greenhouse
gas emissions resulting from the household’s energy use. This metric is critical for
assessing the environmental impact of energy-saving measures.

(v) Thermal Comfort: Reflects the degree to which indoor conditions meet the occupant’s
comfort standards. This indicator is related to physical as well as psychological factors.
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(vi) Occupant Satisfaction: This indicator captures the occupant’s feedback on aspects
such as thermal comfort and indoor air quality. This indicator can combine subjective
data (e.g., responses to surveys) with measurable data in relation to indoor conditions.

(vii) Cost Savings: Represents the financial benefit resulting from energy-related interven-
tions to a household.

(viii) Return on Investment (ROI): Evaluates the profitability of the financial investment
related to an energy-saving intervention. It is expressed as the ratio of the net profit to
the investment cost multiplied by 100.

(ix) Thermal Comfort Equity: Refers to the principle that thermal comfort should be
inclusive for all occupants irrespective of lifestyle differences, health conditions, etc.
This indicator can be calculated through a combination of objective metrics and
subjective feedback.

When combined, these and other KPIs provide a comprehensive view of how effective
energy- and carbon-saving interventions are for decarbonising the built environment sector.

3.4. Built Environment Energy-Related Use Cases

In this subsection, four indicative built environment energy-related use cases are
presented. The first two were components of broader field trials, while the latter two
constituted field trials on their own. In the past, without the relevant IoT technologies, it
would have been unfeasible for these and for other similar use cases to be mapped into
field trials due to high cost, the frequent site visits causing disruption to the occupants, and
various technical challenges.

Use Cases 1 and 2 focus on power consumption and residential space heating monitor-
ing, respectively. Use Case 3 demonstrates how IoT enables the assessment of a building’s
energy performance and Use Case 4 focuses on assessing an energy-saving product.

3.4.1. Use Case 1—Power Consumption Monitoring

A relatively common use case in the built environment is to monitor the power
consumption of selected, usually high-energy-consuming, domestic appliances/devices in
order to associate the consumption with the occupants’ lifestyle patterns.

Power consumption can be either measured using smart plugs (Section 3.4.1 (a)) or
estimated through pattern recognition methods (Section 3.4.1 (b))

(a) Smart plugs—Measuring power consumption

Smart plugs can be used to measure the power consumption of appliances/devices of
interest. The smart plugs should use an IoT protocol suitable for an environment where
there might be thick walls, and relatively long distances among the smart plugs or between
each plug and the hub. The frequency of the smart plugs” protocol should ideally be
different to that of WiFi to avoid network congestion. So, smart plugs using the Z-Wave
protocol would be appropriate for this use case.

The smart plugs’ power consumption data would be uploaded via the hub to the
cloud each time new readings are recorded. Subsequently, through an API, the data would
be accessed from the cloud and then stored in a local database to be retrieved by the
researchers for post-processing purposes as in Figure 5.

(b) Pattern recognition—Estimating the power consumption of specific devices

As mentioned in Section 3.2.3, the imported electricity data of a household can be
accessed using a CAD. The accessed data can be used for identifying appliances/devices of
interest using Non-Intrusive Load Monitoring (NILM) methods. For example, coefficients
could be extracted from the frequency or time—frequency representation of the 10 sec
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aggregated power consumption signal and then introduced to an ANN for identifying the
appliances of interest [54].

>

Z-Wave P Data Upload
K *-qa/ > L3 Poll Request l'

‘:“?::_,::5::2'-Wave Hub
’. 1 7-Wave Hub Server/ Computer

Cloud API

Sensors;

Figure 5. Accessing energy consumption data acquired through Z-Wave smart plugs.

3.4.2. Use Case 2—Residential Space Heating Monitoring

In 2023, 62.5% of the energy consumption in the EU’s residential settings was for space
heating [84] so it is important to monitor the associated energy consumption, especially
during the heating season.

In GB, although accessing data from the GSME is usually possible, the data’s low
granularity of 30 min might be a barrier for meaningful data analysis [54,77]. So, heat
meters need to be used to measure the output of heating systems—which can be either
gas-powered or electrically powered—in order to acquire data of higher granularity.

There is a wide range of IoT protocols used for accessing the data acquired from heat
meters, such as wired /Wireless M-Bus, wired Modbus, Long-Range Wide-Area Network
(LoRaWAN) and Long-Term Evolution (LTE). LoRaWAN and LTE protocols are more ap-
propriate for projects where the heating systems of a wider area, e.g., at the neighbourhood
level, are monitored, whereas for projects where the heating systems monitored are located
within the same building, the Wireless M-Bus [85] might be preferred.

3.4.3. Use Case 3—Building Energy Performance and the HTC

The predicted annual space heating energy use of a dwelling is typically ascertained
from its EPC, which was gradually introduced in the European Union and UK under the
EPBD [86]. In the UK, an EPC is calculated using the SAP methodology for a new-build
dwelling and the RASAP methodology for an existing dwelling. Both methodologies are
based on the Building Research Establishment Domestic Energy Model (BREDEM). The
thermal performance of the building’s fabric is a key determinant of predicted space heating
energy use in BREDEM-based models [87]. These models quantify the thermal performance
of an entire dwelling using a metric called the HTC, which is defined in ISO 13789 as the
“heat flow rate divided by temperature difference between two environments” [88]. The
heat flow rate includes both thermal transmission through the building fabric and air
infiltration. Thermal transmission in SAP is based on values specified by the designer,
whereas in RASAP, it is based on assumptions informed by a physical survey. Both method-
ologies allow air infiltration to be derived from air permeability measurements, although
air infiltration can be assumed in the absence of measurement.

Studies have highlighted significant discrepancies between HTCs calculated using
SAP and RASAP input data and measured HTCs. For new-build dwellings, most studies
performed to date have found measured HTCs to be greater than predicted HTCs calcu-
lated using SAP input data [8]. This underperformance is known as the building EPG and
has been primarily attributed to issues related to the construction process. For existing
dwellings, HTCs calculated using RASAP input data typically overestimate fabric perfor-
mance [89]. Therefore, since current EPC-based predictions of space heating energy usage
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are not reliable, it is not possible to establish whether differences between measured and
predicted energy use should be attributed to occupancy behaviour, issues with the space
heating system, or the performance of the building fabric. Furthermore, the aforementioned
discrepancies reduce confidence in the use of EPCs to identify which dwellings should be
prioritised for a fabric retrofit.

Inputting measured HTC values into building energy use models could improve their
accuracy and utility. However, ISO 17887-1:2024 is the only recognised standard for in
situ HTC measurement and requires a dwelling to be unoccupied and heated electrically
for a minimum period of 15 days [90]. Shorter test methods have been proposed, but
the minimum period in which a dwelling must be unoccupied is overnight [91]. Such
methods all require the installation of space heaters and monitoring equipment, and must
be performed in the heating season. Thus, these methods are impractical and too expensive
for mass deployment.

Cheaper and less obtrusive methods have recently been developed that enable the
HTC of a dwelling to be estimated when a dwelling is occupied. These methods require
smart meter energy data, indoor temperature measurements, weather data and, optionally,
additional measured quantities; for an indicative list of the data required, see Table 3. In
the UK, such methods are referred to as Smart Meter Enabled Thermal Efficiency Rating
(SMETER) technologies. Initial trials of SMETER technologies suggest that data from the
domestic smart metering infrastructure and IoT-enabled sensors can provide a reasonably
accurate HTC estimate of a dwelling, thereby improving the prediction of space heating
energy use [92]. The use of SMETER technologies is now being proposed to inform EPCs,
assist with the sizing of heating systems [42], and assess the impact of building fabric
retrofit measures [93].

Table 3. Commonly used quantities for estimating a building’s HTC using SMETER technologies.

Data Accessibility and Description

The aggregated energy consumption data (electricity or gas) can
be accessed directly from the domestic smart metering
infrastructure (SMETS 1/2) or measured via current meters
(knowing the voltage) through an IoT set-up.

Energy consumption

The indoor temperature data can be accessed from IoT-enabled
Indoor temperature  temperature sensors, Thermostatic Radiator Valves (TRVs),
Thermostatic Controllers, etc.

IoT-enabled weather stations can be purchased off-the-shelf.
Alternatively, weather data can be accessed via the Met Office,

Weather conditions  or it can be purchased online from web-based providers. The
quantities of interest are the temperature, solar radiation, wind
speed and direction.

Occupancy presence patterns can be detected through motion

Occupancy presence .
p yp detection sensors.

Occupant-driven Opening/closing sensors are fitted in door and window frames
ventilation to detect occupant-driven ventilation.

Building metadata can be retrieved from EPCs. EPCs can be
purchased or some of them can be accessed free of charge via
the Open Data Communities website of the Ministry of Housing,
Communities & Local Government (MHCLG) [94].

Building metadata

3.4.4. Use Case 4—Assessment of Energy-Saving Products

The energy-saving capabilities of products or services are sometimes assessed in real
conditions, through field trials, before reaching the market [95]. The households that
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participate in the trials are usually divided into two groups, where one group, known as
‘Experimental’, consists of the samples (households) where the energy-saving product has
been fitted, and the other group, known as ‘Control’, consists of the samples where the
product has not been fitted.

In the case that the product for testing is, for example, a smart TRV, the energy
consumption over a period of time as well as the indoor temperature of each home, the
weather conditions, and potentially other quantities such as occupant-driven ventilation
would need to be measured and combined. The energy consumption data could be accessed
through the domestic smart meters and the other quantities through relevant IoT-enabled
set-ups. Then, a statistical test (e.g., a t-test) would be conducted to reject or not the null
hypothesis at a selected significance level [96]; the null hypothesis for this case would be the
claim that the use of this product does not result in energy savings. It is important to note
that, for any conclusions to be valid, the houses of the Experimental and Control groups
participating in the field trial should have similar characteristics (be comparable) in terms
of their building type, built-form, size, and energy performance. Should the Experimental
and Control groups consist of houses of different built forms, sizes, etc., a matched-pair
analysis should be preferred [96].

There is a plethora of factors which influence the outcomes of field trials such as data
availability and quality and occupancy behaviour, also presented in Section 4. The level of
uncertainty introduced by these factors needs to be incorporated into the relevant analysis.

To close, Table 4 outlines the four use cases presented in this subsection, stating the
IoT technologies and the data required and also incorporating indicative actors, outcomes
and KPIs associated with each use case.

In the following section, an overview of the more prominent limitations and parame-
ters which need to be considered when planning IoT-enabled projects or field trials for the
built environment sector is provided.

Table 4. IoT-enabled energy-related use cases for the built environment.

IoT standards/Protocols Primary KPIs
and Other Required Data Actors/Outcomes .
. . (Indicatives)
Technologies (Indicatives)
Primary actors:
occupant, energy
supplier, DSO.
Use Case 1: Outcomes: Momtonpg EUL
Z-Wave smart plugs, the power consumption
Power . . . Peak Load
. hub(s) and cloud Power consumption. of devices/appliances of
consumption . . ; . Demand,
. services. interest to identify .
monitoring. 1 Cost Savings.
opportunities for energy
flexibility services and
energy-saving
interventions.
Primary actors:
occupant, building
Use Case 2: Heat meters; manager. EUI
Residential space ~ wired/Wireless M-Bus, Outcomes: Monitoring !
. . Thermal energy [97]. . . Thermal Comfort,
heating wired Modbus, of residential space Heatine Load
monitoring. LoRaWAN and LTE. heating to identify & '

homes which need
fabric retrofitting.
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Table 4. Cont.
IoT standards/Protocols Primary KPIs
and Other Required Data Actors/Outcomes . .
R . . (Indicatives)
Technologies (Indicatives)
Primary actors:
occupant, energy
Energy consumption, assessor. EUI, Carbon
indoor temperature, Outcomes: Estimation of Footprint of a
Use Case 3: ) e
Building energy Domestic smart occupancy presence, a building’s energy household,
metering (SMETS 1/2) occupant-driven performance to (i) Thermal Comfort,
performance and d ToT-enabled lati h inf EPCs. (ii) inf o
the HTC and IoT-enabled sensors.  ventilation, weather  inform s, (ii) inform ccupant
’ conditions, building the sizing of heating Satisfaction, Cost
metadata. systems and (iii) assess Savings, ROL
building fabric retrofit
measures.
Use Case 4: Energy consumption, Primary actors: energy EUI Thermal
. ) consultant, researcher.
Assessment of Domestic smart indoor temperature, ) Comfort,
. : or Outcomes: Testing of
energy-saving metering (SMETS 1/2)  weather conditions, . Occupant
. the product to assess its . .
products, e.g., and IoT-enabled sensors. occupant-driven enerov-savin Satisfaction, Cost
smart TRV. ventilation. 4 & Savings, ROL

capabilities.

4. Quantifiable and Non-Quantifiable Limitations of IoT-Enabled Built
Environment Projects

As described in the previous sections, IoT data of high granularity and quality has
enabled the development of useful applications and services for the built environment
sector. However, there are quantifiable and non-quantifiable limitations and parameters
which need to be considered when planning IoT-enabled projects and field trials.

4.1. Quantifiable Limitations and Threats
4.1.1. Compatibility and Configuration

Identifying sensors and compatible gateways developed by different manufacturers
could be a challenging task [98]. Similarly, configuring sensors and meters with generic
gateways may sometimes be complicated and time-consuming.

4.1.2. Cost of Field Trials

Large-scale installations, required for field trials, may necessitate frequent site visits
which are costly. Moreover, storage of high-frequency data also contributes to the total cost.

4.1.3. Data Loss and Data Manipulation

In field trials, data losses may occur due to trialists” dropouts and unexpected unplug-
ging of sensors alongside faulty sensors and poor internet connectivity. The shortcomings
of data losses are reflected in the corresponding data analysis. To minimise the effect of
data loss, some analysts interpolate the missing data; however, interpolation in some cases
may not be appropriate. As an example, interpolating space heating energy data (note
that space heating energy is usually aggregated with domestic hot water energy) could be
challenging due to the inherent unpredictability of occupant behaviour [16].

Furthermore, IoT systems may suffer from cyberattacks towards the network, the end-
point devices, the cloud or the data acquired. As far as the data is concerned, these attacks
may include data poisoning aiming to corrupt or manipulate the training data, affecting
the artificial intelligence (AI) and machine learning (ML) models, and/or evasion attacks
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resulting in incorrect outputs of the model due to manipulation of the input data [99,100].
Due to these cyber threats, protective measures need to be incorporated in the IoT system
to ensure data integrity and to ensure that the model outputs are unaffected by potential
malicious attacks.

4.1.4. Smart Metering Data Granularity and Access

As mentioned in Section 3.2.3, energy suppliers’ portals may provide access to smart
metering data; however, the 30 min data granularity available from a certain supplier’s
portal may not be adequate for the needs of a specific project. So, accessing smart metering
data through a CAD would need to be considered in order to access the imported electricity
data with the highest (10 s) granularity. Nevertheless, this solution would increase the
project’s cost and complexity and could potentially result in data losses due to, for instance,
poor internet connectivity or equipment failure of the CAD.

Field trials can face further limitations caused by the lack of access to smart metering
data due to, for example, Wide Area Network (WAN) connectivity issues, in which case
alternative metering solutions such as current meters would need to be considered.

4.2. Non-Quantifiable Limitation

The most prominent non-quantifiable limitation in energy-monitoring field trials
is the occupants’ behaviour. Variables which are related to occupancy are the comfort
temperature preference, heating schedules, ventilation habits, hot water usage, presence
pattern, incidental gains from the usage of home appliances and others. Due to the nature
of these variables, standardised methods for estimating them reliably have not been fully
established, thus resulting in significant uncertainty margins [52].

5. Data Privacy and the GDPR

When choosing devices such as sensors and hubs for field trials, the privacy and
security parameters are of utmost importance. Specifically, it is necessary to store the
collected data safely to ensure that the data will not be shared without the participants’
consent and to take all the necessary steps so that the data will not be compromised. To
ensure privacy, it is safer to select a solution which involves local rather than cloud data
storage and processing, as there is the potential risk for the cloud to be compromised as
well as the danger that the stored data could be used by the cloud provider or third parties
without the participants” and/or the field trial organisers’ consent.

As an example, in the use case of power consumption monitoring using smart plugs
(Use Case 1/Section 3.4.1 (a)), to avoid privacy and data security-related issues, the selected
hub would need to be configured to minimise its interaction with the cloud as well as to
avoid (i) the need to create ‘users’ to connect to the hub, (ii) the requirement of a smart
device (e.g., smart phone) for setting-up purposes, (iii) the use of location-related data;
thus, the data collected would be anonymised to ensure the participants’ privacy.

Along similar lines, in relation to the GDPR for field trials, one of the key elements
is the definition of personal data as described in the Directive 95/46/EC for the EU [101],
the data protection legislation for the UK [102] and outlined in [103]. Specifically, three key
issues are identified:

e  Whether the data collected /accessed is related to an identified or identifiable natural
person [104].

o  Whether the data is anonymised. If it is, then it is not personal data.

e If any special categories of data, such as health or financial, are accessed/collected.

For the cases that it is required to relate data from multiple sources, a ‘Chinese wall’
needs to be established between the research/data analysis team and a trusted external part-
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ner/administrator who would link the data from these sources and return it in anonymised
codes’ format to the research/data analysis team, thus limiting the GDPR risk.

For the data protection and sharing restrictions of a field trial, the Ethics Policy of the
organisation which runs the field trial should also be adhered to. The Ethics Policy of the
organisation should cover issues related to data privacy, the GDPR and the protection of the
participants from any risk of harm from the research/field trial, following the guidelines
for responsible research and innovation [105].

6. Summary and Future Trends

This article highlights the pivotal role of IoT for the decarbonisation of the built
environment sector. It emphasises the importance of the national IoT energy infrastructure
as the key enabler for a wide range of digital energy applications and services that support
this transition.

IoT technologies have provided the sector with the ability to measure and remotely
access the quantities of interest in order to develop highly accurate models as well as
reliable energy-related services and applications. By integrating energy data from smart
meters with data from other IoT systems, a diverse range of applications and services
can be developed. These include assessing the energy performance of both new builds
and the existing housing stock, enabling the delivery of energy flexibility /DSR services
for grid stability, assessing energy-saving products, optimising energy management, load
forecasting, and informing policy making.

Until now, domestic smart metering infrastructure has been used primarily by energy
suppliers for billing purposes, introducing smart tariffs to the market, and integrating
domestic renewables into the grid. Even though the infrastructure serves the purpose
it was created for, it could be utilised to deliver additional benefits. Specifically, third-
party entities could use the smart metering platform in a secure manner, thus enabling the
significant expansion of its services and generating added value to the original investment.
For example, opening the HAN would allow researchers and developers to connect sensing
devices to measure various quantities of interest such as indoor temperature, and then
use this data for intelligent local control of domestic Low Carbon Technologies (LCTs) to
support energy flexibility services [40].

In summary, IoT technologies are the key enablers for upgrading the UK’s housing
stock and developing services and applications for monitoring and managing domestic
energy use. Improving the energy performance of residential buildings and optimising
energy usage would play a key role in the incorporation of the built environment sector
into smart city and smart grid planning and, alongside the other economic sectors, would
contribute to the 2050 net-zero target.
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Abbreviations

The following abbreviations are used in this manuscript:

SAP
RASAP
EPBD
EPG
IoT
HDD
GB
DESNZ
Ofgem
DCC
DSO
SMSH
NZIP
FIP
BUS
SHDF
R&D
SIF
KPI
GDPR
ToU
EV
ASHP
ESME
HEMS
BEMS
CEMS
DSR
HVAC
DSRSP
CEM
HTC
EPC
ANN
API
SMETS
GSME
IHD
CH
HAN
SEP
CSA
BLE
REST
MQTT
CAD
MPAN
EUI
ROI
NILM

Standard Assessment Procedure

Reduced Data SAP

Energy Performance of Buildings Directive
Energy Performance Gap

Internet of Things

Heating Degree Days

Great Britain

Department for Energy Security and Net Zero
Office of Gas and Electricity Markets

Data Communications Company
Distribution System Operator

Smart Meters > Smart Homes

Net Zero Innovation Portfolio

Flexibility Innovation Programme

Boiler Upgrade Scheme

Social Housing Decarbonisation Fund
Research and Development

Strategic Innovation Fund

Key Performance Indicator

General Data Protection Regulation
Time-of-Use

Electric Vehicle

Air-Source Heat Pump

Electricity Smart Metering Equipment
Home Energy Management System
Building Energy Management Systems
Cluster/Community Energy Management System
Demand Side Response

Heating, Ventilation and Air-Conditioning
Demand Side Response Service Provider
Customer Energy Manager

Heat Transfer Coefficient

Energy Performance Certificate

Artificial Neural Network

Application Programming Interface

Smart Metering Equipment Technical Specifications
Gas Smart Metering Equipment

In-Home Display

Communication Hub

Home Area Network

Smart Energy Profile

Connectivity Standards Alliance
Bluetooth Low Energy

Representational State Transfer

Message Queuing Telemetry Transport
Consumer Access Devices

Meter Point Administration Number
Energy Use Intensity

Return on Investment

Non-Intrusive Load Monitoring
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LoRaWAN Long-Range Wide-Area Network

LTE Long-Term Evolution

BREDEM Building Research Establishment Domestic Energy Model
SMETER Smart Meter Enabled Thermal Efficiency Rating

TRV Thermostatic Radiator Valve

MHCLG Ministry of Housing, Communities & Local Government

Al Artificial Intelligence
ML Machine Learning
WAN Wide Area Network
LCT Low Carbon Technology
References
1. UK Government Property Agency. Sustainability and Net Zero Annex; UK Government: London, UK, 2024. Available on-

10.

11.
12.

13.
14.

15.

16.

17.

18.

19.

line: https://www.gov.uk/government/publications/the-government-workplace-design-guide/sustainability-and-net-zero-
annex (accessed on 9 October 2025).

Business, D.F,; Strategy, 1. 2020 UK Greenhouse Gas Emissions, Provisional Figures; Department for Business, Energy & Indus-
trial Strategy: London, UK, 2021. Available online: https://assets.publishing.service.gov.uk/government/uploads/system/
uploads/attachment_data/file /972583 /2020_Provisional_emissions_statistics_report.pdf (accessed on 9 October 2025).

Fitton, R. Building Energy Performance Assessment Based on In-Situ Measurements: Challenges and General Framework; Annex 71
ST1 4, KU; IEA EBC: Leuven, Belgium, 2021. Available online: https://iea-ebc.org/Data/publications/EBC_Annex71-5T1-4-
Challenges_and_general_framework.pdf (accessed on 9 October 2025).

Department for Business; Energy & Industrial Strategy. Standard Assessment Procedure. Available online: https:/ /www.gov.uk/
guidance/standard-assessment-procedure#how-sap-works (accessed on 9 October 2025).

Gledhill, T.; Swan, W,; Fitton, R. A practitioner study into the variability of UK domestic energy assessments. Int. J. Build. Pathol.
Adapt. 2023, 43, 1161-1178. [CrossRef]

Galvin, R. Making the ‘rebound effect” more useful for performance evaluation of thermal retrofits of existing homes: Defining
the “energy savings deficit” and the “energy performance gap”. Energy Build. 2014, 69, 515-524. [CrossRef]

Janda, K.B. Buildings don’t use energy: People do’. Archit. Sci. Rev. 2011, 54, 15-22. [CrossRef]

Johnston, D.; Miles-Shenton, D.; Farmer, D. Quantifying the domestic building fabric “performance gap”. Build. Serv. Eng. Res.
Technol. 2015, 36, 614-627. [CrossRef]

Marshall, A.; Francou, J.; Fitton, R.; Owen, J.; Benjaber, M. Variations in the U-value measurement of a whole dwelling using
infrared thermography under controlled conditions. Buildings 2018, 8, 46. [CrossRef]

Loveday, D.L.; Taki, A.H. Convective heat transfer coefficients at a plane surface on a full-scale building fagade. Int. |]. Heat Mass
Transf. 1996, 39, 1729-1742. [CrossRef]

Mendes, N.; Lamberts, R.; Philippi, P.C. Moisture effects on conduction loads. Energy Build. 2003, 35, 631-644. [CrossRef]

Meng, X. Factors affecting the in situ measurement accuracy of the wall heat transfer coefficient using the heat flow meter method.
Energy Build. 2015, 12, 754-765. [CrossRef]

Siddall, M. The impact of Thermal bypass. Green Build Mag. 2009, 19, 8.

Brown, J. Using Smart Meter Data and Probabilistic Models to Augment Energy Performance Assessments of Residential Buildings.
Ph.D. Thesis, University of Oxford, Oxford, UK, 2021. Available online: https://ora.ox.ac.uk/objects/uuid:f958d365-d6a0-
4ce3-9a22-1f06274af41c/download_file?safe_filename=Brown_2021_Using_smart_meter.pdf&type_of_work=Thesis (accessed on
9 October 2025).

Huebner, G.M.; McMichael, M.; Shipworth, D.; Durand-Daubin, M.; Summerfield, A.]. The shape of warmth: Temperature
profiles in living rooms. Build. Res. Inf. 2015, 43, 185-196. [CrossRef]

Swan, W.C,; Fitton, R.; Brown, P. A UK practitioner view of domestic energy performance measurement. Proc. Inst. Civ. Eng. Eng.
Sustain. 2015, 168, 140-147. [CrossRef]

Matzarakis, A.; Balafoutis, C. Heating degree--Days over Greece as an index of energy consumption. Intl J. Climatol. 2004, 24,
1817-1828. [CrossRef]

Bauwens, G.; Ritosa, K.; Roels, S. Building Energy Performance Assessment Based on In-Situ Measurements Physical Parameter
Identification; Annex 71, KU, ST3 4; IEA EBC: Leuven, Belgium, 2021. Available online: https://www.iea-ebc.org/Data/
publications/EBC_Annex71-ST3-Physical_parameter_identification.pdf (accessed on 9 October 2025).

Department for Energy Security & Net Zero and Department for Business; Energy & Industrial Strategy. Smart Meters: Unlocking
the Future; UK Government: London, UK, 2018. Available online: https:/ /www.gov.uk/government/publications/smart-meters-
unlocking-the-future/smart-meters-unlocking-the-future (accessed on 9 October 2025).


https://www.gov.uk/government/publications/the-government-workplace-design-guide/sustainability-and-net-zero-annex
https://www.gov.uk/government/publications/the-government-workplace-design-guide/sustainability-and-net-zero-annex
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/972583/2020_Provisional_emissions_statistics_report.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/972583/2020_Provisional_emissions_statistics_report.pdf
https://iea-ebc.org/Data/publications/EBC_Annex71-ST1-4-Challenges_and_general_framework.pdf
https://iea-ebc.org/Data/publications/EBC_Annex71-ST1-4-Challenges_and_general_framework.pdf
https://www.gov.uk/guidance/standard-assessment-procedure#how-sap-works
https://www.gov.uk/guidance/standard-assessment-procedure#how-sap-works
https://doi.org/10.1108/IJBPA-10-2022-0167
https://doi.org/10.1016/j.enbuild.2013.11.004
https://doi.org/10.3763/asre.2009.0050
https://doi.org/10.1177/0143624415570344
https://doi.org/10.3390/buildings8030046
https://doi.org/10.1016/0017-9310(95)00268-5
https://doi.org/10.1016/S0378-7788(02)00171-8
https://doi.org/10.1016/j.enbuild.2014.11.005
https://ora.ox.ac.uk/objects/uuid:f958d365-d6a0-4ce3-9a22-1f06274af41c/download_file?safe_filename=Brown_2021_Using_smart_meter.pdf&type_of_work=Thesis
https://ora.ox.ac.uk/objects/uuid:f958d365-d6a0-4ce3-9a22-1f06274af41c/download_file?safe_filename=Brown_2021_Using_smart_meter.pdf&type_of_work=Thesis
https://doi.org/10.1080/09613218.2014.922339
https://doi.org/10.1680/ensu.14.00056
https://doi.org/10.1002/joc.1107
https://www.iea-ebc.org/Data/publications/EBC_Annex71-ST3-Physical_parameter_identification.pdf
https://www.iea-ebc.org/Data/publications/EBC_Annex71-ST3-Physical_parameter_identification.pdf
https://www.gov.uk/government/publications/smart-meters-unlocking-the-future/smart-meters-unlocking-the-future
https://www.gov.uk/government/publications/smart-meters-unlocking-the-future/smart-meters-unlocking-the-future

Energies 2025, 18, 5779 22 of 25

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

Ofgem. Ofgem Sets Out New Rules to Boost Smart Meter Standards and Compensation. 2025. Available online:
https:/ /www.ofgem.gov.uk/ press-release/ofgem-sets-out-new-rules-boost-smart-meter-standards-and-compensation (accessed
on 9 October 2025).

DCC. Data Communication Company: About DCC. 2025. Available online: https://www.smartdcc.co.uk/about-dcc/ (accessed
on 9 October 2025).

Smart DCC. Business Development Plan. Available online: https://www.smartdcc.co.uk/about-dcc/business-development-
plan/ (accessed on 9 October 2025).

National Audit Office (NAO). Update on the Rollout of Smart Meters-NAO Press Release, National Audit Office (NAO). Available
online: https://www.nao.org.uk/press-releases/update-on-the-rollout-of-smart-meters/ (accessed on 9 October 2025).
Hinson, S.; Barber, S.; Bolton, P. Energy Smart Meters. 2025. Available online: https://commonslibrary.parliament.uk/research-
briefings/cbp-8119/ (accessed on 9 October 2025).

Rijal, H.B.; Tuohy, P., Humphreys, M.A.; Nicol, ].E; Samuel, A.; Clarke, J. Using results from field surveys to predict the effect of
open windows on thermal comfort and energy use in buildings. Energy Build. 2007, 39, 823-836. [CrossRef]

Danov, S.; Carbonell, J.; Cipriano, J.; Marti-Herrero, ]. Approaches to evaluate building energy performance from daily consump-
tion data considering dynamic and solar gain effects. Energy Build. 2013, 57, 110-118. [CrossRef]

Department for Energy Security and Net Zero and E. & I. S. Department for Business. Net Zero Innovation Portfolio. Available
online: https://www.gov.uk/government/collections/net-zero-innovation-portfolio (accessed on 9 October 2025).

GOV.UK. The Ten Point Plan for a Green Industrial Revolution. Available online: https://www.gov.uk/government/publications/
the-ten-point-plan-for-a-green-industrial-revolution (accessed on 9 October 2025).

Mark Taylor and BEIS. UK Energy & Net Zero Innovation Strategies in Pursuit of Net Zero: Challenges and Opportunities Ahead.
18 May 2022. Available online: https:/ /westminsterenergy.org/storage/274/BEIS.pdf (accessed on 9 October 2025).
Department for Energy Security and Net Zero. Net Zero Innovation Portfolio Acceleration Support. NZIP Acceleration Support.
Available online: https:/ /nzip.carbontrust.com/ (accessed on 9 October 2025).

Department for Energy Security and Net Zero. Optimised Solutions Development Projects-Heat Pump Roll-Out. Heat
Pump Ready. Available online: https://www.heatpumpready.org.uk/projects/optimised-solutions-development/ (accessed on
9 October 2025).

Department for Energy Security Net Zero; I. S. Department for Business. Flexibility Innovation Programme. Available online:
https:/ /www.gov.uk/government/publications/flexibility-innovation (accessed on 9 October 2025).

GOV.UK. Apply for the Boiler Upgrade Scheme. Available online: https:/ /www.gov.uk/apply-boiler-upgrade-scheme (accessed
on 9 October 2025).

Ofgem. Boiler Upgrade Scheme (BUS). Available online: https://www.ofgem.gov.uk/environmental-and-social-schemes /boiler-
upgrade-scheme-bus#: :text=Financial%20years%?202022%20t0%202025,will%20conclude%20in%20spring %202025 (accessed on
9 October 2025).

GOV.UK. Transitioning to a Net Zero Energy System: Smart Systems and Flexibility Plan 2021. Available online:
https:/ /assets.publishing.service.gov.uk/media/60f575cd8fa8f50c7f08aecd /smart-systems-and-flexibility-plan-2021.pdf
(accessed on 9 October 2025).

GOV.UK. Social Housing Decarbonisation Fund Wave 2.2. Available online: https://www.gov.uk/government/publications/
social-housing-decarbonisation-fund-wave-22 (accessed on 9 October 2025).

GOV.UK. Research and Development (R&D) Tax Relief. Available online: https://www.gov.uk/government/collections/research-
and-development-rd-tax-relief (accessed on 9 October 2025).

Ofgem. Strategic Innovation Fund (SIF). Available online: https://www.ofgem.gov.uk/energy-regulation/technology-and-
innovation/innovation/strategic-innovation-fund-sif (accessed on 9 October 2025).

West, E.N. Net Zero Terrace SIF. Introducing Net Zero Terrace. Available online: https://www.enwl.co.uk/future-energy/
innovation/strategic-innovation-fund /net-zero-terrace/ (accessed on 9 October 2025).

Department for Energy Security Net Zero. Smart Meter Based Internet of Things Applications: Phase 2 Projects. GOVUK.
Available online: https://www.gov.uk/government/publications/smart-meter-system-based-internet-of-things-applications-
programme-successful-projects /smart-meter-based-internet-of-things-applications-phase-2-projects (accessed on 9 October 2025).
Department for Energy Security Net Zero. Smart Meter Energy Data Repository Programme (Closed to Applications). GOVUK.
Available online: https:/ /www.gov.uk/government/publications/smart-meter-energy-data-repository-programme (accessed on
9 October 2025).

Department for Energy Security Net Zero. Heat Pump Ready Programme: Stream 2 Projects; GOVUK. Available on-
line: https://www.gov.uk/government/publications/heat-pump-ready-programme-successful-projects /heat-pump-ready-
programme-stream-2-projects (accessed on 9 October 2025).

Poyyamozhi, M.; Murugesan, B.; Rajamanickam, N.; Shorfuzzaman, M.; Aboelmagd, Y. IoT—A promising solution to energy
management in smart buildings: A systematic review, applications, barriers, and future scope. Buildings 2024, 14, 3446. [CrossRef]


https://www.ofgem.gov.uk/press-release/ofgem-sets-out-new-rules-boost-smart-meter-standards-and-compensation
https://www.smartdcc.co.uk/about-dcc/
https://www.smartdcc.co.uk/about-dcc/business-development-plan/
https://www.smartdcc.co.uk/about-dcc/business-development-plan/
https://www.nao.org.uk/press-releases/update-on-the-rollout-of-smart-meters/
https://commonslibrary.parliament.uk/research-briefings/cbp-8119/
https://commonslibrary.parliament.uk/research-briefings/cbp-8119/
https://doi.org/10.1016/j.enbuild.2007.02.003
https://doi.org/10.1016/j.enbuild.2012.10.050
https://www.gov.uk/government/collections/net-zero-innovation-portfolio
https://www.gov.uk/government/publications/the-ten-point-plan-for-a-green-industrial-revolution
https://www.gov.uk/government/publications/the-ten-point-plan-for-a-green-industrial-revolution
https://westminsterenergy.org/storage/274/BEIS.pdf
https://nzip.carbontrust.com/
https://www.heatpumpready.org.uk/projects/optimised-solutions-development/
https://www.gov.uk/government/publications/flexibility-innovation
https://www.gov.uk/apply-boiler-upgrade-scheme
https://www.ofgem.gov.uk/environmental-and-social-schemes/boiler-upgrade-scheme-bus#:~:text=Financial%20years%202022%20to%202025,will%20conclude%20in%20spring%202025
https://www.ofgem.gov.uk/environmental-and-social-schemes/boiler-upgrade-scheme-bus#:~:text=Financial%20years%202022%20to%202025,will%20conclude%20in%20spring%202025
https://assets.publishing.service.gov.uk/media/60f575cd8fa8f50c7f08aecd/smart-systems-and-flexibility-plan-2021.pdf
https://www.gov.uk/government/publications/social-housing-decarbonisation-fund-wave-22
https://www.gov.uk/government/publications/social-housing-decarbonisation-fund-wave-22
https://www.gov.uk/government/collections/research-and-development-rd-tax-relief
https://www.gov.uk/government/collections/research-and-development-rd-tax-relief
https://www.ofgem.gov.uk/energy-regulation/technology-and-innovation/innovation/strategic-innovation-fund-sif
https://www.ofgem.gov.uk/energy-regulation/technology-and-innovation/innovation/strategic-innovation-fund-sif
https://www.enwl.co.uk/future-energy/innovation/strategic-innovation-fund/net-zero-terrace/
https://www.enwl.co.uk/future-energy/innovation/strategic-innovation-fund/net-zero-terrace/
https://www.gov.uk/government/publications/smart-meter-system-based-internet-of-things-applications-programme-successful-projects/smart-meter-based-internet-of-things-applications-phase-2-projects
https://www.gov.uk/government/publications/smart-meter-system-based-internet-of-things-applications-programme-successful-projects/smart-meter-based-internet-of-things-applications-phase-2-projects
https://www.gov.uk/government/publications/smart-meter-energy-data-repository-programme
https://www.gov.uk/government/publications/heat-pump-ready-programme-successful-projects/heat-pump-ready-programme-stream-2-projects
https://www.gov.uk/government/publications/heat-pump-ready-programme-successful-projects/heat-pump-ready-programme-stream-2-projects
https://doi.org/10.3390/buildings14113446

Energies 2025, 18, 5779 23 of 25

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

Al-Obaidi, K.M.; Hossain, M.; Alduais, N.A.M.; Al-Duais, H.S.; Omrany, H.; Ghaffarianhoseini, A. A Review of Using IoT for

Energy Efficient Buildings and Cities: A Built Environment Perspective. Energies 2022, 15, 5991. [CrossRef]

Arshi, O.; Rai, A.; Gupta, G.; Pandey, ] K.; Mondal, S. IoT in energy: A comprehensive review of technologies, applications, and

future directions. Peer Peer Netw. Appl. 2024, 17, 2830-2869. [CrossRef]

Data Communications Company. Smart Meter Statistics. Smart DCC-Smart Meter Statistics and Network Coverage. Available

online: https:/ /www.smartdcc.co.uk/our-smart-network /network-data-dashboard/ (accessed on 9 October 2025).

Morgan, P; Bailey, T. Capability to Support DSR. Department of Energy & Climate Change (DECC). 2015. Available

online: https://www.ofgem.gov.uk/sites/default/files/docs/2015/05/20150325_decc_smart_metering_0.pdf (accessed on

9 October 2025).

Geels, EW.; Sovacool, B.K.; Schwanen, T.; Sorrell, S. Sociotechnical transitions for deep decarbonization. Science 2017, 357,
1242-1244. [CrossRef]

Petruskevicius, K. Economic Optimisation of Energy Use and Storage, and its Influence on Power Networks. Ph.D. Thesis, Uni-
versity of Manchester, Manchester, UK, 2021. Available online: https://pure.manchester.ac.uk/ws/portalfiles/portal /248802136 /
FULL_TEXT.PDF (accessed on 9 October 2025).

Schminke, B. Overview of the current state of research on characteristics and algorithms of energy management systems in

households and buildings. Intl. J. Energy Res. 2021, 45, 14194-14206. [CrossRef]

PAS 1878:2021; Energy Smart Appliances-System Functionality and Architecture-Specification. BSI: London, UK, 2021.
Available online: https:/ /knowledge.bsigroup.com/products/energy-smart-appliances-system-functionality-and-architecture-
specification/standard (accessed on 9 October 2025).

Fitton, R. Energy pathology: Measuring a dwelling’s energy performance using smart meter and IoT data. J. Build. Surv. Apprais.
Valuat. 2020, 9, 181-190. [CrossRef]

Lomas, K.; Haines, V.; Baizaee, A. Heating Controls Scoping Review Project; Loughborough University /Department of Energy and

Climate Change: Loughborough, UK, 2016. Available online: https://assets.publishing.service.gov.uk/media/5a7f2546ed915d74

€33f49d3/Final_Report_-_Heating_Controls_Scoping_Review_Project.pdf (accessed on 9 October 2025).

Paraskevas, I.; Barbarosou, M.; Fitton, R.; Swan, W. Domestic smart metering infrastructure and a method for home appliances

identification using low--rate power consumption data. IET Smart Cities 2021, 3, 91-106. [CrossRef]

Kumar, S.; Kameswari, Y.L.; Pragathi, B.; Rao, S.K. Machine Learning Applications for the Smart Grid Infrastructure. In Data

Analytics for Smart Grids Applications—AKey to Smart City Development; Sharma, D.K., Sharma, R., Jeon, G., Kumar, R., Eds.;
Springer Nature Switzerland: Cham, Switzerland, 2023; pp. 117-138. [CrossRef]

Biswal, B.; Deb, S.; Datta, S.; Ustun, T.S.; Cali, U. Review on smart grid load forecasting for smart energy management using

machine learning and deep learning techniques. Energy Rep. 2024, 12, 3654-3670. [CrossRef]

Directorate-General for Energy (European Commission). Energy Poverty National Indicators: Insights for a More Effective Measuring;
Publications Office of the European Union: Luxembourg, 2025. Available online: https://data.europa.eu/doi/10.2833 /4331480

(accessed on 9 October 2025).

Fitton, R.; Swan, W.; Yapp, J. Consumer Access to Smart Data. How do we Get Consumers Connected to Their Energy Data? Briefing

Paper; ABERG-University of Salford & BEAMA: Salford, UK; London, UK, 2018. Available online: https://share.google/
Dv7ynBBsYZzrGjly6 (accessed on 9 October 2025).

Postman. What Is an API? A Beginner’s Guide to APIs | Postman. Available online: https://www.postman.com/what-is-an-api/
(accessed on 9 October 2025).

Department for Business, Energy & Industrial Strategy. Smart Metering Implementation Programme: A Report on Progress of the

Realisation of Smart Meter Consumer Benefits. Department for Business, Energy & Industrial Strategy: London, UK, 2019. Avail-
able online: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file /830668 /
smart-meters-benefits-realisation.pdf (accessed on 9 October 2025).

Smart Energy Code (SEC). Smart Metering Equipment Technical Specifications 2 (SMETS2). 2020. Available online:
https:/ /smartenergycodecompany.co.uk/documents/sec-subsidiary-documents/sec-schedule-9-smart-metering-equipment-
technical-specifications-2-29-nov-2020/ (accessed on 9 October 2025).

Smart Energy GB. How Do I Know If I Have a Smart Meter? | Smart Energy GB. Available online: https:/ /www.smartenergygb.org/
about-smart-meters/do-i-already-have-one (accessed on 9 October 2025).

Smart Meters. The Full Story on UK Smart Meters. Available online: https://www.smartme.co.uk/technical.html (accessed on

9 October 2025).

ZigBee Alliance. Zigbee Smart Energy Standard. 2014. Available online: https://zigbeealliance.org/wp-content/uploads/
2019/11/docs-07-5356-19-0zse-zigbee-smart-energy-profile-specification.pdf (accessed on 9 October 2025).

Danbeatta, S.; Varol, A. Comparison of Zigbee, Z-Wave, Wi-Fi, and Bluetooth Wireless Technologies Used in Home Automation. In

2019 7th International Symposium on Digital Forensics and Security (ISDFS); IEEE: Barcelos, Portugal, 2019; pp. 1-5. [CrossRef]


https://doi.org/10.3390/en15165991
https://doi.org/10.1007/s12083-024-01725-8
https://www.smartdcc.co.uk/our-smart-network/network-data-dashboard/
https://www.ofgem.gov.uk/sites/default/files/docs/2015/05/20150325_decc_smart_metering_0.pdf
https://doi.org/10.1126/science.aao3760
https://pure.manchester.ac.uk/ws/portalfiles/portal/248802136/FULL_TEXT.PDF
https://pure.manchester.ac.uk/ws/portalfiles/portal/248802136/FULL_TEXT.PDF
https://doi.org/10.1002/er.6738
https://knowledge.bsigroup.com/products/energy-smart-appliances-system-functionality-and-architecture-specification/standard
https://knowledge.bsigroup.com/products/energy-smart-appliances-system-functionality-and-architecture-specification/standard
https://doi.org/10.69554/WNOB1318
https://assets.publishing.service.gov.uk/media/5a7f2546ed915d74e33f49d3/Final_Report_-_Heating_Controls_Scoping_Review_Project.pdf
https://assets.publishing.service.gov.uk/media/5a7f2546ed915d74e33f49d3/Final_Report_-_Heating_Controls_Scoping_Review_Project.pdf
https://doi.org/10.1049/smc2.12009
https://doi.org/10.1007/978-3-031-46092-0_8
https://doi.org/10.1016/j.egyr.2024.09.056
https://data.europa.eu/doi/10.2833/4331480
https://share.google/Dv7ynBBsYZzrGjIy6
https://share.google/Dv7ynBBsYZzrGjIy6
https://www.postman.com/what-is-an-api/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/830668/smart-meters-benefits-realisation.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/830668/smart-meters-benefits-realisation.pdf
https://smartenergycodecompany.co.uk/documents/sec-subsidiary-documents/sec-schedule-9-smart-metering-equipment-technical-specifications-2-29-nov-2020/
https://smartenergycodecompany.co.uk/documents/sec-subsidiary-documents/sec-schedule-9-smart-metering-equipment-technical-specifications-2-29-nov-2020/
https://www.smartenergygb.org/about-smart-meters/do-i-already-have-one
https://www.smartenergygb.org/about-smart-meters/do-i-already-have-one
https://www.smartme.co.uk/technical.html
https://zigbeealliance.org/wp-content/uploads/2019/11/docs-07-5356-19-0zse-zigbee-smart-energy-profile-specification.pdf
https://zigbeealliance.org/wp-content/uploads/2019/11/docs-07-5356-19-0zse-zigbee-smart-energy-profile-specification.pdf
https://doi.org/10.1109/ISDFS.2019.8757472

Energies 2025, 18, 5779 24 of 25

66.

67.

68.

69.

70.

71.
72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

85.

86.

87.

88.

89.

AT&T. Wi-Fi Interference: 7 Things That Block Wi-Fi Signal, AT&T. Available online: https://www.att.com/internet/wifi-
interference-things-that-block-wifi-signals/ (accessed on 9 October 2025).

Alliance, Z.-W. How Z-Wave Works. 2025. Available online: https://z-wavealliance.org/learn-about-z-wave/ (accessed on
9 October 2025).

BS EN 13757-4; Communication Systems for Meters, Part 4: Wireless M-Bus Communication. BSI: London, UK, 2019. Available on-
line: https:/ /knowledge bsigroup.com/products/communication-systems-for-meters-wireless-m-bus-communication/standard
(accessed on 9 October 2025).

CSA. About Us | Who We Are | The Alliance. CSA-IOT. Available online: https://csa-iot.org/about/ (accessed on 9 October 2025).
Matter. The Foundation for Connected Things. Available online: https://csa-iot.org/all-solutions/matter/ (accessed on
9 October 2025).

THREAD Group. Thread, Matter, and Chip. Available online: https://www.threadgroup.org/ (accessed on 9 October 2025).
Masse, M. REST API Design Rulebook: Designing Consistent Restful Web Service Interfaces; O'Reilly Media: Sebastopol, CA,
USA, 2011.

Guinard, D.; Trifa, V.; Wilde, E. A Resource Oriented Architecture for the Web of Things. 2010 Internet of Things; Springer: Berlin,
Heidelberg, 2010; pp. 1-8. [CrossRef]

Octopus. Octopus Energy APIs. Available online: https://developer.octopus.energy/rest/guides/endpoints (accessed on
9 October 2025).

Hildebrand. Hildebrand Technology-Innovative Solutions. Available online: https://www.hildebrand.co.uk/products/ihd-cad
(accessed on 9 October 2025).

Farmer, Y. BEAMA Connected Homes. 2015. Available online: https://www.ofgem.gov.uk/sites/default/files /docs/2015/02/
beama20connected20homes_0.pdf (accessed on 9 October 2025).

DECC. Smart Meters, Smart Data, Smart Growth. Available online: https://assets.publishing.service.gov.uk/media/5a7f4e9ae527
4a2e87db50eb /09022017 _-_Smart_Meters_ Data_ Growth_DR_-_updated.pdf (accessed on 9 October 2025).

Hersent, O.; Boswarthick, D.; Elloumi, O. The Internet of Things: Key Applications and Protocols, 2nd ed.; John Wiley & Sons:
Hoboken, NJ, USA, 2011. Available online: https://onlinelibrary.wiley.com/doi/book/10.1002 /9781119958352 (accessed on
9 October 2025).

ISO 16745-1:2017; Sustainability in Buildings and Civil Engineering Works—Carbon Metric of an Existing Building Dur-
ing Use Stage, Part 1: Calculation, reporting and Communication. International Organization for Standardization: Geneva,
Switzerland, 2017.

ISO 52016-1:2017; Energy Performance of Buildings-Energy Needs for Heating and Cooling, Internal Temperatures and
Sensible and Latent Heat Loads, Part 1: Calculation Procedures. International Organization for Standardization: Geneva,
Switzerland, 2017.

ISO 50001:2018; Energy Management Systems-Requirements with Guidance for Use. International Organization for Standardiza-
tion: Geneva, Switzerland, 2018.

ISO 7730:2025; Ergonomics of the Thermal Environment—Analytical Determination and Interpretation of Thermal Comfort Using
Calculation of the PMV and PPD Indices and Local Thermal Comfort Criteria. International Organization for Standardization:
Geneva, Switzerland, 2025.

ASHRAE Standard 55-2017; Thermal Environmental Conditions for Human Occupancy. R. and A.-C.E. American Society of
Heating: Atlanta, GA, USA, 2017.

Eurostat. Energy Consumption in Households 2008-2020. Available online: https://ec.europa.eu/eurostat/statistics-
explained/index.php?title=Energy_consumption_in_households (accessed on 9 October 2025).

Alonso-Arce, M.; Bustamante, P.; Solas, G.; Afiorga, J. A 169 MHz Wireless M-BUS Based Advanced Meter Infrastructure for
Smart Metering. In SENSORCOMM 2013: The Seventh International Conference on Sensor Technologies and Applications; IARIA
XPS Press: Barcelona, Spain, 2013; pp. 33-37. Available online: http:/ /personales.upv.es/thinkmind /dl/conferences/ sensor-
comm/sensorcomm_2013/sensorcomm_2013_2_20_10152.pdf (accessed on 9 October 2025).

European Parliament and Council of the European Union. Directive 2002/91/Ec of The European Parliament and of the
Council of 16 December 2002 on the Energy Performance of Buildings. 2002. Available online: http://data.europa.eu/eli/dir/
2002/91/0j/eng (accessed on 9 October 2025).

Jack, R. The Relationship between Thermal Performance and Space Heat Demand. Build Test Solutions. Available on-
line: https:/ /www.buildtestsolutions.com/technical / the-relationship-between-thermal-performance-and-space-heat-demand
(accessed on 9 October 2025).

BS EN ISO 13789:2017; Institute, B.S., BS EN ISO 13789:2017-Thermal Performance of Buildings. Transmission and Ventilation
Heat Transfer Coefficients. Calculation Method. British Standards Institute: London, UK, 2017.

Glew, D. DEEP Report 1: Synthesis. DESNZ: London, UK, 2024. Available online: https:/ /assets.publishing.service.gov.uk/media/
671f61e4ae0462c448fc4074/1._DEEP_Synthesis_Report.pdf (accessed on 9 October 2025).


https://www.att.com/internet/wifi-interference-things-that-block-wifi-signals/
https://www.att.com/internet/wifi-interference-things-that-block-wifi-signals/
https://z-wavealliance.org/learn-about-z-wave/
https://knowledge.bsigroup.com/products/communication-systems-for-meters-wireless-m-bus-communication/standard
https://csa-iot.org/about/
https://csa-iot.org/all-solutions/matter/
https://www.threadgroup.org/
https://doi.org/10.1109/IOT.2010.5678452
https://developer.octopus.energy/rest/guides/endpoints
https://www.hildebrand.co.uk/products/ihd-cad
https://www.ofgem.gov.uk/sites/default/files/docs/2015/02/beama20connected20homes_0.pdf
https://www.ofgem.gov.uk/sites/default/files/docs/2015/02/beama20connected20homes_0.pdf
https://assets.publishing.service.gov.uk/media/5a7f4e9ae5274a2e87db50eb/09022017_-_Smart_Meters__Data__Growth_DR_-_updated.pdf
https://assets.publishing.service.gov.uk/media/5a7f4e9ae5274a2e87db50eb/09022017_-_Smart_Meters__Data__Growth_DR_-_updated.pdf
https://onlinelibrary.wiley.com/doi/book/10.1002/9781119958352
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Energy_consumption_in_households
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Energy_consumption_in_households
http://personales.upv.es/thinkmind/dl/conferences/sensorcomm/sensorcomm_2013/sensorcomm_2013_2_20_10152.pdf
http://personales.upv.es/thinkmind/dl/conferences/sensorcomm/sensorcomm_2013/sensorcomm_2013_2_20_10152.pdf
http://data.europa.eu/eli/dir/2002/91/oj/eng
http://data.europa.eu/eli/dir/2002/91/oj/eng
https://www.buildtestsolutions.com/technical/the-relationship-between-thermal-performance-and-space-heat-demand
https://assets.publishing.service.gov.uk/media/671f61e4ae0462c448fc4074/1._DEEP_Synthesis_Report.pdf
https://assets.publishing.service.gov.uk/media/671f61e4ae0462c448fc4074/1._DEEP_Synthesis_Report.pdf

Energies 2025, 18, 5779 25 of 25

90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

100.

101.

102.

103.

104.

105.

BS EN 17887-1:2024; Thermal Performance of Buildings. In Situ Testing of Completed Buildings. Data Collection for Aggregate
Heat Loss Test. BSI: London, UK, 2024. Available online: https://www.en-standard.eu/22-30437135-dc-bs-en-17887-1-thermal-
performance-of-buildings-in-situ-testing-of-completed-buildings-part-1-data-collection-for-aggregate-heat-loss-test/ (accessed
on 9 October 2025).

Mangematin, E.; Pandraud, G.; Roux, D. Quick measurements of energy efficiency of buildings. Comptes Rendus Phys. 2012, 13,
383-390. [CrossRef]

Allinson, D.; Roberts, B.M.; Lomas, K.; Loveday, D.; Gorse, C.; Hardy, A.; Thomas, F.; Miles-Shenton, D.; Johnston, D.; Glew, D.;
et al. Technical Evaluation of SMETER Technologies (TEST) Project, Department for Business, Energy & Industrial Strategy. 2022.
Available online: https://assets.publishing.service.gov.uk/media/61f2cc6ee90e0768a90f1f9b /smeter-innovation-competition-
report.pdf (accessed on 9 October 2025).

Department for Energy Security Net Zero. Energy Company Obligation 4 and the Great British Insulation Scheme: Mid-Scheme
changes—Consultation. GOVUK. Available online: https:/ /www.gov.uk/government/consultations/energy-company-obligation-
4-and-the-great-british-insulation-scheme-mid-scheme-changes/energy-company-obligation-4-and-the-great-british- insulation-
scheme-mid-scheme-changes-consultation (accessed on 9 October 2025).

Cambridgeshire Insight. Open Data Communities. Open Data Official Statistics from MHCLG. Available online: https://www.
data.gov.uk/dataset/a26c1909-375d-4c10-a977-5c01685c2329 / open-data-communities (accessed on 9 October 2025).

Park, T. Evaluating the Nest Learning Thermostat-Four Field Experiments Evaluating the Energy Saving Potential of Nest’s Smart Heating
Control; Behavioural Insights Team: London, UK, 2017. Available online: https://policycommons.net/artifacts /3447412 /evaluating-
the-nest-learning-thermostat/4247578/ (accessed on 9 October 2025).

Mohr, D.L.; Wilson, W.J.; Freund, R.J. Statistical Methods. 2021. Available online: https:/ /shop.elsevier.com/books/statistical-
methods/mohr/978-0-12-823043-5 (accessed on 9 October 2025).

Ofgem. Non-Domestic RHI-Metering FAQ (Applicants applied before 24 September 2013) (Updated 2019). 2019. Available online:
https:/ /www.ofgem.gov.uk/sites/default/files/docs/2019/03 /non-domestic_rhi_-_metering_faq_applicants_applied_before_24
_sept_2013-_updated_2019.pdf (accessed on 9 October 2025).

Gaikwad, P.P,; Gabhane, J.P; Golait, S.S. A survey based on Smart Homes system using Internet-of-Things. In Proceedings of the
4th IEEE Sponsored International Conference on Computation of Power, Energy, Information and Communication, ICCPEIC,
Melmaruvathur, Chennai, India, 22-23 April 2015; IEEE: Bengaluru, India, 2015; pp. 330-335. [CrossRef]

IBM. Evasion Attack Risk for Al. Available online: https://www.ibm.com/docs/en/watsonx/saas?topic=atlas-evasion-attack
(accessed on 9 October 2025).

Jonker, A.; Lindemulder, G.; Kosinski, M. What Is Cybersecurity. Available online: https://www.ibm.com/think/topics/cybersecurity
#7281535 (accessed on 9 October 2025).

European Parliament and Council of the European Union. Directive 95/46/EC of the European Parliament and of the Council of
24 October 1995 on the Protection of Individuals with Regard to the Processing of Personal Data and on the Free Movement of
Such Data. 1995. Available online: https:/ /eur-lex.europa.eu/eli/dir/1995/46/0j/eng (accessed on 9 October 2025).

UK Government. Data Protection. GOV. UK. Available online: https://www.gov.uk/data-protection (accessed on
9 October 2025).

GVoss, W.; Houser, K.A. Personal Data and the GDPR: Providing a Competitive Advantage for U.S. Companies. Am. Bus. Law |.
2019, 56, 287-344. [CrossRef]

Hintze, M. Data Controllers, Data Processors, and the Growing Use of Connected Products in the Enterprise: Managing Risks,
Understanding Benefits, and Complying with the GDPR. SSRN J. 2018. [CrossRef]

Burget, M.; Bardone, E. Pedaste, M. Definitions and Conceptual Dimensions of Responsible Research and Innovation: A Literature
Review. Sci. Eng. Ethics 2017, 23, 1-19. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual

author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to

people or property resulting from any ideas, methods, instructions or products referred to in the content.


https://www.en-standard.eu/22-30437135-dc-bs-en-17887-1-thermal-performance-of-buildings-in-situ-testing-of-completed-buildings-part-1-data-collection-for-aggregate-heat-loss-test/
https://www.en-standard.eu/22-30437135-dc-bs-en-17887-1-thermal-performance-of-buildings-in-situ-testing-of-completed-buildings-part-1-data-collection-for-aggregate-heat-loss-test/
https://doi.org/10.1016/j.crhy.2012.04.001
https://assets.publishing.service.gov.uk/media/61f2cc6ee90e0768a90f1f9b/smeter-innovation-competition-report.pdf
https://assets.publishing.service.gov.uk/media/61f2cc6ee90e0768a90f1f9b/smeter-innovation-competition-report.pdf
https://www.gov.uk/government/consultations/energy-company-obligation-4-and-the-great-british-insulation-scheme-mid-scheme-changes/energy-company-obligation-4-and-the-great-british-insulation-scheme-mid-scheme-changes-consultation
https://www.gov.uk/government/consultations/energy-company-obligation-4-and-the-great-british-insulation-scheme-mid-scheme-changes/energy-company-obligation-4-and-the-great-british-insulation-scheme-mid-scheme-changes-consultation
https://www.gov.uk/government/consultations/energy-company-obligation-4-and-the-great-british-insulation-scheme-mid-scheme-changes/energy-company-obligation-4-and-the-great-british-insulation-scheme-mid-scheme-changes-consultation
https://www.data.gov.uk/dataset/a26c1909-375d-4c10-a977-5c01685c2329/open-data-communities
https://www.data.gov.uk/dataset/a26c1909-375d-4c10-a977-5c01685c2329/open-data-communities
https://policycommons.net/artifacts/3447412/evaluating-the-nest-learning-thermostat/4247578/
https://policycommons.net/artifacts/3447412/evaluating-the-nest-learning-thermostat/4247578/
https://shop.elsevier.com/books/statistical-methods/mohr/978-0-12-823043-5
https://shop.elsevier.com/books/statistical-methods/mohr/978-0-12-823043-5
https://www.ofgem.gov.uk/sites/default/files/docs/2019/03/non-domestic_rhi_-_metering_faq_applicants_applied_before_24_sept_2013-_updated_2019.pdf
https://www.ofgem.gov.uk/sites/default/files/docs/2019/03/non-domestic_rhi_-_metering_faq_applicants_applied_before_24_sept_2013-_updated_2019.pdf
https://doi.org/10.1109/ICCPEIC.2015.7259486
https://www.ibm.com/docs/en/watsonx/saas?topic=atlas-evasion-attack
https://www.ibm.com/think/topics/cybersecurity%5C#7281535
https://www.ibm.com/think/topics/cybersecurity%5C#7281535
https://eur-lex.europa.eu/eli/dir/1995/46/oj/eng
https://www.gov.uk/data-protection
https://doi.org/10.1111/ablj.12139
https://doi.org/10.2139/ssrn.3192721
https://doi.org/10.1007/s11948-016-9782-1

	Introduction 
	Opportunities for the Built Environment Sector from the Domestic Smart Metering Infrastructure 
	Time-of-Use (ToU) and Other Tariffs for Load Shifting and Cost Saving 
	Home Energy Management System (HEMS) 
	Demand Side Response (DSR)/Energy Flexibility Services 
	Assessment of a Building’s Energy Performance 
	Assessment of Energy-Saving Products 
	Home Appliance Identification, Data Disaggregation and Grid Load Forecasting 
	Data-Driven Policy Making on Fuel Poverty 

	Data Acquisition, Access, and Analysis 
	Data Acquisition and the Domestic Smart Metering Infrastructure (SMETS1/SMETS2) 
	IoT Protocols for Applications Related to the Built Environment 
	An Emerging Connectivity Standard 

	Common Data Accessing Interfaces and the Smart Metering Cluster 
	The REST API 
	The MQTT API 
	Accessing Smart Metering Data and the 0x0702 Cluster 

	Assessment of Energy-Related Field Trials 
	Built Environment Energy-Related Use Cases 
	Use Case 1—Power Consumption Monitoring 
	Use Case 2—Residential Space Heating Monitoring 
	Use Case 3—Building Energy Performance and the HTC 
	Use Case 4—Assessment of Energy-Saving Products 


	Quantifiable and Non-Quantifiable Limitations of IoT-Enabled Built Environment Projects 
	Quantifiable Limitations and Threats 
	Compatibility and Configuration 
	Cost of Field Trials 
	Data Loss and Data Manipulation 
	Smart Metering Data Granularity and Access 

	Non-Quantifiable Limitation 

	Data Privacy and the GDPR 
	Summary and Future Trends 
	References

