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Abstract: Distributed power trading is becoming the future development trend of electric
energy trading, and virtual power plant (VPP), as a kind of aggregated optimization
scheme to enhance energy utilization efficiency, has received more and more attention
for studying distributed trading among multiple VPPs. However, how to guarantee the
economy, credibility, security, and efficiency of distributed transactions is still a key issue to
be overcome. To this end, a multi-VPP power sharing trusted transaction strategy based on
dual-chain blockchain is proposed. First, a dual-chain blockchain electric energy transaction
architecture is proposed. Then, the VPP-independent operation cost model is constructed,
based on which, the decision model of multi-VPP electric energy sharing transaction based
on Nash negotiation theory is constructed. Again, an improved-Practical Byzantine Fault
Tolerant (I-PBFT) consensus algorithm combining the schnorr protocol with the Diffie–
Hellman key exchange algorithm and a smart contract for multi-VPP electricity trading
are designed to realize trusted, secure, and efficient distributed transactions. Finally, the
example results verify the effectiveness of the strategy proposed in this paper.

Keywords: virtual power plants; distributed transactions; blockchain; Nash negotiation;
consensus algorithms; smart contracts

1. Introduction
In the context of deepening reforms in the power system, continuous innovations

have been made to the structure and operation mode of the power system. With the rapid
development of new energy technologies, clean energy sources such as photovoltaics, wind
power, and energy storage have been increasingly integrated into the energy internet,
leading to a growing abundance of adjustable load resources on the distribution network
side [1]. Against this backdrop, the Virtual Power Plant (VPP) [2–5], an innovative energy
management model, has emerged as the times require. As a new type of market entity,
the VPP aggregates distributed flexible resources within its jurisdiction and participates
in power trading and system regulation in a market-oriented manner. It plays a crucial
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role in ensuring the safe and stable operation of the power grid and promoting the low-
carbon transformation of the energy sector. Moreover, it serves as an important pillar for
achieving the goals of “carbon peaking and carbon neutrality” and establishing a new
power system characterized by a new-energy-dominated structure and source–grid–load–
storage interaction [6].

The demand for source–network–load–storage interaction under the new power sys-
tem is increasing, and with the gradual maturation of the power trading market, VPP will
usher in great development, and distributed trading among multiple VPPs has gradually
become a research hotspot. However, in the process of VPP participating in distributed
trading, there are still problems such as high transaction costs, low execution efficiency,
and lack of credibility. Therefore, it is necessary to study the distributed power trusted
transaction strategy between multiple VPPs.

Currently, the optimal operation between multiple VPPs in distributed trading sce-
narios has been widely studied. Paper [7–9] studied the economic operation problem of
multiple VPPs containing wind and photovoltaic power generation systems. Paper [10,11]
proposed a multi-VPP hybrid game optimization scheduling method considering green
certificate-carbon trading in order to analyze the problem of collaborative management of
economic and low-carbon benefits among multiple VPPs. Paper [12], in order to solve the
problems faced by multi-VPP alliances, such as the lack of monopoly prevention mecha-
nism for electricity sales and the difficulty of multi-dimensional assessment and portrayal
of individual subjective preferences, proposed a multi-VPP bidding model for participating
in the electricity market a few days ago based on alliance game. Article [13] proposes a
two-phase cooperative operation strategy for multiple microgrids based on Nash equilib-
rium considering uncertainty, which achieves the economic operation of microgrids and
the rational distribution of benefits. However, the above studies only focus on improving
the economic and low-carbon benefits in the multi-VPP electricity trading scenario, but
do not fully consider the core requirements in the trading process: efficiency, credibility,
security, and cooperativeness.

Transactions between VPPs are self-organized and autonomous. Ensuring the open-
ness, transparency, and reliability of the transaction process is the key factor that drives
VPPs to actively engage in distributed transactions. Blockchain technology is a decen-
tralized data storage and transmission technology based on distributed ledgers. Its core
philosophy is to achieve tamper-proof data, transparent traceability, and decentralized
management through cryptography, consensus mechanisms, and distributed networks [14].
It can precisely meet the trust requirements of scenarios such as energy system operation
and management, energy metering and certification, and power data circulation [15]. Arti-
cle [16] proposes a blockchain-based optimal point-to-point energy transaction framework
for the efficient management of distributed energy. Paper [17] proposes a framework for in-
teractive home energy management using cloud energy storage under blockchain-enabled
uncertainty conditions to achieve economic efficiency. Article [18] provides an insight into
the application of digital twins, blockchain, and artificial intelligence in building manage-
ment systems. The above research provides feasible ideas for the innovative application of
blockchain technology in virtual power plants, and significant progress has been made in
the relevant research on the deep integration of blockchain technology and VPP application
scenarios. Paper [19] proposes a distributed scheduling strategy for VPP based on energy
blockchain, using blockchain technology to achieve economic optimization and secure
scheduling of distributed resources in virtual power plants. Based on the functional char-
acteristics of VPP, Paper [20] establishes an optimized operation model for multi-virtual
power plants under blockchain composed of a business chain, technology chain, and as-
set chain, achieving the maximization of individual VPP benefits and the improvement
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of transaction efficiency. In a blockchain distributed system, consensus algorithm is the
core mechanism that enables mutually distrustful network nodes to reach distributed
consistency on key information such as data validity and block generation order through
mathematical rules and incentives. Paper [21] proposes a practical Byzantine fault-tolerant
algorithm consensus mechanism applicable to VPP. Paper [22] focuses on the problem of
maximizing the benefits of multi-aggregator formation within VPP and the efficiency of
trusted transaction matching and proposes a VPP master–slave multi-chain transaction
matching mechanism based on an improved consensus algorithm. Paper [23] proposes
a blockchain-based distributed particle swarm optimization algorithm and an optimal
computational workload proof consensus algorithm. However, although the consensus
algorithms used in the above studies have improved credibility to a certain extent, they
still have a series of problems such as inefficiency, high latency, and security issues.

To address the aforementioned issues, this paper proposes a multi-VPP electric energy
sharing trusted transaction strategy based on dual-chain blockchain. Firstly, a dual-chain
blockchain electric energy transaction architecture is designed, followed by the establish-
ment of a VPP independent operation model, on the basis of which, a decision-making
model based on Nash negotiation electric energy sharing transaction is established to
realize the optimal allocation of electric energy resources. Furthermore, to ensure the secu-
rity, efficiency, and trustworthiness of distributed transactions, a consensus authentication
scheme integrating the Schnorr protocol and Diffie–Hellman key exchange algorithm is
designed, along with a smart contract for multi-VPP electricity trading. Finally, simulation
results validate the practicality and application value of the proposed strategy.

2. Electricity Energy Trading Architecture and Optimization Model
2.1. Dual-Chain Blockchain-Based Architecture for Electricity Trading

Considering that the traditional single-chain blockchain often has high transaction
costs and low execution efficiency in electricity transactions, this paper designs a dual-
chain blockchain electricity transaction architecture that integrates economy and flexibility,
which can significantly improve the economy and efficiency of the transaction, and the
architecture schematic is shown in Figure 1.

Compared with the traditional single-chain distributed electricity trading architecture,
the dual-chain blockchain-based electricity trading architecture designed in this paper has
the following two advantages:

(1) By storing transaction information and contract information separately, it signifi-
cantly reduces the capacity of each block and accelerates the transaction speed. Expanding
the blockchain structure from a single chain to a dual chain enhances the credibility of the
data. The dual-chain blockchain architecture includes a transaction chain and a contract
chain, both of which use weakly centralized alliance chain technology, which ensures
efficient and safe transactions while reducing transaction costs. Among them, the blocks
of the transaction chain only save the point-to-point transaction decisions of VPPs, which
are carried out based on the distributed electricity transaction mechanism; the blocks
of the contract chain record the VPP transaction contracts and verify the validity of the
contract information.

(2) Using the decentralized nature of the dual-chain blockchain, each distributed power
trading participant VPP is committed to maximizing its own interests, thus achieving active
trading decisions. This is because the data in the dual-chain blockchain is untamperable and
traceable. Under the improved utility-based Byzantine fault-tolerant consensus algorithm,
the trusted transactions of VPPs can be managed in a distributed manner, thus enhancing
the transaction efficiency and the interests of VPPs.
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Figure 1. Dual-chain blockchain-based electricity transaction architecture.

2.2. Multi-VPP Trading Decision Model

Under the trading environment of distributed electricity market, VPPs change the sell-
ing or purchasing tariffs according to their own power selling capacity or power consump-
tion demand. In order to realize the optimization of resource allocation in point-to-point
trading in distributed electricity market, a single VPP operation model is firstly constructed,
and then a multi-VPP power sharing trading decision model based on Nash negotiation
is constructed.

2.2.1. Single VPP Running Costs Models

(1) Objective function

min Ci,0 = min Ci,grid + Ci,es + Ci,DR (1)

Ci,grid =
T

∑
t=1

λt,buyPi,t,buy − λt,sellPi,t,sell (2)

Ci,es =
T

∑
t=1

λes(Pi,t,cha + Pi,t,dis) (3)

Ci,DR =
T

∑
t=1

λcut|Pi,t,cut|+ λtran|Pi,t,tran| (4)

where Ci,0 is the VPP independent operation cost; T is the dispatch cycle; Ci,grid, Ci,es,
Ci,DR are the cost of purchasing and selling electricity, the cost of energy storage, and
the cost of demand response, respectively; λt,buy and λt,sell are the price of purchasing
and selling electricity, Pt,buy, Pt,sell are the purchased and sold power, respectively; λes
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is the O&M cost per unit power of energy storage; Pi,t,cha, Pi,t,dis are the charging and
discharging power, respectively; λcut, λtran are the adjusted price per unit of power for the
curtailable and transferable loads, respectively; and Pi,t,cut, Pi,t,tran are the corresponding
adjusted quantities.

(2) Constraints
1. Interactive power constraints with the grid

0 ≤ Pi,t,buy ≤ Pi,buy,max

0 ≤ Pi,t,sell ≤ Pi,sell,max
(5)

where Pi,buy,max, Pi,sell,max are the maximum value of power purchased and sold by VPPi,
respectively.

2. Energy storage operational constraints

St+1 = St + ηchaPt,cha −
Pt,dis
ηdis

Smin ≤ St ≤ Smax

0 ≤ Pt,cha ≤ µt,chaPcha,max

0 ≤ Pt,dis ≤ µt,disPdis,max

µt,ch + µt,dis ≤ 1

(6)

where St is the energy stored by the energy storage system in time period t; Pt,ch and Pt,dis

are the charging and discharging powers of the energy storage system in time period t,
respectively; ηch and ηdis are the charging and discharging efficiencies of the energy storage
system in time period t, respectively; Smax and Smin are the upper and lower limits of the
energy stored by the energy storage system, respectively; Pch,max and Pch,min are the upper
and lower limits of the charging and discharging powers of the energy storage system,
respectively; µt,ch and µt,dis are the 0/1 state parameters representing the charging and
discharging of the energy storage system in time period t. When their values are 1, it
indicates charging/discharging.

3. Demand response constraints
Demand response is a mechanism whereby electricity consumers actively adjust their

electricity consumption behavior in response to price signals or incentives to interact with
the grid. Among them, curtailable load refers to the type of load that allows users to
temporarily interrupt or reduce electricity consumption according to the demand of the
grid during a specific period of time, while transferable load allows users to shift electricity
demand from peak hours to low hours. By precisely regulating the curtailable loads and
transferable loads in the flexible loads, users not only ensure the stable operation of the
power system but also improve the flexibility and economy of power consumption on the
user side.

Pi,t,load = Pi,t,load 0 + Pi,t,cut + Pi,t,tran

Pi,t,cut ⩽ 0
|Pi,t,cut| ⩽ νi,cutµi,cutPi,t,load 0

|Pi,t,tran| ⩽ νi,tranµi,tranPi,t,load 0
24
∑

t=1
Pi,t,tran = 0

(7)

where Pi,t,load0, Pi,t,load are the electrical loads of VPPi at time t before and after the demand
response, respectively; Pi,t,cut, Pi,t,tran are the curtailable electrical loads and transferable
electrical loads of VPPi at time t, respectively; µi,cut, µi,tran are the state flag bits of the two
flexible loads, whose value is 1, indicating participation in the demand response; νi,cut and
νi,tran are the proportion of the total load accounted for by the two flexible loads when
responding, respectively.
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4. Power balance constraints

Pi,t,wt + Pi,t,pv + Pi,t,buy + Pi,t,dis = Pi,t,load + Pt,cha + Pi,t,sell (8)

where Pi,t,wt, Pi,t,pv are the electrical loads of VPPi at moment t before and after the demand
response, respectively.

2.2.2. Nash Negotiation-Based Multi-VPP Electricity Sharing Transaction Decision Modeling

It is assumed that all VPPs can realize the goal of further reducing operating costs
through bargaining transactions. Then, the decision model for multi-VPP power sharing
transaction is constructed as follows:

max
N

∏
i=1

(Ci,0 − Ci) (9)

Ci = Ci,grid + Ci,es + Ci,DR − Ci,p2p = Ci,nan − Ci,p2p (10)

Ci,nan = Ci,grid + Ci,es + Ci,DR (11)

Ci,p2p =
T

∑
t=1

N

∑
j = 1
i ̸= j

λt,p2pPt,p2p (12)

s.t. Ci ⩽ Ci,0 (13)

where N is the number of VPPs participating in distributed trading; Ci is the operating cost
of VPPs after participating in distributed electricity trading; Ci,p2p is the cost of electricity
sharing; Ci,nan is the cost of operating VPPi after participation in the sharing of electricity,
net of the benefits of participation in sharing; λt,p2p is the interaction tariff between VPPs;
and Pt,p2p is the amount of electricity interacted.

Equation (9) needs to be satisfied when it achieves its maximum value:

N

∏
i=1

(Ci,0 − Ci) =

[
1
N

N

∑
i=1

(Ci,0 − Ci)

]N

(14)

When VPPi and VPPj agree on the volume and price of distributed electricity trans-
actions, the transaction prices are equal and the transaction volumes are opposite to each
other, i.e.,

N

∑
i=1

Ci,p2p = 0 (15)

Then, the objective function Equation (9) can be transformed into

max N ln

N
∑

i=1
(Ci,0 − Ci,nan)

N
(16)

Since Ci,0 is the Nash negotiation rupture point and is constant, then, Equation (16)
can be transformed into

min
N

∑
i=1

(Ci,nan) (17)
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Since the optimal shared power Pt,p2p is obtained by solving Equation (17), it is
obtained by substituting in Equation (9)

min−
N

∑
i=1

ln(Ci,0 − Ci,nan + Ci,P2P) (18)

Referring to the solution process of the Paper [24], solving the above model can
determine the optimal trading power and price between the distributed trading subjects.

3. Blockchain Implementation of Multi-VPP Power Sharing Transactions
This section proposes a dual-chain blockchain-based implementation method of trust-

worthy transaction of electric energy between VPPs to ensure fair and trustworthy trans-
action. In the consensus layer, the I-PBFT consensus algorithm is proposed to guarantee
the trustworthiness of the transaction results; in the contract layer, the smart contract
for electric energy transaction is designed to realize the automatic and contract-based
transaction clearing.

3.1. I-PBFT Consensus Algorithm Execution Process
3.1.1. Secret Key Negotiation Algorithm for Zero Knowledge Based Authentication

Traditional PBFT algorithms face the challenges of node identity forgery and inefficient
key negotiation in large-scale distributed environments, which may lead to malicious nodes
interfering with the consensus process or leaking sensitive information. Deploying the
authentication protocol in the distributed consensus mechanism can effectively improve the
security, reliability, and operational efficiency of the system, and safeguard the credibility
of the consensus process and the consistency of the system state by verifying the legitimate
identity of the participating nodes. In this paper, the traditional PBFT algorithm is designed
to enhance the authentication mechanism, and the design scheme is as follows:

(1) Each network node is assigned a unique digital identity, which is permanently
recorded in the blockchain distributed ledger in the form of cryptographic credentials.
The automated verification of identity credentials can be realized between nodes through
the smart contract function, which significantly reduces the trust cost associated with
traditional centralized authentication.

(2) The authentication system adopts a zero-knowledge proof scheme based on the
Schnorr protocol, which has advantages in that the proof process requires only a small
number of rounds of communication interactions, has low computational complexity, and
maintains complete zero-knowledge characteristics.

The Diffie–Hellman algorithm is used in the key negotiation session, which supports (1)
secure key derivation in a non-pre-shared key environment, (2) forward security guarantees,
and (3) collaborative computation applicable to distributed nodes.

In particular, it should be noted that all of the above schemes are built on top of
discrete logarithmic mathematical puzzles, whose computational complexity provides
theoretical-level security for the system.

The Schnorr proof and the Diffie–Hellman algorithm are implemented as follows:
(1) Initialization phase
The regulator selects a large prime p satisfying q|(p − 1) and a generator g ∈ Zp*, and

distributes the (p, q, g) ternary to all authenticated nodes.
(2) Key parameter generation
Node i selects private key a ∈ Zq and computes the public key parameter Yi ≡ ga mod

p. Node j selects private key b ∈ Zq and the public key parameter Yj ≡ gb mod p
(3) Zero-knowledge proof construction
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Node i picks a random number r1 ∈ Zq, computes R1 ≡ gr1 mod p, c1 = H (R1||Yi),
and z1 = r1 + ac1. node j picks a random number r2 ∈ Zq, computes R2 ≡ gr2 mod p, c2 = H
(R2||Yj), and z2 = r2 + ac2.

(4) Authentication information exchange
The nodes exchange (Yi, R1, z1) and the (Yi, R2, z2) parameter sets between them via

P2P network.
(5) Authentication and key negotiation
After checking that gz2 ≡ R2 − Yi

c2 mod p holds, the verifier computes the session key
K ≡ Yj

b mod p. This process satisfies interactional symmetry and ensures key consistency.
By organically integrating Schnorr proofs with Diffie–Hellman exchanges, this scheme

realizes the security unification of two-way authentication and key negotiation while
maintaining protocol simplicity.

3.1.2. I-PBFT Consensus Algorithm Execution Process

The blockchain network nodes based on DBSCAN (Density-Based Spatial Clustering
of Applications with Noise) [25] algorithm are divided into k lower consensus groups.
Before each round of consensus is initiated, the nodes in each group first complete mutual
identification through the zero-knowledge proof mechanism and then elect a trusted leader
node according to the preset rules. The elected leader broadcasts its identity information
to the whole network, and other leader nodes receive the broadcast and also verify their
identities using the zero-knowledge proof technique. These leaders together constitute the
upper layer consensus group. In the I-PBFT consensus mechanism, a two-tier consensus
architecture is formed by combining the local consensus of the lower layer consensus group
with the global consensus of the upper layer consensus group. As shown in Figure 2, the
leader of the lower consensus group first organizes the members of this group to complete
the first round of local consensus and submits this result to the upper consensus group
after success, and this leader acts as the coordinator of the global consensus of this round
and dominates the second round of consensus process.

Figure 2. I-PBFT consensus algorithm execution process.

It should be emphasized that before initiating a transaction, the transaction nodes in the
blockchain network must complete a two-way identity verification via a zero-knowledge
proof key exchange protocol and establish a shared key to securely transmit the transaction
data. All records of this authentication process will be stored on the chain. When processing
encrypted transaction information, the consensus node needs to verify the on-chain identity
credentials of both parties to the transaction and confirm that there is no error before
entering the consensus phase.

(1) Local Consensus
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The outgoing node s is responsible for packing all the transactions of the current
transaction cycle and randomly selects the leader node Lc of the lower consensus group Zc

to send a message in the following format:

<< improved − PBFT − Request, h, d(b), t, d(m) > δs, b > (19)

where improved-PBFT-Request is the message type identification; b is the block to be
confirmed; h denotes the current block height; d(b) is the digital digest of the block; t is the
timestamp; d(m) is the digital digest of the message and δs is the digital signature of node s.

Upon receiving the request, Lc first verifies the identity of s through the authentication
protocol. If the authentication passes, a Pre-Prepare message is constructed with the
following format:

<< improved − PBFT − PrePrepare, v, h, d(b), t, d(m) > δc, b > (20)

where v is the current view number.
The consensus group then enters a localized consensus process, consisting of three

phases: Pre-Prepare, Prepare, and Commit.
1. Pre-Prepare stage
Lc broadcasts a Pre-Prepare message to all normal nodes in the group.
2. Prepare stage
After the ordinary node receives the Pre-Prepare message and verifies that there is

no error, it saves the block and generates a Prepare message based on it in the following
format:

<< improved − PBFT − Prepare, v, h, d(b), t, d(m) > δi > (21)

The node broadcasts the message to all other nodes in the group and collects Prepare
messages from other nodes. If a node receives at least 2f + 1 valid Prepare messages (where
f is the maximum number of fault-tolerant Byzantine nodes), it enters the Commit phase.

3. Commit phase
The node sends a Commit message to all other nodes in the group in the following

format:
<< improved − PBFT − Commit, v, h, d(b), t, d(m) > δi > (22)

Meanwhile, nodes continuously receive Commit messages from other nodes. If a node
receives at least f + 1 valid Commit messages, the local consensus is complete.

(2) Global Consensus
When the local consensus is completed, the leader node Lc of the lower consensus

group will act as the representative of the global consensus in this round and organize other
nodes within the upper consensus group to complete the global consensus. Compared
with local consensus, global consensus additionally introduces the Confirm phase, so the
complete process contains five phases: Pre-Prepare, Confirm, Prepare, Commit, and Reply.

1. Pre-Prepare stage
Lc broadcasts a Pre-Prepare message within the upper consensus group in the follow-

ing format:

<< improved − PBFT − PrePrepare, v, h, d(b), t, d(m) > δc, b > (23)

2. Confirmation stage
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After the ordinary node of the upper consensus group receives the Pre-Prepare mes-
sage and verifies that it passes, it saves the block and generates a Confirm message to send
to the leader node in the format:

<< improved − PBFT − Con f irm, v, h, d(b), t, d(m) > δc > (24)

Lc collects Confirm messages from common nodes, if more than 2f are received and
all of them are verified, it enters the Prepare phase.

3. Prepare stage
Lc sends Prepare messages to all common nodes in the format:

<< improved − PBFT − Prepare, v, h, d(b), t, d(m) > δc > (25)

4. Commit phase
After the ordinary node receives the Prepare message and verifies that it is correct, it

broadcasts a Commit message to the other nodes in the group in the format:

<< improved − PBFT − Commit, v, h, d(b), t, d(m) > δc > (26)

Meanwhile, the node continuously receives Commit messages from other nodes. If
each node receives more than 2f + 1 valid Commit messages, it enters the Reply phase.

5. Reply stage
Global consensus is completed when nodes within the upper consensus group have

collected at least f + 1 Reply messages. Each node updates the local blockchain according
to the new block and broadcasts the final confirmation message within the lower consensus
group to which it belongs, in the following format:

<< improved − PBFT − Result, v, h, d(b), t, d(m) > δc > (27)

At the end of the consensus, the blockchain network updates the node status based on
the transactions within the new block and elects the leader for the next round of consensus
according to the leader node point election strategy to prepare for a new round of consensus.

3.1.3. I-PBFT Consensus Algorithm Attack Resistance Mechanism and Security Analysis

(1) Defense against sybil attacks
Sybil attack, as a typical security threat in the field of distributed systems, the attacker

often implements damage to P2P networks and systems by creating a large number of
false identities or nodes. To address this security risk, the I-PBFT algorithm constructs an
identity authentication system that combines the schnorr protocol with the Diffie–Hellman
key exchange algorithm. Under this mechanism, each node participating in the transaction
is endowed with a unique digital identity and corresponds one-to-one with the entity that
has the qualification of electricity transaction in reality. Based on the asymmetric encryption
principle, each node uses its private key to digitally sign the transaction information and
contract information, while other nodes verify the authenticity of the signatures through
the corresponding public key. Since the attacker cannot obtain the private key of the node,
it is impossible to forge the identity of the node and the signature of the information, which
eliminates the possibility of a single node creating multiple identities from the root and
effectively guarantees the security of the system.

(2) Defense against eclipse attacks
In an eclipse attack, the attacker attempts to construct malicious nodes around the

target node, making the target node establish connections only with the malicious nodes
while isolating or blocking the connections with honest nodes. The I-PBFT algorithm can
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effectively resist such an attack. The reasons are as follows: Firstly, the I-PBFT adopts
an identity authentication mechanism, and only legitimate nodes can join the blockchain
network. Secondly, the I-PBFT uses the DBSCAN algorithm to shard the blockchain
network. Before the sharding is completed, the nodes will not know the situation of the
remaining nodes in the sharded network. Therefore, it is difficult for the attacker to gather
malicious nodes in the same shard to launch an eclipse attack.

The I-PBFT consensus authentication scheme shows significant advantages in resisting
the above attacks. However, in order to present its competitiveness in security more
intuitively, the comparison with other schemes is unfolded from the dimension of attack
resilience, as shown in Table 1.

Table 1. Comparative analysis of attack resistance.

Program Attack Security

Traditional PBFT sybil attacks + eclipse attacks vulnerable

Schnorr + PBFT sybil attacks + eclipse attacks Dependent on complex
interactions

I-PBFT sybil attacks + eclipse attacks defend against attack
(Results of the simulation of the models in this paper).

3.2. Smart Contract Design

Smart contract is an automated execution program deployed in the blockchain system,
which is capable of constructing diversified transaction rules, collaboration modes and
market mechanisms in electric energy transaction scenarios. The program can standardize
the complex transaction behavior, covering the core links of information interaction, value
transfer, asset control, and so on. In essence, the smart contract clarifies the rights and
responsibilities of both parties to the transaction in digital form. Once the transaction
process triggers the pre-set conditions, the built-in smart contract will be automatically
activated, realizing the functions of matching and settlement of transaction subjects, credit
rating management, and priority scheduling. Smart contract establishes a reliable con-
tract system through technical means, effectively avoiding the uncertainty brought by
human intervention, thus providing a more secure and accurate execution guarantee for
trading activities.

In this paper, the following principles are followed to design a smart contract for
multi-VPP electricity trading based on a two-chain blockchain.

(1) Only verified market participants are eligible to trade.
(2) The contract will ensure that the transaction data are open, transparent, and

traceable, and the data cannot be tampered with once they are uploaded to the chain.
(3) The general-purpose smart contract is open to all network nodes for calling privi-

leges, while the special contract involving regulatory functions is only open to regulatory
nodes with corresponding privileges so as to maintain the security and stability of the order
of electric energy transactions.

The multi-VPP power sharing trusted transaction mechanism based on dual-chain
blockchain proposed in this paper will operate based on smart contracts, as shown in
Figure 3, and the participating subject VPPs can invoke smart contracts on the blockchain
platform to conduct transactions.
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• Start
• Cleaning
• Finshed

smart 
Contract

supply side

VPP

···

VPP

demand side

VPP

···

VPP

deployments

dual-chain blockchain

reach a consensus

Figure 3. Smart contract-based trusted transaction mechanism for multi-VPP power sharing.

(1) Participating subject information registration update contract (_Start). Before
the start of each transaction cycle, the platform performs information synchronization
operations by calling this contract to verify the reputation scores of all participating subjects.
After a newly registered subject passes the authentication, its blockchain address will
be entered into the smart contract, and the system will automatically assign an initial
reputation value based on the subject’s attribute category. When the subject’s credibility
score hits the lower threshold, the system will instantly freeze all of its trading privileges;
after the subject completes the payment of fines in accordance with the regulations, it will
be able to reactivate its trading qualifications only after the system audit.

(2) Trading out contract (_Clearing). After the start of a cycle of trading, the VPPs
participating in the trading can call the _Clearing contract to construct the VPP independent
operation cost model according to Equations (1)–(8) and solve for the amount of electricity
traded and the traded tariffs among the VPPs according to Equations (9)–(18).

(3) Trade settlement contract (_Finshed). After the completion of each cycle of
trading, this contract will automatically transfer funds based on the quoted price and
trading volume.

(4) Auxiliary functions. Realize the query of order information, marking and reputa-
tion value management and other functions.

4. Example Analysis
In order to verify the advantages of the dual-chain blockchain transaction decision-

making proposed in this paper, the transaction chain and the contract chain are constructed
separately in the Ethernet client. Using Solidity language, we write three main functional
contracts to categorize and store transaction and contract information as well as implement
the transaction process. These contracts are deployed on the dual-chain blockchain, and
the simulation test of multi-VPP electricity transactions is conducted on the Ethernet
test network.
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4.1. Clearance of Transactions

The optimization results of each VPP carrying out P2P electric energy interaction are
shown in Figure 4. From the figure, it can be seen that in the time periods of 00:00–09:00
and 16:00–24:00, VPP1 has a surplus of electric energy and plays the role of a seller to
supply electric energy to other VPPs. In the 06:00–10:00 time period, VPP2 buys electric
energy from VPP3; in the 09:00–16:00 time period, VPP2 shares electric energy to VPP1. In
the 09:00–16:00 time slot, VPP3 sells electric energy to VPP1. As a result, this multi-VPP
power sharing credible trading mechanism promotes the production motivation of the
seller and stimulates the consumption potential of the buyer, effectively improving the
level of resource sharing.
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Figure 4. Results of power sharing between VPPs: (a) VPP1; (b) VPP2; (c) VPP3 (results of the
simulation of the models in this paper).

The electricity trading price of each VPP subject is shown in Figure 5. The transaction
price determined based on Nash negotiation remains within the regional electricity price
limit throughout the dispatch cycle. Especially during the off-peak service hours, the price
is obviously at a low level, effectively avoiding the risk of over-dependence on the superior
grid. It can be seen that the Nash negotiation between VPPs in the region can not only
purchase energy at a more economical price but also dispose of excess power in a timely
manner and achieve optimal control of operating costs.

A graph comparing the independent operating cost of each VPP after the clearing of
electricity trading among VPPs with the operating cost after conducting p2p trading is
shown in Figure 6. As can be seen from the figure, the running cost of each VPP is reduced
to different degrees after power sharing. The details are shown in Table 2. Among them,
VPP1 saves cost 2129.704$, VPP2 saves cost 8549.638$, and VPP3 saves cost 1188.54$. The
results show that the transaction clearing method proposed in this paper improves the
participation motivation of each market member and maximizes social welfare.
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Figure 5. Prices of electricity traded between VPPs (results of the simulation of the models in
this paper).
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Figure 6. VPP cost change chart (results of the simulation of the models in this paper).

Table 2. VPP cost improvement.

VPP Number Stand-Alone Operating Costs/$ P2P Transaction Running Costs/$

VPP1 12,553.2 10,423.5
VPP2 25,183.14 16,633.6
VPP3 14,208.61 13,020.07

(Results of the simulation of the models in this paper).

4.2. I-PBFT Consensus Process

In the consensus process of VPP electrical energy sharing transaction, it is set that the
lower consensus group A includes three nodes, where VPP1 is the leader node 1, VPP2
and VPP3 are the ordinary nodes 2 and 3. Meanwhile, the leader nodes of these lower
consensus groups together constitute the upper consensus group.
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4.2.1. Analysis of Common Node Evil Scenarios

It is assumed that common node 2 is the evil-doing slave node. In the Pre-Prepare
phase of local consensus, node 1 broadcasts a Pre-Prepare message to other ordinary nodes
including node 2. After receiving the message, node 2 intentionally tampers with the
message content in an attempt to interfere with the consensus process. However, after
receiving the message, node 3 strictly verifies the message based on the authentication
protocol based on zero-knowledge proof with the Diffie–Hellman algorithm. Since node
2’s altered message cannot pass the authentication, other nodes will reject the message
and mark node 2 as an abnormal node. In the Prepare phase, node 3 generates a Prepare
message based on the correct Pre-Prepare message and broadcasts it to other nodes. At this
time, due to the malicious behavior of node 2, it may not send the correct Prepare message,
but this does not affect the consensus among other nodes. When node 3 receives more than
2f (f = 1 in this scenario) correct Prepare messages, it enters the Commit phase. During
the Commit phase, node 3 continues to send Commit messages following the consensus
process. Similarly, the local consensus is completed as soon as the node receives more
than f + 1 correct Commit messages. Since the malicious behavior of node 2 is identified
and excluded, normal nodes can successfully complete the local consensus, ensuring the
consistency and integrity of the transaction data. The flow is shown in Figure 7.

Pre-Prepare Phase
Node 1 broadcasts a message

Node 3 receives the message and 
determines if it exceeds 2f

Node 2 tampering with messages Node 3 validates the message

Node 2 message rejected,
 flagged exception

Prepare phase
Node 3 generates and broadcasts 

a message

Yes, go to Commit

Node 3 sends a Commit message

Node 3 receives the message and 
determines if it exceeds f+1

Yes, partial consensus completed

Figure 7. Common nodes do evil.

4.2.2. Leader Node Evil Scenario Analysis

Suppose node 1 (the leader node of the lower consensus group A and also a member
of the upper consensus group) commits an evil act during the consensus process. During
the local consensus phase, node 1 intentionally packages wrong transaction data and
broadcasts a Pre-Prepare message to other nodes. After receiving the message, the other
nodes discover through the authentication protocol that the transaction data in the message
is faulty and does not satisfy the consistency requirement. At this time, nodes 2–3 report
the situation to the upper layer consensus set, triggering the view change mechanism.
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After receiving the report, the upper layer consensus set will revisit the situation of the
lower layer consensus set A. According to the consensus set leader node election strategy, a
reliable node from nodes 2–3 is re-elected as the new leader node, assuming that node 2 is
elected as the new leader node. The new leader node will reorganize the local consensus
process to generate and broadcast messages according to the correct transaction data from
the Pre-Prepare phase. The other normal nodes will respond positively and redo the
Prepare and Commit phases. In the re-conducted consensus process, the local consensus
can be successfully completed due to the correct guidance of the new leader node and
the collaboration of other normal nodes. Subsequently, the new leader node submits the
local consensus result to the upper consensus set and participates in the global consensus
process to ensure that the whole distributed power transaction can continue to proceed
normally, avoiding transaction failures or data errors due to the master node’s evil. The
process is shown in Figure 8.

Nodes 2 and 3 validate the 
discovery of problems

Local consensus phase 
node 1 packs error data broadcast 

message

Nodes 2 and 3 report to higher 
levels

Upper Level Trigger View 
Replacement Mechanism

Re-election with new leader 
elected at node 2

New local consensus 
Pre-Prepare phase 

node 2 broadcasts a message

Node 3 receives the message

Prepare phase node 3 generates 
and broadcasts the message

Node 3 receives the message and 
determines if it exceeds 2f

Yes, go to Commit

Node 3 sends a Commit message

Node 3 receives the message and 
determines if it exceeds f+1

Yes, partial consensus completed

Figure 8. Leader nodes do evil.

Using the I-PBFT consensus algorithm proposed in this paper, the transaction still
proceeds normally when there is a malicious behavior or failure of the master node of the
slave node.

4.2.3. Time Delay Analysis

Consensus delay is a key indicator for evaluating the strengths and weaknesses
of the consistency algorithm, which indicates the time spent from the client initiating
the transaction request to the successful confirmation of the transaction. The lower the
delay, the shorter the execution time of the consensus algorithm, the higher the consensus
efficiency, the faster the network nodes reach agreement, and the system operation is more
secure, stable, and efficient. In order to verify the superiority of the I-PBFT consensus
algorithm proposed in this paper, the method of this paper is compared with three common
consensus algorithms, namely, PBFT, P-PBFT, and C-PBFT, to conduct a delay comparison
test. The results are shown in Figure 9, where it can be observed that the consensus latency
of the PBFT algorithm is significantly higher than that of the C-PBFT, P-PBFT, and I-PBFT
algorithms for the same number of nodes. The reason is that the latter three algorithms
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utilize the group consensus mechanism, which greatly reduces the communication cost in
the consensus process. With the gradual increase in the number of nodes, the latency of
all four algorithms shows an upward trend. However, it is worth noting that the I-PBFT
algorithm shows the most moderate growth. For example, when the number of nodes is
150, the consensus latency of the I-PBFT algorithm is reduced by about 62% compared to
the P-PBFT algorithm, and by about 72% compared to the C-PBFT algorithm.

20 40 60 80 100 120 140 160
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400
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800
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1000
DFT - PBFT
C - PBFT
P - PBFT
PBFT

Figure 9. Comparison of consensus latency for different algorithms (Results of the simulation of the
models in this paper).

4.2.4. Communications Overhead

Communication overhead refers to the amount of communication generated during
the execution of consensus algorithm by nodes. The PBFT algorithm, as an algorithm
relying on the information interaction between nodes to complete the consensus, has its
operational efficiency and performance directly affected by the size of the communication
volume; therefore, the communication volume has also become one of the key evaluation
indexes to measure the strengths and weaknesses of PBFT and its derivative algorithms.

Under laboratory conditions, this paper launched a test for the single transaction
communication overhead of three consensus algorithms in a distributed electricity trading
scenario. In the experiment, 100 VPP nodes are first divided into 20 lower consensus
groups, and then the test samples are expanded in the scale of 100 nodes per increment.
By analyzing the simulation results in Figure 10, it can be found that with the increase in
the number of VPP nodes, the communication overheads of all three algorithms show an
increasing trend. Among them, the communication overhead of the I-PBFT algorithm is
lower than that of the C-PBFT and P-PBFT algorithms in all test phases, and the larger the
node size is, the more significant its advantage is. This is because I-PBFT adopts a two-layer
consensus mechanism, in which only the lower consensus set needs to complete the initial
consensus in each round, and then the reliable upper consensus set carries out the secondary
confirmation. This mechanism not only ensures the accuracy of the consensus but also
reduces the communication overhead. When the number of nodes is extended to 300, the
communication overhead of I-PBFT is reduced by 36.5% compared to P-PBFT and 52.1%
compared to C-PBFT; when the number of nodes reaches 500, the communication overhead
of I-PBFT is reduced by 38.6% and 57.3% compared to P-PBFT and C-PBFT, respectively.
This indicates that the I-PBFT algorithm has a significant advantage in communication
efficiency optimization in a certain scale distributed electricity trading network.



Energies 2025, 18, 2741 18 of 21

100 300 500 700 900
Number of VPP nodes

0

0.5

1

1.5

2

2.5

3

3.5

4

4.5

5
104

I-PBFT
C-PBFT
P-PBFT

I-PBFT has obvious advantages

Figure 10. Comparison of communication overhead of three consensus algorithms for distributed
electricity transactions (results of the simulation of the models in this paper).

4.3. Comparative Analysis of Dual-Chain Blockchain Performance

The blockchain of dual-chain and single-chain architectures are deployed on the
Ethernet simulation platform to compare and analyze the performance of the two. In
this simulation, the size of each block is 1 MB, the block creation time is 100 s, the bytes
occupied by each transaction information is 1 KB, and the bytes occupied by the contract
information is 500 B, and the performance comparison between the dual-chain and single-
chain blockchain is shown in Figure 11.
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Figure 11. Dual-chain vs. single-chain blockchain performance comparison: (a) number of transac-
tions processed per second; (b) average confirmation time per block (results of the simulation of the
models in this paper).

As can be seen from the figure, the transaction chain of the dual-chain blockchain
can process 23 transactions per second, while the single-chain blockchain can only process
nine transactions per second. With the dual-chain deployment model of transaction data
and contract data, the dual-chain blockchain can process more transactions than the single-
chain blockchain in the same time dimension. The block confirmation time involves the
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communication time between nodes and the information verification time, the block confir-
mation of single-chain blockchain covers the confirmation of transaction and calibration
adjustment information, and the total confirmation time is 37.53 s; in dual-chain blockchain,
the transaction is confirmed on the transaction chain, which consumes 12.26 s, and the
calibration adjustment information is confirmed in the contract chain, which consumes 9.43
s. It can be clarified that the overall confirmation time of dual-chain blockchain is more
than that of dual-chain blockchain, and it is more than that of a dual-chain blockchain. The
dual-chain blockchain has a shorter overall confirmation time than the single-chain type,
and for VPP, the dual-chain type blockchain is more advantageous in terms of transaction
processing efficiency and performance.

5. Conclusions
In order to solve the problems of high cost, low efficiency, and lack of credibility

in the process of VPP participation in distributed transactions, this paper proposes a
credible transaction strategy for multi-VPP electric energy sharing based on the dual-chain
blockchain. A multi-VPP power sharing transaction decision model based on dual-chain
blockchain architecture applying Nash negotiation theory is established, and the I-PBFT
consensus algorithm and multi-VPP power transaction smart contract is designed. The
results show that the strategy proposed in this paper realizes the economy, credibility,
efficiency, and security of distributed transactions among VPPs.

(1) Nash negotiation between VPPs allows them to both purchase energy at more
economical prices and sell excess power in a timely manner, resulting in optimization of
operating costs and efficient allocation of resources.

(2) The I-PBFT consensus algorithm can effectively resist the risk of node mischief or
downtime, maintaining the credibility and security of transaction results in the autonomous
transaction environment, while the low latency ensures the high efficiency of consensus.

(3) Dual-chain blockchain has higher transaction processing efficiency and security
feasibility than single-chain blockchain.

The scalability of the model will be optimized to support larger distributed power
trading networks with VPP participation, with a particular focus on optimizing the perfor-
mance of the model under high load scenarios. In addition, exploring more efficient and
secure privacy protection means is also a key direction of this paper.
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