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Abstract: Sustainable smart cities (SSCs) target decarbonisation by optimising energy consumption
through the emerging capabilities of technology. Nevertheless, the energy consumption behaviour of
end users has the potential to compromise the effectiveness of technological interventions, reflecting
the importance of active social engagement in realising decarbonisation goals. Although extensive
research exists on energy consumption behaviour, little is known about how technology engagement
affects it, the nature of these technologies, and their role in SSC. The paper aims to identify, categorise,
and investigate the smart technologies that impact household energy consumption behaviours
and their integration into the larger SSC system. Following a systematic review of 60 articles
from the Scopus database (2013–2023), the study found 45 smart technologies cited, with 49%
affecting efficiency behaviour and 51% affecting curtailment behaviour. While these technologies
inform the city administration level in the SSC framework, the role of end users remains unclear,
suggesting a technocratic approach. The study proposes the Sustainable Smart City Network to
facilitate a grassroots approach, identifying five key domains: government policies, smart technology
adoption, smart technology engagement, smart city infrastructure, and urban sustainability. The study
provides an original contribution to knowledge by unveiling the key technologies affecting energy
consumption behaviour and outlining the pragmatic requirements for achieving decarbonisation
through a grassroots approach.

Keywords: smart city; sustainability; smart technology; energy consumption behaviour; energy
efficiency; human–technology interaction

1. Introduction

Sustainable smart cities (SSCs) have been lauded as an innovative approach to address
decarbonisation through the emerging roles of information and communication technology
(ICT) in policy design and urban planning [1]. This has manifested in the establishment of
over 5550 smart cities worldwide [2] and the development of smart city planning policies
globally [2]. However, empirical support for the sustainability of smart cities remains
limited, as they exhibit only marginal improvements in sustainable outcomes compared to
non-smart cities [3]. The United Nations Economic Commission for Europe (UNECE) [4]
defines a sustainable smart city (SSC) as “an innovative city that uses information and
communication technologies (ICTs) and other means to improve quality of life, the effi-
ciency of urban operation and services, and competitiveness while ensuring that it meets
the needs of present and future generations concerning economic, social, environmen-
tal as well as cultural aspects”. This aligns to enable society to advance, survive, and
govern the planet more intelligently towards urban sustainability with the help of smart
technology [5]. SSCs were conceived as a response to challenge the predominant reliance
on technocentric strategies in achieving the desired sustainable future development of
smart cities. By prioritising low-carbon solutions, a SSC aims to contribute to an overall
reduction in energy consumption, aligning with the sustainable goals of smart cities [6].
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The idea primarily revolves around increased information communication technology (ICT)
efficiency through what has become known as the ‘digital economy’. Smart cities seemingly
offer a utopian vision of urban integration, efficiency, and subsequent carbon reductions [7].
While integrating smart technologies has undoubtedly enhanced the operational efficiency
of smart cities and facilitated access to crucial energy data, there is no direct correlation
between smart cities and environmental sustainability [1]. In many cases, the actual energy
savings of buildings were overestimated due to variations in the actual occupants’ energy
consumption behaviour [8,9].

Thus, reducing the carbon footprint is not simply about developing energy efficiency
measures with technological support, but necessitates social behavioural change, specif-
ically, changing our energy consumption behaviour in everyday practices and adopting
more sustainable living patterns [10,11]. In theory, combining information and feedback
mechanisms through smart technology increases the likelihood of behavioural change [12].
Since smart technology typically involves capturing data through embedded sensor net-
works and technology use, it is crucial to recognise its potential impact on household
energy consumption behaviour. This is because the behaviours and environments in a SSC
are shaped by interacting variables that influence each other bidirectionally [13]. Address-
ing household-level energy consumption is imperative for maximising energy efficiency,
given that household carbon emissions accounted for approximately 72% of global and
15% of greenhouse gas emissions in the UK in 2019 [14]. Despite these significant figures,
decarbonisation solutions often neglect the involvement of end users responsible for such
a substantial carbon footprint [15]. It is crucial to emphasise that energy consumption
in cities, like any construction or infrastructure, is fundamentally driven by people [7].
Consequently, there is a pressing need for a deeper understanding of how smart technology
can influence household energy consumption behaviour, particularly since SSCs leverage
innovative, data-driven technologies to promote urban sustainability [16].

The paper aims to identify, categorise, and investigate smart technologies that impact
household energy consumption behaviours and their integration into the larger SSC system.
To achieve this, we conducted a systematic review and in-depth analysis of literature from
the Scopus database. However, our paper extends beyond a traditional literature review
by identifying and categorising smart technologies and critically analysing their impact
on household energy consumption within the SSC framework. We further address key re-
search questions to uncover smart technologies discussed in the SSC literature and explore
the information provided by them concerning smart technologies that impact household
energy consumption behaviour, which then conceptualises the technologies’ integration
within the broader SSC system. Conducting a thorough analysis, we then mapped the tech-
nologies at the household level, uncovering a dominant top–down, technocratic approach
to smart energy management. We adopted the ITU-T Series Y framework [17] and Feng’s
model [5], and subsequently, our work enhances the existing knowledge by extending the
framework and incorporating the layered approach from the model mentioned. Despite
the broad nature of these frameworks, they do not address the human-to-technology inter-
action with these smart technologies at the household level nor exemplify how they may
impact energy consumption practices. Therefore, our work bridges this gap by exploring
household technology interactions within the SSC framework, enabling a comprehensive
understanding of the technology layer of households in the system. The study reinforces
the importance of incorporating a social dimension in technology interventions [18] due to
the uncertainty of achieving energy reduction without active citizen engagement [19].

In response to these findings and to overcome the limitations of the adopted frame-
works, we propose an innovative model that integrates smart city principles with citizen-
centric strategies from the ground up. This enriches our understanding of how smart
technology influences household energy behaviours and establishes a meaningful con-
nection with existing research. It adds a new dimension to the field by advancing our
comprehension of the interplay between smart technologies and energy consumption
behaviour in the context of SSCs.
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The structure of this study is as follows. Section 2 explores the socio-technical per-
spective of sustainable smart cities (SSCs) and pertinent frameworks. Section 3 outlines
the methodology used in the literature research and review. Section 4 presents an analysis
of smart technologies based on a review of 60 papers, summarising findings in a table
and appended to this paper. This section also includes a graphical representation of smart
technologies within a multi-tiered SSC ICT architecture, examining the behavioural aspects
of household interactions with technology. Section 5 elaborates on the development of
the multi-tiered structure discussed earlier, which maps human–technology interactions
at the household level, drawing on the graphical synthesis from the previous section. It
also discusses the Sustainable Smart City Network Model, which adopts a citizen-centric
approach to smart city systems through enhancing the research findings, analysis, and
overall synthesis. Section 6 concludes the study, while Section 7 outlines the limitations
and provides recommendations for future research.

2. Socio-Technical Perspective of Sustainable Smart Cities

The emerging capabilities of technology have resulted in the incorporation of smart
technology to digitally connect and coordinate various urban systems in an overarching
information system [17]. According to Feng [5], the rapid development of cutting-edge
technologies such as artificial intelligence (AI), Internet of Things (IoT), big data, cloud
computing, robots, virtual reality, and ICT, which are all part of smart city technologies,
may develop the smart city architecture into a human brain-like function. The concept
anticipates that, besides having visual, auditory, tactile, and motor nervous systems, these
smart technologies will eventually evolve the city, similarly to how the human brain
functions, as indicated in Figure 1. The City Brain, as envisioned by Feng [5], can achieve
human–human, human–things, and things–things information interaction through the city
neural network (Bis SNS) and achieve a rapid smart response to city services through the
cloud reflex arcs, with the support of the city central nervous system (cloud computing), the
city sensory nervous system (cloud computing), the city motor nervous system (Industrial
Internet), and the city nerve endings (edge computing).
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Similarly, the International Telecommunication Union (ITU) has proposed standards
for leveraging ICT in smart city platforms to achieve urban sustainability [4]. More specifi-
cally, it has also been depicted that ICT contributes to all of the SSC dimensions (people,
living, government, mobility, economy, and environment), which means that alternative
ICT solutions such as IoT, telecommunication networks, cloud computing, and cyber-
security play a key role in SSC development [17]. As illustrated in Figure 2 below, the
framework organises ICT interfaces between six layers of interaction.
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The first layer is the city infrastructure data that sends data via the second and
third sensing layers. The fourth and fifth interfaces are the data and support layer for
the SSC application. Finally, the sixth layer connects all communication interface points
within the operation, administration, maintenance provisioning, and security functions for
the SSC’s ICT systems. This framework categorises infrastructure development as ‘hard
infrastructure-based’ and ‘soft infrastructure-based’ approaches. The former focuses on
the efficiency and technological advancement of the city’s physical systems such as trans-
portation and energy. At the same time, the latter emphasises the city’s social infrastructure
and human capital including knowledge, inclusion, participation, and social equity. Both
approaches prioritise ICT management.

However, both frameworks overemphasise technological innovation risks, reducing
sustainable urbanism to mere physical infrastructure and urban technological systems,
where human behaviours are simply data points supporting the automation of a city built
on a data economy [20]. Insights from science and technology studies (STS) highlight the
importance of considering the broader socio-technical relationships (human–technology
interaction). Consequently, smart city discussions should encompass interdependencies
and socio-technical perspectives [21,22], suggesting a shift from a top–down approach
in smart city design and policy to a co-governance model that aligns with the complex
socio-technical nature of smart cities [23]. We expand this discourse by supporting a more
sustainable approach that should incorporate socio-techno solutions. SSC is conceptu-
alised as an interdependent smart urban ecosystem supported by a bottom–up strategy
accomplished by individual actors’ foundational roles in the city’s operation.

Therefore, given the socio-technical nature of an SSC, the study attempts to com-
prehend the sustainable smart city framework from the bottom–up perspective of the
household level, which covers the sociological aspect of energy consumption behaviour
and how the interaction with smart technologies impacts it.

3. Materials and Methods

The study employed a systematic literature review approach to filter the discourse
in the SSC literature about smart technology’s impact on energy consumption behaviours.
The method of scientific investigation followed the work of Transfield [24], who devel-
oped a systematic review methodology for evidence-informed management knowledge
and composed the systematic review process in two phases: research-review literature
and analysing-synthesising literature. The modified systematic review process, which
comprises several distinct phases, is illustrated in Figure 3.

Utilising the Scopus database, a combination of four keywords was used to form a search
string. The initial search within sustainable smart city research acquired 3836 publications.
Following the screening within the result, the keywords “smart city technologies”, AND
“behaviour”, AND “energy consumption” AND “carbon” were used to narrow down the
results towards the study’s topic. The pre-determined inclusion and exclusion criteria were
also followed, limiting the study’s 10-year time frame from 2013 to 2023 as the current year
of study conducted.

The inclusion criteria included:

• Published papers/articles since 2013–2023;
• Papers/articles in English language;
• Papers/articles that specifically address in their title, abstract and keywords:
• (sustainable AND smart AND cities) AND (smart AND city AND technologies) AND

(energy AND consumption) AND (behaviour) AND (carbon);
• Papers/articles relating to households and in the urban context;
• Papers/articles with empirical and non-empirical evidence;
• Conference-proceeding papers.

In addition, the following exclusion criteria were applied:

• Papers/articles published in magazines and newspapers;
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• Irrelevant topics on business, management and accounting, mathematics, economics,
econometrics, finance, agricultural and biological research, biochemistry, genetics and
molecular biology, chemistry, earth, and planetary science.
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The full-text screening used keywords, specifically “technology”, to ascertain the types
of technologies the reviewed papers addressed and discarded them when it did not specify
the technology within the terms of “smart” technology, was not relevant to decarbonisation,
or did not detail energy consumption behaviours, finalising the detailed in-depth review to
60 papers, as shown in Table 1.

Table 1. Search results, thoroughly reviewed papers, and included papers.

Keywords Search Results

Initial search Sustainable Smart City 3843

Preliminary screening

Smart City Technologies (567) 3276
Behaviour (2479) 797
Energy Consumption (547) 250
Carbon (132) 118

Abstract screening Exclusion criteria (13) 105
Full-text screening (36) 69
Final in-depth review (9) 60

To systematically explore the smart technologies influencing household energy con-
sumption behaviours and their integration into the broader smart sustainable cities (SSCs)
system, an in-depth review of the SSC literature was undertaken. In pursuit of this ob-
jective, we formulated the following research questions: (1) Which smart technologies
are specifically referenced in articles related to sustainable smart cities (SSCs)? (2) What
information do these articles provide regarding the potential influence of identified smart
technologies on household energy consumption behaviours? (3) How do the identified
smart technologies integrate within the broader SSC system?

To address these research questions, we applied a multi-step review process. We began
our analysis with an in-depth examination of smart technologies to evaluate their impact on
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household energy consumption behaviour. We meticulously extracted these technologies
from the literature. The data obtained are provided in Appendix A, Table A1.

Next, we organised the technologies along with descriptions of how they are used and
interacted with by individuals (i.e., function/usage), according to their respective levels
within the smart city ICT system structure, guided by the frameworks of Feng [5] and ITU-T
Series Y [17]. This organisation helped us understand the ICT system structure in a sustain-
able smart city (SSC) architecture and systematically catalogue the technologies mentioned
in the literature. Our goal was to identify which smart technologies are encountered, used,
and interacted with at the household level and to explore how these interactions influence
consumption practices within the SSC framework. The classification of technologies, their
layers, and their potential impact on energy consumption are documented in Appendix A,
Table A2.

With the information from Table A2, we conducted a synthesis to discern key patterns
and insights. This synthesis led to the creation of a graph that visually represents the
interactions between smart technologies and their respective layers, emphasising their
potential effects on household energy consumption behaviour. We further categorised
the technologies based on their impact on energy consumption, distinguishing between
those that enhance efficiency and encourage curtailment behaviour. These illustrations are
discussed in the subsequent Section 4, delving into all the technologies and synthesised
findings to align with the ITU-T Series Y [17] framework and extend it to include the layers
determined from the previous analysis. This allowed us to map the human–technology
interactions at the household level within the broader context of SSC ICT system interaction
and architecture.

Finally, building upon the foundational elements of the established frameworks, we
propose the Sustainable Smart City Network Model. This innovative model incorporates
five key components highlighting a socio-technical transformation, beginning at the house-
hold level through consolidating our research findings, rigorous analytical process, and the
comprehensive synthesis of data that shapes it.

4. Results
4.1. Identifying Smart Technologies and Their Applications in the Smart City System

To understand the system’s smart city organisation and how smart technology impacts
behaviours, as discussed in the literature reviewed, it is essential to define and ascertain
its application based on the layers of its internal organisation. Consequently, this study
adopted the system organisational layers mentioned in the previously examined model [5],
integrating them within the structural framework of our analysis.

First, the intra- and inter-system relationships were observed to differentiate which
technologies users interacted with (intra) and which were outside interactions (inter). There-
fore, the intra-system connection was termed the ‘human–technology interaction’, in which
smart technology products are applications with which people have direct interaction
and use (engagement) [25]; therefore, it is an intra-system network. Meanwhile, inter-
systems are the relationships of all the smart technology components outside the direct
human–technology interaction. For example, the smart grid is a technological component
in the smart city platform that impacts end users through households connected to the
grid. However, people living in those households are not directly operating the technol-
ogy. The research then organises ‘technology interaction’ as layers of system components
of ubiquitously embedded intelligence that interact, support, gather, and compute data
from people’s technology usage to be administered in a system/data management centre
(i.e., utility companies). The study uses the work of Feng [5], in which smart technology is
conceptualised like a human nervous system and expands the layers mapped in Figure 2
to build the layers of human-to-technology interaction organised at the household level.
Therefore, data from technological usage detected via the Sensing Layer is classified as the
Sensing Nervous System, while the Sensing Organs are the Terminal Node and Capillary
Networks. Likewise, the Application Support Service Data, Process Service, and Applica-
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tion Support Server are grouped in the Data and Support layer because the technologies
in this tier operate as supportive components, easing the load of data acquired from the
Sensing Layer to be administered at the System Management level. Finally, the study maps
out a sustainable smart city ICT system architecture where the Network Layer is recognised
as the connecting component of system-level interactions. These layers are then used to
group the technologies discussed in the reviewed articles into categories that may impact
household energy consumption behaviour. Further details of the smart technologies and
their organisational layers within the system are shown in Table A2 in the Appendix A as
well as the implications concerning their impact on energy consumption behaviour.

4.2. Smart Technologies at the Household Level within the ICT System Structure

The study found 92 types of smart technologies from the 60 articles reviewed. To better
understand these smart technologies concerning energy consumption, they were identified
within the determined layers of human–technology interaction (HTI), technology inter-
action (TI), and energy system management (ESM). Of these, the most widely discussed
technology was the smart grid, which received 21 mentions and was categorised under the
energy system management layer because it is a city energy grid system. Thus, people in
households do not directly interact with the system even when the smart grid is central to
the SSC concept to better manage the household’s energy. There were 16 smart technologies
included in this category.

Out of 116 mentioned in the literature, 45 smart technologies were recognised as having
an active interaction with the users at the household level and labelled under the HTI
category. These technologies were further separated into two sub-categories (i.e., products
and applications). Products are devices that people can install such as high-energy heat
pumps, LED low-power lighting, solar energy panels, solar water heaters, and thermal
solar panels. Another is technologies, which are built infrastructure such as smart buildings
(13), smart homes (9), and zero carbon buildings (3). Finally, the technology interaction
(TI) layer captures data from the technologies that people interact with via the Internet of
Things (17) through smart sensors (12), stored in cloud technology (12), and mined via big
data (10). Meanwhile, the network layer and ICT mentioned were outside these categories
as they are the whole network. These technologies and layers are displayed in Figure 4.

Exploring the layers of SSC architecture revealed a multiple interconnecting system
that collects (TI) and manages (ESM) behavioural data from smart technologies that indi-
viduals engage with (HTI). Therefore, when discussing smart technologies as having the
potential to maximise energy efficiency, we must consider the dimension of interaction
between these technologies and human users, which eventually supports grid-linked tech-
nologies and smart urban networks. Most articles reviewed the smart grid as having the
potential to reduce energy consumption via efficiency and curtailment strategies, to shift
use to off-peak times of day, and to enable distributed storage and generation options that
all involve a significant amount of human involvement and engagement [21]. Although
end users play a central role in these systems, they are often overlooked in smart technology
and urban design, and their motivations for participating in such systems are not always
fully understood [26]. Consequently, understanding the individual’s interaction with these
technologies would further enhance the technological impact on energy consumption
behaviours and energy conservation.
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4.3. Human–Technology Interaction at the Household Level and Its Behavioural Impact

Extracting from Figure 4 and narrowing on the exploration of human–technology
interaction as displayed in Figure 5 below, the study observed behaviours related to
household energy conservation and were impacted by smart technology engagement in
two categories: efficiency and curtailment behaviours.
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Curtailment entails operating equipment less frequently or intensively [27,28]. How-
ever, producing savings requires repetition, which involves voluntary participation in
curtailing usage. On the other hand, efficiency behaviours typically involve capital invest-
ments and do not require the same level of repetition or behavioural maintenance [26].
Likewise, high-energy heat pumps and smart homes are considered one-time behaviours
and are recognised as a more efficient behavioural type that requires a one-shot investment.
Meanwhile, smartphones, digital appliances, and smart meters require repetitive efforts
and interaction with these smart technology products and, therefore, are categorised un-
der curtailment behavioural types since the interactions are more operational. However,
e-bikes, electric vehicles, smart cars, and smart buses have efficient and curtailment be-
havioural characteristics. They involve a financial investment and a change in lifestyle such
as charging vehicles and building smarter infrastructures for their use. Although these
technologies require an operation, they are more efficient as they autonomously curtail
carbon imprint through repetitive use.

Having this distinction in an energy conservation strategy is crucial to understanding
energy consumption behaviour concerning the impact of technology since energy con-
sumption is not a behaviour but a consequence of behaviours [29]. Therefore, although
the energy-saving potential of efficiency measures (22 types of technologies reviewed) is
considered greater than that of curtailment behaviours (23 types of technology products),
energy-efficient technologies do not necessarily result in a reduction in the overall energy
consumption when they produce the rebound effect, whereby people’s carbon footprint
increases due to thinking that such installed technologies are already saving their energy
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use [30]. Here, the importance of the interplay between macro-level (e.g., technological
innovations) and micro-level factors (e.g., knowledge of efficient use of technological in-
novations) becomes apparent [12]. That is to say, technological innovation necessitates
sociological support such as identifying underlying determinants of energy use and better
policies to support smart technologies that result in efficient energy use at home as well as
improving the users’ energy conservation knowledge to enhance curtailment behaviours.

Installing technologies such as prepayment gas meters introduces repetitive feedback,
contributing to a reduction in gas usage [31]. This exemplifies a technological intervention
that facilitates more sustainable consumption. However, the success is attributed not solely
to the technology itself but to the knowledge it provides, prompting users to alter their
energy consumption. This confirms that technologies falling into the curtailment category
such as voluntary demand response, time-of-use pricing programs, energy feedback, and
disaggregated feedback necessitate continuous consumer participation to achieve energy
reductions. Voluntary curtailment relies on consumers to undertake a series of decisions
and actions including repetitive behaviours of (1) attending to the alert, (2) mentally
cataloguing energy use in the home, (3) deciding what action(s) to take to reduce energy
use, (4) executing such actions, and (5) maintaining this lower level of use over some
period [26]. These repetitive efforts may spill over into other pro-environmental behaviours
as people use their past sustainable activities as a barometer of their own environmental
identities, which showcase a more sustainable behavioural impact.

Consequently, the highest technology in the HTI category is the smart meter (15 mentions)
since an SSC conceptualises smart meters to support the smart grid system. Smart meters
are required for a smart grid to operate effectively because they record hourly energy
and gas consumption and communicate with utility companies for better monitoring and
billing. It displays the daily energy usage, making it easier to make strategic decisions
about electricity usage and costs. As a result, because people interact with the smart
meter through its feedback technology, it has the potential to significantly influence the
users’ energy consumption behaviours. The feedback feature is frequently promoted as
having the potential to increase energy efficiency by causing people to reduce their energy
consumption during peak demand hours [32]. However, studies show that the effects
of behavioural curtailment strategies fade over time, raising concerns about their long-
term effectiveness [26]. People often have inaccurate perceptions about the impacts they
can make with various energy conservation behaviours [29]. As a result, maximising the
impact of efforts necessitates considering the longevity of savings and the accuracy in
curtailment forecasting provided by smart technologies such as smart meters. Meanwhile,
energy efficiency technologies such as electric vehicles and solar panels require one-time or
infrequent behaviours. Although the technologies require high upfront costs, they offer
long-term energy conservation potential and require minimal ongoing consumer effort.
Nonetheless, widespread adoption in household use has proven challenging due to higher
upfront costs, privacy/autonomy concerns, and technical barriers commonly associated
with the efficiency of smart technology [33].

To gain a deeper understanding of how household energy consumption data functions
within the sustainable smart city (SSC) system, we examined the data within the existing
SSC system structure, which resembles a city’s neural network. By organising the system’s
components as shown in Table A2 (see Appendix A), this study demonstrates the ‘flow’ of
data from extraction to optimising energy consumption through smart management, which
paves the way towards meaningful automation. Energy usage automation is a compelling
technological proposition because human behaviour is challenging to predict, but it does
not mean that it cannot be influenced. Therefore, social factors must be considered through
social cognitive theories with technology hinged on social-technical learning models that
can understand the relationship between technology and its energy consumption. In other
words, smart technology alone is insufficient for changing habitual energy consumption
habits because individuals must be informed about the need for and methods to reduce
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energy consumption, be motivated to reduce energy use, and be committed to behaviour
change [34].

5. Discussion
5.1. Mapping Human–Technology Interaction at the Household Level within the Multi-Tiered
ICT System

Following the findings on the technology categories most relevant to influencing
people’s energy consumption behaviour, the study illustrates a multi-tiered SSC ICT ar-
chitecture of system interaction to highlight the interchange of information from the users’
engagement with smart technology use, as presented in Figure 6. The layers are mapped to
explain the interaction of each technological layer in a SSC framework and how technology
is applied to analyse and understand how a household’s energy consumption data ‘flows’
within the smart city platform and network.
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To begin, the interaction is the communication interface between the layers, which
are indicated with numbers in circles and are the main point of standard specifications
referred to as communication interface points. The layers are all connected over the internet
network, which enables the ICT system architecture to extract data from users at the
household level from their smart technology products and smart appliances, in which
each interface simultaneously and bidirectionally exchanges information as inputs from
household level behavioural data mined by big data analytics technologies and interprets
as the outputs at the system management level.

Following the ITU-T Series Y [17] framework and applying Feng’s [6] explanation of a
brain-like network of a smart city, this study reinterpreted the functions at each of these
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reference points to indicate the energy consumption data ‘flow’ from households within
the system structure as follows:

• Communication interface point 1: These exist in human-to-technology use and are
connected via sensors in smart products or over the network, allowing information
to be transferred to the Application Layer. Smart technology is integrated with IoT
features that connect the users’ smart devices to the application installed in their
smartphones so that they can send data to the second interface layers.

• Communication interface point 2: These occur between the human-to-technology use
and the Sensing Layer. It allows terminals to sense the physical world by exchanging
information and control signals between Terminal Nodes in the Sensing Layer and
embedded sensors. Through the connection of IoT-connected smart technologies, both
layers collect the users’ data from the integrated technologies in the city network.

• Communication interface point 3: These exist between the Terminal Nodes in the
Sensing Layer linked by the network. Terminal nodes can reach the Network Layer
directly or through net gates, bypassing the Capillary Network to deliver data.

• Communication interface point 4: This occurs between the Capillary Network in the
Sensing Layer and the Network Layer. Capillary networks collect sensing data and
connect to the support layer to deliver data.

• Communication interface point 5: This point exists between the Data and Support
Layer and the System Management Layer. It enables the collection of energy con-
sumption data to data centres. It supports functionalities that provide information to
corresponding applications and services as well as integrated applications exchanging
data via data centres and application support functionalities to manage data collected
from humans to technology usage.

• Communication interfaces point 6: This is between the network connection and all
levels. It permits connectivity between data centres and lower tiers to collect various
information via communication networks.

5.2. Multi-Tiered ICT System Interaction Architecture for Smart Technologies at the Household
Level in Sustainable Smart Cities (SSCs)

In Figure 6, smart technologies at the city level are administered in a more linear
top–down structure. This structure modulates smart technology use at the household level
as a “smart input” from the bottom up and extracts the users’ data collection as a “smart
output”. Many of the smart technological interfaces connected via the Network Layer are
outside human interaction as they are embedded within the city or building infrastructures
that become the ‘façade’ of the SSC concept. Meanwhile, the household is where people
consciously adopt, use, and interact with these technologies daily, making them active
users who consume energy. Because these technologies are based on interacting variables in
which behaviours and environments influence each other bidirectionally, determining the
human–technology interaction within the context of the ICT system architecture is essential.
As a result of mapping the technological interface communication, we discovered that
an SSC intervenes via a techno-centric solution based on top–down technology diffusion
that leverages people’s behavioural data to optimise efficient urban administration. The
data deluge via sensing layers that connect to all feasible smart products allows for more
meaningful automation measures at the city system management level that can estimate
“smart output” from user behavioural patterns due to data analytics that can better predict
energy consumption decisions. However, behaviour anomalies are one of the challenges
of the constant surveillance of people’s behaviour that has little to do with consumption
value [35]. Subsequently, predicting energy consumption decisions is challenging, par-
ticularly for residential consumers. Energy practises are unpredictable because they are
influenced by variables such as specific user lifestyles and other determining factors [36].
Understanding behaviours is, therefore, imperative for fostering citizen engagement in
co-creating smart solutions within smart city models. A significant gap exists in adopting
a holistic citizen-centric approach with governmental frameworks that aim to empower
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citizens to reduce energy consumption [15]. Consumption patterns are intricately linked to
how various activities and entities are organised rather than driven solely by individual
preferences and systemic paradigms. Practices can be seen as a collective distributed de-
mand (behaviour), asserting that participation in practice plays a pivotal role in shaping
behaviours [37]. For example, the potential limitations of embedded sensor networks may
fail to interpret and control the complex interplay of behavioural variables systematically.
This emphasises the need for policies and incentives that are better aligned with the com-
plexity of human behaviour, advocating the need for a more nuanced and human-centric
approach in designing and implementing smart city frameworks.

5.3. Scaling the Complexity of the Muti-Tiered SSC ICT Architecture of System Interaction to
Household Framework

As discussed, the study’s mapping of household technology interactions within the
smart city system architecture revealed a top–down diffusion of smart technologies, where
these technologies are employed to enhance urban administration efficiency and opti-
mise economic benefits [38]. However, prioritising the household level to advocate for a
citizen-centric approach rather than a purely technocratic perspective demands substantial
social engagement to catalyse a socio-technical shift, steering urban development towards
sustainability. Therefore, after synthesising the review and findings, this study proposes a
more comprehensive sustainable smart city framework, whereby an onion diagram of the
ICT system architecture is layered by reorganising Feng’s [5] model of the smart city as the
Internet Brain. However, we posit that because people at the household level are the ones
who use these smart technologies, sustainability is essentially a bottom–up approach that re-
quires co-governance support to effectively engage citizens in the bidirectional relationship
between behaviour and the environment. Technology and sociological variables such as
energy consumption behaviours must be integrated because habits are commonly formed
because of decreased conscious awareness concerning environmental implications [39].
Therefore, rather than automating energy-related behavioural practises observed through
data extraction in smart city architecture, technology interactions should increase moral
consideration and awareness through active social engagement to break unsustainable
habits and provide incentives that benefit the collective shift towards more energy-saving
practises. This shift would result in one of the possible decarbonisation paths that cities can
explore to make the socio-technical transition to sustainability.

From a policy perspective, research has not focused on understanding how policy
might steer innovation in a specific direction [40] such as supporting the transition of
household energy consumption to more sustainable practices. Furthermore, sustainable
transition strategies are often reduced to the simple problem of disseminating new and
better technologies. At the same time, the reorientation of user practises, power relation-
ships, regulatory structures, mindsets, and public discourses has gone unaddressed [40].
Similarly, the multi-tiered SSC ICT architecture of system interaction illustrates the tech-
nocratic approach of optimising smart technologies to manage urban sustainability and
the users’ practices (i.e., energy behaviours). However, innovation is a social phenomenon,
determined not only through technological progress but also by the views and needs of
social actors [41]. Therefore, technology is influenced by policy as one part of society, to-
gether with other social actors hinged on the sociological aspect to steer the socio-technical
transformation of a city towards sustainability [15]. Using this assumption and building on
the human–technology interaction illustrated in Figure 6, this study restructures the system
analysis of the multi-tiered SSC ICT architecture and reinterprets it further to create a more
comprehensive SSC model that orientates data towards user engagement as prosumers
rather than consumers. A bottom–up strategy is proposed, with five supportive key com-
ponents providing orientation and guidance to coordinate the complex process of societal
transformation and eventual shift towards urban decarbonisation and sustainability, as
illustrated in Figure 7.
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Figure 7. Sustainable Smart City Network Model of citizen-centric approach in smart city system.

As shown above, the framework is organised into three interdependent components.
The inter- and intra-system components that regulate the ICT architectural layers interact
with the exogenous layers of the five key components as the sociological support to drive be-
havioural change at the household level towards urban decarbonisation and sustainability
goals. These five points are interconnected and leverage smart technological innovation as
tools to achieve urban sustainability within the SSC network that may rely on technological
data from active actor participation and engagement. The social engagement may learn
from the innovation towards sustainable practices rather than the smart technologies regu-
lating and mining behavioural data. Therefore, impacting household energy consumption
can be accomplished by implementing a more comprehensive framework that comprises
more robust support from the sociological components. These components use smart tech-
nologies to mitigate urban carbon issues and are conceptualised through: (1) Government
policies and incentives, which are crucial for steering innovation and ensuring proactive
engagement in socio-technical transitions. Rather than merely optimising techno-economic
decisions based on pervasive behavioural data mining [38], policies should facilitate carbon
mitigation at the city level by impacting household energy consumption. Incentives must
encourage households to adopt, utilise, and engage with smart technologies [42] such
as smart meters, solar panels, and smart lighting to promote energy conservation at the
domestic level. (2) Smart technology adoption (efficiency behaviour) plays a pivotal role
in promoting energy-efficient behaviours within households [43], which is a critical step
towards achieving energy conservation. By adopting advanced systems and devices such as
smart thermostats, energy-efficient appliances, and home energy management systems [44],
households can gain greater control over their energy consumption. These technologies
enable real-time monitoring through smart apps and automated energy use adjustments,
enhancing the efficiency of household operations and encouraging residents to adopt more
conscientious energy usage patterns. (3) Smart technology engagement (curtailment be-
haviour): Analysing data from smart technologies can reveal consumption patterns and
identify opportunities to reduce energy use. This feedback mechanism, facilitated by a
smart meter, can inform personalised energy-saving strategies and cultivate a culture of
curtailment behaviour [45]. Households become proactive in minimising unnecessary
energy consumption, contributing to a sustainable shift in energy practices and collectively
reducing the urban carbon footprint. (4) Smart city infrastructure: The adoption and en-
gagement with smart technologies can lead to advancements in smart urban infrastructure,
supporting smart mobility [46] and smart grid energy systems [42,47]. This encourages
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a move away from conventional fuel energy dependency and supports the development
of a more sustainable urban infrastructure [43]. (5) Urban sustainability: Ultimately, the
widespread adoption of smart technologies and the resulting behavioural changes can drive
technological innovation in smart infrastructure towards urban sustainability. Therefore, to
effectively mitigate urban carbon challenges, all key components of the proposed Sustain-
able Smart City Network Model must work in synergy within the data-enriched smart city
platform. The model is responsive to and driven by citizen-centric behavioural changes
at the household level by leveraging smart technologies to impact energy consumption
behaviours, inevitably driving the city towards greater urban decarbonisation on a larger
scale towards sustainability.

6. Conclusions

The study sought to identify the smart technologies that potentially affect people’s
energy consumption behaviours. Based on a review of 60 papers, the findings showed
45 technologies with direct human–technology interaction that promoted efficiency and
curtailment behaviour. Of these, the majority of technologies cited target curtailment
behaviour, while a smaller proportion affected efficiency behaviour. While using technology
to promote efficiency is ideal, as it does not require a consistent change in the user’s
consumption behaviour, it usually involves high capital investments in technologies such
as heat pumps, solar energy panels, smart cars, and smart homes. However, enhancing
efficiency alone is insufficient to ensure a lasting impact on long-term sustainability, as
people’s behavioural patterns can also affect energy consumption [48]. Technology such as
smartphones, digital appliances, and smart metres demand active user engagement and
may influence curtailment behaviour by sharing information and providing feedback on
energy use [49]. Other technologies such as e-bikes, electric vehicles, and smart cars may
affect both efficiency and curtailment behaviour as they involve financial investments and
long-term lifestyle shifts. However, technology-promoting curtailment behaviour is usually
preferred by consumers since these have less financial investment as opposed to technology-
promoting efficiency behaviour [14]. These technologies have all been examined at the
individual household level, but their impact on the wider smart city system is unclear.
Thus, the study investigated how human–technology interaction contributes to the smart
city system.

Adapted from the ITU-T Y-series [17] framework, the study developed an original
multi-tiered SSC ICT architecture of system interaction, mapping human-to-technology
interaction in households within the smart city platform level. The results showed a
dominant technocentric approach relying on ICT intervention and behaviour automation
measures. This coincides with the SSC’s sustainability being realised through urban datafi-
cation [50], which entails individual or community-level “data acquisition” on behaviours.
Data collected through technology-based management systems help inform city adminis-
tration decision-makers in updating policies, guidelines, and urban design towards city
sustainability plans. This information, however, is restricted to the amount and quality of
data obtained and data interpretation [51]. It also raises concerns about transparency and
ethical data management [52].

Furthermore, technological interventions alone are often insufficient to achieve sus-
tainable outcomes as they also depend on reducing the energy consumption of citizens.
Therefore, it is necessary to change the users’ energy consumption behaviours, which can
be influenced by the insights provided by smart technology, leading to energy savings [11].
This reinforces the need for a holistic citizen-centric approach in smart city frameworks [15].
Thereby, smart technology use and a shift in energy consumption behaviours are needed to
achieve effective, sustainable outcomes [53]. The notion is consistent with the assumption
that informing people about their daily carbon impact through technology will increase
environmental awareness [37]. In contrast, however, Morton et al. [54] discovered that
most users were not interested in feedback on their behavioural carbon impact unless it
concerned money savings. Thus, it is uncertain if human–technology interaction would im-



Energies 2024, 17, 771 17 of 28

prove environmental awareness or promote sustainable habits. Therefore, a more rounded
strategy that uses technology intervention to inform and influence the energy consumption
behaviour of users is needed to ensure sustainable effects. The study introduced a novel
Sustainable Smart City Network Model comprising five key components: Government Poli-
cies, Smart Technology Adoption (Efficiency Behaviour), Smart Engagement (Curtailment
Behaviour), Smart City Infrastructure, and Urban Sustainability. This model emphasises a
socio-technical shift starting at the household level. The model proposes that to achieve
a sustainable smart city, it needs robust support and commensurate synergies in all five
components, which may leverage technological data to direct each household’s energy
consumption behaviour towards sustainability.

Finally, the human–technology mapping and novel model significantly contribute to
policymakers and researchers establishing a deeper understanding of the smart technolo-
gies used in a SSC and how they relate to households within the wider SSC architecture.
The paper fills a gap in the literature by taking a socio-technical perspective on SSCs [21,22]
by considering smart cities as complex socio-technical systems [23], which may foster a
more integrated and citizen-centric approach to smart city development.

7. Limitations and Recommendations for Future Research

This study has provided valuable insights into the role of smart technologies in
influencing household energy consumption within the framework of sustainable smart
cities (SSCs). The research interprets data collected from human–technology interaction
(technology engagement) as part of the SSC system’s architecture and platform. However,
several limitations warrant mention.

Firstly, the findings are confined to the synthesis of smart technologies from the 60 papers
reviewed and are subject to the limitations of the ITU-T framework [17] and the Internet
Brain model [5] adapted for this study. While these frameworks provided a structured
approach to exploring the study’s objectives, they may have also limited the analysis to
their specific perspectives and assumptions. Additionally, the mapping of household
engagement with smart technology within the multi-tiered SSC ICT architecture has led to
an interpretation that suggests a predominantly technocratic level of technology diffusion
within the stratification of technological interactions in a smart city system platform.

In light of these observations, we recommend further investigation to enhance our pro-
posed Sustainable Smart City Network Model. Future research should explore behavioural
models and the variables that impact technology engagement at the household level. Such
research could provide deeper insights into how smart technology can influence energy
consumption patterns towards conservation practices, an area not extensively covered
in this review. The direction of future research should delve into the adoption of smart
technology within households, examining socio-economic and psychological factors that
influence adoption and subsequently impact household energy consumption and habits. It
is crucial to ensure that technology diffusion moves beyond a technocratic approach, which
alone is insufficient for changing energy consumption practices. Supporting this recom-
mendation, future studies should conduct comparative analyses of different sustainable
smart city initiatives. These studies will help us understand the nuances of policy impact
across various contexts and the interplay between technology, policy, and citizen behaviour.
A more nuanced perspective on fostering a citizen-centric approach is needed, one that
prioritises the needs and behaviours of citizens in smart city initiatives.

As such, policies, as exemplified in our model, are pivotal in this context for further
exploration, as they are essential for driving innovation and designing strategies that
encourage the widespread diffusion and adoption of smart technologies focused on citizen-
engagement strategies. Effective policies can foster proactive engagement in efficiency and
curtailment measures that result in sustainable household energy practices. Furthermore,
policies aimed at influencing individual energy consumption behaviour through smart
technology can facilitate a shift from a technocratic to a citizen-centric approach at the
household level. By prioritising the needs and behaviours of citizens, these policies can
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place them at the forefront of smart city initiatives, furthering the socio-technical transition
towards sustainability.
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Appendix A

Table A1. Technologies extracted from 60 papers reviewed.

No. Author Technology Extracted

4

[55] Smart Grid
[56] Smart Home, Smart Thermostat, IOT
[57] UAV
[58] Cloud computing, NFC, RFID, Sensors

3
[59] Smart grid, Smart Meter, IOT
[60] ICT, AI, Smart home, IoT
[61] ICT

7

[47]
Cloud technology, Edge computing technology, Fog computing, Global Positioning Systems (GPS), ICT, Internet
of Things (IoT), RFID, Sensors, Smart Grid, Smart Sensors, Surveillance cameras, Unmanned Aerial Vehicles
(UAV)—drones, Big Data, Smart Building, Smart Home, E-bikes

[62] IBS, Big Data
[63] E-bikes, Smart Traffic, Solar PV, E-deliveries,
[36] 5G, Electric vehicle (EV), Internet of Things (IoT), Unmanned Aerial Vehicles (UAV)—drones,
[64] Smart Transport
[21] E-bikes, Email
[41] Carbon footprint calculator

9

[16]

Electric vehicles (EV), Energy Management Systems (EMS), Fog computing, Global Positioning Systems (GPS),
RFID, Sensor, Smart Buildings, Smart Grids, Smart Homes, Smart Meter, Ubiquitous computing, Advance
metering infrastructure (AMI), Automatic meter reading (AMR), Near field communication (NFC), Renewal
Energy System, Smart environmental monitoring, Smart lighting, Smart tickets, Smartphone app, Solar Energy
Panels, Big Data, Transponder, Wireless mesh network, Wi-SUN (Smart Utility Network), Retrofit homes, Smart
Traffic, Smart transport, Clickstream, smart lighting, Smart Plugs and Switches, Smart bulb

[46] E-bikes, Smart Mobility, Smart infrastructure, Retrofit homes

[42] Artificial Intelligence (AI), Big Data, Cloud technology, ICT, Smart Grid, Smart Sensors, Surveillance cameras,
Autonomous shuttles, Digital appliances, Digital cameras, Internet of Things (IoT)

[65]
Blockchain technology, Cloud technology, E-bikes, Electric vehicles (EV), Internet of Things (IoT), Smart
Building, Smart Grid, Smart Homes, Smart Parking, Smartphones, Smart Sensors, Solar PV, Autonomous cars,
Smart Car, Smart gadgets,

[66] Internet of Things (IoT), Sensor network—soft sensing approach

[67]
5G, Bicycle Sharing Systems (BSS), Blockchain technology, Electric vehicles (EV), Internet of Everything (IoE),
Smart Grid, Smartphone, Building Energy Management Systems (BEMS), Smart Grid, Smart Sensors,
Unmanned Aerial Vehicles (UAV)—drones, Smart parking

[68] Mobile app
[15] Smart Building, Display monitors, Web-based apps that make energy visible to users

[44] Big Data, Cloud technology, Global Positioning System (GPS), Intelligent Transportation Systems—ITS, Internet
of Things (IoT), Smart Meter, IBS
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Table A1. Cont.

No. Author Technology Extracted

11

[69] Internet of Things (IoT)
[44] Smart Grid, Solar PV
[70] Smart Building, Smart Home, Zero Carbon Building (ZEB), Smart parking

[71] Sensor network—soft sensing approach, Smart Grid, Smart Home, Smart Meter, Solar PV, Smart Thermal
Management, Solar thermal and hydro

[72] Smart Meter, Automatic meter reading (AMR)
[73] Bicycle Sharing System (BSS)

[74] Building Energy Management Systems (BEMS), Intelligent Transportation Systems—ITS, Smart Grid, Smart
Meter, Solar PV, Zero Carbon Building (ZEB),

[38] System Platform

[75] Big Data, Cloud technology, Internet of Everything (IoE), RFID, Smart Building, Smart Grid, Smart Meter,
Cognitive technology

[43] Smart Grid, Solar PV

[54] Smart Grid, Display monitors, Interactive dashboards, Social media, Web-based apps that make energy visible
to users

3
[50]

Artificial Intelligence (AI), Big Data, Cloud technology, Electric vehicles (EV), Internet of Things (IoT), Smart
Buildings, Smart Homes, Smart Meters, Smart Traffic, CCTV, Smart Energy Management System, Robot
monitoring, Smart buses

[76] Big Data, Cloud technology, Internet of Things (IoT), Smart Grid, Zero Carbon Building (ZEB)
[77] Smart Meter, Geographic Information Systems—GIS

5

[78] Internet of Things (IoT), Smart Building, Smart Grid, Smart Home, Smart Sensors, Wi-Fi, Integrated sensors in
smart appliances, Smart lighting

[79] Soft computing
[67] ICT
[80] ICT
[81] Smart Meter

7

[35] Cloud technology, Internet of Things (IoT), Smart Grid, Smart Home, Smartphone, Smart Sensors, Solar PV,
Ubiquitous computing, Wi-Fi, E-governance, Service Oriented Architecture (SOA)

[82] Artificial Intelligence (AI), E-bikes, Smart Meter, E-buses, Smart devices

[83] Cloud technology, Internet of Everything (IoE), Sensor, Big Data
[84] Electric vehicle (EV), ICT, Smart Building, Smart Grid, Solar PV, Charging infrastructure

[85] Internet of Things (IoT), Smart Home, Smartphone, Smart Sensors, Wi-Fi, Home Energy Management System
(HEMS), Smart home assistance

[86] Smart Grid
[87] ICT, Big Data, Real-time building performance app

6

[88] Carbon footprint calculator
[89] ICT
[11] ICT, Smartphone, Feedback technology app
[90] Smart Grid,
[49] Smart Grid
[91] Electric vehicle (EV), Solar PV

5

[37] Internet of Things (IoT), Smart Grid
[92] Energy Management System (EMS), Smart Meter
[93] ICT, Internet of Things (IoT), Smart Meter
[94] Building Energy Management System (BEMS), Electric vehicle (EV), Smart Grid
[19] Smart Mobility, Smart apps

60 Total Papers reviewed
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Table A2. Classification of Technologies by Layer and Impact on Energy Consumption Behaviours.

LAYER DEFINITION TECHNOLOGY NO. NOTES ON ENERGY CONSUMPTION BEHAVIOURS

ICT

Information and communications technology (ICT) is an
extensional term for information technology (IT) that
stresses the role of unified communications and the
integration of telecommunications (telephone lines and
wireless signals) and computers as well as necessary
enterprise software, middleware, storage, and
audio-visual that enable users to access, store, transmit,
understand, and manipulate information.

ICT 10

Everything in the SSC framework is governed by ICT, which is
connected via Wi-Fi. The SSC idea is that the more interconnected
everything is within the ICT bandwidth, the more the users’ data can be
used to systematically administer a city into a smarter model.

Total 10

NETWORK LAYER
A group of two or more computers or other electronic
devices that are interconnected for exchanging data and
sharing resources through a server route and connection

Wi-Fi 6

5G 1

Beyond 5G (B5G) 1

Total 10

EN
ER

G
Y

SY
ST

EM
M

A
N

A
G

EM
EN

T

SYSTEM MANAGEMENT
Management layer within Smart City
that manages the systems such as the smart
city infrastructure

Smart Grid 21

Building Energy
Management System
(BEMS)

3 influences occupants’ behaviours by providing suggestions that help
eliminate unnecessary heating and cooling.

Energy Management System (EMS) 2

Home Energy Management System
(HEMS) 2 HEMS brings up to 30% savings if householders value energy

conservation over comfort.

Advanced metering infrastructure
(AMI) 1

A framework for automated, bilateral communication between a utility
and consumer to make consumers more aware of their
energy consumption.

Smart Energy Management System 1
Utilises IoT and development tools to build sustainable solutions.

Smart Thermal Management System 1

Renewable Energy System 1

The drive towards smart energy consumption is to transition into a
renewable energy system that utilises smart technologies at the city
management level.

Smart Power Storage 1

Smart Power Generation 1

Smart Wind Power 1

Solar Thermal and Hydro 1

Smart environmental
monitoring 1

Smart infrastructure 2 Smart infrastructure, enabled by technologies like IoT, offers numerous
advantages, bringing serious cost savings and efficiencies.

Charging infrastructure 1 Charging for smart mobile influences people to adopt eco-cars.

Total 40
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Table A2. Cont.

LAYER DEFINITION TECHNOLOGY NO. NOTES ON ENERGY CONSUMPTION BEHAVIOURS

T
EC

H
N

O
LO

G
Y—

TE
C

H
N

O
LO

G
Y

IN
TE

R
A

C
TI

O
N

(H
T

I)

DATA
AND
SUPPORT
LAYER

APPLICATION SUPPORT
SERVICE

The technological platform supports the IoT system and
network with technology that supports functionalities,
provides information to corresponding city applications
and services, and enables integrated applications
exchanging data via data centres and/or application
support functionalities.

Fog computing 2 A setting that provides a space for gathering, processing, and preserving
smart metering information before its transfer to the cloud.

Edge computing 2
Contribute to a more sustainable and efficient management of energy
consumption while also offering benefits in terms of system performance
and security.

Blockchain Technology 3 Enhance the security of smart home devices.

APPLICATION SUPPORT
SERVER

Global Positioning 3 GPS tracks human data in smart cities and is installed in apps and
smartphones to influence lower carbon travel. Micro-location GPS
applications, with considerable accuracy, determine occupancy
in real-time.System (GPS)

Geographic Information
Systems—GIS 1

Used for the construction of the digital model of urban ‘horizontal
components’ such as urban networks, transport facilities and
natural environment.

Cognitive technology 1 Self-machine learning to compute human data.

DATA
PROCESS SERVICE

Data and file repositories, where data are created
or retrieved

Cloud technology 12

Energy big data offer a new way to evaluate and comprehend individual
energy use, where machine learning is widely used to predict
energy consumption.

Big Data 10

Big Data Analytics 1

Machine learning and Data mining 1

Total 36

SENSING
LAYER

SENSING
NERVOUS
SYSTEM

INTERNET
OF THINGS
(IoT)

The Internet of Things (IoT) is a network of physical
objects—“things”—embedded with sensors, software, and
other technologies to connect to and exchange data with
other devices and systems over the Internet. These
“things” range from everyday household items to
sophisticated industrial tools.

Internet of Things (IoT) 17

Sensors can learn how to adjust the temperature based on habits and
according to occupancy through data.INTERNET

OF EVERY-
THING (IoE)

“Internet of Everything” (IoE) refers to Internet-connected
devices and consumer products with enhanced digital
features. It describes a world where billions of objects have
sensors to detect, measure, and assess their status, all
connected over public or private networks using standard
and proprietary protocols.

Internet of Everything (IoE) 3

Total 20



Energies 2024, 17, 771 22 of 28

Table A2. Cont.

LAYER DEFINITION TECHNOLOGY NO. NOTES ON ENERGY CONSUMPTION BEHAVIOURS

TE
C

H
N

O
LO

G
Y—

TE
C

H
N

O
LO

G
Y

IN
T

ER
A

C
T

IO
N

(H
TI

)

SENSING
ORGAN

TERMINAL
NODE

Devices that sense the natural environment where the SSC
is located and the corresponding hard infrastructure and
utilities. It provides the superior ‘environment-detecting’
ability and intelligence for monitoring and controlling the
physical infrastructure within the system network

Integrated sensors in smart
appliances 1

Smart appliances are connected via IoT sensors that can learn through
data how to adjust the temperature based on habits and according
to occupancy.

Robot Monitoring 1 Automating energy consumption behaviour through patterns.

Transponder 1 The core that makes traditional home appliances smart and collects data
to inform users’ habits.

CCTV 4 Monitor behaviour.

Smart Sensors 12 Enables IoT to measure energy consumption behaviour and give
feedback to the users.

Real-time monitoring stations 1 Real-time monitoring allows facility managers to better manage and
analyse the vast data gathered from their buildings.

Artificial Intelligence (AI) 5
Artificial intelligence is designed to emulate human abilities, and it is
frequently placed in smart homes and programmed to
automate behaviour.

Ubiquitous computing 1 Monitor behaviour.

Total 26

Wireless mesh network 1 A communications network made up of radio nodes organised in a mesh
topology. It can also be a form of wireless ad hoc network.

Wireless Sensor Network (WSN) 1

Wi-SUN (Smart Utility Network) 1 Connects smart meters and other intelligent devices, the right
communication network.

Sensor’s network- soft sensing
approach 2 Measures and computes data from smart sensors via network.

Near field
communication (NFC) 2 It is a short-range wireless connectivity technology that lets NFC-enabled

devices communicate with each other.

RFID 4 Occupancy sensors can be used for tracking occupants’ patterns and
estimate power usage in a day.

Unmanned Aerial Vehicles
(UAV)—drones 6 Mainly used in smart cities for security purposes and smart

traffic control.

Soft computing 1 Predicts energy consumption in a household through behavioural input

18

Total 100
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Table A2. Cont.

LAYER DEFINITION TECHNOLOGY NO. NOTES ON ENERGY CONSUMPTION BEHAVIOURS

H
U

M
A

N
–T

EC
H

N
O

LO
G

Y
IN

T
ER

A
C

T
IO

N
(H

TI
)

PRODUCT The type of SSC technologies people engage with, utilise,
and use.

(a) Mobility

Electric vehicle (EV) 8

More environmentally conscious people may opt for smart vehicles or
smart travelling.
Smart mobility is one of the features of smart city technology
and innovation.

E-bikes 7

E-buses 1

Smart buses 1

Smart Car 1

Bicycle Sharing System (BSS) 2

Autonomous shuttles 1

21

(b) Electronic

Smart home assistance 1

Smart city technology is integrated with IoT features that connect smart
devices. Home devices collect data regarding behaviour and energy
consumption habits that users have more data on to save energy.

Digital appliances 1

Smart gadgets 1

Display monitors 1

Interactive dashboards 1

Smartphones 5

Smart devices 1

Smart Plugs and Switches 1

Smart thermostat 1

Smart bulb 1

Smart Meter 15

Socioeconomic factors including education, social norms, age, and
culture have a marked impact in the case of households. Second, the
willingness of consumers to change their behaviour depends on their
preferences concerning criteria such as price risk, volume risk,
complexity, and loss of autonomy or privacy. For consumers to be
engaged, their preferences must be met by personalised actions in the
contract terms.

Total 29

(c) Building

Smart Building 9

They offer a more autonomous experience for end-users and provide
efficient data to all stakeholders. With IoT sensors monitoring occupancy
and reacting accordingly, a connected smart building can automatically
respond to occupancy changes by turning off lights and adjusting HVAC
systems to reduce consumption, accurately controlling how and where a
building should manage its energy.Smart Home 13
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Table A2. Cont.

LAYER DEFINITION TECHNOLOGY NO. NOTES ON ENERGY CONSUMPTION BEHAVIOURS

H
U

M
A

N
–T

EC
H

N
O

LO
G

Y
IN

TE
R

A
C

TI
O

N
(H

TI
)

PRODUCT The type of SSC technologies people engage with, utilise,
and use.

Zero Carbon Building (ZEB) 3
A net zero carbon building is highly energy efficient and powered by
on-site and/or off-site renewable energy sources, most commonly
associated with smart cities.

Carbon footprint calculator 2
A website or app that people can input to keep track of their carbon
footprint. Users can become more conscious of their behavioural impact
on carbon.

Smart appliances 1

Allows users to integrate and control many popular smart home
technologies and smart devices that may influence energy consumption
habits and control consumption.

Smart lighting 1

Automatic meter reading (AMR) 1

Solar PV 12

High-energy heat pumps 1

LED low-power lighting 1

Solar water heaters 1

Thermal solar panels 1

Total 46

(d) Application

Smart parking 3

Since smart devices are connected to smartphones via Wi-Fi, many apps
are designed for users to explore their energy feedback through either
their energy providers or install smart technologies that integrate smart
features into their homes.

Smart traffic 3

Smart transport 1

Smart mobility 2

E-deliveries 1

E-governance 1

Email 1

Clickstream 1

Smartphone app 2

Social media 1

Feedback technology app 1

Service Oriented Architecture (SOA) 1

Web based energy app 1

Real-time performance app 1

Smart apps 1

20

Total 116
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