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Abstract


With the continuous expansion of the power grid, the issue of operational safety has attracted increasing attention. In power grid operation control, unauthorized operations are one of the primary causes of personal accidents. Therefore, preventing and monitoring unauthorized actions by power grid operators is of critical importance. First, multimodal violation data are integrated through information systems, such as the power grid management platform, to construct a historical case database. Next, word vectors for three types of operation-related factors are generated using natural language processing techniques, and key vectors are selected based on generalized correlation coefficients using mutual information, enabling effective dimensionality reduction. Independent component analysis is then employed for feature extraction and further dimensionality reduction, allowing for the effective characterization of operational scenarios. For each historical case, a risk score is derived from a violation risk prediction model constructed using the Random Forests (RF) algorithm. When a high-risk score is identified, the K-Nearest Neighbor (KNN) algorithm is applied to locate similar scenarios in the historical case database where violations may have occurred. Real-time violation risk assessment is performed for each operation, providing early warnings to operators, thereby reducing the likelihood of violations, and enhancing the safety of power grid operations.
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1. Introduction


The smart grid plays a crucial role as a foundational platform in the Chinese national strategy to promote energy transformation and drive innovation-led development [1]. With the ongoing expansion of electric power infrastructure, construction safety has garnered significant attention [2]. Enhancing risk resilience is a top priority, and strengthening grid security must be the primary goal of grid development [3]. Grid operations face numerous challenges, including a large number of operators, high personnel turnover, outdoor construction risks, and poor working conditions, all of which contribute to potential safety hazards. To implement the policy of “safety first, prevention foremost, and comprehensive management”, power grid enterprises have undertaken extensive safety and anti-violation efforts [4]. Workplace accidents pose a significant threat to employees’ health and safety. Despite advancements in safety technology across various industries, non-compliant behavior remains a major contributor to workplace accidents [5]. Memarian et al. [6] argue that the rational use of risk analysis and assessment methods is essential for effectively mitigating risk factors in power safety production. The Southern Power Grid Corporation embraces the safety concept that “all accidents can be prevented”. However, the current management of power operation violations primarily focuses on site control, dispatching safety personnel to inspect work sites, or using cameras for video surveillance. Peng [7] proposed an object detection model, CORY-Net, combining contrastive self-supervised pretraining and YOLOv5 for intelligent safety monitoring on power grid construction sites. Nevertheless, unauthorized operations are still largely identified manually by monitoring personnel, which is inefficient [8]. Additionally, violation prevention mainly relies on improving management systems, with little focus on assessing operational violation risks before grid operations, making effective prevention challenging.



On-site power operations involve numerous risk factors, such as temperature, operating environment, voltage levels, and work modes, which are characterized by complexity, dynamic changes, randomness, and uncontrollability. A scientific analysis of these risk factors is essential for accurately assessing the risks associated with on-site power operations [9]. In the complex power grid system, the diversity of data sources and the complexity of data connotations result in multimodal and cross-modal data characteristics. This means that the data contain various modalities that correspond to or interact with one another, such as text, information tables, and more. For text data, converting textual information into numerical representations is often required. In this context, Qaiser et al. [10] utilized Term Frequency-Inverse Document Frequency (TF-IDF) to comprehensively evaluate document content, increasing the significance of important keywords and reducing the impact of high-frequency words. However, when the keyword “command” is included in text data, the TF-IDF formula assigns it a low weight, despite its critical role in operational information. Midya et al. [11] employed independent component analysis (ICA) to extract response features for automotive fault diagnosis, simplifying computation and aiding in system design for vehicle diagnostics and quality control. In the power sector, Zhou et al. [12] examined the deep relationship between noncompliance and violations using data from electric power companies, paving the way for improved workplace safety. Awasthi et al. [13] proposed a K-Nearest Neighbor (KNN) algorithm for accurately and efficiently classifying fault types in distribution networks with distributed generation (DG), thereby enhancing the reliability and stability of complex distribution systems. Mao [14] introduced a deep multi-task learning approach, addressing issues such as insufficient feature mining and error accumulation in multi-node load forecasting by incorporating multi-modal feature extraction and a soft-shared multi-task learning model with strong practical value. Chang et al. [15] combined dynamic information, such as operator images and locations, with static information derived from historical data to perform a comprehensive risk assessment and estimate safety probabilities. Maria et al. [16] proposed a new algorithm for managing unexpected events in smart grids, evaluating potential impacts to ensure smooth grid operation. Praveen [17] developed a CNN-based model for fault classification in power distribution networks integrated with distributed generation, achieving 99.52% accuracy without the need for pre-processing or feature engineering. While some research has focused on risk prediction and prevention mechanisms for violations in field power operations, these studies remain inadequate. There is currently no system that provides a future operational plan combined with relevant data to predict the likelihood of violations, key violation types, and potential issues prior to the operation. This information, if available, would offer operators valuable insights into preventing violations before they occur.



To address these challenges, this paper first constructs a historical case database by leveraging multimodal historical operation data from information systems such as power grid management platforms. Natural language processing techniques are then applied to generate word vectors for three types of operation-related factors. Generalized correlation coefficients based on mutual information are used to select key word vectors, enabling efficient approximation and dimensionality reduction of the word vectors. ICA is employed for feature extraction and dimensionality reduction, facilitating accurate representation of operational scenarios. For each historical case, a violation risk prediction model, built using the Random Forest (RF) algorithm, is utilized to calculate a risk score. If the risk score is high, the KNN algorithm is applied to identify potential violations under similar operational conditions from the historical case database. Real-time violation risk assessment is conducted with each issued operation, providing early warnings to operators. This approach effectively mitigates the occurrence of violations and enhances the safety and security of power grid operations.



1.1. Jieba Segmentation


Segmentation is a crucial task in natural language processing, involving the division of continuous text into meaningful words or phrases based on specific rules. Unlike English, where spaces naturally separate words, Chinese word segmentation is more complex. The challenges arise from differing tasks, perspectives, and interpretations of what constitutes a “word”, making it difficult to establish a universal standard for segmentation.



The Jieba segmentation tool in Python employs a comprehensive general-purpose lexicon, making it both powerful and broadly applicable across various domains. It also allows for the integration of a custom lexicon with the general-purpose lexicon, facilitating efficient segmentation in specialized fields [18]. Jieba’s segmentation algorithm is based on Hidden Markov Models (HMMs), which encompasses three distinct segmentation models: the exact model, the complete model, and the search engine model. HMMs are statistical models that describe a Markov process with parameters that are not directly observable. The complete model scans all possible words in the text according to a Chinese thesaurus, which, while fast, does not effectively resolve ambiguities. In contrast, the exact model aims for precise segmentation, ensuring that no redundant words appear in the output. The search engine model builds upon the exact model by re-segmenting long words to enhance recall, albeit at the expense of introducing some redundancy in the results.




1.2. Independent Component Analysis


Independent Component Analysis (ICA) is a signal processing technique grounded in the principle of statistical independence of mixed signals [19]. It operates by separating observed signals into mutually independent source signals through a linear transformation. ICA assumes that the mixed signals are linear combinations of the underlying source signals and aims to maximize the statistical independence of the output signals by adaptively adjusting the transformation matrix. This method has extensive applications in addressing the challenge of separating independent components within multidimensional data.



FastICA, developed by Hyvärinen et al. [20], is a widely recognized and efficient blind source separation algorithm in the field of multidimensional signal processing, noted for its rapid convergence and superior performance. It aims to recover independent source signals from mixed signals. The fundamental principles of FastICA encompass several key processes: centering, whitening, initialization of the separation matrix, iterative updating, and termination condition testing. By iteratively updating the separation matrix, the non-Gaussianity of the output signal is progressively enhanced, allowing for the identification of a transformation matrix that facilitates the blind source separation of the signals. FastICA is particularly effective in processing non-Gaussian signals.




1.3. K-Nearest Neighbor Algorithm


The KNN algorithm is a basic machine learning algorithm for classification and regression problems [21]. It works on the principle of classification based on the votes of the K nearest neighbors in the feature space or regression based on the mean of these neighbors. For a given data point, the KNN determines the class to which it belongs by calculating the distance to its nearest neighbor training samples by majority voting. Specifically, it uses KNN in the feature space to perform classification or regression based on their labels. Among them, the sample distance is measured by Euclidean distance, Manhattan distance, Minkowski distance, and cosine similarity; the choice of K value is also particularly critical [22]. When the K value is too small, the model will be particularly sensitive to noise and is easily affected by local noise, which leads to poor generalization of the model to the overall data, and when the K value is too large, it easily leads to the phenomenon of overfitting of the model.




1.4. Random Forests Algorithm


The RF algorithm was introduced by Leo Breiman and Adele Cutler [23], who elaborated on the principles and applications of the Random Forests algorithm in their 2001 paper. The RF algorithm is an ensemble learning method that addresses classification and regression tasks by aggregating the outputs of multiple decision trees. Each decision tree is constructed using a randomly selected subset of features and a randomly selected subset of samples. The final prediction is then determined through voting or averaging the results from all the trees [24].





2. Construction of Grid Operation Violation Risk Prediction Model for Operation Data Mining


This paper presents a grid operation violation risk prediction method based on operational data mining, enabling real-time violation risk assessment for each issued operation and providing early warnings for operators. Specifically, as illustrated in Figure 1, this violation assessment method constructs a predictive model through the processing of multimodal unstructured data. The modeling process primarily involves the following steps: preprocessing of multimodal unstructured data, construction of an operational lexicon and word vector space, keyword vector filtering and dimensionality reduction, feature extraction via ICA, violation score prediction via RF, and subsequent violation risk assessment.



2.1. Data Acquisition and Case Base Construction


Relying on the grid management platform and other information systems to obtain multimodal data on grid operation violations, recorded as    X ˜  = [   X ˜  1  ,   X ˜  2  ,   X ˜  3  ] ∈  ℝ  n × m    , its corresponding violation label is noted as   Y ∈  ℝ  n × 1    , where     X ˜  1  ∈  ℝ  n ×  m 1      denotes    m 1    factors whose attributes are in numerical form—examples include weather temperature, latitude and longitude of the workplace, etc.;     X ˜  2  ∈  ℝ  n ×  m 2      denotes    m 2    factors in the form of fixed text phrases;   Y ∈  ℝ  n × 1     is the violation label. n denotes the number of historical cases, and   m =  m 1  +  m 2  +  m 3    denotes the number of operational factors.



In order to construct a standardized database, the multimodal historical operation data are first preprocessed to construct word vectors of operation-related factors.



Step 2.1-1 Pre-processing of numerical form factors



For operation factors whose attributes are in numerical form     X ˜  1 i    i = 1 , 2 , … ,  m 1     , normalization is performed to remove the effects of different magnitudes:


   X 1  i , j   =      X ˜  1  i , j   − min     X ˜  1 i      max     X ˜  1 i    − min     X ˜  1 i        



(1)




where     X ˜  1  i , j     denotes the value of the attribute of the operational factor     X ˜  1 i    i = 1 , 2 , … ,  m 1      in the   j t h   j = 1 , 2 , … n     historical case;   max     X ˜  1 i      and   min     X ˜  1 i      denote the maximum and minimum values of the attributes of the operational factor     X ˜  1 i    i = 1 , 2 , … ,  m 1     , respectively.



Step 2.1-2 Pre-processing of fixed text phrase form assignment factors



For factors that fix the form of textual phrases     X ˜  2 i    i = 1 , 2 , … ,  m 2     , their subfactor is used as a keyword in the operational violation dictionary. The attribute values in the factor are counted and coded sequentially, and these values are converted to numeric vector form.



Step 2.1-3 Pre-processing of descriptive linguistic form assignment factors



For descriptive linguistic forms with the factor     X ˜  3 i    i = 1 , 2 , … ,  m 3     , the Jieba segmentation engine is firstly employed for text segmentation. After removing low-frequency partitions by filtering out deactivated words with low information content, a lexicon is constructed. Subsequently, the bag-of-words (BoW) model is applied based on this filtered lexicon, resulting in a total of J words. The frequency of each word from the lexicon appearing in the segmented results of each operational case is recorded as the corresponding position in the J-dimensional vector. This process generates a J-dimensional vector for each operational case, thereby establishing the word vector space by applying the previously described procedures across all operational cases.



With the above steps, the word vector space of grid operations can be constructed, and n operation cases are represented as a structured data matrix   X ∈  ℝ  n × J     with variable dimension J and number of samples n:


  X =        x 1  ( 1 )      x 2  ( 1 )    ⋯     x J  ( 1 )        x 1  ( 2 )      x 2  ( 2 )    ⋯     x J  ( 2 )      ⋮   ⋮   ⋱   ⋮       x 1  ( n )      x 2  ( n )    ⋯     x J  ( n )       ∈  ℝ  n × J    



(2)




where the value of    x j  ( i )   denotes the value of the attribute corresponding to the jth factor or sub-phrase in the ith historical case.



Step 2.1-4 Pre-processing of violation label



For the violation label, there are two elements: “violation” and “no violation”. “No violation” is coded as 0, while “violation” is coded as 1.




2.2. Key Segmentation Extraction and Classical Word Vector Space Construction


To address the challenges posed by the high-dimensional sparse word vector matrix, this paper introduces a keyword vector extraction method grounded in mutual information. First, the mutual information between each keyword in the dictionary and the violation label is calculated. Subsequently, correlation coefficients based on this mutual information are computed, enabling the selection of word vectors with higher correlation coefficients as keywords. The specific steps involved in this process are outlined below.



Step 2.2-1 Mutual information between segmentation and violation label



For the high-dimensional sparse word vector matrices, the mutual information between each keyword in the dictionary and the violation label is first calculated:


  I (  X j  , Y ) = H (  X j  ) + H ( Y ) − H (  X j  , Y )  



(3)




where    X j  =      x j   1  ,  x j   2  , … ,  x j   n     T    denotes the   j t h   j = 1 , 2 , … , J     segmentation,   H (  X j  )   is the information entropy of the segmentation    X j   :


  H (  X j  ) = −    ∫ x   p (  X j  ) log p (  X j  ) d x     



(4)







  H ( Y )   is the information entropy of the violation label  Y :


  H ( Y ) = −    ∫ y   p ( Y ) log p ( Y ) d x     



(5)







  H (  X j  , Y )   is the joint information entropy of the partition    X j    and  Y :


  H (  X j  , Y ) = −    ∬   x j  , y    p (  X j  , Y ) log p (  X j  , Y ) d  x j  d    y  



(6)




where   p (  X j  )   and   p ( Y )   denote the probability density functions of the variables    X j    and  Y , and   p (  X j  , Y ) =    ∬   x j  , y    p ( x , y ) d  x j  d y      is the joint probability density function.



Step 2.2-2 Generalized correlation coefficients for segmentation and violation Label



The generalized correlation coefficients of the segmentation    X j    and segmentation  Y  are obtained based on the mutual information derived from Equation (6):


   r   X j  , Y   = r (  X j  , Y ) =    I (  X j  , Y )   min   H (  X j  ) , H ( Y )       



(7)




where    r   X j  , Y   ∈ [ 0 , 1 ]  .



Step 2.2-3 Filtering of keywords



If the correlation coefficient    r   X j  , Y     of the   j t h   segmentation with the label  Y  is greater than the threshold  δ , it means that the segmentation is a keyword:


   r   X j  , Y   = r (  X j  , Y ) > δ  



(8)







Otherwise, the segmentation is considered to contain less information and discarded, where the threshold  δ  is selected in practice based on the mean value of the mutual information values between the calculated segmentation and the violation label.



Step 2.2-4 Construction of key segmentation lexicon and word vector matrices



After filtering out the keyword segments through the previous step, the key lexicon of historical cases is built and the word vector matrix is constructed as


   X ⌢  =         x ⌢  1  ( 1 )       x ⌢  2  ( 1 )    ⋯      x ⌢  J  ( 1 )         x ⌢  1  ( 2 )       x ⌢  2  ( 2 )    ⋯      x ⌢  J  ( 2 )      ⋮   ⋮   ⋱   ⋮        x ⌢  1  ( n )       x ⌢  2  ( n )    ⋯      x ⌢  J  ( n )       ∈  ℝ  n × J    



(9)




where the value of     x ⌢  k  ( i )   denotes the attribute value corresponding to the   k t h   key segmentation in the   i t h   historical case, and J is the number of key segmentations.




2.3. Feature Extraction and Operational Scenario Characterization


To further extract the underlying information from the word vector matrix, this paper employs ICA for feature extraction and dimensionality reduction. The identified potential features serve as characterizations of the operational scenarios for each historical case in the subsequent steps.



Step 2.3-1 Whitening process



Whiten the sparse high-dimensional word vector matrix   X ⌢   obtained in Equation (9):


  Z =  Λ  − 1 / 2    U T   X ⌢  = Q  X ⌢  ∈  ℝ  n × J    



(10)




where matrix  Z  is the whitened data,   Q =  Λ  − 1 / 2    U T    is the whitened matrix, and  U  and  Λ  are the orthogonal eigenvector array and eigenvalue diagonal array obtained by eigenvalue decomposition of the covariance matrix   E (  X ⌢    X ⌢  T  )  , respectively.



Step 2.3-2 Low-dimensional feature extraction



Mapping the high-dimensional word vector matrices to the low-dimensional space using FastICA yields the independent principal element matrices:


  S = W  Z T  =        W  1 : p          W  p + 1 : J          Z T  ∈  ℝ  J × n    



(11)




where S denotes the independent principal elements and p is the number of retained principal elements; W is the decomposition matrix, the solution of which can be solved iteratively according to the non-Gaussian maximization principle using the FastICA algorithm proposed by Hyvarine [17].



In this way, with minimal loss of information, the operational scenarios for each historical case are characterized as a few of the most representative independent principal elements:


   S ˜  = Z  W  1 : p  T  =        s 1  ( 1 )      s 2  ( 1 )    ⋯     s p  ( 1 )        s 1  ( 2 )      s 2  ( 2 )    ⋯     s p  ( 2 )      ⋮   ⋮   ⋱   ⋮       s 1  ( n )      s 2  ( n )    ⋯     s p  ( n )        



(12)








2.4. Modeling of Violation Risk Estimation


To facilitate the estimation of violation risk within a specific operational scenario, it is essential to develop a prediction model that incorporates both the operational scenario representation vector and the violation risk indicator. The key steps involved in this process are described below.



Step 2.4-1 Violation risk indicators



For the   i t h   historical case, the KNN method is used to find the operational cases under similar operational scenarios in the historical case database, and the distance between the two cases is calculated:


   d  i j   =     ∑  t = 1  p     (  s i  ( t ) −  s j  ( t ) )  2       



(13)







Select the K cases closest to     S ˜  i   , noted as   N (   S ˜  i  ) =      S ˜   1 i  ,    S ˜   2 i  , ⋯ ,    S ˜   k i     , and find the corresponding violation label   y (   S ˜  i  ) =    y i 1  ,  y i 2  ⋯ ,  y i k     .



The probability of violation is calculated as an indicator of the risk of violation under the operational scenario of the   i t h   historical case:


  p (   S ˜  i  ) =    s u m ( y (   S ˜  i  ) )  k   =      ∑  t = 1  k    y i t     k    



(14)




where k can be determined using a cross-validation algorithm.



Step 2.4-2 Violation risk estimation modeling



The RF algorithm is utilized to construct the prediction model of operational key factors and violation risk indicators, the structure of which is shown in Figure 2.    S ˜  = (   S ˜  1  ,   S ˜  2  , … ,   S ˜  n  )   is the input layer data,    Y p  = ( p (   S ˜  1  ) , p (   S ˜  2  ) , … , p (   S ˜  n  ) )   is the output layer data, and the RF model consists of multiple decision trees, each of which is a type of base learner. The input layer data is transmitted to each decision tree, where each node represents a decision based on a feature of the input data. The RF algorithm aggregates the outputs of all decision trees through voting or averaging to ultimately produce a prediction of the target variable. The construction of each decision tree introduces diversity into the model by randomly selecting subsets of samples and features. The overall RF model enhances its predictive capability by adjusting model parameters and the number of trees while minimizing loss functions, such as the root mean square error, to achieve an accurate prediction model.




2.5. Risk Prediction of Behavioral Violations in Operational Tasks


In order to realize the violation risk assessment of the grid operation, it is necessary to predict the violation risk in advance according to the operation scenario when the operation is issued, the specific steps for which are described below.



Step 2.5-1 Pre-processing of data for the online operations work plan



When a grid operation is planned, its operation factors can be represented as    x ˜  = [   x ˜  1  ,   x ˜  2  ,   x ˜  3  ] ∈  ℝ  1 × m    , where     x ˜  1  ∈  ℝ  1 ×  m 1      denotes    m 1    factors whose attributes are in numerical form;     x ˜  2  ∈  ℝ  1 ×  m 2      denotes    m 2    factors in the form of fixed text phrases; and     x ˜  3  ∈  ℝ  1 ×  m 3      denotes    m 3    groups of factors in descriptive language.



Step 2.5-2 Pre-processing of numerical type factors for the online operations work plan



For numerical type factors, normalization is performed using the minimum and maximum values of the operational factors in Step 2.1-1:


   x 1 i  =      x ˜  1 i  − min (   X ˜  1 i  )   max (   X ˜  1 i  ) − min (   X ˜  1 i  )     



(15)







Step 2.5-3 Constructing keyword vectors for the online operations work plan



Using the key dictionary developed in Step 2.2-4, a keyword vector is constructed to represent the current grid operation task scenario.:


   x ⌢  = [      x ⌢  ( 1 )      x ⌢  ( 2 )    ⋯     x ⌢  ( J )     ] ∈  ℝ  1 × J    



(16)







Step 2.5-4 The whitening vector of the online operations work plan



Using the whitening transformation matrix obtained in Step 2.3-1, the whitening vector for the current grid operation task scenario is derived:


  z = Q  x ⌢  ∈  ℝ  1 × J    



(17)







Step 2.5-5 Independent principal element representation of the online operations work plan



Using the decomposition matrix obtained in Step 2.3-2, the independent principal element representation for the current grid operation task scenario is derived:


   s ˜  = z  W  1 : p  T  = [      s 1       s 2     ⋯     s p      ] ∈  ℝ  1 × p    



(18)







Step 2.5-6 Violation risk indicators for the online operations work plan



The independent principal element representation under the current grid operation task scenario is input into the RF prediction model obtained in Step 2.4-2 to calculate the violation risk indicator   p (  s ˜  )   for the current grid operation task scenario. When this indicator is relatively large, the violation situation of cases under similar operation scenarios in the historical case database is searched, and the corresponding violation dictionary is queried to provide a reference for the grid operator to effectively reduce the occurrence of violation behaviors and provide safety for the grid operation.





3. Application and Analysis of Results


3.1. Data Presentation and Pre-Processing


A total of 24,001 operational data points from January–July 2022 were obtained from a power grid company, and 21,715 historical cases were derived by removing data cases with incomplete information. A total of 90% of the data were randomly selected as historical cases to construct a case database. Therefore, 19,544 data points were used for model training and the remaining 2171 data points were used as testing data. As shown in Table 1, each piece of operational data contains 17 operational factors,    X ˜  = [   X ˜  1  ,   X ˜  2  ,   X ˜  3  ] ∈  ℝ  19544 × 17     Among them,     X ˜  1  ∈  ℝ  19544 × 5     denotes five factors whose attributes are in the form of numerical values, including { Longitude of the operating site, Latitude of the operating site, Maximum temperature on working days, Minimum temperature on working days, Voltage level};     X ˜  2  ∈  ℝ  19544 × 11     represents 11 factors in the form of fixed text phrases, including { municipal bureau, Supervisory levels, systematic classification, Project management units, Operating units (shifts), Main body of operation, Task origin, Type of operation, Professional fields, Risk levels and Operation methods};     X ˜  3  ∈  ℝ  19544 × 1     represents the descriptive language factor “ Operational plan implementation contents”; and   Y ∈  ℝ  19544 × 1     is the violation label, which is transformed into a numeric form with the attribute value {1, 0}, where 1 means “violation” and 0 means “ no violation”.



In this case, relying on the grid management platform and other information systems to obtain the data from the database of grid operation violation behavior is noted as    X ˜  = [   X ˜  1  ,   X ˜  2  ,   X ˜  3  ] ∈  ℝ  19544 × 17    , and its corresponding violation label is noted as   Y ∈  ℝ  19544 × 1    . Following the data preprocessing method outlined in Section 2.1, a word vector space for grid operations is constructed. Attributes such as “temperature” and “longitude”, represented as numerical data, are processed for their magnitudes. A factor dictionary is created to quantify these attribute values and convert them into numerical vector form; for instance, the factor “Task Origin” encompasses three textual attributes—{Infrastructure, Marketing, Production}—which are encoded as {1, 2, 3}. For the descriptive language of the factor “Operational Plan Implementation Contents”, the Jieba segmentation engine is employed to segment the text. Words with low information content are filtered out by setting deactivation words, resulting in a total of 8675 filtered segments that include key descriptors relevant to grid operations, such as “Operations”, “Site”, “Switch”, and “Ticket”. After removing less frequent segments, 113 segmentation entries are retained. The bag-of-words (BoW) model is then utilized to establish the word vector space, leading to the formation of a structured data matrix that represents 19,544 operation cases across 113 variable dimensions and 19,544 samples, with the initial word cloud illustrated in Figure 3.




3.2. Keyword Dictionary Construction and Feature Extraction Results


To extract fault-related key segments, the mutual information between each segment and the violation label in the dictionary is first calculated. Subsequently, the correlation coefficients based on the mutual information are computed, allowing for the selection of word vectors with larger correlation coefficients as key segments. Through practical analysis, it has been determined that a correlation coefficient    r   X j  , Y   > 0.22   between a segment and the violation label qualifies that segment as a key segment. Figure 4 illustrates the mutual information of each segment in the lexicon relative to the violation label, with the horizontal axis representing the lexicon keywords (such as “violation”, “operation”, etc.) and the vertical axis indicating the mutual information value between each corresponding keyword and the violation occurrence.



Finally, a total of 26 key sub-words, such as “Violation”, “Personnel”, “Site”, “ Work”, “Violate”, “Insulation”, “Ticket”, etc., are screened as shown in Figure 5 to establish the keyword dictionary for the historical cases and construct the word vector matrix.



Subsequently, the 26-dimensional sparse high-dimensional word vector matrix is processed using the ICA algorithm. Through whitening and FastICA, the high-dimensional word vector matrix is mapped to a low-dimensional space, resulting in a 3-dimensional independent principal matrix. Figure 6 illustrates the independent principal components of the historical cases. The ICA algorithm is employed for feature extraction, effectively mapping the high-dimensional word vector matrix to the low-dimensional space, where the most representative features are selected as the operational scene representations for each historical case, ensuring minimal loss of information.




3.3. Operational Risk Prediction Modeling and Online Assessment Results


When establishing the operational risk prediction model, for each historical case, the KNN algorithm is used to find operational cases under similar operational scenarios in the historical case database, and the probability of violation of the k historical operational cases in the nearest neighbor is statistically analyzed and used as the violation risk indicator under the operational scenario. The RF algorithm is used to construct the estimation model of operation key factors and violation risk index,      S ˜   = (     S ˜   1  ,    S ˜   2  , … ,    S ˜    19544   )   is the input data,    Y p  =   p (    S ˜   1  ) , p (    S ˜   2  ) , … , p (    S ˜    19544   )     is the output data, the number of decision trees is set to 100, the minimum number of leaf nodes is set to 5, the out-of-bag error estimation is turned on, and the importance of features is calculated, which is used for evaluating the performance of the model.



To validate the effectiveness of the proposed grid operation violation risk prediction algorithm, a total of 2171 grid operation tasks were evaluated. The RF algorithm employed in this study was compared against six other algorithms: Extreme Learning Machine (ELM), Radial Basis Function (RBF) neural network, Back Propagation (BP) neural network along with its variants—Genetic Algorithm-Back Propagation (GA-BP) and Particle Swarm Optimization-Back Propagation (PSO-BP)—as well as a Convolutional Neural Network (CNN). The differences between the predicted and actual values of violation risk for all models on the testing set are illustrated in Figure 7.



To gain a more comprehensive understanding of the advantages of the proposed method, a comparative analysis was conducted with other algorithms based on three key metrics: R2 (i.e., coefficient of determination), MAE (mean absolute error), and MBE (mean bias error). The comparison of R² values for the training and testing sets across different algorithmic models is presented in Figure 8, while the comparisons of the MAE and MBE metrics are summarized in Table 2, Table 3 and Table 4.



First, the performance metrics considered are R², MAE, and MBE. The R² metric is a statistical measure used to evaluate the fit of a regression model to the data, assessing how well the predicted values align with the actual observed values. Its range is from 0 to 1, where a value of 0 indicates poor predictive accuracy, while values closer to 1 suggest higher accuracy, with 1 signifying perfect prediction. MAE is commonly employed to assess the accuracy of predictive models; it represents the average of the absolute differences between predicted and actual values. Similarly, MBE measures predictive accuracy and is calculated as the average of the differences between predicted and actual values, divided by the total number of samples. A more accurate model will yield a smaller absolute value of MBE, ideally approaching zero.



The analysis reveals that, for the performance indicator R2, the RF algorithm achieves values closer to 1 in both the training and testing sets. It indicates that the RF algorithm exhibits stronger explanatory power for the target variables compared to other algorithms, effectively capturing the relationship between independent and dependent variables. Notably, in the testing set, the RBF algorithm yields a negative R2 value when it processes 3-dimensionality-reduced data. This may be attributed to the limited information present in low-dimensional data, which restricts the model’s fitting capability and hinders its generalization. Additionally, for the performance metric MAE, the RF algorithm model demonstrates relatively lower values in both the training and testing sets, indicating that the prediction results obtained through the RF algorithm are more accurate than those of the comparative algorithms. Finally, regarding the performance metric MBE, the RF algorithm shows smaller values that are closer to zero in both training and testing sets, signifying that the RF algorithm predictions are largely consistent with the actual values.



Furthermore, the comparative analysis presented in Table 2, Table 3 and Table 4 demonstrates the significance of processing steps such as removing low-frequency words, keyword extraction, and feature extraction. This approach not only helps avoid the pitfalls associated with high-dimensional data but also allows for the selection of key participles that effectively characterize job construction scenarios, as evidenced by the comparison between Table 2 and Table 3. The resulting low-dimensional vector representation of the field operation plan text is achieved while maintaining prediction accuracy. Additionally, FastICA effectively extracts the latent information from the keyword vector matrix, enabling further feature extraction and dimensionality reduction. A comparison of Table 3 and Table 4 indicates that this dimensionality reduction operation produces a vector representation that significantly enhances the probability of violation risk prediction.



In summary, a comprehensive comparison of various algorithms reveals that the RF algorithm developed in this study achieves an R2 value of 92.37% on the testing set. It indicates that the model effectively leverages information from current operational scenarios to predict violation risks in real-time. Furthermore, it provides relevant early warning information to operational staff when issuing commands, specifically regarding common violations observed in similar historical cases. This proactive approach significantly reduces the likelihood of violations and ensures the safe operation of the power grid. In comparison to other algorithms, the proposed method demonstrates superior performance in terms of both accuracy and robustness.





4. Conclusions


This paper analyzes the multimodal grid historical violation operation data from January to July 2022 of a power company and constructs a historical case database. Based on the Jieba partition and bag-of-words model, the different modal data have been processed to construct the initial word vector space, which realizes the numerical structural description of the historical grid violation operation cases. In order to remove the redundancy of the initial lexicon, a novel key feature extraction strategy has been designed to extract the keywords based on mutual information, construct the keyword vector space of historical cases, and introduce the ICA algorithm to realize the dimensionality reduction characterization of the word vector space. After that, a RF algorithm is utilized to construct a grid operation violation risk prediction model. The proposed method can realize real-time assessment of violation risk, so as to effectively reduce the occurrence of violations and provide a safety guarantee for power grid operation.
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Figure 1. Flowchart for the proposed method. 
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Figure 2. Model structure of RF. 
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Figure 3. Word cloud map of initial segmentation. 
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Figure 4. Mutual information between key segmentations and violation tags. 
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Figure 5. Word cloud map of key segmentations (26 words.). 
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Figure 6. Independent feature representation of historical casework scenarios. 
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Figure 7. Predicted error on the testing set for different models. 
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Figure 8. Comparison of R2 values for different models. 
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Table 1. Example of a numerical factor in an operational plan.






Table 1. Example of a numerical factor in an operational plan.





	
Operational Influencing Factors

	
Examples of Contents

	
Factors Format






	
Municipal bureaus

	
XX Power Supply Bureau

	
Fixed texts




	
Supervisory levels

	
Prefectural level




	
systematic classification

	
Supervision system




	
Project management units

	
XX Power Supply Bureau




	
Operating units (shifts)

	
XX XX Development Ltd.




	
Main body of operation

	
Home unit, outside unit




	
Task origin

	
Infrastructure




	
Type of operation

	
Infrastructure type




	
Professional fields

	
Power transmission




	
Risk levels

	
Medium




	
Operation methods

	
Non-stop power supply




	
Operating site longitude (°)

	
104.95764

	
Numeric data




	
Operating site latitude (°)

	
26.54658




	
Maximum temperature (°C)

	
14




	
Minimum temperature (°C)

	
5




	
Voltage level

	
35 kV




	
Operational plan implementation contents

	
35 kV Guan Steepening Line to 110 kV Stroke Field Substation 35 kV Project (P53 Pylon Establishment)

	
Descriptive Language Texts











 





Table 2. Comparison of R2, MAE, and MBE metrics for initial word vector space.
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Models

Indicators

	
ELM

	
RBF

	
BP

	
GA-BP

	
PSO-BP

	
CNN

	
RF






	
R2

	
Training set

	
0.3165

	
0.4182

	
0.4861

	
0.5353

	
0.5390

	
0.6165

	
0.8232




	
Testing set

	
0.2414

	
0.3851

	
0.4692

	
0.4791

	
0.4797

	
0.4847

	
0.5728




	
MAE

	
Training set

	
0.3501

	
0.3104

	
0.2691

	
0.2443

	
0.2314

	
0.2251

	
0.1228




	
Testing set

	
0.3924

	
0.3472

	
0.2949

	
0.2768

	
0.2722

	
0.2741

	
0.2374




	
MBE

	
Training set

	
−0.0170

	
−0.0195

	
−0.0051

	
0.0259

	
−0.0192

	
0.0036

	
0.0019




	
Testing set

	
0.0505

	
−0.0142

	
0.0296

	
0.0679

	
0.00378

	
0.0165

	
0.0130











 





Table 3. Comparison of R2, MAE, and MBE metrics for Keywords vector space.






Table 3. Comparison of R2, MAE, and MBE metrics for Keywords vector space.





	
Models

Indicators

	
ELM

	
RBF

	
BP

	
GA-BP

	
PSO-BP

	
CNN

	
RF






	
R2

	
Training set

	
0.3376

	
0.4031

	
0.5839

	
0.5745

	
0.5586

	
0.5888

	
0.8173




	
Testing set

	
0.2955

	
0.3492

	
0.4797

	
0.4810

	
0.4816

	
0.5006

	
0.5757




	
MAE

	
Training set

	
0.3461

	
0.3199

	
0.2084

	
0.2088

	
0.2176

	
0.2368

	
0.1231




	
Testing set

	
0.3830

	
0.3554

	
0.2561

	
0.2519

	
0.2510

	
0.2794

	
0.2272




	
MBE

	
Training set

	
−0.0168

	
−0.0182

	
0.0013

	
−0.0021

	
−0.0028

	
0.0028

	
0.0014




	
Testing set

	
0.0185

	
−0.0191

	
0.0141

	
0.0087

	
−0.0030

	
0.0089

	
−0.0125











 





Table 4. Comparison of R2, MAE, and MBE metrics for dimensional vector space.
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Models

Indicators

	
ELM

	
RBF

	
BP

	
GA-BP

	
PSO-BP

	
CNN

	
RF






	
R2

	
Training set

	
0.9210

	
0.7758

	
0.9404

	
0.9442

	
0.9453

	
0.9494

	
0.9971




	
Testing set

	
0.4348

	
−0.0551

	
0.6386

	
0.6941

	
0.7403

	
0.7776

	
0.9237




	
MAE

	
Training set

	
0.0653

	
0.1204

	
0.0548

	
0.0518

	
0.0497

	
0.0511

	
0.0107




	
Testing set

	
0.0661

	
0.1062

	
0.0545

	
0.0499

	
0.0412

	
0.0492

	
0.0227




	
MBE

	
Training set

	
−0.0052

	
−0.0234

	
0.0005

	
−0.0025

	
−0.0008

	
−0.0021

	
0.0001




	
Testing set

	
0.0230

	
0.0897

	
0.0206

	
0.0168

	
0.012

	
0.0087

	
0.0132
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