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Abstract: The increasing uncertainty of wind power brings greater challenges to the control for
mitigation of cascading failures. In order to minimize the risk of cascading failures in large-scale wind
power systems at a lower economic cost, a multi-stage blocking control model is proposed based
on sensitivity analysis. Firstly, the propagation mechanism of cascading failures in power systems
with wind power integration is analyzed, and the propagation path of such failures is predicted.
Subsequently, sensitive lines that are prone to failure are identified using the power sensitivity matrix,
taking into account the effects of blocking control on the propagation path. By constraining the
power flow of these sensitive lines, a multi-stage blocking control model for the predicted cascading
failure path is proposed with the objective of minimizing the control cost and cascading failure
probability. Based on probabilistic optimal power flow calculations, the constraints related to wind
power uncertainty are transformed into opportunity constraints. To validate the effectiveness of
the proposed model, the IEEE 39-node system is used as an example, and the results show that the
obtained control method is able to balance economy and safety. In addition, the control costs for the
same initial failure are higher as the wind power penetration rates and confidence levels increase.

Keywords: power systems; cascading failure; multi-stage blocking control; sensitive lines

1. Introduction

In recent years, global blackouts have become increasingly frequent, predominantly
attributed to random failures that trigger abnormal operational states within the system,
subsequently leading to cascading failures across various components [1–3]. Cascading
failures are a serious threat to the safe operation of the power system.

According to data released by the Global Wind Energy Commission (GWEC), in 2022,
the grid-connected capacity of global wind power increased by 77.6 GW, with an additional
offshore installed capacity of 8 GW. The top five countries in terms of newly added wind
power installations are China, the United States, Brazil, Germany, and Sweden. In China,
wind power constitutes 13% of the total installed power generation capacity, providing
7.5% of the total electricity consumption. With the increasing integration of wind pow-
er sources into the grid, there is heightened uncertainty in source-side output and new
dynamic behavioral properties of the grid, leading to an escalated risk of cascading failures
in the power grid [4]. Therefore, it is very crucial to control cascading failures under the
uncertain nodal power injection of wind power.

Currently, significant progress has been achieved in researching the prevention and
control of cascading failures. Modern digital systems [5], complex systems theory [6,7], and
complex network theory [8,9] are employed to investigate early warning, fault situation
identification, and prevention control of cascading failures. However, modern digital
systems are highly dependent on data, and monitoring systems within power systems
involve numerous agents with varying data structures. Complex network theory and

Energies 2024, 17, 442. https://doi.org/10.3390/en17020442 https://www.mdpi.com/journal/energies

https://doi.org/10.3390/en17020442
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/energies
https://www.mdpi.com
https://doi.org/10.3390/en17020442
https://www.mdpi.com/journal/energies
https://www.mdpi.com/article/10.3390/en17020442?type=check_update&version=1


Energies 2024, 17, 442 2 of 18

complex system theory primarily analyze the macroscopic characteristics of the power grid.
Consequently, these limitations impede the guidance for formulating control schemes to
prevent power grid cascading failures. Subsequently, adopting control methods based on
deterministic safety criteria becomes crucial. This involves considering safety constraints
during grid operation and employing sensitivity analysis [10], mathematical program-
ming [11,12], and other methodologies to devise optimal control schemes. The objective
is to eliminate abnormal operational states of the power grid and prevent cascading fail-
ures. In a specific emergency control model proposed in [10], sensitivity analysis is used
to identify power adjustment nodes and prioritize the adjustment sequence of node sets
based on their impact on line power adjustment. This approach successfully addresses the
cascading overload tripping problem caused by line overload through multiple rounds of
system power adjustment. Meanwhile, Dvorkin et al. [11] introduced a safety-constrained
optimal power flow model into cascading failure preventive control, ensuring the lowest-
cost dispatch of controllable generators while adhering to all operational constraints in
both pre- and post-accident states. To address the high control cost or practical infeasibility
associated with preventive control alone, Zhai et al. [12] established a cascading failure
defense model based on preventive-emergency coordinated control. This model optimizes
the initial operating state of the system using preventive control, considers the power
grid’s constraints on the tolerability of cascading failure consequences, and maximizes the
dispatchable potential of generators during an accident, effectively suppressing cascading
failures under economically optimal conditions. While these control models are gener-
ally effective for selected failure modes, they often overlook the influence of power grid
operational status on component failure probability, leading to challenges in accurately
quantifying the power grid’s safety degree and resulting in conservative control schemes.
Consequently, several studies have incorporated risk assessment theory into cascading
failure control, considering uncertainties in system operation to develop control schemes
that balance safety and economy. For instance, Wang et al. [13] proposed a risk assessment-
based preventive-blocking coordinated control model to implement control measures at the
link with the highest risk in the cascading failure path. This approach simplifies the opti-
mization objective. Rui et al. [14] established a coordinated control model with system risk
and control cost as indicators, and employed a multi-objective particle swarm optimization
algorithm accounting for preferences to determine the optimal control scheme.

In fact, most studies focus on fault voltage ride-through control of wind turbines,
security-constrained optimal power flow considering wind power uncertainty, and preven-
tion control of cascading failures. However, hierarchical blocking control for mitigating
cascading failures is rarely addressed. The predominant focus in existing research is on
power grid operation scenarios where source output is predetermined. These studies
deduce the propagation path of cascading failure based on the law of power flow trans-
fer to formulate control schemes. However, in systems incorporating wind power, the
substantial uncertainty in their power output heightens the complexity of controlling cas-
cading failures. On one hand, when the proportion of wind power integrated into the grid
is substantial, the fluctuating nature of its output introduces greater uncertainty in line
power flow. Consequently, the challenge of addressing line overload becomes more severe
and intricate to prevent. On the other hand, the uncertainty associated with wind power
output may disrupt the power balance of the system. During such instances, the number
and adjustment amplitude of conventional units participating in the adjustment process
increase. This inevitably alters the flow transfer dynamics and may even lead to changes in
the cascading failure path, accentuating the occurrence of new failures during the control
process. Hence, formulating a cascading failure control scheme that considers both safety
and economy is crucial. This approach ensures the safe and stable operation of the system
by accounting for the impact of wind power output uncertainty on cascading failure.

Building upon the aforementioned analysis, this study presents a multi-stage blocking
control model for cascading failure that explicitly considers the impact of wind power
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output uncertainty on sensitive lines within the framework of power systems with wind
power integration. The key contributions of this article are outlined as follows:

(1) A probabilistic power flow is employed to delineate the uncertainties associated
with wind power output, serving as the computational foundation for forecasting
cascading failure pathways. We propose a cascading failure path prediction method
tailored for power systems incorporating wind power integration.

(2) We analyze the mutual influences among the uncertainty of wind power output,
the propagation path of cascading failure, and the control measures implemented
to mitigate these effects. We propose the utilization of a power sensitivity matrix
to identify susceptible lines prone to failure due to control measures. In the control
model, distinct safety constraints are established for these sensitive lines to diminish
the likelihood of failure and avoid causing new line failures during the control process,
particularly in the context of cascading failures.

(3) Taking into account the uncertainties in control variables arising from wind power,
constraints involving random variables are expressed as expected value constraints
using probability optimal power flow. Additionally, the boundary constraints of
output variables are portrayed as chance constraints. We construct a multi-stage
blocking control model for cascading failures in wind power systems, ensuring the
economic and safe implementation of the derived control scheme.

(4) The efficacy of the presented control model is validated through simulation analy-
sis. The impact of large-scale wind power on cascading failure blocking control is
examined by considering the wind power penetration rate and confidence level as
key factors in the analysis.

The rest of this paper is organized as follows: Section 2 introduces the propagation
path of cascading failure in power systems with wind power integration; Section 3 describes
the sensitive lines in power systems with wind power integration. The blocking control
model of cascading failure in power systems with wind power integration is proposed
in Section 4; the simulation and results on IEEE test systems are given in Section 5, and
Section 6 concludes the paper.

2. Propagation Path of Cascading Failure in Power Systems with Wind
Power Integration
2.1. Probabilistic Power Flow Calculation

With the ongoing development of new energy sources, the consideration of uncertainty
in new energy output at the source side is becoming increasingly crucial in probabilistic
power flow calculations [15]. The analytical approach, exemplified by the cumulant method,
linearizes the mathematical relationship between input and output random variables.
It employs simple algebraic operations between cumulant variables instead of complex
convolution operations to calculate the cumulant variables of each order of output variables.
The probabilistic characteristics of output variables are then derived through the level
expansion method, offering the advantages of reduced computational effort and higher
computational efficiency [16]. Consequently, this paper develops a probabilistic power
flow model that takes into account wind power uncertainty based on the cumulant method.
Uncertainties in the wind power system primarily arise from the variability in user-side
load demand and the fluctuations in the active output of the wind turbine due to changes
in wind speed. In this paper, we assume that the power at the load node approximately
follows a normal distribution, and the power output model is expressed by Equation (1):

f (PL) =
1√

2πσPL
exp[− (PL−µPL )

2

2σPL
2 ]

f (QL) =
1√

2πσQL
exp[− (QL−µQL

)2

2σQL
2 ]

(1)
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where f (PL) is the probability density function of active power. f (QL) is the probability
density function of reactive power. µPL , σPL

2 are the expectation and variance of load
active power, respectively. µQL , σQL

2 are the expectation and variance of the load reactive
power, respectively.

In this paper, it is assumed that the wind speed follows the Weibull distribution, and
its probability density function is represented by Equation (2):

f (v) =
k
c
(

v
c
)

k−1
e−(v/c)k

(2)

where k is the shape parameter of the Weibull distribution, c is the scale parameter of the
Weibull distribution. According to Reference [17], the relationship between wind power
active output Pw and wind speed v satisfies can be described as:

Pw =


0, v < vci or v ≥ vco
v3−vci

3

vr3−vci
3 Pwn vci ≤ v ≤ vn

Pwn v ≥ vn

(3)

where Pwn and vn are the rated power and rated wind speed of the wind turbine, re-
spectively. vci and vco are the cut-in wind speed and cut-out wind speed of the wind
turbine, respectively.

A probabilistic power flow model is employed in this work, which is based on t the
AC power flow. In the AC power flow model, the nodal power equation is expressed in
matrix form. Subsequently, a Taylor series expansion is conducted around the base run
operating point, wherein higher order terms are disregarded, resulting in the following
simplified expression: {

X =X0+∆X =X0 + S0∆W
Z =Z0+∆Z =Z0 + T0∆W

(4)

where X and ∆X are the node state variables (including node voltage amplitude and phase
angle) and their changes. Z and ∆Z are the branch power flow variable (including branch
active power flow and reactive power flow) and its variation. The subscript 0 indicates the
value at the base run point. S0 and T0 are the sensitivity matrix. S0 = J0

−1; T0 = G0J0
−1;

G0= (∂Z/∂X)|X=X0 ; J0 is the Jacobi matrix; ∆W is the node injection power perturbation.
According to the cumulant property, the random perturbation of the injected power at

the node can be mathematically represented as:

∆wi
(k) = ∆wGi

(k) + ∆wLi
(k) (5)

where ∆wi
(k) add the k-order and half invariance of the power to the node i. ∆wGi

(k) and
∆wLi

(k) add the k-order and half invariance of the power of the generator and the power of
the load to the node i, respectively.

Thus, the k-order cumulant of the output variable can be obtained as:{
∆Xk = Sk

0∆Wk

∆Zk = Tk
0∆Wk (6)

where S0
k and T0

k are the matrices formed by the matrix S0 and the powers T0 of the k
elements in the matrix, respectively.

After applying Equations (5) and (6) to calculate the cumulant of the output vari-
able, the probability distribution function of the output variable, specifically the node
voltage and the line power flow, can be derived using the Gram–Charlier progression
expansion method.
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2.2. Prediction of Cascading Failure

Cascading failure is a phenomenon characterized by the simultaneous occurrence of
multiple factors, a short propagation time, and severe consequences. According to the
literature [18], it is noted that the primary driving factor behind cascading failure in new
energy power systems is still predominantly overload. Therefore, the present study aims to
analyze and mitigate the occurrence of overload-dominated cascading failure. Overload-
dominated cascading failure is a phenomenon in which a system experiences a failure
that alters the optimal power flow transmission path. This leads to a redistribution of
power flow from the faulty line to the non-faulty line, causing the non-faulty line to become
overloaded. As a result, protection measures are triggered to remove the non-faulty line,
leading to a chain reaction that ultimately results in the collapse of the entire system [19].
The probability of line tripping due to overload is commonly represented using a piecewise
function [20].

c =


c0, Pk ≤ Pk

r

c0 +
1−c0

Pk
m−Pk

r (Pk − Pk
m), Pk

r < Pk ≤ Pk
m

1, Pk > Pk
m

(7)

where c0 is the protection recessive fault probability, which is 0.01. Pk is the active
power on the line k. Pk

r and Pk
m are the rated power and limit transmission power

of the line k, respectively.
When the proportion of wind power is high, the fluctuating nature of its power output

results in line power flow that exhibits uncertain characteristics. The probabilistic power
flow model can be employed to determine the probability distribution state of power flow
in power systems that incorporate wind power. However, the power flow along the line
is no longer considered a constant value, but rather a probability density function. As a
result, it is not possible to directly substitute this function into Equation (7) in order to
determine the line outage probability. Therefore, Equation (8) combines the probability
density function of the line power flow and the line outage probability to determine the
line outage probability in power systems with wind power integration.

cw =
∫ +∞

0
c · f (Pk)dPk (8)

where f (Pk) is the probability density function of line k active power. c is the probability of
line tripping due to overload.

In the context of cascading failure propagation, the subsequent faulty lines are primar-
ily impacted by the disconnection of the line in the previous stage if no mitigation measures
are implemented. Therefore, the prediction of the propagation path of cascading failures in
power systems with wind power integration can be achieved by continuously selecting
the line with a higher probability of outage as the subsequent faulty line, as determined by
Equation (8).

3. Sensitive Lines in Power Systems with Wind Power Integration
3.1. Impact of Blocking Control on the Propagation of Cascading Failure

Blocking control refers to the application of control measures in the early stages of
the projected propagation trajectory of cascading failure, with the objective of hindering
the further amplification of the failure. The control strategy for mitigating overload-
dominated cascading failure primarily focuses on altering the power flow distribution state
of the system by making adjustments to generator output and reducing the load. This
measure is implemented in order to reduce the impact of excessive line load and prevent
the occurrence of cascading failures. The redistribution of power flow within a system
can result in alterations to the load rate of additional transmission lines and the outage
probability of lines. This, in turn, has the potential to induce overload occurrences and
trigger subsequent cascading reactions through the tripping of overloaded lines. Figure 1
depicts the dynamic relationship between the uncertainty of wind power output, the
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propagation of cascading failures, and the implementation of blocking control measures
in power systems that incorporate the integration of wind power. The equilibrium of the
system is disrupted due to the modification in wind power generation and the tripped lines
caused by overload. The redistribution of power flow on tripped lines has a prominent
influence on the optimal control measures. Currently, there is a rise in both the quantity
and magnitude of conventional units participating in the process of adjustment. This
increase can potentially exert a substantial influence on the operational status, resulting
in a modification of the propagation path of cascading failures. Therefore, subsequent to
the implementation of control measures, the propagation trajectory of cascading failure is
influenced by both line disconnection and injection power alteration. The outcome will
inevitably deviate from the initial predicted result, resulting in the failure of the original
blocking control and hastening the malignant propagation of failure. In actuality, when
there is a significant change in the power output of the generator, only a portion of the
transmission lines are significantly affected and experience overloading. If the specific lines
responsible for the cascading failure can be identified and appropriate defensive measures
are implemented during the design of a blocking control scheme, it can effectively prevent
the control measure from modifying the transmission path of the cascading failure. This
ensures that the blocking control measure successfully achieves the intended outcome.
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3.2. Determination of Sensitive Lines Based on Power Sensitivity Matrix

Based on the provided power grid topology and parameters, as well as the current cor-
relation coefficient matrix, it is possible to derive a power sensitivity matrix that represents
the relationship between the injected power variable of a node and the power variable of
the line. From this, it can be concluded that the power sensitivity βk−i between the power
flow variables of the branch Bk in the power grid and the injected power variables of the
node Ni is:

βk−i =
λk−iUk,B

Ui,N
cos(φk,B − φi,N) (9)

where λk−i is the current correlation coefficient between the current phasor of branch Bk
and the injection current phasor of node Ni; Uk,B and φk,B are the first terminal voltage
modulus and phase angle of branch Bk, respectively; Ui,N and φi,N are the voltage mode
values and phase angles of node Ni, respectively.
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Considering that the voltage amplitude and phase angle of each node in the power flow
calculation of the transmission network are not significantly different, Uk,B

Ui,N
and cos(φk,B − φi,N)

can be approximately equal to 1. Therefore, Equation (9) can be equivalent to:

βk−i = λk−i (10)

The current correlation coefficient λk−i can be calculated by Equation (11):

C(λ) = YBATY−1
N (11)

where, for a power grid with n nodes and b branches, C(λ) is its current correlation
coefficient matrix, YB is its branch admittance matrix, A is its node incidence matrix, YN is
the node admittance matrix.

From Equation (10), it is evident that power sensitivity βk−i is solely dependent on
the parameters and topology of the power grid, and remains unaffected by the operational
state of the system. The influence of node injection power change on the flow power on the
branch is directly proportional to the power sensitivity βk−i between each line and node.

The blocking control of cascading failure is primarily accomplished through the adjust-
ment of the generator’s output. Hence, the power sensitivity matrix for each controllable
generator node and all lines is computed using Equation (10) prior to implementing the
blocking control strategy. The lines that experience significant changes in their adjustment
are identified as sensitive lines based on the magnitude of their power sensitivity. When
implementing control measures, it is advisable to prioritize the prevention and control
of these factors. This approach not only reduces the likelihood of new failures caused by
control blockages, but also mitigates the issue of high control costs.

4. Blocking Control Model of Cascading Failure in Power Systems with Wind
Power Integration

Based on the aforementioned analysis, it is evident that the incorporation of control
constraints is crucial in order to effectively manage the power flow in sensitive transmission
lines. This measure is imperative in order to guarantee that the implementation of blocking
control measures does not modify the propagation path of cascading failure following
the integration of wind power. After the integration of wind power, the control variables,
such as node injection power adjustment, and the output state variables, including power
flow and voltage, may exhibit uncertain behavior. Traditional control models that rely on
deterministic optimal power flow are no longer applicable for blocking cascading failures.
The application of probability optimal power flow with opportunity constraints and the
integration of probability information of random variables have gained popularity in the
optimization of new energy power systems. This approach entails the manipulation of
different system parameters to account for the potential scenario in which the formulated
scheme may not meet the constraint conditions with a certain level of confidence. Hence,
the objective of this study is to mitigate the control cost associated with each link in the
transmission path of cascading failure. This can be achieved through the adjustment of
output from conventional units, discontinuation of wind power, and load reduction. The
aforementioned objective is accomplished by employing the calculation of probabilistic
optimal power flow. Constraints involving stochastic control variables are commonly
formulated as expected value constraints, while boundary constraints on output state vari-
ables are expressed as opportunity constraints. The proposed multi-stage blocking control
model aims to effectively mitigate the occurrence and propagation of cascading failure.
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4.1. Objective Function

Considering that the purpose of cascading failure blocking control is to reduce the
probability of cascading failure in the system with the most economical control cost possible,
the objective function is:

f =
l

∑
k=1

(α(
NG

∑
i=1

∆Pk
uGi +

NG

∑
i=1

∆Pk
dGi) + β

NW

∑
i=1

∆Pk
dWi + γ

ND

∑
i=1

∆Pk
dDi) (12)

where the superscript “—” indicates the expected value of the control variable. l is the

number of links passed by the cascading failure propagation paths.
NG
∑

i=1
∆Pk

uGi and
NG
∑

i=1
∆Pk

dGi

are the upward and downward power adjustment of the k link adjustable generator node i.
NW
∑

i=1
∆Pk

dWi is the downward power adjustment of the k link wind turbine node i.
NL
∑

i=1
∆Pk

dDi

is the load reduction amount of the first link load node i. α, β and γ are the cost coefficients
of adjusting generator output, wind abandonment penalty and load shedding; considering
that grid dispatchers do not want to lose load on the grid, they will adjust generator output
first and then consider wind abandonment afterwards, so the cost of load shedding is much
higher than the generator dispatching cost and wind abandonment penalty [21]. NG, NW
and ND are the adjustable generators, the number of wind turbine nodes and the number
of load nodes, respectively.

4.2. Expectation Constraints

The expectation constraints of the cascading failure blocking control model, which is
based on probabilistic optimal power flow, primarily encompass the power balance and
generator output range constraints.

(1) Power balance constraint:

(P̃Gi +
k
∑

m=1
∆P̃m

uGi −
k
∑

m=1
∆P̃m

dGi) + (P̃Wi −
k
∑

m=1
∆P̃m

dWi)−

(P̃Di −
k
∑

m=1
∆P̃m

dDi)−Ṽi ∑
j∈i

Ṽj(Gij cos θ̃ij + Bij sin θ̃ij) = 0

(Q̃Gi +
k
∑

m=1
∆Q̃m

uGi −
k
∑

m=1
∆Q̃m

dGi) + (Q̃Wi −
k
∑

m=1
∆Q̃m

dWi)−

(Q̃Di −
k
∑

m=1
∆Q̃m

dDi)−Ṽi ∑
j∈i

Ṽj(Gij sin θ̃ij − Bij cos θ̃ij) = 0

(13)

(2) Upper and lower bound constraints on control variables:

Pmin
Gi ≤ PGi +

k
∑

m=1
∆Pm

uGi −
k
∑

m=1
∆Pm

dGi ≤ Pmax
Gi

Qmin
Gi ≤ QGi +

k
∑

m=1
∆Qm

uGi −
k
∑

m=1
∆Qm

dGi ≤ Qmax
Gi

Pmin
Wi ≤ PWi −

k
∑

m=1
∆Pm

dWi ≤ Pmax
Wi

Qmin
Wi ≤ QWi −

k
∑

m=1
∆Qm

dWi ≤ Qmax
Wi

(14)



0 ≤ ∆Pk
uGi ≤ ∆Pmax

uGi

0 ≤ ∆Pk
dGi ≤ ∆Pmax

dGi
0 ≤ ∆Pk

dWi ≤ ∆Pmax
dGi

0 ≤ ∆Qk
uGi ≤ ∆Qmax

uGi

0 ≤ ∆Qk
dGi ≤ ∆Qmax

dGi

0 ≤ ∆Qk
dWi ≤ ∆Qmax

dGi

(15)
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0 ≤ ∆Pk
dDi ≤ Pmax

Di

0 ≤ ∆Qk
dDi ≤ Qmax

Di

Pmin
Di ≤

k
∑

m=1
∆Pm

dDi ≤ Pmax
Di

Qmin
Di ≤

k
∑

m=1
∆Qm

dDi ≤ Qmax
Di

(16)

where the superscript “~” represents random variables. The superscript “—” represents
the expected value of random variables. PWi and QWi respectively represent the active and
reactive power of the wind power at the feed node i. PGi and QGi are the active power and
reactive power of the generator i, respectively. PDi and QDi respectively represent the active
load and reactive load of the node i. ∆Pk

uGi, ∆Pk
dGi, ∆Qk

uGi, ∆Qk
dGi, ∆Pk

dDi, ∆Qk
dDi, ∆Pk

dWi
and ∆Qk

dWi are the active power up-regulation, active power down-regulation, reactive
power up-regulation, reactive power down-regulation, active load reduction, reactive load
reduction and curtailment volume of the adjustable generator in the k link of the cascading
failure, respectively. Gij and Bij are the real and imaginary parts of the elements of the row
i and column j of the node derivative matrix, respectively, indicating that the node j is
connected to the node i. Vij and θij are the voltage magnitude and phase angle between
the node i and node j, respectively. The superscripts max and min correspond to the upper
and lower limits of each variable, respectively. Also, assuming that the power balance can
always be satisfied during the control process, Equation (10) can be transformed to take the
desired power balance equation [22]:

(PGi +
k
∑

m=1
∆Pm

uGi −
k
∑

m=1
∆Pm

dGi) + (PWi −
k
∑

m=1
∆Pm

dWi)−

(PDi −
k
∑

m=1
∆Pm

dDi)−Vi ∑
j∈i

V j(Gij cos θij + Bij sin θij) = 0

(QGi +
k
∑

m=1
∆Qm

uGi −
k
∑

m=1
∆Qm

dGi) + (QWi −
k
∑

m=1
∆Qm

dWi)−

(QDi −
k
∑

m=1
∆Qm

dDi)−Vi ∑
j∈i

V j(Gij sin θij − Bij cos θij) = 0

(17)

4.3. Chance Constraints

In the context of cascading failure blocking control, the active power of the trans-
mission lines and the amplitude of node voltages are crucial output state variables. The
uncertainty associated with wind power introduces a probability distribution for these state
variables. However, imposing strict security constraints to ensure compliance can result in
high control costs that may not align with the practical scenario. Therefore, an alternative
approach is to express these constraints as opportunity constraints, allowing for a certain
level of violation of the security constraints with a specified confidence level. Furthermore,
it is imperative to implement essential measures for preventing and controlling failures of
sensitive lines, particularly those greatly affected by adjustments in generator output. The
limitations on setting output state variables are as follows:{

Pr
{
|Pk| ≤ µPr

k
}
≥ ρ ∀k /∈ S

Pr
{
|Pk| ≤ Pr

k
}
≥ ρ ∀k ∈ S

(18)

Pr
{

Vmin
i ≤ Vi ≤ Vmax

i

}
≥ ρ (19)

where Pr{∗} is the probability that the inequality constraint is established. ρ is the preset
confidence level. Pk and Vi are the active power flow on the line k and the voltage amplitude
of the node i, respectively. µ is the artificially set control coefficient, S is a sensitive line set.
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The approach used in this paper to handle chance constraints is based on the deter-
ministic transformation method proposed in the literature [22,23]. Equations (18) and (19)
can be expressed uniformly as follows.{

Pr{x ≤ xmax} ≥ ρ
Pr{x ≥ xmin} ≥ ρ

(20)

where xmax and xmin generalize the upper and lower limits of the variable taken. From
the probabilistic power flow calculation, the probability distribution state of the output
variable can be obtained, and then the probability density function and quantile function of
the random variable Z(ρ) can be fitted. Suppose that the quantile of the random variable x
at the confidence level is ρ, then Equation (20) can be transformed into:{

Z(ρ) ≤ xmax
Z(1 − ρ) ≥ xmin

(21)

The chance constraint is consequently converted into a deterministic inequality con-
straint, and the probabilistic power flow calculation, which relies on the chance constraint,
is resolved through the subsequent steps.

First, without considering the uncertainty, ρ = 1 is transformed into a deterministic
optimal power flow problem to solve the optimal control scheme.

Subsequently, the control scheme is utilized to solve the probabilistic power flow, tak-
ing into account the uncertainty in wind power output. This analysis yields the probability
distribution and quantile function of line power flow and node voltages.

Finally, the quantile of the output variable is compared with the boundary of the
variable using Equation (21) at a specified confidence level for the chance constraint. The
success of the solution is determined by the satisfaction of the constraint. However, in
the event that the constraint is breached, the computational boundary of the variable is
modified to rectify the deterministic optimal trend. The boundary adjustment strategy is
denoted by Equation (22). xmax = xmax ∗ max

{
1 − Z(ρ)−xmax

xmax
, 1 − α

}
xmin = xmin ∗ min

{
1 + xmin−Z(ρ)

xmin
, 1 + α

} (22)

where a is the adjustment parameter to prevent unreasonable adjustment of the upper and
lower limits of the random variables; 5% is desirable, and if Z(ρ) > xmax, then the upper
limit xmax of the calculation is adjusted. If Z(1 − ρ) < xmin, the lower limit xmin of the
calculation is adjusted.

Furthermore, Equation (18) demonstrates that altering the control coefficient has an
impact on the permissible power flow limit. A higher value of the control coefficient
indicates a lower level of control effort, which in turn increases the likelihood of a line
failure. However, this reduction in control effort is accompanied by a corresponding
decrease in control costs. The objective of implementing cascading failure blocking control
is to mitigate the likelihood of cascading failure while minimizing the associated control
expenses. During the initial phases of cascading failure, the system exhibits a robust
resistance to interference, which allows for the possibility of adjusting the control coefficient
of non-sensitive lines. This adjustment permits a slight increase in power flow beyond the
limit, thereby reducing control costs. However, it is crucial to prevent the occurrence of
cascading failure before the system collapses.

4.4. Model Solution

The development of the proposed cascading failure blocking control model is based
on the probabilistic optimal power flow, which involves solving a nonlinear programming
problem using AC power flow. The direct solution to this problem is computationally
intensive, and ensuring convergence is challenging. Hence, this study employs the concept
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of linearizing the AC power flow in order to estimate the nonlinear component of the con-
straints through the utilization of the Taylor series expansion method [24]. This approach
transforms the problem into a linear programming problem. The proposed model and the
optimization program are constructed using MATLAB programming tools, and the CPLEX
solver is employed for solving. The flowchart of the proposed method is shown in Figure 2.
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5. Simulation and Results

In this paper, the IEEE 39-node system is used as a test arithmetic example; it contains
10 generators, 39 nodes and 46 lines with a total load of 6254.23 MW. The system section
line diagram is shown in Figure 3. Among them, the generators on node 33 and node 37
are replaced by wind farms with installed capacities of 630 MW and 540 MW, respectively,
where the total wind power penetration rate is about 20%. Assuming that the local wind
speed approximately obeys the Weibull distribution and the wind farm active output is
only related to the wind speed, the shape parameter and scale parameter of the Weibull
distribution are 4 and 10.35, respectively, and the wind turbine models installed in the wind
farm are WD5000 units, whose cut-in wind speed is 3 m/s, cut-out wind speed is 25 m/s,
and rated wind speed is 11.3 m/s. α, β and γ will be taken as USD $1/MW, $10/MW and
$100/MW, respectively. µ is 1.2 in the l − 1 link of the cascading failure propagation path,
and 1 in the l link. The generator adjustment parameters are shown in Table 1. The data,
shown in Figure 3 and Table 1, come from the MATPOWER package in MATLAB.

Table 1. Generator adjustment parameters.

Generator
No.

Initial Active
Output
(MW)

Upper/Lower
Limit of Active
Output (MW)

Initial Reactive
Output
(Mvar)

Upper/Lower Limit
of Reactive Output

(Mvar)

G1 250 1040/0 161.76 400/140
G2 677.87 976/0 221.57 300/−100
G3 650 725/0 206.97 300/150

WG4 630 630/0 108.29 250/0
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Table 1. Cont.

Generator
No.

Initial Active
Output
(MW)

Upper/Lower
Limit of Active
Output (MW)

Initial Reactive
Output
(Mvar)

Upper/Lower Limit
of Reactive Output

(Mvar)

G5 508 508/0 166.69 167/0
G6 650 687/0 210.66 300/−100
G7 560 580/0 100.17 240/0

WG8 540 540/0 0 250/0
G9 830 865/0 21.73 300/−150

G10 1000 1100/0 78.47 300/−100
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5.1. Propagation Path of Cascading Failure

Line 1–2 disconnection is considered as a random initial fault, as shown by the red
arrow in Figure 3. The first step is to utilize probability power flow to determine the
probability distribution of power flow in each branch after the failure. Figure 4 illustrates the
probability distribution curve of power flow through Line 4–5 after Line 1–2 is disconnected.
Subsequently, Equation (2) is employed to calculate the probability of overload in other
lines and the probability of failure. The largest probability of outage for each link is then
selected to generate a cascading failure path, as presented in Table 2. This path is used as
an example for blocking control.

Table 2. Propagation path of cascading failure without blocking control.

Failure Links Failure Lines Failure Probability

1 L1–2 1

2 L4–5 0.37

3 L4–14 0.66

4 L3–4 0.8
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Figure 4. Probability distribution of power flow on line 4–14.

As evident in Table 2, Line 1–2 can be interpreted as representing the initial fault with
a probability of failure set at 1. After the disconnection of Line 1–2, a significant shift in
tides occurs in a large area, resulting in successive trips of Line 4–5 and Line 4–14 due to
overload. Until the disconnection of Line 3–4 occurs, leading to system decoupling, there is
a resultant load loss of approximately 500 MW.

5.2. Sensitive Line Set

According to power sensitivity analysis, it is possible to identify the lines that exhibit
higher sensitivity to changes in generator output, as illustrated in Figure 5.
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Figure 5. Sensitive lines of IEEE 39 system.

According to the findings presented in Figure 5, it is evident that making significant
adjustments to the generator output results in notable fluctuations in power flow. However,
these fluctuations primarily affect a limited number of sensitive transmission lines located
in close proximity to the generator outlet. Consequently, these lines are more susceptible
to experiencing overload conditions. After the generator G3 at node 32 experiences a
substantial increase in its output, it has the potential to result in overload failure in the
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sensitive Line1–10 and Line10–13. Considering the varying adjustable capacities of each
generator, it is expected that generators with smaller adjustable capacities, such as G7, will
not cause significant fluctuations in the power flow of the corresponding sensitive line.
Hence, to minimize control expenses and enhance solution efficiency, this study exclusively
concentrates on the prevention and management of sensitive line failures associated with
higher adjustable capacity and wind turbines.

5.3. Control Effect Analysis

Taking the propagation path of cascading failure in Section 5.1 as an example, the
control model established in this article is used for blocking control:

Model 1: without considering multi-stage blocking control of sensitive lines.
Model 2: considering multi-stage blocking control of sensitive lines.
The control effect and cost are shown in Figures 6 and 7, respectively.
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From the analysis of Figure 6, it is evident that both models exhibit a significant reduc-
tion in the probability of failure at each stage when compared to the failure link without
blocking control, as indicated in Table 2. However, Model 1 does not take into account the
impact of blocking control measures. Upon implementing control measures for Line 1–2,
the failure probability of the subsequent Line 4–5 decreased from 0.39 to 0.20. Nevertheless,
as a result of the unpredictability of wind power generation and its consequential effects, a
significant number of instances of active power shortages were observed subsequent to the
occurrence of failures. The likelihood of failure in Line 2–25, located near the wind farm,
and Line 10–13, situated near the generator with significant output adjustment, is greater
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compared to that of Line 4–5. Therefore, the subsequent propagation of cascading failure
may deviate from the anticipated trajectory, resulting in the failure of the initial control
scheme. Similarly, the occurrence of new line failures may also arise with the implemen-
tation of subsequent control measures. Model 2 effectively mitigates the deviation of the
propagation path of cascading failure from the predicted outcomes through the proactive
implementation of preventive control measures on vulnerable transmission lines. This
ensures the effectiveness of control measures for each individual link.

From Figure 7, it is evident that during the initial phase of cascading failure, the
implemented control measures involve modifying the generator output and implementing
a limited amount of wind power abandonment. These measures aim to decrease the
likelihood of subsequent failures. When the cascading failure extends to the point where
Line 4–14 becomes disconnected, the two subnets within the system are only linked by
Line 3–4. In order to avoid system disconnection, it is no longer feasible to restore the
system to a safe operating state by solely making adjustments to conventional units and
abandoning wind power. Therefore, the implementation of load shedding is necessary in
order to regulate the power flow within the entire network line, ensuring that it remains
below the rated value. In contrast to Model 1, Model 2 requires a slight reduction in
load during the initial stages of cascading failure when generator adjustment is limited.
This is necessary to maintain the power flow constraints of vulnerable transmission lines
and ensure that the propagation path of cascading failure remains unchanged under
limited generator adjustment conditions. Therefore, the initial control cost of Model 2 is
comparatively high.

If multi-stage blocking control measures are not implemented, the enforcement of
stringent control measures will be necessary during the initial stages of cascading failure.
Specifically, the control coefficient will be consistently set to 1, while the other parameters
will remain unaltered, as denoted by Model 3. The cost and effectiveness of control
measures in Model 3 are outlined in Table 3.

Table 3. Model 3 control cost and control effectiveness.

Failure Links
Generator

Adjustment
Cost ($)

Wind
Abandonment

Cost ($)

Load Shedding
Cost ($)

Failure
Probability of

Lines

1 (L1–2) 620.13 596.80 34,572.36 0.01

Based on the findings outlined in Table 3, it is apparent that disconnecting Line 1–2
leads to the successful mitigation of all potential line failures and greatly diminishes the
probability of cascading failure. The achievement of this outcome is facilitated through
the implementation of the single-stage control in model 3. Despite its advantages, the
system requires a substantial amount of load shedding and adjustment of generator output,
resulting in increased control costs and impeding the economic efficiency of the system.

5.4. Influence of Wind Power on Blocking Control

Then, the impact of wind power penetration rates or confidence levels on control
measures is analyzed. Under the condition of maintaining a confidence level of 90%
and keeping other parameter settings unchanged, the wind power penetration rate was
increased to 30% by replacing generator G5 with a wind farm having an installed capacity
of 500 MW. Subsequently, generator G9 was replaced by a wind farm with an installed
capacity of 830 MW to achieve a wind power penetration rate of 40%. The cascading failure
was successfully blocked and controlled under both operating conditions. The resulting
control cost is presented in Figure 8.
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Figure 8. Control costs under different wind power penetration rates.

From the analysis presented in Figure 8, it is evident that the augmentation of wind
power penetration leads to an exponential rise in control costs. When wind farms constitute
a larger proportion of the power system and blocking control is implemented, there is a
need to compensate for the active power deficit caused by insufficient wind power output.
However, this compensation is constrained by the upper limit of the adjustable power
generation capacity of conventional units. Consequently, significant load reduction is
required to ensure the safety and stability of the system.

Furthermore, when applying the deterministic control method, it is necessary to ensure
that the system state variables strictly adhere to the imposed constraints during the control
process. This implies that the confidence levels of the variable constraints should all be
100%. However, this approach may lead to the issue of increased control costs. In this
paper, the confidence levels of 90%, 95%, and 100% are employed for the comparison test.
The remaining parameters are kept consistent with Model 1. The resulting control cost is
presented in Figure 9.
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From the analysis of Figure 9, it is evident that the control scheme is influenced
by the uncertainty of wind power output. The confidence level plays a significant role
in determining the level of conservatism in the control scheme. As the confidence level
increases, the control scheme becomes more conservative. Consequently, there is an increase
in both the amount of load shedding and control cost. Without the inclusion of a chance
constraint, the control scheme will lead to a substantial amount of load shedding, even
when the confidence level is set at 100%. However, the confidence level does not show a
significant improvement in this scenario. Hence, the control model presented in this paper
compromises a certain level of confidence in order to develop a scheme that may not fully
satisfy the constraint with a low probability but significantly minimizes the control cost.

In conclusion, as the scale of wind power increases, it is important to consider the
impact of uncertain wind power output and the limited adjustable power generation
capacity of conventional units. In the event of a cascading failure in the system, various
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load shedding methods will be implemented to ensure the system operates within safe
operating state constraints. However, these measures also result in increased control costs.

6. Conclusions

This article presents a novel approach to constructing a propagation path prediction
model for cascading failure in power systems with wind power integration. The model is
based on probabilistic power flow analysis. Based on the anticipated outcome, an analysis
is conducted on the importance of incorporating sensitive lines into blocking control.
Subsequently, a multi-stage blocking control model that takes into account sensitive lines is
developed using probability optimal power flow. Through conducting simulation analysis
on the IEEE 39-node system, several conclusions can be derived.

(1) The obtained blocking control measures can effectively reduce the risks of cascading
failure. Sensitivity analysis is employed to reduce the solving dimension of the model
by identifying the lines that exert a substantial influence on the control measures.

(2) The proposed control method can offer a viable solution for mitigating the impact of
wind power while simultaneously minimizing control costs. This approach enables
the development of a control scheme that effectively balances the objectives of safety
and economy.

(3) The escalation of wind power penetration rate and confidence level will result in an
increase in the expenses associated with cascading failure blocking control.

This paper exclusively focuses on the impact of cascading failure caused by overload,
which is a steady-state problem. However, the outage of transmission lines may trigger
transient issues, including voltage disturbances and frequency disturbances. These can
lead to power system protection actions, including the disconnection of wind turbines
from the grid. Furthermore, this paper does not address the subsequent effects of these
disturbances on the propagation of cascading failures after the disconnection. Therefore,
future work should focus on the transient cascading effects.
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