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Abstract: This paper presents an extensive review of the most effective and modern monitoring
methods for electrical power lines, with particular attention to high-voltage (HV) and medium-
voltage (MV) systems. From a general point of view, the main objective of these techniques is to
prevent catastrophic failures by detecting the partial damage or deterioration of components and
allowing maintenance operations to be organized. In fact, the protection devices commonly used in
transmission and distribution networks guarantee the location of faults, such as short-circuits, putting
the non-functioning branch of the network out of service. Nowadays, alongside these devices, it is
possible to introduce new intelligent algorithms capable of avoiding the total loss of functionality, thus
improving the reliability of the entire network. This is one of the main challenges in modern smart
grids, which are characterized by the massive integration of renewable energy sources and a high
level of complexity. Therefore, in the first part of this paper, a general overview of the most common
protection devices is proposed, followed by an analysis of the most modern prevention algorithms.
In the first case, the coordination of the relays plays a fundamental role in obtaining the fault location
with a high level of selectivity, while in the field of preventive analysis, it is necessary to address the
implementation of artificial intelligence methods. The techniques presented in this paper provide a
comprehensive description of the different monitoring approaches currently used in distribution and
transmission lines, highlighting the coordination of protection relays, the computational algorithms
capable of preventing failures, and the influence of the distributed generation in their management.
Therefore, this paper offers an overview of the main diagnostic techniques and protection devices,
highlights the critical issues that can be overcome through the introduction of artificial intelligence,
and describes the main prognostic methods, focusing on their invasive level and the possibility of
operating directly online. This work also highlights the main guidelines for the classification and
choice between the different approaches.

Keywords: protection devices; failure prevention; intelligent electronic device; partial discharge;
thermal imaging; electrical impedance spectroscopy; acoustic emission testing; dielectric response
spectroscopy; neural networks; machine learning

1. Introduction

The improvement of the energy supply process will represent a fundamental challenge
in the near future and the development of smart grids will be necessary to maintain the
stability, reliability, and correct management of energy flows [1–3]. In fact, the recent decar-
bonization processes launched by several countries to reduce the effects of environmental
pollution and climate change are significantly increasing the amount of renewable energy
fed into electricity grids. This requires the introduction of new power devices, electronic
circuits, and energy management techniques that increase the overall complexity of national
electricity systems [4–6]. Therefore, one of the main aspects of this “green revolution” is
the development of prognostic and diagnostic methods to ensure the reliability of new
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components, preventing service interruptions, and limiting the section of the network
affected by failures [7–9]. The prevalence of the various types of faults presents notable dis-
parities based on the country and the specific characteristics of the national electricity grid.
However, recent statistics consistently reveal that lightning, wind, sleet, and the resulting
mechanical impacts collectively contribute to 50% of the faults within transmission and
distribution networks [10,11]. This highlights the importance of implementing an effective
lightning location system and dedicated monitoring mechanisms to address mechanical
degradation issues. By focusing on these aspects, positive impacts could be achieved in
the mitigation of approximately half of the critical events. In terms of frequency, it is clear
that around 50% of outages are related to overhead power lines, leaving the remainder
to be distributed between cable lines, transformers, and other devices [11]. However, the
continued electrification of loads in smart grids is significantly increasing the failure rate
of cable lines. This highlights the growing importance of fault management facilitated by
protective devices. According to [10], approximately 65% of disconnections on high- and
medium-voltage lines are caused by transient faults and are correctly managed through
automatic reclosing. The remaining 35%, however, are caused by permanent failures fol-
lowed by failed reclosures. Today, localization in high-voltage networks is achieved with
good success rates above 90%. However, during the distribution phase, where the network
exhibits a more intricate and interconnected structure, the precision of fault localization
tends to decrease. In this context, a comprehensive examination of the key methodologies
for diagnosing and predicting faults in electrical power lines becomes highly valuable.
Established practices and innovative approaches found in the literature, aimed at averting
catastrophic failures in electrical power lines, are indispensable for researchers involved in
the transition from centralized to distributed energy generation. It is important to clarify
that the term “transmission lines” refers to high-voltage (HV) infrastructures connecting
power generation plants and primary stations, while distribution networks encompass
medium-voltage (MV) and low-voltage (LV) systems, extending from secondary substa-
tions to end users. Before starting with the overview of the main monitoring techniques,
it is necessary to summarize the most frequent phenomena affecting transmission and
distribution power lines. For this reason, a partial revision of the information contained
in [12] is proposed:

• Overvoltages: In this case, the mains voltage exceeds the nominal design value. Based
on the nature of the causes, they can be divided into internal and external.

- External: They are mainly caused by direct lightning strikes that determine the
so-called overvoltages of atmospheric origin. The biggest damage they can cause
is the failure of the insulation of one or more components. The loss of insulation
is serious as it can produce short-circuits in which a large amount of energy is
dissipated and this can lead to explosions. Usually, to prevent damage to the
insulation of electrical components, they are rated for voltages several times
greater than the nominal ones, in order to guarantee a high margin of safety. The
detection of a transient overvoltage resulting from lightning is a crucial aspect.
Traditional logging and online monitoring systems had limitations such as low
sampling rates and inadequate electric structures that made it difficult to capture
the transient overvoltage signal accurately. Today, thanks to the higher frequencies
of electronic devices, this drawback has been partially overcome. Furthermore,
to overcome these challenges, a novel non-contact capacitor-based overvoltage
transducer has been developed in [13]. This research was also conducted to study
the decoupling technique between different phases.

- Internal: They are caused by the closing and opening operations of circuits
and, therefore, they are also called switching overvoltages. They can also be
determined by rapid load variations or from resonance phenomena. Finally,
surges can be caused by faults, such as accidental contacts and insulation losses.
These overvoltages can exceed nominal values by a few times and generally have
a duration of the order of milliseconds. In this field, important considerations are
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reported in [14], where the validation of power system component models for use
in switching transient studies is performed. The authors consider the overvoltage
data extracted from 230 kV lines and provide a summary of the switching tests
and the main results derived from field measurements.

• Overcurrents: In this case, the mains current exceeds the nominal design value. De-
pending on the causes that generate them, they can be divided into permanent, tran-
sient, and fault overcurrents.

- Caused by transient overloads: They are mainly due to operations such as starting
asynchronous motors, which involve inrush currents up to ten times higher than
the nominal ones and last a few seconds, or the insertion of vacuum transformers,
which can involve currents up to three times larger than the rated ones and
that last a short time. Both of these overcurrent causes are linked to transient
phenomena; it is therefore not appropriate to adopt protections for the line that
leads to the opening of the branch in which the overcurrent circulates. This
operation would be harmful, as it causes an unnecessary outage of service.

- Caused by permanent overloads: They occur when there are loads that draw
higher power to that used in the dimensioning of the line. They involve a slow
heating of the conductors and, when this thermal overload is prolonged for a long
time, it is necessary to break the circuit. Overload mitigation will be particularly
important in future power grids that incorporate distributed and fluctuating
renewable energies. Ref. [15] proposes a distributed corrective control scheme
to solve transmission line overload issues. The scheme introduces a linearized
AC power flow model, which compensates for the linearization error through a
closed loop of power flow control. The correct management of overload situations
becomes more complex in the case of the high integration of renewable energy
sources and, consequently, it is necessary to introduce a new computational
method to correctly organize the protection actions [16,17].

- Caused by faults: When an accidental electrical connection occurs between two
points normally at different potentials, a low impedance mesh is created, called
a fault loop, in which a short-circuit current circulates. This current has a much
larger root mean square (RMS) value than the nominal one. Normally, a short-
circuit can occur due to a lack of insulation caused by accidental contacts, rain, and
overheating produced by long overloads, but more frequently from overvoltages
that cause the striking of arcs between points with different potential. Many
different types of short-circuits can occur in electrical lines and, for each of them,
specific protections must be adopted [18–20]. In particular, the evolution of
power supply systems involves the introduction of new devices according to
the standard protection systems. For example, ref. [21] discusses the use of a
saturated iron core active super-conducting fault current limiter (SISFCL) to
handle high levels of fault current in smart distribution networks. When a short-
circuit fault occurs in several locations, the SISFCL can reduce the fault current
to an acceptable level. The paper briefly describes the operating principle and
current limiting characteristics of an active SISFCL, as well as its impact on
conventional protective relays.

Currently, many different techniques are used in electrical power lines to detect these
phenomena. From a general point of view, they can be divided into two main categories:
diagnostic systems and prognostic systems. The former focus on catastrophic events that
produce the interruption of the electricity service, and the main objective is the correct
localization of the fault to avoid the extension of the problem and to put only the network
branch in which it occurs out of service [22]. On the other hand, prognostic systems focus on
malfunction conditions, which are partial losses of functionality that precede catastrophic
failures. Therefore, the identification of malfunctions allows the prevention of faults and
the organization of maintenance operations avoiding service interruptions [23]. Figure 1
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offers a schematic explanation of the difference between diagnosis and prognosis of an
electrical system considering power cables.
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Figure 1. Main difference between prognostic and diagnostic systems.

The diagnostic systems that operate online are called protection devices and must
identify the negative phenomena produced by faults to isolate the corresponding network
branches. Once the protections have tripped, it is possible to use other diagnostic systems to
detect the exact point where the problem has occurred (for example, in the case of insulation
failure). Therefore, the response of the protection devices to the most serious problems
must be the rapid and automatic disconnection of the faulty section of the line. This
operation must be performed while minimizing the disconnection of non-faulty equipment
and ensuring the availability of the electricity service to users without overloads in the
functioning part of the network [24]. The overall performance of a protection system can
be assessed on the basis of four criteria [25]:

• Discrimination: This represents the ability of the protection system to decide whether
to intervene or not in the event of a specific operating condition being detected.
For example, anomalous situations may occur due to faults on other parts of the
line (protected by other systems) which do not immediately require the circuit to
be opened.

• Stability: This is a measure of the system’s ability not to intervene under certain
conditions, such as transient overloads and failures protected by other systems.

• Sensitivity: This is the system’s ability to detect fault conditions close to the nominal
situation. The correct design of the protections allows, for example, for the detection of
the short-circuit current that circulates in the furthest point from the protection itself.

• Operating time: This is the total time that elapses from the beginning of the fault to the
sending of the trip signal from the relay to the circuit breaker. The intervention times
must be low enough to ensure the safety of the system, equipment, and personnel,
but the use of intentional time delays in protection systems allows for high levels
of discrimination.

On the other hand, prognostic systems must identify the initial symptoms of failures in
order to prevent catastrophic consequences. Usually, this requires the continuous analysis
of specific measurements through artificial intelligence algorithms and, consequently, the
computational cost plays a fundamental role in the performance evaluation.

As mentioned above, the massive integration of renewable energy sources at all levels
of the national electricity system requires further developments in the field of protection
and prognostic methods due to the greater complexity of modern smart grids. In fact, the
presence of low-voltage production plants powered mostly by photovoltaic (PV) and wind
generators creates bidirectional flows of energy in the distribution network, which must
be managed to maintain the reliability of the service [26,27]. This situation can lead to the
inversion of flow in the secondary substations, just as the presence of medium-voltage
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renewable generators can produce at the level of the primary substation. Consequently,
the introduction of the remote control of generators and dispatchable loads becomes essen-
tial, as well as the adaptation of protection devices so that they are insensitive to reverse
flows and do not produce unnecessary trips [28,29]. In this context, forecasting algorithms
focused on production and consumption, together with controllers based on artificial
intelligence, allow problems to be prevented [30]. Control actions are also essential to
avoid unwanted island operations that could feed the faulty branches of the network
and to manage the emergency supply from renewable sources [31,32]. Indeed, various
types of energy management systems (EMSs) leverage forecast algorithms to enhance their
functionalities. These algorithms play a pivotal role in optimizing energy consumption,
improving efficiency, and aiding decision-making processes across different sectors. In
the context of demand response management, forecast algorithms predict energy demand
patterns, allowing EMSs to proactively adjust loads and allocate resources efficiently. For
these reasons, the EMS can be considered a real controller of the network. In smart grids,
the forecast algorithms are integral to predicting renewable energy generation, such as
solar and wind, enabling the controller to balance the supply and demand effectively. They
facilitate grid stability by forecasting the fluctuations in energy production and consump-
tion, allowing for pre-emptive measures. Additionally, in industrial energy management,
forecast algorithms are employed to anticipate production schedules and energy require-
ments. This enables the controller to optimize energy usage during peak and off-peak
hours, resulting in cost savings and reduced environmental impact. The integration of
machine learning algorithms within the controller further refines the forecasting accuracy.
These algorithms analyze historical data, weather patterns, and other relevant variables to
enhance the prediction capabilities. This is particularly beneficial in microgrid scenarios,
where local energy generation and consumption patterns are dynamic. In summary, the
incorporation of forecast algorithms into different energy management systems empowers
them to make informed decisions, anticipate changes in energy demand and supply, and
ultimately enhance the overall system efficiency and sustainability.

Furthermore, the energy injection from renewable sources is characterized by a high
variability and is difficult to predict. This introduces new problems in the organization of
dispatching operations provided by the transmission system operator (TSO) [33,34]. In fact,
the instantaneous balance between production and consumption plays a fundamental role
in the stability of the electricity system, guaranteeing the absence of frequency variations.
From a general point of view, when the global production is lower than the consumption
of the loads, the frequency of the whole system decreases due to the characteristics of
the rotating electric machines commonly used as generators. Similarly, when distributed
generation alongside traditional plants introduces overproduction, the frequency of the
system increases and further corrective actions are required. Frequency variations are
especially dangerous for many industrial loads that require stable voltage and current
waveforms, so frequency protection devices are traditionally used in conjunction with
additional backup power systems. The same safeguards, together with overcurrent and
overvoltage protections, are mandatory when renewable generators are connected to the
grid, even if the thresholds are increasingly relaxed to avoid the black-start problem [35,36].
It consists of the massive disconnection of distributed generators after a temporary failure
which makes it impossible to restore normal operation due to the large difference between
production and consumption (frequency stability cannot be guaranteed).

Finally, the presence of photovoltaic and wind energy fields characterized by high
active power produces an increase in the voltage level on the corresponding network bus
during the input of energy. Moreover, since the production of these generators is highly
variable, voltage variations are frequently introduced which require adjustment interven-
tions in the secondary substations of the distribution network. When this phenomenon
produces short oscillations it is called flicker, which is the subject of many prognostic
systems, as well as the presence of harmonic distortions. The latter are usually produced by
non-linear loads and static converters used to connect renewable sources to the grid. Many
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of the negative situations described above fall under the general definition of power quality
(PQ) disturbances. Protection devices are therefore monitoring methods that intervene
immediately when disturbances exceed the unacceptable threshold due to failures or situa-
tions considered dangerous, while prognostic systems can implement artificial intelligence
algorithms to classify the nature of the problem.

In order to clarify the main contributions of this paper, it might be interesting to
analyze other works involved in comprehensive reviews of fault diagnosis techniques
in the field of electricity networks, such as [37,38]. For example, ref. [37] presents an
interesting summary of the emerging health monitoring applications focusing on electric
machines, electric grids, electric vehicles, and even civil structures. Most of these methods
are based on electrical reflectometry and the discussion focuses on their ability to detect and
locate faults. In particular, Section III of [37] provides a very in-depth review of the main
theoretical aspects of the following techniques: time domain reflectometry (TDR), sequential
time domain reflectometry (STDR), spread spectrum time domain reflectometry (SSTDR),
orthogonal multitone reflectometry (OMTDR), noise domain reflectometry (NDR), chaos
time domain reflectometry (CTDR), binary time domain reflectometry (BTDR), frequency
domain reflectometry (FDR), multi-carrier reflectometry (MCR) and time-frequency domain
reflectometry (TFDR). However, only a brief mention is made of their possible use for
fault prevention (the analysis of soft faults). Therefore, in this article, it is possible to
find interesting applications of electrical reflectometry techniques for fault prognosis.
For example, the online detection of partial discharges, together with the identification
of high impedance malfunctions and the prevention of arc flashes could be the most
interesting developments in the near future. Furthermore, in [37], the description of
protection relays is not detailed, while the analysis methods based on electromagnetic time
reversal are presented in detail. From this point of view, the proposed work and ref. [37]
are complementary. As in article [38], in this case, the aspect of protection relays and
their coordination and organization for the detection and localization of different types of
faults is explored in depth. However, one of the contributions of this document compared
to the content of [38] is the categorization of relays according to the ANSI/IEEE C37.2
standard and the proposal of common applications in primary and secondary substations.
Furthermore, the topic of IED integration is also expanded here with reference to the
possible use of computational algorithms for the management of protection functions.
Finally, it can be noted that the prognostic aspect is not explored in depth in [38]. The
work, in fact, proposes a detailed review of diagnostic methods and does not consider the
prognostic systems necessary to introduce predictive maintenance.

This paper is organized as follows: the Section 2 presents a review of the main
diagnostic and prognostic techniques currently used in electrical power lines, Section 3
focuses on the main innovations of both grid monitoring approaches and, in Section 4, a
dissertation on their capabilities and possible future developments is proposed. Finally, the
conclusions are shown in Section 5.

2. State of the Art on Diagnostic and Prognostic Systems

This section summarizes the main information on power line monitoring systems,
focusing on real applications and fundamental theoretical concepts. As mentioned in the
introduction, the main division is between diagnostic and prognostic systems. The former
allow faults to be detected and isolated while the latter are used to prevent catastrophic
situations and service interruptions. As regards the protection devices, which fall into the
category of diagnostic systems, the main standard classification is proposed together with
the application in scenarios characterized by distributed generation. As for prognostic
methods, they are currently used to organize preventive maintenance interventions based
on inspection schedules and activities to identify and fix small malfunctions before they
become big problems. Further developments to achieve predictive maintenance will
be discussed in the next section, as well as the introduction of artificial intelligence to
coordinate protection devices.



Energies 2023, 16, 7317 7 of 37

2.1. Protection Devices

From a general point of view, the protection systems described in the introduction
section change according to the configuration of the network considered and the charac-
teristics of the fault sought. Figure 2 presents all the possible fault situations that can be
detected in a three-phase electrical system.

Energies 2023, 16, x FOR PEER REVIEW 7 of 38 
 

 

This section summarizes the main information on power line monitoring systems, 
focusing on real applications and fundamental theoretical concepts. As mentioned in the 
introduction, the main division is between diagnostic and prognostic systems. The for-
mer allow faults to be detected and isolated while the latter are used to prevent cata-
strophic situations and service interruptions. As regards the protection devices, which 
fall into the category of diagnostic systems, the main standard classification is proposed 
together with the application in scenarios characterized by distributed generation. As for 
prognostic methods, they are currently used to organize preventive maintenance inter-
ventions based on inspection schedules and activities to identify and fix small malfunc-
tions before they become big problems. Further developments to achieve predictive 
maintenance will be discussed in the next section, as well as the introduction of artificial 
intelligence to coordinate protection devices. 

2.1. Protection Devices 
From a general point of view, the protection systems described in the introduction 

section change according to the configuration of the network considered and the charac-
teristics of the fault sought. Figure 2 presents all the possible fault situations that can be 
detected in a three-phase electrical system. 

  
(a) (b) 

Figure 2. Currents and voltages for various types of faults in reference to the three phases called a, 
b and c (note that the subscript 1 indicates the positive sequence, 2 the negative sequence and 0 the 
zero sequence): (a) sequence currents; (b) sequence voltages. 

However, it is possible to define the general structure of this equipment [24]. First, it 
is necessary to use a measuring device to detect the status of the network (e.g., voltage 
and current transformers). Then, the equipment must be used to make decisions and 
translate measures into corrective actions on the line (e.g., relays). Clearly, suitable cir-
cuit breakers must be used to carry out the actions controlled by the relays. 

The overall structure of a simplified protection system is presented in Figure 3a, 
while Figure 3b can be used to clarify the concepts of discrimination, stability, and sensi-
tivity mentioned above. In fact, it represents two lines connected in series, each protect-

Figure 2. Currents and voltages for various types of faults in reference to the three phases called a, b
and c (note that the subscript 1 indicates the positive sequence, 2 the negative sequence and 0 the
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However, it is possible to define the general structure of this equipment [24]. First, it
is necessary to use a measuring device to detect the status of the network (e.g., voltage and
current transformers). Then, the equipment must be used to make decisions and translate
measures into corrective actions on the line (e.g., relays). Clearly, suitable circuit breakers
must be used to carry out the actions controlled by the relays.

The overall structure of a simplified protection system is presented in Figure 3a, while
Figure 3b can be used to clarify the concepts of discrimination, stability, and sensitivity
mentioned above. In fact, it represents two lines connected in series, each protected by
relatively simple overcurrent protection systems. Figure 3b also shows the components
of each protection system, which in this case comprises an instrument transformer, a
protection relay, and a circuit breaker, which is activated by the relay signal when a fault
is detected. For the fault shown in Figure 3b, the sensitivity of both protection systems
must be high enough to detect faults on their protected feeders, but not so sensitive that
it will operate incorrectly for temporary overloads or short-term transient overcurrents,
e.g., due to motors starting or transformer inrush. Moreover, in the scenario depicted
in Figure 3b, the A relay needs to be sufficiently sensitive to detect faults on both lines,
and must operate if a fault on line B-C is not cleared due to the failure of the protection
system in B. The concepts of selectivity and stability can be explained by examining the
faults in positions 1 and 2. Fault 1 must be cleared by the relay A, while fault 2 must
be cleared by the relay B to maximize the availability of power to consumers and isolate
only the faulty component of the system. The A relay must be capable of distinguishing
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between fault 1 and 2: for fault 1, the A relay must trip quickly, whereas for fault 2, it
should trip only after a delay time during which, if everything is working correctly, the B
relay will clear the fault, and the A relay will not operate, but will reset once the B relay has
cleared the fault. Still with reference to the issue of discrimination, it is necessary for each
protection to intervene when a problem affects the downstream line. The sensitivity of a
device to upstream phenomena produces unwanted actions and this is usually avoided by
introducing direction protections.
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Finally, the communication systems between the various protections located in dif-
ferent points of the line play an increasingly fundamental role for coordination on a large
scale. Appendix A describes the optimal coordination problem from the mathematical
point of view. Supervisory control and data acquisition (SCADA) systems are used in
modern smart grids to coordinate protection devices and perform management and control
tasks [39]. From a general point of view, SCADA is a system that collects and analyzes data
from sensors, devices, and machines in a remote or distributed environment, and provides
control and feedback to operators or automated systems. It presents a hierarchical structure
that can be summarized in the regional SCADA systems and in the primary control room
of the “national” SCADA. The former works at the distribution level, allowing for the
management of bidirectional energy flows and the immediate transmission to the control
room of any change in the close/open status of the circuit breaker/isolators. In this way, it
is possible to coordinate all the protection devices and define the action of the automatic re-
closers to achieve the optimal network configuration. SCADA technology holds significant
potential for empowering smart cities to optimize their energy services and infrastructure
through intelligent grid capabilities. This can lead to reduced energy costs and emissions
by optimizing consumption and integrating renewable sources. SCADA systems enhance
resilience and security by detecting and responding to faults, attacks, and natural disas-
ters, offering self-healing mechanisms and microgrid capabilities. Additionally, SCADA
contributes to customer satisfaction by providing transparency, choice, and participation
in the energy market, along with enabling smart metering, billing, and demand response
programs. It plays a pivotal role in fostering innovation and competitiveness in the energy
sector. In power grid management, SCADA is employed in central control rooms to acquire
real-time electrical parameters through current transformers (CT) and voltage transformers
(PT). These values are converted into digital form using analog-to-digital converters (ADC),
allowing for efficient transmission. The SCADA system obtains grid parameter values from
substations or generating stations through transducers, transforming electrical quantities
into current values. These values are converted to digital format by ADC boards in the
remote terminal unit (RTU) for transmission over communication lines. However, the
adoption of SCADA introduces challenges for smart cities, such as ensuring data quality,
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cybersecurity, and privacy. Addressing interoperability and standardization is crucial to
ensure seamless operation with different protocols and platforms. The scalability and
flexibility of SCADA systems are also vital for adapting to the evolving needs of smart
grids and cities.

In order to define the most suitable protections for a specific power line, the TSO and
distribution system operator (DSO) must follow the indications of the technical standards
(national and international). Note that the term DSO is used to indicate one or more subjects
authorized to manage different parts of the electrical distribution network. Similarly, the
connection of passive and active users to the public electricity network requires the installa-
tion of protection devices to avoid dangerous situations and the drawbacks described above
in the event of a high penetration of distributed generation. The reference codes of the
protection systems in the European countries are uniform and correspond to those reported
in the ANSI/IEEE C37.2 standard [40]. Table 1 summarizes some of the most important and
commonly used protection devices for electrical transmission and distribution networks.
In the following subsection, some possible fields for the use of the illustrated protections
are proposed together with some specific applications extracted from the literature.

Table 1. Codes of the protection devices commonly used in high-voltage and medium-voltage lines.

Code Name Function

21 Distance (impedance) relay
A device that functions when the circuit admittance or impedance crosses a

boundary defined by a characteristic
in the admittance or impedance plane.

87 Differential protective relay A device that operates on a percentage, phase angle, or other quantitative
difference of two or more currents or other electrical quantities.

79 AC reclosing relay A device that controls the automatic reclosing and locking out of an AC
circuit breaker.

51 AC inverse time overcurrent relay

A device that functions when the AC input current exceeds a
predetermined value, and in which the input

current and operating time are inversely related through a substantial
portion of the performance range.

67 AC directional overcurrent relay A device that functions at a desired value of AC overcurrent flowing in a
predetermined direction.

2.1.1. Protections in High-Voltage Lines

High-voltage electrical lines represent the first phase of energy delivery and are used
to cover long distances from the production centers to the primary stations. The overall
structure of the transmission system is meshed and it is used in this mode to optimize power
flows and ensure the continuity of the power supply. This is a fundamental infrastructure
for which long periods of interruption are not allowed, and in which complex systems
of communication and remote management are implemented. Most of the equipment
used in high-voltage networks are protected through specific devices and are designed
with the criterion of redundancy to ensure continuity and increase the availability of the
entire service. Given the need to cover long distances, transmission lines are generally
overhead, while HV cables (much more expensive) are used only in special cases and in
submarine connections. The typical protections usually used in high-voltage electrical
networks are presented below. Although there are several high-voltage standards, each
of which is characterized by a typical amplitude level, the considerations proposed here
can be considered transversal and a valid overview for many three-phase transmission
lines and equipment. Starting from the protections installed in the HV networks, the
differential ones are considered mandatory by several international technical standards.
Therefore, protective relays identified by the code 87 are used to detect current dispersions
in high-voltage systems. There are many different types of differential protections, but the
most common are following three: 87.L, 87.T, 87.S(or B). Code 87 is usually used to indicate
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general differential protection for overhead lines, 87.L is a specific device for the protection
of cable lines, 87.T measures the current across transformers and identifies any problems in
the electrical machines [41], finally, 87.S is applied on HV Busbars. Figure 4a,b clarify the
meaning of differential measurements.
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In [42], an analysis of the errors made in the conventional phasor approach for the
current differential protections is provided using the dynamic phasor concept. Further-
more, the methodology based on synchronized phasors for the protection of compensated
series transmission lines is considered. Finally, the authors also evaluate the speed versus
accuracy conflict using phasorlets. In [43], a possible approach is proposed to avoid the
unwanted tripping of the differential relays during the magnetization of transformers.
It is based on the study of fault component network (FCN), which is free from inrush
detection and computationally cheap. First, the fault component differential power (FCDP),
defined as the differential active power of a transformer in the FCN, is analyzed under
different conditions. Consequently, a transformer protection scheme is presented based on
the FCDP and the traditional differential power. In the context of applying current differ-
ential protection to AC transmission lines, synchronous sampling at both ends becomes
a requisite. The adoption of GPS synchronization introduces complexity and elevated
implementation costs, whereas the utilization of ‘ping-pong’ synchronization necessitates
balanced transmission and reception delays in the communication channel. To overcome
these challenges, power differential protection has been introduced [44]. However, this
method is not capable of identifying the fault zone for single-line-to-ground faults. To
address these limitations, a new approach to differential protection grounded in Tellegen’s
quasi-power theorem is proposed in [45]. This approach retains the merits of conventional
current differential protection while remaining impervious to the variations in the load
conditions and distributed capacitance influences.

The second type of protections usually used in HV stations is that of distance pro-
tections, which guarantee the localization of the fault by putting only the corresponding
network branch out of service. In this case, the input quantities are the line voltage and
current, suitably reduced by voltage and current transformers. These protections internally
calculate the impedance in the magnitude and phase. When polyphase or earth faults
occur in the network the voltage and current vary and, consequently, the impedance seen
from the power supply point of the line varies. If this impedance drops below preset
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thresholds, the relays cause the line to open with preset times based on the distance from
the fault. Different impedance thresholds are programmed, defined in steps, proportional
to the distance from the fault [25]. Therefore, tripping time plays a fundamental role in
the operation of distance protections: fault location is based on the coordination between
upstream and downstream devices. Figure 5a,b show a possible configuration of distance
relays in a specific situation.
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In [46], an ultra-high-speed protection algorithm for the distance protection of traveling
waves is presented, based on the pattern recognition of the first arriving wave front in
the position of the relay due to a fault. The algorithm uses principal component analysis
(PCA) to preprocess data from the feed system in order to eliminate redundant information
and improve patterns hidden in the traveling waves for indoor and outdoor defects. As
mentioned in the introduction, one of the key issues discussed and related to distributed
generation include anti-islanding, temporary overvoltages under fault conditions, and the
loss of sensitivity of the overcurrent protection for long feeders. Even though distance
protections are commonly used in transmission lines, ref. [47] presents a possible application
of these relays in distribution lines to solve some of the problems associated with the
integration of renewable generators.

2.1.2. Protections in Medium-Voltage Lines

Distribution networks represent the last part of the energy chain and can be divided
into MV lines and LV lines. The former are used to connect primary and secondary stations,
secondary stations to each other, and secondary stations with large users. This is achieved
by reducing the voltage and increasing the current with respect to transmission lines.
In fact, these infrastructures are usually close to urban centers and are also used inside
them to cover medium distances. For this reason, the energy lost due to the Joule effect is
considered acceptable. In rural contexts, medium-voltage lines are made up of overhead
conductors to easily reach all users along irregular paths determined by the characteristics
of the territory. These networks are more exposed to accidental direct contact and lightning,
but can be visually analyzed in the event of a failure. In addition, the overhead structure
is the cheapest choice compared to other solutions. Instead, in large urban areas, MV
lines are made up of underground cables and this makes them safer, guaranteeing a low
impact on cities and citizens. However, cables are difficult to reach and inspections are
time-consuming and resource-intensive. In this case, correctly identifying the broken
branch plays a fundamental role. From a general point of view, medium-voltage lines have
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a mesh structure, but operate in a radial mode. Their extremely branched and complex
configuration requires the exclusion of the faulty branch and its safety before the utilities can
be powered by alternative routes. Furthermore, the presence of generators from renewable
sources that feed into the distribution network introduces a further factor of complexity for
the management of the line in fault conditions [48]. Basically, in MV networks, the main
protection activities are carried out by means of overcurrent relays in conjunction with
auto-reclosers, fuses and/or section switches [49]. This allows the protection of the line
from long-lasting overcurrents and poly phase short-circuits by putting out of service the
branch of the grid in which they occur. Furthermore, by applying directional relays it is
possible to detect the single-phase earth fault and, consequently, by using the same type of
circuit-breakers, the faulty line section can be isolated.

The abovementioned current overload relays play a fundamental role in increasing
the selectivity of the protection system. In fact, these devices are characterized by a so-
called inverse current–time operating curve. This curve results in slower tripping for low
overcurrent levels and immediate tripping for critical values. The standard curves include
IEC standard inverse time (SI), IEC very inverse time (VI), IEC extremely inverse time (EI),
IEEE moderately inverse time (MI), IEEE very inverse time (VI), and IEEE extremely inverse
time (EI). In standard relays, all curves are available. The curves have different slopes and
shapes [18]. Figure 6a summarizes some of these curves. The overcurrent relays can operate
in two different programmable modes: pickup and time-multiplier configurations. In the
first case, the characteristic curve is moved along the horizontal axis, thus increasing the
current value for which intervention is required in a given time. By applying this strategy
to the upstream relays, the necessary time is granted to those downstream to intervene
without putting the entire distribution network out of service. In the second mode, the
characteristic curve is shifted vertically and, therefore, the tripping time is increased for
the same overcurrent. By combining these functions it is possible to achieve a high level
of selectivity even in very branched networks such as medium-voltage distribution lines.
Figure 6b summarizes the possible coordination techniques. These overcurrent protections
are identified by code 51 in the ANSI/IEEE C37.2 standard and the trip time must be
defined according to the national technical standard.
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It should be noted that the instantaneous overcurrent protection is entrusted to the
relays 50, which in some technical standards are identified with the abbreviation 51.3.
Furthermore, the delayed action is indicated by codes 51.1 (or I>) and 51.2 (or I>>), which,
respectively, represent the first and second current thresholds. To recognize single-phase
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earth faults, a specific overcurrent protection is usually used, consisting of a toroidal current
transformer, called 51 N protection. This configuration allows for the measurement of the
homopolar current under fault conditions. In some specific cases, such as long electrical
networks in cable with isolated neutral, the 51 N overcurrent protection can perform
unwanted trips. In fact, the most common problem is the opening of the line due to an
upstream fault. To overcome this malfunction it is necessary to add the measurement of
the homopolar voltage using the protection device identified by the code 67 N.

In order to obtain a rapid resolution of transient faults, the auto-reclosers are applied
downstream of the primary station protections, in intermediate points of the line. These
devices are used to trip before the primary station protections in the event of earth faults
(characterized by currents lower than the polyphase faults). After a first opening, these
devices attempt two successive closings to restore the network functionality in the shortest
possible time. If the transient fault has not yet been resolved after the second closing attempt,
the MV line is definitively opened without triggering the protections in the primary station.
In this way the selectivity is increased. Functions similar to those of auto-reclosers can
also be implemented in the primary station to develop extremely detailed and precise
systems for selecting the faulty branch. To obtain this result, it is necessary to introduce
communication and remote control systems in the secondary stations of the network
considered. In this way, it is possible to manage the switches of the substations during the
opening periods and to localize the problem exactly. The basic functioning of auto-reclosers
and possible approaches for their correct management are presented in [50–52]. Auto-
reclosers are identified by code 79 in the ANSI/IEEE C37.2 standard and the trip times for
successive operations must be defined according to the national technical standard. This
type of management is implemented in modern SCADA to optimize the operation of the
network and all connected devices, including those of distributed generation.

All the functions described above are essential to ensure the safe availability of the
electricity service, but are focused on catastrophic failures (temporary or not) of the line.
When these fault conditions are caused by situations of accidental contact or lightning, it is
not possible to adopt preventive countermeasures.

2.2. Prognostic Systems

This subsection presents the main prognostic methods currently used in the manage-
ment of transmission and distribution networks. From a general point of view, all the
techniques aimed at introducing preventive and predictive maintenance interventions can
be considered prognostic approaches. In the first case, the main aspect is to use an inspec-
tion and activity program to find and fix small issues before they turn into big problems.
Instead, in the case of predictive maintenance, the system under test is fully functional
or with small deviations that do not affect the overall operation, and specific monitoring
systems are used to predict the residual useful life of its components and organize future
maintenance operations.

2.2.1. Prognostic Systems in High-Voltage Lines

In order to avoid catastrophic failures, overhead transmission line operators typically
introduce a preventive maintenance program based on visual and thermal inspections. To
carry out these operations, drones equipped with thermal imaging cameras are used, or
helicopter inspections are scheduled. The main subjects of these analyses are the joints of
the line, that are the connection points between two different parts of the phase conductor.
TERNA, which is the operator of the Italian transmission network, carries out this type of
inspection every two years and the check becomes more frequent for the sections of the
network located in areas with critical environmental conditions [53]. Unlike high-voltage
equipment monitoring, where several operations can be performed to prevent catastrophic
failures, overhead line analysis is primarily based on degradation models, inspections, and
preventive replacements. For example, the corrosion control of tower legs at the foundation
level requires the collection and analysis of data generated by different inspection methods
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and practices [54]. In [55], a methodology is presented to identify the towers most sensitive
to the phenomenon of iron corrosion, thus facilitating risk assessment and maintenance
planning. To achieve this purpose, the Delphi methodology is used, in which the variables
that influence the corrosion phenomenon are correlated with geographic information to
generate algebraic maps. Regarding aluminum conductor steel reinforced (ACSR), different
databases can be used to identify the most common failure mechanisms [56] and different
analyses allow for the definition of the residual useful life [57]. New methods are also
available for replacing line components without interrupting service [58]. Prognostic
methods for monitoring HV cables are not presented in this subsection because they are
similar to those in the following subsection for medium-voltage infrastructures and are
rarer in real applications.

2.2.2. Prognostic Systems in Medium-Voltage Lines

In the field MV lines, most of the infrastructures consist of underground cables and,
therefore, the most widespread monitoring techniques focus on the detection of insulation
malfunctions. Many of these approaches are currently used offline on de-energized cables.
This means that maintenance interventions are scheduled in advance, avoiding long service
interruptions to carry out tests. In this way, it is possible to identify the most common
failure mechanisms and avoid excessive cable wear. Figure 7 shows the main power
cable defects. Due to some defects in the manufacturing process or caused by aging,
impurities can form in the material used as insulation, which can grow due to severe
environmental conditions, shocks, or contamination by other external agents. When these
defects compromise the external protection, they cause the corrosion of the cable sheath
and the possible penetration of water and humidity. When water is present within the
insulation and subjected to electrical stress, it can initiate the formation of water trees. These
are small, branched channels or voids within the insulation. Furthermore, the electrical
stress that occurs when the cable is energized can increase the extent of voids and small
cracks. These are usually called electrical trees.
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As mentioned above, problems with insulating materials are among the most fre-
quent causes of faults in underground lines. This means that the detection of insulation
degradation plays a fundamental role in preventing catastrophic consequences. The tech-
niques most commonly used in practice to achieve this on medium-voltage cables can be
summarized as follows.

• Partial discharge (PD) measurement: it is a non-destructive test method which involves
measuring the electric charges released by the cable insulation [59–61].

• Thermal imaging (TI): it is a non-contact method of detecting insulation degradation
that involves taking thermal images of the cable and its components. This technique
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is based on the fact that insulation degradation results in increased heat generation,
which can be detected through thermography [62–64].

• Electrical impedance spectroscopy (EIS): it is a non-destructive testing technique which
consists of measuring the impedance of the cable insulation as a function of frequency.
The technique defines the insulation resistance, which can be used to detect insulation
degradation [65].

• Acoustic emission testing (AET): it is about detecting and analyzing the sound waves
generated by the cable insulation during normal operation. In fact, the reduced elastic-
ity of worn insulating materials causes different sound waves to be generated [66,67].

• Dielectric response spectroscopy (DRS): it is a testing technique that measures the
dielectric response of the cable insulation to an applied AC voltage. The technique is
used to detect different types of defects in medium-voltage cables [68,69].

2.2.3. Partial Discharge Measurements

From a general point of view, partial discharge (PD) is a type of breakdown that occurs
in a limited area of the insulating material due to an excessively high electric field. It is one
of the most common indicators of defects and, therefore, it is widely used in prognostic
systems for power equipment. The study of partial discharge measurement and location has
been ongoing since the 1940s [59], and a substantial amount of research has been performed
since then [60]. PD can occur in any equipment with insulation defects, including those
with gas, oil, or solid insulation. The countermeasures for PDs can be different according
to the type of system considered. Transformers and gas-insulated switchgear are among
the most studied equipment in this field of application [70]. Power lines, which include
medium and high-voltage cables and related accessories, are also critical components in
terms of PD [71]. From a practical point of view, offline PD testing can easily be performed
using ultra high frequency (UHF) sensors, while online monitoring is developing with
many research applications [72]. Furthermore, with the development of new application
scenarios, such as DC cables, more studies on cable PD detection and analysis are being
developed [73].

The coaxial structure of a power cable constitutes a natural propagation channel for
electromagnetic waves and, since PD is typically a narrow pulse containing high frequency
components, it can travel within the cable as in a transmission line. Knowing the length of
the cable and using specific UHF sensors, it is possible to quantify the magnitude of PD in
terms of pC and then compare the magnitudes of PD obtained from different cables. As
described in [60], there are two basic conditions for having a partial discharge:

(1) An initial electron must exist for the ionization avalanche;
(2) The electric field at the specific point must be greater than the inception field.

The emission of initiatory electrons is a stochastic process which takes place after a time
delay τs with respect to the achievement of the inception field. In practice, τs is assumed to
be in the order of milliseconds or nanoseconds, and different discharge mechanisms can
occur producing different voltage waveforms. To simplify, partial discharges can be divided
into three categories: corona discharge, surface discharge, and internal discharge [60].
Corona discharge is caused by the ionization of the air near the electrode, therefore it mainly
concerns the conductors of the overhead lines, but it can also occur in the terminations of
the cables [74,75]. Surface discharge, on the other hand, occurs at the interface between
two different dielectric materials. This problem is very common in cable joints, which
are made up of several layers of solid dielectric materials [76,77]. Finally, the internal
discharge occurs within low-resistance dielectrics. The formation of cracks or air pockets
in the material can cause internal partial discharges. Numerous models can be found in
the literature to describe the phenomenon of partial discharges. Internal PDs are the most
studied [78]. In particular, the most common model is the three-capacity or abc model
proposed by Whitehead [79]. Further developments of this method led to the definition
of the statistical distribution of PD through a Monte Carlo simulation [80]. The main
limitation of this model is that the potential along the cavity surface is not constant when
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PD occurs [81]. To overcome this limitation, the induced charge model [82] is used. The
induced charge is defined as the difference between the charge on the electrode with and
without discharge event. Rather than being circuit-based, this technique is field-based
and allows for the derivation of analytical solutions using different defect geometries [78].
Further considerations and other models can be found in [60], where the first table offers a
very accurate comparison.

In order to prevent PD in power cable accessories, such as joints and terminations,
a possible solution is the introduction of an anti-stress cone made of a dielectric material
capable of reducing electrical stress and characterized by a specially designed shape. Once
PD has occurred, it is necessary to consider the cable as a transmission line to adopt
effective detection methods. The lumped parameters model [83], Bergeron model [84], and
frequency-dependent model [85] are the three most used techniques to describe the cable
behavior. The application of the model with lumped parameters is restricted to situations
where the cable length is considerably shorter than the propagation time of the partial
discharge (PD). Conversely, when dealing with longer cables, the distributed parameter
model becomes imperative. The Bergeron model is adept at identifying the extended-wire
delay of the PD throughout the cable; however, it represents line losses through lumped
resistances at the line ends. The frequency-dependent model stands out as the most precise
for modelling a transmission line, particularly when the distributed parameters vary with
frequency. In the case of a single-core cable, a singular propagation path of the PD exists
between the conductor and the shield. For multicore cables, the propagation modes become
complex [86]. The mode of propagation plays a fundamental role as it affects the position
of the sensor and the detection accuracy.

The experimental procedure for offline PD testing can be summarized in the follow-
ing steps:

• Preparation: the cable is prepared for testing by isolating it from the electrical system
and installing high-frequency coupling capacitors at both ends of the cable.

• Coupling: the high-frequency signals generated by the PD are coupled into the cable
using the coupling capacitors.

• Signal amplification: the coupled signals are amplified using a high-frequency ampli-
fier to make them easier to detect.

• Signal detection: the amplified signals are then detected using a PD detector, which is
typically a high-frequency oscilloscope or a PD analyzer.

• Data analysis: the PD measurement data are analyzed to determine the location, type,
and severity of the PD.

Once the PD signal has been generated following the above procedure, TDR is usually
used to locate the problem [87,88].

2.2.4. Thermal Imaging

Thermal imaging is commonly used for the detection of insulation degradation in
medium-voltage cables [64]. The two most widely used thermal imaging methods for
medium-voltage cables are infrared (IR) thermography and lock-in thermography (LIT).
Infrared (IR) thermography involves using a thermal imaging camera to detect and visualize
the temperature changes in the cable insulation due to PD activity. The camera detects IR
radiation emitted from the cable insulation and converts it into a visual image that can be
analyzed to detect areas of PD activity. Lock-in thermography (LIT) is a more advanced
thermal imaging technique that uses the lock-in principle to detect and visualize PD activity
in medium-voltage cables. In this method, a modulated IR source is used to generate small
temperature changes in the cable insulation, which are then detected by a thermal imaging
camera. The thermal imaging camera is synchronized with the modulation frequency
to enhance the sensitivity of the measurement and to reduce the influence of noise and
ambient temperature fluctuations. Other results obtained by thermographic inspections in
the industrial sector can be found in [89].
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2.2.5. Electrical Impedance Spectroscopy

Electrical impedance spectroscopy (EIS) is a measurement technique used to deter-
mine the electrical properties of a dielectric material. It is based on the measurement of
impedance, which is a complex quantity representing resistance and reactance. EIS involves
applying a small AC voltage signal to a material and measuring the resulting current. The
measured impedance, which is a function of frequency, can be used to determine the
electrical properties of the material such as the resistance, capacitance, and inductance.
This information can be used to determine the presence and extent of defects, corrosion or
other material degradation, for example in medium-voltage cables. The procedure of EIS
in medium-voltage cables typically involves the following steps [90,91]:

• Preparation: The cable must be cleaned and insulated to ensure that the measurements
are accurate and reliable. The cable must also be disconnected from any other electrical
systems and grounded.

• Connecting the measurement system: The measurement system must be connected
to the cable. This is typically achieved by attaching electrodes to the cable at specific
points. The measurement system consists of an AC voltage source, a current measuring
device, and a data acquisition system.

• Applying the AC voltage: The AC voltage is applied to the cable and the resulting
current is measured. The voltage amplitude and frequency can be varied to obtain
information about the cable’s electrical properties over a range of frequencies.

• Data collection and analysis: The data collected from the measurement system is ana-
lyzed to obtain the impedance of the cable as a function of frequency. The impedance
data can be used to calculate various electrical properties of the cable, such as the
resistance, capacitance, and inductance.

2.2.6. Acoustic Emission Testing

Among the techniques capable of detecting defects in the insulating materials of
medium-voltage cables, a particular approach could be the analysis of the acoustic emis-
sion. In [66], a tool for condition-based maintenance has been developed, which allows the
detection of PD through the ultrasonic measurement of the emitted signals. The partial
discharge, in fact, behaves like a small local explosion giving rise to a pressure wave that
propagates towards the outside. This phenomenon is characteristic of cable terminations,
where it can be detected by traditional corona “guns”. A different technical solution based
on a glass fiber waveguide is required for the detection of internal PDs. The waveguide
introduces an attenuation level of approximately 30% into the measured signal, but is
electrically insulating and, therefore, allows on-site inspection during in-service condi-
tions. Close to the discharge, the acoustic signal has a very wide band. However, during
propagation, the high-frequency components disappear due to absorption in the material.
Absorption is often assumed to increase with the square root of the frequency, and can
become very high for materials used in medium-voltage terminations. When choosing a
sensor, the advantage of choosing a low frequency range to reduce absorption must be
counterbalanced by the fact that the environmental noise is increased in the lower frequency
regime. In recent papers, acoustic emission measurements are integrated into very complex
systems to detect PDs. For example, ref. [70] introduces a new on-line partial discharge
monitoring system for power transformers. It is based on the simultaneous use of three
methods: high frequency (HF), ultra high frequency (UHF) and acoustic emission (AE).
The article discusses the design process in detail and builds individual system hardware
modules and software layers. Also, the results of the analysis carried out using acoustic
emission and thermal imaging for a specific oil filled power transformer are presented
in [67].

A possible practical procedure for AET in medium-voltage cables can be organized
as follows:

• Cable preparation: the cable must be taken out of service and cleaned.
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• Transducer placement: acoustic emission transducers must be placed on the cable in
order to detect any acoustic signals emitted by the cable during the testing process.

• Excitation: a high-frequency or impulse excitation is applied to the cable in order to
induce partial discharges or other faults within the cable.

• Signal detection: the acoustic emission transducers detect the acoustic signals emit-ted
by the cable and send the signals to a data acquisition system for analysis.

• Data analysis: the acoustic signals collected during the test are analyzed using spe-cialized
software to determine the location, magnitude, and duration of any cable problems.

Note that acoustic emission (AE) transducers are devices used to detect and measure
sound waves produced by mechanical or structural changes within materials. There are two
types of AE transducers: piezoelectric and piezoresistive. The former convert mechanical
stress into an electrical signal, while piezoresistive transducers change their electrical
resistance in response to mechanical stress. AE transducers can be mounted on the surface
of a material or embedded within it. They are not usually used online due to difficult access
to underground cables.

2.2.7. Dielectric Response Spectrometry

Dielectric response spectrometry belongs to the same category as EIS, but the main
difference between these two methods lies in their approach to testing and the type of
information they provide. DRS measures the dielectric response of the material being
tested to an applied electrical field, while EIS measures the impedance of the material to
an alternating current. DRS is particularly useful for evaluating the quality and aging
of insulating materials, and can provide information on the dielectric properties over a
range of frequencies. On the other hand, EIS can be used to determine the presence of
partial discharge or other electrical faults within the cable, and to monitor the changes
in the electrical characteristics of the cable over time. In [92], dielectric spectroscopy
measurements of medium-voltage XLPE cable terminations are presented. They consist of
measurements of capacitance and losses as a function of frequency. The practical procedure
for performing DRS can be organized as follows:

• Preparation: the cable must be taken out of service.
• Connections: The cable or insulation sample is connected to the testing equipment,

which consists of a frequency response analyzer and a high-voltage amplifier.
• Voltage application: the frequency response analyzer outputs sinusoidally shaped

voltages at different levels up to two times the service voltage in a frequency range
from 100 Hz to 0.1 mHz. The voltage is then amplified in the high-voltage amplifier
and measured through a high-voltage divider.

• Data acquisition: The measurement data are recorded as a frequency-dependent
complex capacitance (C∗(ω) = C′(ω) − jC′′ (ω)). These data include the ordinary
capacitance (C′(ω)) and the dielectric loss component (jC′′ (ω)), both expressed in pF.

• Analysis: the data are analyzed to determine the loss angle (tan δ = C′′
C′ ).

The occurrence of water trees has a significant influence on the dielectric response. The
study presented in [92] aimed to determine the impact of different types of cable termina-
tions on the prognostic measurements of medium-voltage XLPE cables using high-voltage
dielectric spectroscopy. The terminations have been divided into two groups: linear and
non-linear, based on their response to voltage. The linear terminations exhibited geometric
field classification, while the nonlinear terminations had a combination of nonlinear resis-
tive and refractive classification. The results indicated that linear terminations increased
the measured loss compared to cables without terminations. Nonlinear terminations not
only increased the loss, but also resulted in a voltage-dependent increase in both the loss
and capacitance. All terminations had less impact at higher frequencies. The critical length
of a new XLPE cable, beyond which the impact of terminations decreases, was found to be
between 30 m and 300 m. These considerations are essential to distinguish the response in
the presence of water trees from the effect of the terminations.
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3. Main Developments in the Field of Diagnostic and Prognostic Systems

This section presents some of the most innovative methods for the diagnosis and
prognosis of faults in electrical infrastructures. In general, the basic concepts and experi-
mental test procedures previously described are combined with computational intelligence
techniques to identify and locate problems. One of the common characteristics of these
techniques is the possibility of being applied online during the normal operation of the
monitored network.

3.1. New Approaches for the Protection of Electrical Power Lines

In the literature, many papers propose the improvement of protective devices by
introducing modern computational techniques. For example, an advanced system for
classifying and locating faults in power transmission lines is presented in [22]. This method
integrates two sophisticated machine learning algorithms to distinguish the type of failure
and indicate the affected network branch: summation-wavelet extreme learning machine
and summation-Gaussian extreme learning machine. Other approaches, such as the one
presented by Yong in [93] and Li in [94], show specific techniques for detecting high
impedance faults and arc faults. In the following subsection, the possible developments of
the protection devices presented in Section 2 are analyzed, highlighting the new algorithms
introduced. Often, the use of these artificial intelligence techniques also requires the intro-
duction of specific algorithms for the preprocessing of the measurements, such as PCA. In
essence, the incorporation of PCA contributes to the overall efficiency, interpretability, and
generalization ability of the algorithms. It is a critical tool for optimizing the performance of
classification methods, especially when dealing with complex, high-dimensional datasets,
where there are numerous features that may not all contribute equally to the classification
task. By transforming the original features into a new set of uncorrelated variables, called
principal components, PCA helps reduce the complexity of the dataset while retaining
the most significant information. This dimensionality reduction not only speeds up the
computational process, but also mitigates the risk of overfitting, a very common problem
in machine learning. Overfitting occurs when a model is over-fitted to training data and
struggles to generalize to new, unseen data. PCA helps create a more generalized and
robust model by focusing on the essential patterns within the data. Furthermore, PCA is
useful in scenarios where multicollinearity exists between input features. Multicollinearity,
or high intercorrelation between independent variables, can impede the model’s ability to
discern the individual contribution of each characteristic. PCA addresses this problem by
transforming the original characteristics into linearly uncorrelated components, and can
therefore be used directly to identify anomalous situations in different types of systems,
not just electrical ones [95–97].

3.1.1. New Protections in High-voltage Lines

As previously described, the distance protections are based on the evaluation of the
line impedance calculated through the voltage and current measurements at the starting
point of the line. When a short-circuit occurs, the magnitude and phase of the line quantities
vary and, consequently, the global impedance changes. In the event of a fault with zero
resistance, the line impedance decreases with respect to the nominal situation and this
allows the detection of the problem. Likewise, if the fault introduces a resistive term, it
modifies the magnitude and phase of the impedance and causes the protection to trip.
Distance protections have been used for many decades, but nowadays it may be necessary
to adapt them to the new configuration of the electrical system [49]. For example, in [98]
the protection function is made robust against HVDC interfaced offshore wind units and
ref. [99] proposes a new weak fault component reactance distance relay. The coordination
of the distance protections plays a fundamental role in isolating only the part of the line
where the fault occurs. In fact, the impedance values used as activation thresholds and
the corresponding opening times can be set to trip only the protection closest to the failure
point. The intervention schemes of these protections are defined with increasingly complex
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and effective techniques, as shown in [100]. Since conventional relays do not work properly
in the case of parallel lines due to the negative impact of zero-sequence mutual coupling,
several papers propose adaptive schemes to overcome this problem. Yi Hu et al. in [101]
present an innovative adaptive strategy for protective relaying in the context of parallel-line
distance protection. The proposed scheme dynamically adjusts its operation based on the
presence of specific input signals by mitigating the mutual coupling effects. By exploiting
these additional locally accessible signals and customizing relay operations, the proposed
approach significantly improves the distance protection for parallel lines. In particular,
this adaptive scheme integrates a built-in fallback mechanism, ensuring consistent and
dependable operation across all conditions.

As mentioned above, differential protections can be used to protect lines, busbars,
power transformers, and other HV equipment. The main theoretical concept on which this
protection is based is the measurement of a characteristic quantity, generally current, across
the protected area and the subsequent comparison to activate the opening of the circuit.
If a difference in magnitude and/or phase is detected between the two measurements, it
is considered a fault symptom and the opening of the protections is activated. Also, in
this case, it is possible to use specific settings of the differential current relays, such as the
use of an increasing threshold if the measured current values are very high. Furthermore,
new developments can be introduced to adapt these protection systems to renewable
energy generators [102,103] and to improve performance through artificial intelligence
techniques [104]. In some situations, a back-up protection with overcurrent relays is
implemented to correct any faults in the differential protection [21]. In these types of
protections for high-voltage electrical lines, delay times are generally not included.

Some of the most important developments in the field of wide-area monitoring, pro-
tection, and control (WAMPAC) are currently represented by the introduction of artificial
intelligence algorithms in relay management and measurement analysis. For example,
the correct use of synchronized phasors requires the solution of optimization problems
with two objectives [105]. The correct formulation of this problem is presented in [106]
and solved using a metaheuristics technique, called chemical reaction optimization (CRO).
Generally, the objective functions of these optimization problems determine the minimum
number and the optimal position of a set of measurement points [107–110]. Furthermore, in
these problems, it is assumed that the communication network exists with good coverage
and sufficient bandwidth, but this assumption may not hold for a practical scenario. A
communication link placement problem has recently been included in the optimization
procedure and this allows observability of the entire system [111].

3.1.2. New Protections in Medium-Voltage Lines

The main developments in the field of distribution lines concern the growth of smart
grids and smart cities and, in this scenario, the intelligent automation of protection devices
plays a fundamental role. The main objective in terms of automation is the monitoring
of the state of the network and the transmission of the measured quantities in order to
increase the knowledge and governance of the grid through the main electromechanical
components located along the path. In the current scenario, the MV distribution networks
are already equipped with a high degree of automation necessary to guarantee the correct
functioning of the network with respect to the stringent requirements dictated by technical
standards (limits to the number and duration of interruptions and voltage values within
certain ranges). As described in Section 2, the protection of the MV lines is carried out
in the primary substation through a switch coupled to a relay with different protection
functions (mainly codes 51 and 67). Since medium-voltage network connects the secondary
substations according to a radial structure, the relays in the primary substation are coor-
dinated with the fault passage indicators (FPIs) installed in each secondary substation.
This coordination makes it possible to select the faulty section; in fact, the medium-voltage
circuit-breaker in the primary substation interacts with the remote terminal units (RTU)
located in the secondary substations, which use the signals from the FPIs and appropriate



Energies 2023, 16, 7317 21 of 37

algorithms to identify the location of the fault. Until now, two scenarios were possible
depending on the ability or not of the switching devices in the secondary substations to
interrupt the fault currents.

• In the standard version, if the switching devices of the secondary substations cannot
interrupt the fault currents, the protection trip occurs in the primary substation,
while the FPIs of the secondary substations detect the presence and location of the
fault. The information from the FPIs is made available to the control center of the
primary substations via the RTUs of the secondary substations and, consequently, the
opening of the IMSs is commanded at the ends of the faulty section. Subsequently, the
protection in the primary substation is closed again, isolating the part of the network
characterized by the fault. This operation obviously entails the loss of the availability
of the entire line, until the switch is closed again, after the fault has been eliminated.
The limit of the aforementioned faulty branch search algorithms determines a duration
of the outage of a few minutes (indicatively, a time of 180 s can be considered).

• In modern electricity networks, there are secondary substations equipped with switch-
ing devices capable of interrupting the fault currents and characterized by the recloser
function. They are coordinated according to the logic of time selectivity with the
protection in the primary substation. Therefore, the reclosers that detect the fault trip
before the protection in the primary substation, putting only a part of the medium-
voltage network out of service. Clearly, this allows disservice in the branches not
affected by the fault to be avoided and, in general, allows the limitation the total
recovery times.

Figure 8 highlights the functioning of the protection devices in both cases. A further
step towards the development of distribution networks consists of the adoption of intelli-
gent electronic devices (IEDs) capable of communicating with each other with advanced
protocols such as for example IEC 61850 [112,113]. In networks managed via IEDs, each
IED upstream of the fault sends a blocking signal to the IEDs upstream, blocking their
intervention for a certain time, while the IED that has not received the blocking signal
commands the opening of its switch in order to extinguish the fault. The same strategy can
be implemented including the user’s system, both in medium voltage and in low voltage.
In general, there can always be a downstream IED/breaker affected by a fault that can
send a lockout signal to the upstream IED/breakers while aborting the fault. It is clearly
necessary that the IEDs are quickly reconfigurable in order to update the list of previous
and subsequent devices in the chain. This type of automation effectively minimizes the
inconvenience for users connected to the MV line. When it is not possible to interlock the
IED in the primary substation, the objective is to isolate the fault within a specific time to
avoid the intervention of the circuit breaker in the primary substation due to time selectivity.
Starting from these general concepts it is possible to develop different protection procedures
focusing on specific aspects. For example, in [114], when the system is in normal operating
state, the backup protection areas are divided according to the operating status of the
protections in the primary and secondary substation and topology. When a fault is detected
in the system, each IED will search for other IEDs in the same protected area and exchange
voltage and current synchronized phasor information with them. In this scenario, the
adaptive aspect is generated by comparing the phase voltage difference and phase current
after the fault. The simulation results verify that the proposed method is able to identify
the failure quickly and accurately. It is highly sensitive to different types of interphase
faults and could operate reliably even in different topologies. Also in this field, the high
presence of distributed generation requires changes in protection strategies [115]. A full
investigation is proposed in [116], where the emphasis was placed on studies associated
with adaptive protection, considered by some researchers as the most promising solution
for the protection of smart microgrids. In particular, adaptive protections based on vari-
ous computational methods are proposed: ANN-based approaches, metaheuristic-based
approaches, fuzzy-based approaches, multi-agent system-based approaches and others.
Another specific metaheuristic algorithm, called sine cosine algorithm (SCA), can be used as
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shown in [117] to find the best position of phasor measurement units (PMUs) and achieve
the full observability of the distribution network. Even in the case of distribution lines, as
previously described for transmission networks, it is necessary to manage fault situations
made particularly dangerous by the presence of distributed generation. In particular, the
phenomenon of islanding must be managed. In this sense, ref. [118] provides a description
of some adaptive algorithms that allow the goal to be reached. The use of IEDs not only
improves the protection functions along the electricity distribution networks, but also
introduces challenges in the field of communications [119], cyber security [120], and in the
management of production plants [121].
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3.2. New Prognostic Approaches for Electrical Power Lines

Prognosis is one of the main fields of research where the integration of artificial
intelligence could achieve great results and is currently highly regarded. For example,
in [122], an intelligent classifier is used to prevent catastrophic faults in DC-DC converters
for photovoltaic applications, while ref. [123] proposes deep neural networks for monitoring
transmission lines and ref. [124] discusses the utilization of neural networks for a long-term
prediction, where anticipated degradations are used to prevent future failures over a longer
period of time. In the following subsection, the possible developments of the prognostic
approaches presented in Section 2 are analyzed, highlighting two key aspects such as the
intrusive level and the possibility of operating online.

3.2.1. New Prognostic Systems for High-Voltage Lines

Monitoring bolted and compression joints in high-voltage electrical transmission lines
plays a fundamental role in the reliability of the entire electrical system. As mentioned
above, network managers usually use thermal imaging analysis. However, this inspection
is performed manually and shows difficulties when performed from the ground level.
Sometimes, manned or unmanned flying vehicles equipped by thermo-graphical instru-
mentation are employed. Besides the inherent high costs, the temperature measurement is
not precise, being affected by several problems due to the fly stability and speed. Further
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limitations are determined by the load conditions of the power line and solar radiation,
which may not heat the deteriorated joint sufficiently to be detectable by thermographic
methods or mask internal heat. In [125,126], possible techniques to improve the thermal
image analysis are presented. The first proposes the modeling of the wind influence, to
evaluate its effect on the results of the external thermographic inspection. Therefore, a
wind speed-dependent temperature reduction factor has been developed and applied to
estimate the target no-wind temperature, which is considered to be the worst case. The
main goal of [126] is to propose a possible analysis method to evaluate thermal images
of different materials under different conditions. The authors also intend to define the
most suitable emissivity values for usual materials found in substation equipment. In [127],
the applicability of resistance and temperature measurements for the characterization of
full-stress compression joints is investigated, and based on this, F. de Paulis et al. proposes
in [128] a comprehensive study on the detection of joint degradation. This method explores
the possibility of tracking remotely the healthiness of compression and bolted joints using a
TDR technique. This means that joint impedance measurements play a key role. In fact, the
prognostic method is based on the detection of the pulse signal reflected by the impedance
discontinuity caused by aged joint. Therefore, new and degraded joints are measured by
DC at 500 kHz to quantify the increase in impedance due to aging processes. A commercial
TDR-based instrument is used for applying a broadband high-voltage pulse to a three-phase
line up to 134 km, sensing voltages and currents in the time domain. The measurement
setup is replicated on a circuit model to more extensively investigate the effectiveness of
a TDR-based joint remote control monitoring. In addition to the measurement of the DC
resistance, the frequency characterization of the joint resistance is also performed through
a specific experimental setup. To understand which frequency allows for the enhancement
of the problems of the joint, an EM modeling is performed. Finally, a 130 kV power line
is tested by launching a high-voltage pulse on each of the three phases. The healthy line
has only the open end of the line reflection, while phase 1 with the degraded artificial
joint inserted at the 33rd km showed a well-defined impulse in the correct position. The
difficulty of taking measurements on an in-service line has limited the case studies. As
previously mentioned, other interesting information on reflectometry methods that can be
used to detect impedance changes along power lines is summarized in [37]. In order to
improve the preventive aspect and the possibility of recognizing online the state of health
of the joints belonging to a specific network branch, it is possible to apply the prognostic
procedure shown in [129]. It is based on the main theoretical concepts of prognostic systems
used in analog circuits, where the main aim is to find parametric faults, i.e., the deviations
of electrical components with respect to their nominal values. It is therefore necessary to
develop the equivalent lumped circuit of bolted joints and introduce the two main failure
mechanisms: oxidation and partial breakage of the structure. A possible way to create
the lumped model is presented in [130], where three electrical components are used by
introducing the equivalence between bolted joints and solder joints (Rsj, Lsj, Csj). The two
failure mechanisms mentioned above produce variations in the electrical parameters of
the model: the oxidation process increases the resistance Rsj, while the partial breakage
of the structure also modifies the inductance Lsj and capacitance Csj. This prognostic
method allows for the injection of high-frequency signals to the first end of the considered
network branch and the evaluation of the frequency response measurements to detect
the state of health of the junction regions. To achieve this goal, a specific machine learn-
ing algorithm called multi-layer neural network with multi-valued neurons (MLMVN) is
used [131]. Before training this computational method, a specific phase called the testability
analysis is necessary to understand if all the malfunctions of the joints belonging to the
network branch can be detected. Refs. [132,133] present all information on the testability
in linear time-invariant and time-variant circuits, respectively. This method has not yet
been tested practically, but can provide a good basis for the development of an effective
prognostic technique.
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3.2.2. New Prognostic Systems for Medium-Voltage Lines

As described in Section 2, the diagnosis and prognosis of medium-voltage lines
are essential to ensure the stability of the electricity service. In particular, branch paths
and the very difficult access to underground cables introduce the need for minimally
invasive methods. Generally, the problems of medium-voltage cables are linked to the
degradation of the insulation, which usually occurs following a strong thermal stress. Also,
in underground lines, the weak points are the junctions between the different parts of the
same phase conductor [134]. Based on the data provided by the main Italian distribution
system operator (DSO), 60% of failures on medium-voltage joints occur from June to August,
when thermal stress is very high and dissipation is reduced due to the thermal resistivity
of the soil [135]. In order to detect the process of insulation degradation in its early stage,
a possible low intrusive method is presented in [136], where the cascade connection of
several pi-models is used to describe the equivalent circuit of the network branch being
tested (Figure 9a). Here, the electrical parameters of the cable can be calculated using the
manufacturer’s information about the conductor cross-section, the insulation material, the
sheath material and the type of installation (Figure 9b).
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On the other hand, in the event of thermal malfunctions an increase in the conductor
resistance is assumed and, in the initial stages of insulation degradation, also an increase in
conductance. The resistance changes can be easily calculated by (1):

RT = R20[1 + α(T − 20)] (1)

where RT is the conductor resistance at the working temperature T expressed in ◦C, R20
is the resistance at 20 ◦C, and α is the thermal coefficient of the conductor material. Con-
ductance variations can be evaluated using the information from [137,138]. The prognostic
method proposed in [136] is based on the successive steps presented in Figure 10, where a
complex-valued neural network allows for the classification of the line status by processing
the equivalent admittance measurements.

A similar approach is proposed by the same authors in [139], where the analysis
of the line conditions is performed by processing the measurements of high-frequency
signals injected through power line communication (PLC) devices. In this case, the model
presented in Figure 9a is used in its distributed form and the values of the electrical
components are extracted from the experimental characterization shown in [140].

As previously described, the use of equivalent circuit models also plays a fundamental
role in the detection of partial discharges and other related applications. For example, in
the field of fault diagnosis for electrified powertrains and vehicles, many relevant aspects
regarding the use of equivalent circuits can be encountered [141,142].
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In the field of impedance spectroscopy, a novel method to precisely locate degradations
in the cable insulation is proposed in [91]. In this case, an integral transform (IT) algorithm
is developed to transform the frequency-dependent broadband impedance spectroscopy
(BIS) to a special domain function. This function can be used to describe the changes of the
propagation constant along the cable and detect degradations. Subsequently, a procedure
based on the particle swarm optimization (PSO) is integrated to minimize the error between
the measured impedance of the cable and that calculated by a model. Finally, the complex
dielectric permittivity for each of the degradations is figured out to assess the insulation
condition. The simulation outcomes indicate that it is possible to identify the areas with
a higher loss tangent (tan δ) compared to the neighboring regions, even when the cable
length is 500 m, with a spatial resolution as low as 0.01 m. The PSO method allows for the
determination of the level of degradation of these portions by measuring their tan δ. This
approach’s effectiveness is confirmed by experimental tests conducted on a 50 m long cable.

As described in Section 2.2.3, many different techniques can be used to detect PD on
electrical power cables, but the possibility of working online is still an open question of
great importance. In fact, one of the main challenges is the presence of ambient electrical
noise that can mask partial discharge signals, which are often of low intensity and can
be overshadowed by other interferences in the system. Furthermore, the variability of
operational and environmental conditions can complicate the detection of this phenomenon;
conditions such as temperature, humidity, and the presence of other electrical disturbances
can influence the accurate interpretation of signals. The length of medium-voltage cables
is another difficulty. Since cables can extend over considerable distances, pinpointing
the exact location of a partial discharge may require sophisticated systems and advanced
techniques. Finding solutions that allow for online detection without interrupting the
power supply represents a further technological challenge that can be addressed with the
development of new technologies, such as more sensitive partial discharge sensors and
sophisticated artificial intelligence-based data analysis algorithms. However, it remains
an evolving field that requires continuous development and innovation to ensure the
reliable management of electricity networks. To improve the effectiveness of online cable
prognosis, ref. [143] discusses various PD parameters and their related statistical values,
such as PD charge magnitude, occurrence rate, and charge density, to interpret PD activity.
The observation of the trends of these parameters is used to study the connection of the
cables and the state of degradation of the components. The approach is applied to field
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data obtained from monitoring live circuits for one year and three examples are presented.
By providing early warning, weak points were identified and failures were prevented.
For example, the first circuit studied in [143] consists of a 10 kV cable with PLC/XLPE
insulation, a resin joint, four XLPE shrink/cold cable joints, and two terminations. The
obtained 3D PD mapping diagram allows for the localization of sharp and intense discharge
peaks with a high discharge amplitude.

4. Discussion

Based on the overview of prognostic and diagnostic methods presented in this paper,
the main characteristics of the different approaches can be summarized as follows.

Given the general information provided in Section 2 on relay-based protection devices
and given the possible evolution proposed in Section 3, Table 2 proposes some diagnostic
methods classified from the point of view of functionality and the implemented algorithms.

Table 2. Summary of diagnostic methods and artificial intelligence algorithms.

Papers Functionality Algorithm

[144] Optimal Relay Coordination Genetic Algorithm

[145] Optimal Relay Coordination Genetic Algorithm and Non-Linear
Programming Approach

[146] Coordination of Overcurrent Relays Seeker Optimization Technique

[147] Optimal Relay Coordination Adaptive Differential Evolution

[148,149]
Optimal Overcurrent Relay

Coordination with
distributed generation

Genetic Algorithms

[150–152] Fault Section Estimation in
Distribution Networks Artificial Neural Networks

[153] Fault Section Estimation in
Distribution Networks Fuzzy Petri Net Technique

[154–156] Fault Section Estimation in
Distribution Networks Genetic Algorithms

[157,158] Fault Location Estimation in
Transmission Lines Artificial Neural Networks

[159] Fault Location Estimation in
Transmission Lines Genetic Algorithms

[160] Fault Location Estimation in
Transmission Lines

Artificial Neural Networks and
Genetic Algorithms

As for the prognostic methods, Table 3 presents the main advantages and disadvan-
tages of the techniques currently used in the monitoring of electrical transmission and
distribution lines. As regards prognostic methods, the evaluation of the best approach to
adopt essentially depends on the type of problem and the practical feasibility of the moni-
toring system. As for partial discharge measurement, this method proves advantageous in
its ability to proactively detect partial discharges before a cable experiences failure. It oper-
ates as a non-destructive testing technique, providing insights into the specific locations of
partial discharge activity. However, its implementation demands specialized equipment
and intricate online procedures. Furthermore, it can solely identify partial discharge activity
without delving into the root cause and may struggle with detecting low-level occurrences.
Thermal imaging emerges as a valuable tool capable of identifying hotspots caused by
cable defects or line joints. Operating as a non-invasive method, it allows for real-time issue
detection during normal operation. However, its limitations lie in the inability to identify
defects that do not generate heat, and results are susceptible to environmental factors such
as temperature and humidity. Conducting field tests necessitates specialized equipment
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and skilled personnel. In the realm of acoustic emission testing, the method shines in
its ability to detect cable defects before they lead to failure. Operating non-invasively,
it identifies specific defect locations within the cable. Nevertheless, results are suscep-
tible to environmental noise, and online performance demands specialized equipment.
Additionally, it may have limitations in detecting low-level acoustic emissions. Lastly,
dielectric response spectroscopy detects changes in the dielectric properties of cable insula-
tion through a non-destructive approach. However, similar to impedance spectroscopy, its
results can be influenced by temperature and humidity variations. Furthermore, it requires
the application of high-voltage/low-frequency AC voltage for effective implementation.

Table 3. Summary of prognostic methods for electrical power lines: advantages and disadvantages.

Technique Advantages Disadvantages

Partial Discharge Measurements

# Can detect partial discharges before a
cable failure occurs;

# Is a non-destructive testing method;
# Can identify specific locations of partial

discharge activity.

# Requires specialized equipment and
complex procedures to be
performed online;

# Can only detect partial discharge
activity and not the root cause of
the issue;

# Has limited ability to detect low-level
partial discharge activity.

Thermal Imaging

# Can identify hotspots caused by cable
defects or line joints;

# Is a non-invasive testing method;
# Can detect issues in real-time during

normal operation.

# Cannot detect defects that do not
generate heat;

# Results can be affected by ambient
temperature, humidity, and other
environmental factors;

# Requires specialized equipment and
skilled personnel to carry out field tests.

Electrical Impedance
Spectroscopy

# Can detect changes in the dielectric
properties of the cable insulation;

# Is a non-destructive testing method;
# Can identify specific locations of issues

within the cable.

# Results can be affected by temperature
and humidity;

# Has limited ability to detect some types
of cable defects.

Acoustic Emission Testing

# Can detect cable defects before a
failure occurs;

# Is a non-invasive testing method;
# Can identify specific locations of

defects within the cable.

# Results can be affected by
environmental noise;

# Requires specialized equipment to be
performed online;

# Has limited ability to detect low-level
acoustic emissions.

Dielectric Response Spectroscopy
# Can detect changes in the dielectric

properties of the cable insulation;
# Is a non-destructive testing method;

# Results can be affected by temperature
and humidity;

# Requires high-voltage/low frequency
AC voltage.

Finally, Table 4 summarizes the possible evolution of some of these techniques, high-
lighting the computational methods that can be integrated. In particular, the use of a
multi-valued neural network in diagnostic systems allows for the measurements of differ-
ent electrical quantities to be directly classified without a preliminary coding phase. The
neurons used in these algorithms, in fact, are capable of processing complex numbers, and
this represents a great advantage in the electricity sector, where quantities are expressed
through phasors. Other classification algorithms can be used to recognize reflected signals
in the time domain reflectometry approach. From the practical point of view, a TDR device
sends short pulses along the cable. When these pulses encounter changes in the impedance,
such as those caused by faults or damaged insulation, reflections occur. The time it takes
for these reflections to return is measured and analyzed. The location and nature of the
reflections provide insights into the condition of the cable insulation. Finally, regarding
particle swarm optimization (PSO) applied to broadband impedance spectroscopy, it proves
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to be a practical approach to identify problems in MV cable insulation. In this methodology,
the PSO algorithm is employed as an optimization tool to fine-tune the parameters of the
impedance spectroscopy system. Practically, the implementation involves configuring
the parameters of the impedance spectroscopy setup, such as the frequencies used, mea-
surement points, and signal amplitudes. The PSO algorithm then iteratively refines these
parameters to maximize the sensitivity of the system to variations indicative of insulation
issues. This approach offers a systematic and efficient means to identify and locate faults in
medium-voltage cable insulation, contributing to preventive maintenance and minimizing
the risk of electrical failures. The combination of PSO and broadband impedance spec-
troscopy presents a promising practical solution for maintaining the integrity and reliability
of medium-voltage power distribution systems.

Table 4. Summary of new prognostic methods and their computational algorithms.

Papers Functionality Method

[130,139] Detection of Malfunctions in HV and MV networks Multi-Valued Neural Networks

[125–127] Detection of Malfunctions in HV lines Thermal Imaging Analysis

[128] Detection of Malfunctions in HV joints Time Domain Reflectometry

[91] Detection of Problems in MV Cable Insulation Particle Swarm Optimization applied on
Broadband Impedance Spectroscopy

[143] Detection of Problems in MV Cable Insulation Online Monitoring of Partial Discharges

In conclusion, a summary scheme is proposed in Figure 11, in order to facilitate the
choice of a specific approach.
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5. Conclusions

In conclusion, it can be stated that the monitoring of power lines plays a fundamental
role in guaranteeing the continuity of the electricity service and will be extensively studied
the in future for the development of smart grid and smart cities.
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Among the diagnostic methods, i.e., the techniques focused on the detection and limi-
tation of catastrophic failures, the most important developments concern the introduction
of artificial intelligence techniques and computational methods capable of improving the
localization of problems. In fact, the processing of the measures used to start the protection
systems and their organization in a large area can be performed using neural algorithms
that can also manage the integration of renewable energy generators.

In the field of failure prevention, the primary consideration is the development of
low-intrusive monitoring systems that can identify problems before they lead to outages.
For this reason it is usually necessary to introduce methods and equipment typical of other
fields. The use of power line communication techniques, frequency response measurements
and thermal analysis will be essential in the near future to develop monitoring systems
capable of operating online. Thus, the ability to operate online and the use of artificial
intelligence algorithms in embedded electronics will be fundamental tasks and key research
fields to improve the reliability of modern smart grid and smart cities.

As mentioned in this paper, the direction of the development of monitoring techniques
is marked by the search for greater intelligence, efficiency, and adaptability. Emerging
technologies are driving the shift towards real-time, data-driven insights that enable grid
operators to proactively manage and optimize energy distribution. A key trend is the
integration of advanced data analytics and artificial intelligence (AI). These technologies
enable predictive maintenance, early fault detection and dynamic load balancing. Machine
learning algorithms analyze large data sets, providing actionable insights that improve
the network reliability and performance. Furthermore, the focus is on strengthening the
resilience and security of electricity networks. Advanced monitoring systems are designed
to quickly detect and respond to failures, cyber threats, and natural disasters. This involves
integrating sophisticated sensors, communications networks and automation to create
self-healing grids. The development direction also emphasizes the integration of renewable
energy sources. Monitoring techniques are evolving to adapt to the variability of solar
and wind energy, ensuring smooth integration into the grid. Smart sensors and control
systems play a critical role in managing the complexities introduced by distributed energy
resources. In essence, the future of power grid monitoring techniques lies in harnessing
the power of data analytics, artificial intelligence and smart technologies to create agile,
resilient, and sustainable energy networks.

In conclusion, it can be stated that in the near future, the most important development
in the field of protection devices will be the introduction of optimization methods to better
coordinate the interventions of the relays in transmission and distribution networks which
have become much more complex. This aspect will be crucial to correctly manage the
massive integration of renewable generators and their possible island operation ensuring
the availability of electricity services in many different scenarios. To achieve this goal, the
diffusion of SCADA will play a fundamental role and will introduce some important chal-
lenges: for example, data quality and integrity will have to be ensured by guaranteeing the
accuracy, completeness, and timeliness of the data collected and transmitted by SCADA, as
well as preventing data loss, corruption, or manipulation. Again, cybersecurity and privacy
should also be prioritized, protecting communication systems and networks from unautho-
rized access, interference, or sabotage. Furthermore, interoperability and standardization
should be taken into account by ensuring the compatibility and coordination of SCADA
systems with different protocols and platforms. Finally, scalability and flexibility to adapt
SCADA systems and architectures to the changing and growing needs and demands of
smart grids and smart cities should be considered. Eventually it will be essential that many
protection functions are managed directly by the IEDs and, in this case, computational
algorithms will be central.
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Appendix A

This appendix illustrates the mathematical formulation of the relay coordination
problem. Most of this information can be found in [161], where this topic has been stated
as a minimization problem in which the main objective is to minimize the sum of time
operation of all primary relays (A1).

Minimize : z = ∑n
i=1 ∑l

k=1 wi,kti,k (A1)

where wi,k represents the probability of a given fault that can occur at kth location of the
protective zones, and ti,k is the operating time of ith relay for the fault at kth location. In
order to assume that all the possible faults have the same occurrence probability, the weights
in (A1) are set equal to 1. Considering only one fault location for each time, Equation (A1)
can be simplified as follows:

Minimize : z = ∑n
i=1 ti,k (A2)

where z is the objective function to be minimized and n is the total number of relays. The
operation time necessary for the trip of primary relays is ti. Other forms can be found
in the literature to express the objective function and the most common constraints are
summarized below:

• Coordination constraint:

tj − ti > CTI (A3)

where tj is the operation time of the back-up relays, ti is that of the primary relays, and
CTI is the coordination time interval which generally falls in the range 0.1–0.5 s.

• Relay operating time bounds:

ti min ≤ ti ≤ ti max (A4)

This constraint is introduced because relays require a certain time to operate and
they must not be too slow. In (A4), the lower and upper limits are the maximum and
minimum allowed time values.

• Constraint on time multiplier setting (TMS):

TMSi min ≤ TMSi ≤ TMSi max (A5)

This constraint is introduced to set the TMS into the range provided by the manu-
facturer of the relays. Generally, the range of TMS is between 0.1 and 1.1 s in steps
of 0.1.

• Constraint on plug setting:

PSi min ≤ PSi ≤ PSi max (A6)

The relay plug setting should be higher than the normal current of the line (PSi min)
and lower than the maximum fault current (PSi max).

• Constraint due to the operating characteristics of relays:

ti =
0.14 · TMS(

Irelay/PSi

)(0.02)
− 1

(A7)
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where Irelay is defined as the ratio between the line current and the CT. This is the most
common formulation for this type of constraint and it can be used in (A2).
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