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Abstract: With the development in the field of energy and the growing demand for sustainable energy,
gas–electric integrated energy systems are attracting attention as an emerging energy supply method.
At the same time, with the deep application of information technology, the cyber–physical interactions
of gas–electric integrated energy systems are increasingly enhanced. To this end, first, the reliability
assessment indices of a gas–electric integrated energy system, which comprehensively considers the
interactions between cyber–physical and different energy sources, are established in this paper to
quantitatively assess the reliability level of the system under different fault and failure conditions.
Second, to solve the reliability optimization problem, a comprehensive reliability enhancement
optimization model is constructed in this paper, which targets the sum of the total penalties of the
failure rate and average repair time modification. The impact of the cyber systems on the gas–electric
integrated energy systems is transformed into a modification of the failure rate and the average repair
time, and the model is solved by an adaptive Gaussian particle swarm optimization algorithm. Finally,
the applicability and superiority of the adaptive Gaussian particle swarm optimization algorithm to
the reliability optimization of the gas–electricity integrated energy system are verified by conducting
simulation tests on the gas–electricity integrated energy system coupled with an 8-node distribution
system and the 11-node natural gas system in Belgium. Furthermore, the effects of cyber systems and
cyber-attacks on system reliability optimization are also analyzed to verify the effectiveness of the
proposed method and the rationality of the newly defined reliability indices.

Keywords: gas–electric integrated energy system; cyber–physical interaction; reliability indices;
reliability optimization; adaptive Gaussian particle swarm optimization algorithm

1. Introduction

With the rapid development of cyber–physical interactions [1,2], gas–electric inte-
grated energy systems (GEIES) have garnered widespread attention as an emerging energy
supply method [3]. GEIES couples the natural gas system with the electric power system
to achieve efficient utilization and a reliable supply of energy by optimizing the processes
of energy generation, transmission and utilization. In such systems, reliability is a crucial
factor in ensuring a continuous and stable energy supply [4].

Reliability assessment is an essential component within integrated energy systems,
providing a comprehensive analysis and evaluation of the current level of reliability for
GEIES [5]. Reference [6] explored the importance of gas–thermal inertia in electrical–
thermal-coupling integrated energy systems and proposed a reliability assessment method
considering gas–thermal inertia, which can improve the operational reliability and economy
of the system. In reference [7], the reliability analysis of integrated energy systems was stud-
ied, and an approach was proposed for capacity outage states’ modeling of multi-energy
associations in integrated energy systems. Moreover, reliability indices were calculated by
a customized algorithm. A new approach for the reliability assessment of integrated energy
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systems was introduced in Reference [8], which improved the optimal load curtailment and
reliability assessment algorithms. Furthermore, an optimization framework and reduction
techniques were proposed to improve the computational efficiency. Reliability assessment
allows systematic analysis of system failure modes, potential risks and system availability
and reliability in the face of various scenarios. Our previous research proposed a reliability
assessment method for cyber–physical distribution systems considering cyber-interference
and defined reliability indices [9]. This Reference fully considered the influence of cyber–
physical interactions on system reliability and established reliability assessment indices
for cyber–physical distribution systems, but it was only applicable to distribution systems
and could not assess the reliability of multi-energy systems. Reference [10] investigated
the reliability assessment method for the electricity–gas system containing power-to-gas
and established reliability indices from both system and equipment perspectives, includ-
ing power–gas–heat deficiency expectation, wind abandonment expectation and capacity
utilization of the power-to-gas unit. A reliability assessment model for an electricity–gas
system was proposed in Reference [11] for considering the effects of multiple failure modes
and structural parameters’ correlation of the pipeline on system reliability. The results of
these assessments are critical to the development of effective reliability optimization strate-
gies and decisions. Although both of these References assess the reliability of integrated
energy systems, the indices used do not take into account the cyber–physical interactions.
They cannot reflect the system reliability in an integrated way. Therefore, a thorough relia-
bility assessment and the establishment of comprehensive reliability assessment indices are
essential steps.

However, assessment alone cannot solve the reliability problems of a system since the
assessment is only the analysis and comprehension phase of the problem with no specific
solutions and optimization decisions available. Reliability optimization considers multiple
aspects of the system, such as reliability and economics, based on the assessment, and
optimizes the system with multiple indices through a comprehensive optimization method.
A method based on an improved generic algorithm was proposed in Reference [12] to
optimize the reliability and efficiency of distribution networks. It used the non-sequential
Monte Carlo simulation based on branch reliability to evaluate the reliability of network
configurations. In Reference [13], a non-linear transmission network reliability optimiza-
tion method based on a generic algorithm was proposed, and the optimal performance
of the feeder reliability and availability was determined by minimizing downtime and
mean time between failures through the proper selection of objective functions and con-
straints. An approach of optimal reliability indices planning for power systems based
on a non-sequential Monte Carlo simulation and particle swarm optimization algorithm
was presented in Reference [14], which included optimization problems in minimizing
system interruption costs and component investment costs. Reference [15] proposed a
method for optimizing the reliability of radial distributed systems based on a differential
evolutionary algorithm, where the optimal values of failure rate and average repair time
were considered, and the constraints on customer and energy indices were taken into
account. Although all the above References carried out research on reliability optimization,
the research object was limited to electric power systems. However, due to the complexity
and diversity of GEIES, faults and failure events in the system may lead to energy supply
interruptions and efficiency degradation [16]. Currently there are fewer studies related to
the reliability optimization of GEIES. Therefore, studying the reliability optimization for
GEIES has important theoretical and practical significance.

As a result, this paper aims to extend the scope of existing research and propose a reli-
ability optimization method for GEIES considering cyber–physical interactions. Compared
with the existing research, the main contributions of this paper are as follows:

1. Cyber–physical interactions are fully considered in this paper, covering the interactions
between different energy forms, as well as physical and cyber transfer processes, which
makes the reliability assessment of the system more comprehensive and accurate.
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2. The reliability assessment indices for GEIES considering cyber–physical interactions
are established in this paper, which can quantitatively assess the reliability level of the
system under different faults and failures and provide guidance for the formulation
of optimization strategies.

3. A reliability optimization model is constructed in this paper, considering inequality
constraints on the system reliability indices, failure rate, average repair time and
modification factors, with the sum of the total penalties for failure rate and average
repair time modifications as the objective, combined with adaptive Gaussian particle
swarm optimization (AGPSO) for reliability optimization.

This paper consists of six sections, and the parts of this paper are organized as follows.
Problem formulation is presented in Section 2, which summarizes the research idea and
the methods used in this paper, with a brief description and explanation of each method.
The reliability assessment indices of the gas–electric integrated cyber–physical system
established in this paper are described in Section 3, with a detailed description of the new
indices. Section 4 describes how the failure rate and average repair time are modified in the
case of information component failures or cyber-attacks, as well as detailing the objective
function and constraints for the optimization in this paper. The reliability assessment
process adopted in this paper is detailed in the form of a flowchart in Section 5. Section 6 is
a typical arithmetic case analysis, using the improved GEIES as an arithmetic case to verify
the effectiveness of the proposed model and method. Section 7 concludes the paper.

2. Problem Formulation

A reliability optimization method of GEIES considering cyber–physical interactions
is proposed in this paper, including two critical processes of reliability assessment and
reliability optimization, as shown in Figure 1.
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Considering the coupling characteristics of the cyber–physical interactions of the
GEIES, comprehensive reliability assessment indices are proposed in this paper, which take
into account the impact of physical component failures, information component failures
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and cyber-attacks on the system reliability. Furthermore, the Monte Carlo simulation
method is utilized to evaluate the reliability of the system, from which the current reliability
assessment results of the system are obtained.

Due to this, the reliability assessment results are taken as constraints and combined
with the AGPSO algorithm to find the optimal results. In the optimization process, the mod-
ified failure rate and average repair time are minimized as objective function components.
Other constraints, such as the failure rate and average repair time of the load points and
the modification factors, are also considered to ensure the feasibility and implementation
of the reliability optimization results.

During the optimization process, the failure rate is continuously reduced, and the
average repair time is shortened through several iterations and evaluations to improve
the system’s reliability. The reliability assessment results are used for feedback to guide
the search direction of the optimization algorithm. Ultimately, the reliability optimization
results are obtained that maximize the system reliability while satisfying the constraints.

The method proposed in this paper is a comprehensive way to solve the problems,
reliability and optimization of GEIES, thus, achieving the improvement in the system
reliability while ensuring the continuity of energy supply. The method not only quantifies
the reliability status of the system but also provides decision-makers with options to
improve the system’s reliability.

Thus, a combination of reliability assessment and optimization is introduced in this pa-
per to improve the reliability indices of the GEIES. Through the comprehensive assessment
of the system and the application of AGPSO algorithms, reliability optimization results are
to be found for improving the reliability and the quality of the energy supply.

3. Reliability Assessment Indices for Gas–Electric Integrated Cyber–Physical System

Considering the impact of cyber–physical interactions on the reliability of GEIES, this
paper establishes the reliability assessment indices for GEIES considering cyber–physical
interactions to characterize the change in system reliability caused by control failures due to
information component failures and cyber-attacks, taking into account the load curtailment
caused by information component failures and cyber-attacks.

(1) Generalized system undersupply-frequency index GSUFI reflects the frequency of load
curtailment directly due to physical component failures or control failures caused by
information component failures and cyber-attacks. It is defined as follows:

GSUFI =

n
∑

l=1
nl

(
Cph,l + Cin,l + plCia,l

)
n
∑

l=1
nl

, (1)

where n represents the number of load points and n = n1 + n2; nl represents the
number of users of the electric or gas load point l; Cph,l represents the number of
reductions of the electric or gas load point l directly due to physical component
failures; Cin,l represents the number of reductions in the electric or gas load point
l due to information component failures; Cia,l represents the number of reductions
in the electric or gas load point l due to control failures caused by cyber-attacks; pl
represents the probability that the electric or gas load point l is under cyber-attacks.

(2) Generalized system undersupply-duration index GSUDI reflects the average annual
duration of load curtailment in the system directly due to physical component failures
or control failures caused by information component failures and cyber-attacks. It is
defined as follows:

GSUDI =

n
∑

l=1
nl

(
Uph,l + Uin,l + plUia,l

)
n
∑

l=1
nl

, (2)
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where Uph,l indicates the annual outage time of the electric or gas load point l directly
due to physical component failures; Uin,l indicates the annual outage time of the
electric or gas load point l due to the control failures caused by information component
failures; and Uia,l indicates the annual outage time of the electric or gas load point l
due to the control failures caused by the cyber-attacks.

(3) Generalized average energy not-supplied index GAENS reflects the average value of
the expected not-supplied energy of the system directly due to physical component
failures or control failures caused by information component failures and cyber-
attacks. It is defined as follows:

GAENS =

n
∑

l=1
nl

(
Eph,l + Ein,l + plEia,l

)
n
∑

l=1
nl

, (3)

where Eph,l represents the expected value of power shortage directly due to physical
component failures; Ein,l represents the expected value of power shortage due to con-
trol failures caused by information component failures; Eia,l represents the expected
value of power shortage due to control failures caused by cyber-attacks.

(4) Generalized average service-available index GASAI reflects the expected amount of
unsupplied energy from the system directly due to physical component failures or
control failures caused by information component failures and cyber-attacks. It is
defined as follows:

GASAI = 1−

n
∑

l=1
nl

(
Uph,l + Uin,l + plUia,l

)
n
∑

l=1
8760 · nl

, (4)

The reliability assessment indices of GEIES considering cyber–physical interactions es-
tablished in this paper are also applicable to the electric power system without considering
cyber–physical interactions.

4. Proposed Formulation

As the effect of cyber–physical interactions on the reliability of the GEIES is considered
in this paper, the failure rate and average repair time in the system are modified to reflect
the effect of the cyber system on the reliability of GEIES. The modification factors k and
t are added to modify the failure rate and average repair time. The selection of these
modification factors is primarily influenced by factors such as the importance of the line or
pipeline, system availability requirements, component fault types and fault impact, system
security requirements, fault recovery time and recovery measures. Taking these factors into
consideration helps determine appropriate modification factors that more accurately reflect
the impact of information component failures and cyber-attacks on the reliability of the
gas–electric integrated energy system.

Information component failures can decrease the system’s reliability, increase failure
rates and prolong average repair times. We introduce modification factors, denoted as k and
t, to adjust the failure rates and average repair time before modification to accurately reflect
the impact of information component failures. In considering information component
failures, the failure rate and average repair time are modified as follows:{

λ′ = k · λ
γ′ = k · γ + (2− k) · t , (5)

where λ and λ′ represent the failure rate before and after modification, respectively; γ and
γ′ represent the average repair time before and after modification, respectively; k and t are
the modification factors and 1 < k < 2, t > 0.
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Cyber-attacks can decrease the system’s reliability, increase the probability of failures
and prolong average repair times. Similarly, we use modification factors to adjust the failure
rates and average repair time to reflect the impact of cyber-attacks on system reliability.
Cyber-attacks can increase the system’s failure rate as they may cause damage to system
components, service interruptions, or other failures. In considering cyber-attacks, the
failure rate and average repair time are modified as follows:{

λ′ = λ
k

γ′ = γ
k + t

1−k
, (6)

where 0 < k < 1, t > 0.

4.1. Objective Functions

The modifications to the failure rate and average repair time are associated with costs.
During cost optimization, previous data analysis is commonly adopted to construct cost
functions and to explore the relationship between the cost of improvement and failure
rate or average repair time modifications. However, such cost functions are not available.
Therefore, a penalty form of the cost function is introduced in this paper, through which the
impact of the failure rate and average repair time on the system’s reliability is integrated to
optimize the performance of the system better. The penalty function is expressed as follows:

J = J1 + J2, (7)

where J1 represents the total penalty on modifications in failure rate, expressed as follows:

J1 =
n1

∑
i=1

[
λ′ i0 − λ′ i

λ′ i − λ′ i,min

]
+

n2

∑
j=1

[
λ′ j0 − λ′ j

λ′ j − λ′ j,min

]
i = 1, 2, . . . , n1
j = 1, 2, . . . , n2

, (8)

where n1 and n2 represent the number of load points in the electric power system and
the number of load points in the natural gas system in GEIES, respectively; λ′ i0 and λ′ j0
represent the initial failure rate of the modified electric load point i and gas load point
j, respectively; λ′ i and λ′ j represent the modified current failure rate of the electric load
point i and gas load point j, respectively, indicating the failure rate of a line or pipeline
in the event of cyber system failures; λ′ i,min and λ′ j,min represent the modified minimum
achievable failure rate of the electric load point i and gas load point j, respectively.

J2 represents the total punishment for average repair time modification, expressed
as follows:

J2 =
n1

∑
i=1

[
γ′ i0 − γ′ i

γ′ i − γ′ i,min

]
+

n2

∑
j=1

[
γ′ j0 − γ′ j

γ′ j − γ′ j,min

]
i = 1, 2, . . . , n1
j = 1, 2, . . . , n2

, (9)

where γ′ i0 and γ′ j0 represent the modified initial average repair time of the electric load
point i and gas load point j, respectively; γ′ i and γ′ j represent the modified current average
repair time of the electric load point i and gas load point j, respectively, indicating the
average time to repair a specific line or pipeline in the event of cyber system failures; γ′ i,min
and γ′ j,min represent the modified minimum achievable average repair time of the electric
load point i and gas load point j, respectively.

Since the impact of cyber–physical interactions on system reliability optimization is
considered in this paper, the introduced cyber system will have an impact on the failure
rate and average repair time of the line as well as the pipeline. Hence, the failure rate and
average repair time of the load points need to be modified. In considering the information
component failures, the modified failure rate and average repair time of the electric load
points are expressed as follows:
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

λi0
′ = ki0 · λi0

λi
′ = ki · λi

λi,min
′ = ki,min · λi,min

γi0
′ = ki0 · γi0 + (1− ki0) · ti0

γi
′ = ki · γi + (1− ki) · ti

γi,min
′ = ki,min · γi,min + (1− ki,min) · ti,min

i = 1, 2, . . . , n1
j = 1, 2, . . . , n2

, (10)

where ki0 and ti0 represent the initial modification factors for the electric load point i,
respectively; ki and ti represent the current modification factors for the electric load point i,
respectively; ki,min and ti,min represent the minimum achievable modification factors for
the electric load point i, respectively.

For the gas–electric integrated cyber–physical system, the failure rate of the gas load
points also needs to be modified. The modified failure rate and average repair time of the
gas load points are expressed as follows:

λ′ j0 = k j0 · λj0
λ′ j = k j · λj
λ′ j,min = k j,min · λj,min
γ′ j0 = k j0 · γj0 +

(
1− k j0

)
· tj0

γ′ j = k j · γj +
(
1− k j

)
· tj

γ′ j,min = k j,min · γj,min +
(
1− k j,min

)
· tj,min

i = 1, 2, . . . , n1
j = 1, 2, . . . , n2

, (11)

where k j0 and tj0 represent the initial modification factors for gas load point j, respectively; k j
and tj represent the current modification factors for gas load point j, respectively; k j,min and
tj,min represent the minimum achievable modification factors for gas load point j, respectively.

The introduction of cyber systems not only raises the problem of information com-
ponent failures but also involves considering the impact of cyber-attacks on the failure
rate and average repair time of electric and gas load points. In considering cyber-attacks,
the modified failure rate and average repair time of the electric load points are expressed
as follows: 

λ′ i0 = λi0
ki0

λ′ i =
λi
ki

λ′ i,min =
λi,min
ki,min

γ′ i0 = γi0
ki0

+ ti0
1−ki0

γ′ i =
γi
ki
+ ti

1−ki

γ′ i,min =
γi,min
ki,min

+
ti,min

1−ki,min

i = 1, 2, . . . , n1
j = 1, 2, . . . , n2

, (12)

Similarly, the modified failure rate and average repair time of the gas load points are
expressed as follows: 

λ′ j0 =
λj0
kj0

λ′ j =
λj
kj

λ′ j,min =
λj,min
kj,min

γ′ j0 =
γj0
kj0

+
tj0

1−kj0

γ′ j =
γj
kj
+

tj
1−kj

γ′ j,min =
γj,min
kj,min

+
tj,min

1−kj,min

i = 1, 2, . . . , n1
j = 1, 2, . . . , n2

, (13)

4.2. Constraints

The optimization objective of system reliability is considered in this paper. In addition,
a series of constraints to be satisfied simultaneously to ensure the sustainable operation and
safety of the system are considered. The constraints considered in this paper are as follows:
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(1) Inequality constraint on GSUFI.

GSUFI ≤ GSUFI,d, (14)

(2) Inequality constraint on GSUDI.

GSUDI ≤ GSUDI,d, (15)

(3) Inequality constraint on GAENS.

GAENS ≤ GAENS,d, (16)

(4) Inequality constraint on GASAI.

GASAI ≤ GASAI,d, (17)

(5) Inequality constraints on the failure rate of each load point.
λi,min ≤ λi ≤ λi0
λj,min ≤ λj ≤ λj0
λ′ i,min ≤ λ′ i ≤ λ′ i0
λ′ j,min ≤ λ′ j ≤ λ′ j0

i = 1, 2, . . . , n1
j = 1, 2, . . . , n2

, (18)

(6) Inequality constraints on the average repair time of each load point.
γi,min ≤ γi ≤ γi0
γj,min ≤ γj ≤ γj0
γ′ i,min ≤ γ′ i ≤ γ′ i0
γ′ j,min ≤ γ′ j ≤ γ′ j0

i = 1, 2, . . . , n1
j = 1, 2, . . . , n2

, (19)

(7) Inequality constraints on the modification factor.


ki,min ≤ ki ≤ ki0
k j,min ≤ k j ≤ k j0
ti,min ≤ ti ≤ ti0
tj,min ≤ tj ≤ tj0

i = 1, 2, . . . , n1
j = 1, 2, . . . , n2

, (20)

where GSUFI,d, GSUDI,d, GAENS,d and GASAI,d are the desired values of GSUFI, GSUDI, GAENS
and GASAI, respectively.

5. Reliability Optimization Model Solution of Gas–Electric Integrated
Cyber–Physical System
5.1. Overview of the AGPSO Algorithm

The AGPSO algorithm is an improved particle swarm optimization algorithm based
on an adaptive mechanism, which combines the properties of a particle swarm optimization
algorithm and Gaussian distribution to improve the convergence speed and global search
ability of the algorithm by introducing the adaptive mechanism.

The velocity and position update rules of the particles are usually adjusted based
on linear weighting factors in traditional particle swarm optimization algorithms. In the
AGPSO algorithm, however, the particle velocity and position update rules are improved
to be adjusted based on Gaussian distribution to better accommodate the complexity and
uncertainty of the problem. During the iterative process, a particle adjusts its position and
velocity in the following manner:

vt+1
i = ωvt

i + c1 × rand×
(

pbesti − xt
i
)
+ c2 × rand×

(
gbest− xt

i
)
, (21)
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xt+1
i = xt

i + vt+1
i , (22)

where ω is the inertial weight which is responsible for controlling the AGPSO algorithm’s
stability and usually is in [0.4, 0.9]; c1 is the cognitive coefficient that controls the influence
of the individual memory of good solutions found, conventionally selected in (0, 2]; c2 is
the social factor also conventionally chosen from the range (0, 2], which controls the extent
to which a particle’s motion is influenced by the best solution found by the whole swarm;
rand is a random number between 0 and 1 which tries to give the PSO more randomized
search ability; and pbest and gbest are two variables to store the best solutions obtained
so far by each particle and the whole swarm, respectively. In the PSO, with fine-adjusting
the parameters c1 and c2, we can find the global minimum with a fast convergence speed.
For this purpose, four strategies are set to adjust parameters dynamically and c2, and the
particles are updated according to the four strategies in turn, as shown in Table 1.

Table 1. Adjustment strategy for parameters c1 and c2.

Group Number c1 c2

1 2.5− (2 log(t)/log(T)) (2 log(t)/log(T)) + 0.5
2

(
−2t3/T3)+ 2.5

(
−2t3/T3)+ 0.5

3 0.5 + 2 exp
[
−(4t/T)2

]
2.2− 2 exp

[
(4t/T)2

]
4 2.5 + 2(t/T)2 − 2(2t/T) 0.5− 2(t/T)2 + 2(2t/T)

This adjustment mechanism based on Gaussian distribution can increase the ex-
ploratory nature of the algorithm and thus search for potential optimal solutions more
efficiently. The AGPSO algorithm adaptively adjusts the parameters of the Gaussian dis-
tribution, such as the mean and standard deviation, to fit the problem characteristics of
the current optimization process. This adaptive mechanism improves the convergence
speed of the algorithm and provides better adaptability for different types of problems.
With its flexibility and adaptability, the AGPSO2 algorithm is potentially advantageous in
solving complex optimization problems. Reliability optimization problems in GEIES often
exhibit highly complex characteristics and nonlinear constraints. Linear programming
and quadratic programming methods may face challenges in handling such complexity,
potentially requiring the introduction of numerous constraints and variables, leading to
a significant increase in problem scale. AGPSO2 algorithms possess strong global search
capabilities and adaptability to nonlinear problems, making them better suited to address
these complexities and nonlinear features.

5.2. Reliability Optimization Process

The optimization algorithm based on the AGPSO algorithm is adopted in this paper in
order to solve the reliability optimization problem in GEIES. In this section, the reliability
optimization process is described in detail, and the specific steps and parameter settings of
the algorithm are provided. The reliability optimization process in this research is shown
in Figure 2. The specific steps are as follows:

Step 1: Data preparation. Before the optimization started, the data of the GEIES were
collected and prepared, which included the topology, line or pipeline parameters and load
data, etc.
Step 2: Initiation of parameters and configuration. The parameters and configurations
of the AGPSO algorithm are set up, including population size pop, maximum number of
iterations maxit, inertia weights ω, acceleration factors c1 and c2, etc.
Step 3: The initialization of the particle swarm. The number of particles is randomly
generated, and each particle is assigned random parameters and configurations, such as
position and velocity. The position of each particle represents a candidate solution for the
parameters and configuration of the GEIES.
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Step 4: Calculation of objective function F. Based on the current particle location and
configuration, the modified failure rate λ′ and average repair time γ′ of the GEIES are
calculated as the objective function values shown in Equation (7).
Step 5: Particle position and velocity update. The position and velocity of each particle are
updated according to the update rules of the AGPSO algorithm shown in
Equations (21) and (22). It involves modifying the direction of movement and veloc-
ity of the particles using inertia weights ω, individual historical optimal solutions pbest
and global optimal solutions gbest.
Step 6: Parameter and configuration range constraints. The updated particle positions and
velocities are constrained to ensure they fall within a reasonable range of parameters and
configurations. It can be done by comparing the particle positions with the minimum or
maximum achievement value.
Step 7: The individual historical and global optimal solutions are updated. The current
cost of each particle is compared with its individual historical optimal results as well as the
global optimal results, and the values of these optimal solutions are updated.
Step 8: Adaptively adjust the parameters of the Gaussian distribution. Adaptively adjust
the parameters of the Gaussian distribution, such as the mean and standard deviation, to
the complexity and uncertainty of the problem according to the current particle swarm
state and fitness.
Step 9: Determination of termination conditions. The determination of whether a prede-
fined termination condition is reached, such as reaching the maximum number of iterations
or meeting one of the requirements of Equations (14)–(17). If the condition is satisfied,
move to step 9; otherwise, return to step 4.
Step 10: Result analysis and output. The optimal solution is analyzed, and the optimal
cost best cos t, the reliability indices and the failure rate λ′, average repair time γ′, and
modification factors k and t are output. These results can help the system operator to make
optimization decisions and improve the reliability of the GEIES.



Energies 2023, 16, 5187 11 of 19

Energies 2023, 16, x FOR PEER REVIEW 12 of 20 
 

 

Step 10: Result analysis and output. The optimal solution is analyzed, and the optimal cost 

bestcost , the reliability indices and the failure rate  , average repair time   , and 

modification factors k  and t  are output. These results can help the system operator to 

make optimization decisions and improve the reliability of the GEIES. 

Is the current cost lower than the 
individual best cost of particle   ?

Start

Initialization parameters

Input system parameters

Define the position and velocity matrix of the particle swarm

Cost calculation
Initialize the position and velocity of particle 

Set            ,            ,            ,             and 
the initial value of each penalty

Initialize the cost of particle

Read the current and minimum values of      
,      ,       and      

Calculation of 
reliability indicators

Read data from each point and 
line or pipe of the system

Generate system topology diagram

Calculate each reliability index by Monte 
Carlo simulation

Calculate the penalty cost function 
for each line or pipeline

Is every reliability index constraint 
satisfied?

Yes

No

Set the corresponding 
penalty value to 0

Corresponding 
punishment 
value is the 
initial larger 

value

Overlay calculation to get the 
penalty cost value of particle     

Update the optimal location and optimal cost of particle 

If the cost of particle    is smaller than 
the current optimal cost?

No

Yes

Update global optimal

Yes

No

Update the velocity and position of particle 

Restrict the position of the particle to a certain range

Compute the cost of particle

Update the individual optimal position and cost of particle

Update the global best position and cost of particle

Yes

No

No

Display the current number of iterations and the optimal cost

Update the weighting factor

No

Draw the global optimal cost of each particle

End

AGPSO 
algorithm

i

SUFI,dG SUDI,dG AENS,dG ASAI,dG

i i ik it

i

 1:i pop=
1i i= +

i

i

i

max ?it it=

1i i= + 1it it= +

i

i

i

Yes

 i

1: maxit it=

1:i pop=

Is the current cost lower than the 
global optimal cost?

i

?i pop=

Yes

No

Yes

max ?it it=

Invoke sub-function 
of Cost calculate 

Adjust the parameters of Gaussian distribution adaptively

 

Figure 2. Reliability optimization process. 

6. Case Study 

6.1. Test System 

In this paper, the GEIES coupled an 8-bus distribution network system with the 11-

bus natural gas system, and the system structure is shown in Figure 3. The system 

included 8 gas transmission pipelines, 2 gas-driven compressor branches, 2 gas source 

stations, 7 gas load points, 8 electric load points and 7 distribution lines. Gas load point 19 

was connected to electric load point 7 through a gas turbine, and gas load point 13 was 

connected to electric load point 5 through a P2G. The rated power of the gas turbine was 

0.8 MW, and the rated power of the P2G was 1 MW. 

Figure 2. Reliability optimization process.

6. Case Study
6.1. Test System

In this paper, the GEIES coupled an 8-bus distribution network system with the 11-bus
natural gas system, and the system structure is shown in Figure 3. The system included
8 gas transmission pipelines, 2 gas-driven compressor branches, 2 gas source stations, 7 gas
load points, 8 electric load points and 7 distribution lines. Gas load point 19 was connected
to electric load point 7 through a gas turbine, and gas load point 13 was connected to
electric load point 5 through a P2G. The rated power of the gas turbine was 0.8 MW, and
the rated power of the P2G was 1 MW.
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Figure 3. Topology diagram of the system.

Load data, pipeline and compressor parameters of the natural gas network are shown
in detail in Tables 2–4, and component reliability parameters, load data of the electric power
system and each line or pipeline parameter setting are shown in Tables 5–7.

Table 2. Load data of the natural gas system.

Point Number Average Gas Load/(km3/h) Gas Supply Volume/(km3/h)

1 0 2.4
2 0 0
3 0.38 0
4 0.44 0
5 0.37 0
6 0 1.5
7 0 0
8 0.35 0
9 0.48 0
10 0.23 0
11 0.35 0

Table 3. Pipeline parameters of the natural gas system.

Pipe Number Pipeline First Point Pipeline End Point Length of Pipeline (km)

10 9 10 3.00
11 10 11 4.68
12 11 12 3.80
13 13 12 5.28
14 12 15 3.40
15 15 16 3.56
16 16 17 3.40
17 18 19 3.48
18 13 14 /
19 15 18 /
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Table 4. Parameters of the compressor.

Compressor
Number

Compressor
Boost
Ratio

Compressor
Inlet Point

Compressor
Outlet
Point

Compressor Energy Consumption
Factors

a b c

1 1.12 6 5 0 0.2 × 10−3 0
2 1.23 7 10 0 0.2 × 10−3 0

Table 5. Reliability data of components in the natural gas system.

Component Name Failure Rate (Times/Year) Average Repair Time (h)

Distribution grid lines 0.065 times/km/year 5
Gas pipelines 0.25 times/km/year 18

Gas compressor 0.02 15
P2G 0.05 10

Gas turbine 0.05 12
Gas source station 1.9 40

Table 6. Load data.

Point Number Number of Users Average Load (MW)

1 0 0
2 200 1000
3 150 700
4 100 400
5 150 500
6 100 300
7 250 200
8 50 150

Table 7. Parameter setting for each line or pipe.

Line/Pipeline First Point End Point λ0 γ0 k0 t0 λmin γmin kmin tmin

1 1 2 0.4 10 0.6 8 0.2 6 0.5 4
2 2 3 0.2 9 0.55 7 0.05 6 0.5 4
3 3 4 0.3 12 0.7 10 0.1 4 0.5 2
4 2 5 0.5 20 0.75 18 0.1 8 0.5 6
5 5 6 0.2 15 0.65 13 0.15 7 0.5 5
6 3 7 0.1 8 0.6 6 0.05 6 0.5 4
7 7 8 0.1 12 0.8 10 0.05 6 0.5 4
8 5 13 0.05 10 0.55 8 0.01 6 0.5 4
9 19 7 0.05 12 0.55 10 0.01 4 0.5 2

10 9 10 0.75 18 0.75 16 0.4 7.5 0.5 5.5
11 10 11 1.17 18 0.95 16 0.8 7.5 0.5 5.5
12 11 12 0.95 18 0.95 16 0.6 7.5 0.5 5.5
13 13 12 1.32 18 0.95 16 0.9 7.5 0.5 5.5
14 12 15 0.85 18 0.85 16 0.5 7.5 0.5 5.5
15 15 16 0.89 18 0.89 16 0.5 7.5 0.5 5.5
16 16 17 0.85 18 0.85 16 0.5 7.5 0.5 5.5
17 18 19 0.87 18 0.87 16 0.5 7.5 0.5 5.5
18 13 14 0.02 15 0.55 13 0.01 7 0.5 5
19 15 18 0.02 15 0.6 13 0.01 7 0.5 5

6.2. Case Test
6.2.1. Proof of Algorithm

The purpose of this section is to provide a comprehensive comparison of multiple
particle swarm optimization algorithms to highlight the superiority and applicability of
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the AGPSO2 algorithm adopted in this paper in GEIES. Therefore, the AGPSO2 algorithm
proposed in Reference [17] was used in this paper to optimize the solution, which was
compared with two other versions of the AGPSO algorithm as well as other improved
particle swarm optimization algorithms. The specific description of each algorithm is
referred to in Reference [17]. The number of particle populations was set to 100, and the
number of iterations was set to 1000. The variation curve of the optimal cost for each
algorithm is shown in Figure 4. In order to compare the applicability of each algorithm for
the GEIES solution more precisely, each algorithm was operated 50 times separately, and
the results of the operation were statistically analyzed to obtain the maximum, minimum,
mean and standard deviation of the optimal cost, as shown in Table 8.
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Table 8. Comparison of particle swarm optimization algorithms.

Optimization Algorithms Maximum Value Minimum Value Mean Value Standard Deviation

AGPSO1 11.9813 10.6821 10.9636 0.3059
AGPSO2 11.4815 10.6587 10.8236 0.1950
AGPSO3 11.6500 10.6580 10.8337 0.2391

IPSO 11.6672 10.6547 10.8673 0.2514
TACPSO 11.6608 10.6551 10.8541 0.2758

MPSO 12.4978 10.6596 11.3382 0.4565

As can be seen, all the algorithms possessed excellent merit-seeking abilities. Mean-
while, after 1000 iterations, the solution results of each algorithm for the model were almost
the same. However, as shown in Table 8, AGPSO2 performed multiple solution runs with
a standard deviation of 0.1950, which was the smallest among the six algorithms, reflect-
ing that the algorithm has more stability than the other algorithms. This is an important
indicator of the stability and consistency of the results. The smaller standard deviation
indicates that the algorithm produced more consistent results across runs, and the results
were less volatile. For reliability optimization problems, this means that the selected al-
gorithm converges to a reliable and stable solution in a stable manner. This is critical for
decision-making, as system design and operation decisions need reliable and consistent
results to support them. While the maximum value and mean value of the AGPSO2 algo-
rithm were also minimum, the maximum value and minimum value reflect the optimal
and worst solutions obtained by the algorithm in different runs. These metrics evaluate the
algorithm’s search capability and global optimization performance. The mean value, on
the other hand, provides the mean value of the algorithm’s results in different runs and is
used to indicate the typical performance of the algorithm.

Through a comprehensive comparison of several particle swarm optimization algo-
rithms, AGPSO2 was adopted as the research tool for complex optimization problems in
GEIES. The adaptive Gaussian distribution mechanism of AGPSO2 gives it unique advan-
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tages in global search and convergence speed, making it an excellent choice for solving
GEIES optimization problems.

6.2.2. Impact of Cyber System on GEIES Reliability Optimization

The cyber system is essential for GEIES reliability optimization, and it provides techni-
cal support to GEIES to realize the synergistic interactions between information and energy
flow, thus improving the reliability and stability of the system. To evaluate the impact of
the cyber system on GEIES reliability, the following two cases can be studied.

Case 1: No consideration of the impact of the cyber system;
Case 2: The impact of the cyber system is considered.

The optimization models of GEIES for the two cases were solved separately, and the
reliability optimization results are shown in Figures 5 and 6.
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In Figure 5, the curve of the optimal cost of Case 2 converged faster than that of Case 1,
with the final optimal cost obtained having a substantial decrease compared to that of
Case 1. As shown in Figure 6, after considering the impact of the cyber system, the three
indices GSUFI, GSUDI and GAENS decreased by 18.17%, 8.68% and 12.00%, respectively, all
having a significant decrease, and the generalized average service available index GASAI
slightly improved. This is due to the fact that the information system provides real-time
monitoring of the line operation status and performance indicators, which enables timely
detection of line faults or abnormalities, a reduction in the scope of impact caused by faults
and a reduction in the failure rate. At the same time, the cyber system can provide a fault
diagnosis function to locate fault points quickly and accurately by collecting and analyzing
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data, shortening the time for fault troubleshooting. This helps to quickly restore the normal
operation of the line and reduces the average repair time. Furthermore, the cost of the
objective function was reduced by over 70% after considering the cyber system, which
significantly improved the economy of the system.

The optimization process involved running the AGPSO2 algorithm multiple times
with different parameter settings to explore the search space and find the optimal solutions
for k and t. For each run of the AGPSO2 algorithm, we initialized the particle swarm with
random positions and velocities within the feasible range of k and t values, as shown in
Figure 7.
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As shown in Figure 7, cyber systems affected different lines or pipelines to various
degrees, enabling them to provide a reference for defense resources and reliability en-
hancement. Therefore, the cyber system is important for the reliability and economic
improvement in GEIES.

6.2.3. Impact of Coupling Devices—P2G and Gas Turbine on GEIES Reliability Optimization

In GEIES, the coupling devices are critical to the operation of the system. Therefore,
the P2G and gas turbine were carried out for reliability optimization in this paper, which
can be divided into the following three cases.

Case 3: 0% of P2G utilization rate;
Case 4: 0% of gas turbine utilization rate;
Case 5: Both P2G and gas turbine are used normally.

The GEIES optimization models for the three cases were solved separately, and the
reliability optimization results obtained are shown in Figures 8 and 9.

As shown in Figure 8, the reliability of the system decreased in the absence of either
the P2G or gas turbine, due to the fact that the system was no longer tightly connected to
the network topology in the absence of coupling devices, which led to a lack of energy con-
version between energy sources that caused a serious shortage in energy supply compared
to before, resulting a serious impact on the reliability of the system. Moreover, as shown
in Figure 9, the optimal cost of reliability optimization became higher in the absence of
coupling devices, which was also detrimental to the system economy. Therefore, coupling
devices are key factors for system reliability improvement, and the future system should
increase the protection and utilization of coupling devices.
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6.2.4. Impact of Cyber Attack on Lines or Pipelines on GEIES Reliability Optimization

Although the reliability and economy of GEIES could be significantly enhanced by
cyber systems, the uncertainty of GEIES increases with the inclusion of cyber systems, and
cyber system failures will also affect the reliability of GEIES. Furthermore, cyber-attacks
are major factors in the failures of cyber systems.

To analyze the impact of cyber-attacks on system reliability optimization, cyber-attacks
were applied to information components connected to each line or pipeline separately to
research their impact on GEIES reliability optimization. The reliability optimization results
are shown in Figure 10.

As shown in Figure 10, after the information components connected to the line or
pipeline were exposed to cyber-attacks, the reliability indices of GEIES increased to various
degrees compared with the indices without considering the cyber-attacks, and the attack
on the information components connected to line 1 caused a significant increase in the
undersupply duration and the best cost objective function of the system. It indicates that
cyber-attacks result in a decrease in system reliability, and attacking the lines close to the
power access point has a stronger impact on the reliability of GEIES. This is due to the
fact that cyber-attacks on cyber system components lead to the failures in information
components, which, in turn, cause the control of the cyber system over GEIES to fail,
resulting in an increase in the failure rate and average repair time of the lines or pipes
connected to the relevant information components. Accordingly, it can provide a reference
for the investment of defense resources.
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As shown in Figure 10, after the information components connected to the line or 
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7. Conclusions

By fully considering the interactions of cyber–physical characteristics and the multiple
energy sources, comprehensive GEIES reliability optimization indices were established in
this paper. These can more accurately evaluate the reliability level of the system under
different fault and failure situations. In addition, a comprehensive reliability optimization
model considering cyber systems was presented in this paper, and the following conclusions
have been drawn through case studies.

(1) The reliability and economy of GEIES researched in this paper were significantly
improved after considering the impact of cyber systems, which is due to the real-time
monitoring and fault diagnosis function of cyber systems that provide technical sup-
port for GEIES. Therefore, it is necessary to consider the cyber–physical interactions
in the process of reliability optimization.

(2) The indices established in this paper can provide a comprehensive and accurate
assessment of the reliability of the integrated energy cyber–physical system coupled
with multiple energy sources as well as information technology. They provide strong
support for the reliability assessment and optimization work and a guide for the
formulation of optimization strategies;

(3) The reliability optimization model established in this paper transformed the impact of
the cyber system on GEIES into the modification of the failure rate and average repair
time, which enabled accurate simulation of the effect of cyber system failures on GEIES
and combined the AGPSO2 algorithm for reliability optimization of typical GEIES,
further verifying the applicability and stability of the algorithm in GEIES optimization.

(4) By testing cyber-attacks on information components connected to different lines and
pipes of GEIES in this paper, it was concluded that the reliability of GEIES decreases
due to cyber-attacks, and attacks on information components at different locations
will have different degrees of impact on the reliability optimization of GEIES.

The results of these studies are of significant theoretical and practical value for pro-
moting sustainable energy development and addressing various challenges in energy
systems. In future research, the reliability optimization of GEIES and consideration of more
cyber–physical interaction factors can be explored further to improve the sustainability and
robustness of the systems. In addition, the feasibility and potential advantages of linear
programming or quadratic programming methods for this problem can be explored.
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