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Abstract

:

This article describes a method of immunity testing for commercial unmanned aircraft vehicles relative to a variable near-lightning electric field component. The research focuses on one of the components of the electromagnetic field generated during a lightning discharge: the electrical component. Studies are proposed showing the influence of only this one factor on overvoltages arising in the drone. So far, no one has analyzed such an impact from emerging disturbances, because previous studies in the area have largely considered the impact of the entire electromagnetic field. This is justified practically, but not scientifically—it is necessary to determine the impact of each component separately. Selected electronic components are tested here. For that purpose, two types of pulses are used: Wave Form 4 (WF4–6.4/69 μs from DO-160 standard) and Voltage waveform 1.2/50 μs (PN-EN 61000-4-5:2014-10). The testing object is centrally placed in a capacitor between two parallel plates of dimensions 2 m by 2 m to provide a homogeneous electric field. The results (from a Rigol 1054Z oscilloscope) are saved in *.CSV files (for further analysis). The research shows that the greatest overvoltages are in active parts of the drone (higher-than-supply voltage level), such as the RF antenna or semiconductors. This emphasizes the need to pay special attention to the protection of these elements against a pulsed electromagnetic field, especially the electric component (e.g., lightning discharge).
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1. Introduction


The popularity and use of drones is constantly growing in the following fields (to name but a few): military, film industry, illumination, and security [1]. There are times when unmanned aerial vehicles must work in unfavorable weather conditions such as strong wind, rain, and sometimes, thunderstorms. Lightning can pose various hazards, such as mechanical and thermal damage to electrical and electronic equipment due to direct and indirect lightning surges [2,3]. A direct lightning strike on a small flying object is unlikely. Moreover, such an event can be neglected when analyzing the effects of lightning due to the expected complete destruction of the device [4]. The most common threat to drones is the electromagnetic field from cloud-to-ground (CG) lightning strikes. Damage to electronic systems caused by intra-cloud lightning cannot be ruled out either. The mechanism of CG lightning has been described in detail in many publications (e.g., [5,6]). In general, four types of these atmospheric discharges are distinguished: downward negative lightning, upward negative lightning, downward positive lightning, and upward positive lightning. In most cases, the lightning current consists of multiple returns, i.e., an initial return and subsequent returns. According to published statistics, negative flashes account for up to 90% of all CG flashes, and their parameters are consistent with probability distributions obtained from experimental observations [2,5]. However, the 10–90% ratio for positive and negative flashes may be different [2]. The maximum values of the parameters characterizing the lightning current for the different lightning protection levels (LPL) are adopted in EN 62305 [7] and EN 61000 [8]. It should be noted that the typical parameters of the so-called subsequent return current and the subsequent current are usually characterized by much smaller values.



Standards for civil aviation such as RTCA/DO-160 [9] and EUROCAE contain recommendations for testing the resistance of avionics equipment to the electromagnetic interference caused by lightning. These standards define current and voltage pulse waveforms suitable for testing electrical and electronic aircraft components [10,11].



The starting point for the development of waveforms that determine the equipment’s transient susceptibility level (ETSL) was the determination of the standardized A (initial impact or first return stroke), B (intermediate current), C (subsequent current), and D (re-impact or subsequent return stroke) components of CG lightning current and the H-type waveform for intracloud (IC) lightning [12,13].



When simulating indirect lightning effects, the B and C components are often not considered, because they do not cause significant surges in avionics systems [12,13]. The waveforms (WF) used for physical simulations of indirect effects are intended to approximate, to some degree, most of the phenomena observed in an aircraft installation. For example, the 6.4/69 μs waveform of current WF1 simulates the current induction effect that occurs in closed wire loops as a result of the magnetic field of lightning entering the airframe. Similarly, the voltages induced in the open loops are represented by the voltage waveform WF2 0.1/6.4 μs, the shape of which corresponds to the nature of the A component of the derivative. The WF4 type voltage waveform, whose shape is identical to that of WF1, represents the effects of the lightning current when mainly the cell resistance is considered [7,14,15].



The observed scattering and redistribution processes of the electromagnetic field in the presence of insufficient conductor shielding, for example, in a carbon fiber reinforced composite (CFRP) cell, are simulated using WF5A voltage–current waveforms with a duration of 40/120 μs or WF5B current simulated waveforms with a duration of 50/500 μs. These standardized voltage–current waveforms are used to test the resistance of the avionics to a single isolated lightning pulse. In accordance with RTCA/DO-160 and EUROCAE, it is also recommended to test for multiple pulse effects [16].



Lightning (whether ground-to-cloud or cloud-to-cloud) is the source of the LEMP. An electromagnetic wave consisting of two components affects all electronic devices within its range. However, this interaction is different for the magnetic and electric components of the resultant electromagnetic field. This is because the disturbances originating from the impulse magnetic and electric fields are induced differently [16]. It is crucial to determine how much influence each of the components has on the creation of overvoltages in the circuits [17,18]. Therefore, a given type of device should be tested independently, based on irradiation, with either a magnetic field or an electric field, and a compilation made of these results. The studies presented in this article are based on the electrical components and refer to previously published studies related to the resistance to the magnetic component. This is a supplement to previous research determining which of the components has a greater impact on the formation of overvoltages in drone circuits. According to the assumptions, the electrical component should be characterized by a lower ability to cause overvoltages in the drone circuits, due to the small size of the electrical circuits (i.e., length of the conductors) [17,18]. The research proposed in this article is intended to confirm this assumption. The influence of the electric field line vector on the size of the overvoltages was also proposed and investigated.



This article is about testing the effects of a near CG (cloud-to-ground) lightning flash’s electric field on drone actuators. The reason that negative CG discharge was chosen was that 90% of all such flashes are negative [5,6,8]. All measurements were made on a homogeneous electric field in a capacitor with dimensions of 2 m by 2 m. The distance between the plates was equal to 1 m. Many circuits of an unmanned aerial vehicle were tested in different conditions (the most important ones were chosen, e.g., motors, power supply, RF antenna, and GPS module).



Surge impulses were generated by two types of generators [10,13]:




	▪

	
The MIG0618SS–single-stroke voltage impulse with the waveshape of 6.4/69 μs for open circuit conditions;




	▪

	
The Marx generator–single-stroke voltage impulse with the waveshape of 1.2/50 μs for open circuit conditions.









Both are perfect for connecting with the capacitor (open termination). It is important to notice that presented research concerned only the electric field (i.e., one of the electromagnetic field’s components). Lightning discharge generates an LEPM (lightning electromagnetic impulse) [19,20], but this article is focused only on the electric field component. The influence of magnetic field (only) was presented in a corresponding publication [20].



To sum up:




	▪

	
No studies have been found in which the impact of only one of the components of the electromagnetic field on the operation of unmanned aerial vehicles was determined;




	▪

	
It is not known how much influence the electrical component has on the formation of overvoltages in the drone circuits;




	▪

	
The proposed research fills the above gap in the current knowledge on this subject;




	▪

	
The proposed research complements the previous research related to the measurements of the magnetic field component and LEMP pulses;




	▪

	
The proposed research shows the dependence of a single electric component of the electromagnetic field and the influence of this interaction.










2. Near CG Lightning Electric Field Mathematical Model


The basis of the mathematical model is the use of dependencies resulting from Maxwell’s equations to describe the propagation of lightning electromagnetic waves. As a result of the flow of current i(z′,t) of the first stroke channel, an electromagnetic field is generated. The equations describing the variability of that field at a given point as a function of current and the distance from the channel are based on DCR or LCS models.



The review of the literature shows that the most popular current model is the MTLE model [21]:


   i    z ′  , t   =  e    −  z ′   λ    i   0 , t −    z ′   ν       ρ    z ′  , t   =  e    −  z ′   λ      i   0 , t −    z ′   ν     ν  +    c    −  z ′   λ    Q    z ′  , t    λ     Q    z ′  , t   =    ∫     z ′   ν   t   i   0 , τ −    z ′   ν    d τ ,      



(1)




where:   ν =  ν f  = c o n s t ,     H = c o n s t  ,   λ = c o n s t  , and   t ≥    z ′     ν f     .



Depending on the distance of the CG flashes from the measurement point, some simplifications can be assumed. For close discharges (up to 1 km from the observation point P), the ground is treated as a lossless ground, which simplifies and speeds up the calculations.



For an electric component near a LEMP, Equation (2) takes the form [12]:


     E   Z     z , t   =   1   2 π   ε   0       ∫  0   h   t           2 z   ′   2   −   r   2       R   5       z   ′         ∫      z   ′       ν   f     +   R     z   ′       c     t    I     z   ′   , τ −   R     z   ′       c       d τ        +   2 z   ′   2   −   r   2     c   R   4   ( z ′ )   I   z ′ , t −   R ( z ′ )   c     −     r   2       c   2     R   3   ( z ′ )     ∂ I   z ′ , t −   R ( z ′ )   c       ∂ t     d z    −     r   2     2 π   ε   0     c   2     R   3   ( h ( t ) )   I   h ( t ) ,   h ( t )     ν   f         d h ( t )   d t     



(2)




where: h(t)—height of the channel “seen” by the observer in time t, r—distance of the observer from the discharge channel in a straight line, R(z′)—distance of the observation point P from the specific point along the channel, z′—height of any point in discharge channel measured from the ground, υf—speed of the current wave front, c—speed of light, and ε0 —permittivity in vacuum



The electric fields for exemplary distances (50, 100 and 200 m) are shown in Figure 1.




3. Setup


A setup for testing the drone’s resistance to a near lightning strike (i.e., the electric components) is presented in Figure 2 [22,23].



The setup was built of two flat, 2 m by 2 m aluminum plates. Due to the limited space, both plates were placed vertically. The distance between the plates was 1 m. As for the source of the electric pulses, there were two different kinds of impulses used, as mentioned before (MIG0618SS and Marx generator). The WF4 waveform type impulse has a rising time equal to 6.4 μs and the fall time to half of the amplitude is 69 μs (see Figure 3) [3,4,24].



All signals were acquired on a digital oscilloscope (Rigol 1054Z) with coaxial cable (attenuation 0.1 dB/m @ 50 MHz) and then downloaded as *.CSV files for further analysis.



Oscilloscope parameters:




	▪

	
1 MΩ input resistance,




	▪

	
50 MHz bandwidth,




	▪

	
GSa/s sampling,




	▪

	
8 bit resolution.









The waveforms’ amplitudes were 1 kV, 2 kV, and 3 kV, consecutively, for the 6.4/69 μs pulse, and 5 kV, 10 kV, and 15 kV for the 1.2/50 μs pulses. The electric field inside the capacitor had the same shape as impulses from the described generators, because the tested object was ten times smaller than the capacitor plates and centrally located [25,26]. It can therefore be assumed that the tested object did not disturb the electric field inside the capacitor. The value of the electric field can therefore be calculated from Formula (3):


  E =   U   d    



(3)




where: E—electric field [V], U—voltage [V], and d—distance between plates [m].



The WF4 is one of the idealized waveforms (as described in the DO-160 standard) intended for verification of adequate protection of systems and equipment from indirect lightning effects [27,28,29]. The WF4 simulates voltage in conductors within shields due to shield current and shield transfer impedance (Figure 3).



The voltage amplitude for WF4 is limited by the voltage capacity of the generator, which was adjusted to the DO-160 standard [3].



The 1.2/50 μs waveform (Figure 4) is described in the PN–EN 61000-4-5 standard and was used in open-circuit (or high impedance) tests. This voltage waveform (VW) characterizes the overvoltage created by lightning. This type of VW is used to verify that equipment withstands overvoltages of atmospheric origin [9,30,31].



At the beginning of tests, the unmanned aerial vehicle was suspended in the middle between two plates as parallel as possible to them, hanging on two strings to reflect the actual position of the unmanned aerial vehicle during a flight, relative to the clouds. Figure 5 presents photography of the described setup (for first tests, using a smaller UAV).



Based on the above-mentioned literature, it was estimated that the simulated distances between the CG channel and the flying drone were, respectively, for the WF4 at a few hundred meters (400 m to 1000 m), while for VW 1.2/50 μs the distance would be in the range of 100 m–500 m [32,33].



The choice of the voltage waveform parameters, both in terms of amplitude and characteristic times, was not accidental. Their parameters corresponded to the distance of the drone from the lightning discharge channel, as evidenced by numerous measurements and simulations of the developed mathematical models [34,35]. Measured signals form generators was shown in Figure 6.




4. Forming Element for Marx Generator


While the shape and characteristic times of the pulses from the MIG 0618SS generator are imposed, and any changes can be made only through the control panel, and within the scope provided by the manufacturer, the pulse from the Marx generator can be freely formed by changing the parameters of the forming system connected to its output terminals [9,13,36]. The VW 1.2/50 pulse generator consists of the components shown in Figure 1. An autotransformer on the low-voltage side was used to regulate the voltage. The voltage was then stepped up using an LV/HV transformer and rectified. Another component was a three-stage Marx generator with capacitors with a total capacity of 0.133 μF during discharge (series connection). The key element determining the characteristic times of the output pulse was the designed and manufactured forming circuit. It consisted of properly selected and interconnected resistors and capacitances, forming the pulse. After estimating the parameters of the forming circuit, its operation was simulated in the Micro-Cap 12 program to verify the correctness of the calculations. The simulation’s results were satisfactory, so it was decided to build a physical circuit and then test it. The output parameters of the pulse from the physical system did not deviate significantly from the results obtained during simulation and were within the range predicted by the PN-EN 61000-4-5:2014-10 standard. The use of simulation tools simplified the construction of the physical forming system necessary to provide a 1.2/50 μs pulse.



The parameters of the forming system had been calculated so that the output pulse met the required characteristic time values. It was decided that the forming circuit would be connected in an “a” shape (Figure 7)—part of the whole system presented in Figure 1 [9,13].



Using the Laplace transform, the impedance of the circuit is


  Z   s   =   R   1   +     1   s C     1   +     R   2       s R   2     C   2   + 1    



(4)







The current flowing through the generator in Laplace form is given by the equation


  I   s   =     V   0     s Z ( s )    



(5)







The voltage V(s) is therefore


  V   s   = I   s       R   2       s R   2     C   2   + 1    



(6)







In the end, the voltage V(s) can be expressed as


  V   s   =     V   0       R   1     C   2       1   β       1   s +   α − β     −   1   s +   α + β        



(7)




where:


  α =     R   1     C   1   +   R   2     C   2   +   R   2     C   1     2   R   1     R   2     C   1     C   2      



(8)






  β =   1   2            R   1     C   1   +   R   2     C   2   +   R   2     C   1       R   1     R   2     C   1     C   2         2   −   4     R   1     R   2     C   1     C   2       



(9)







Taking the inverse Laplace transform of the Equation (7),


  v   t   =     V   0     2 β   R   1     C   2         e   −   α − β   t   −   e   −   α + β   t      



(10)







The rising time t1 is given by equation


    t   1   =   1   2 α   l n   α + β   α − β    



(11)







If β > (2/t1) α-β can be given by equation


  α − β =   0.7     t   1   ( K − 1 )    



(12)




where


  K =     t   2       t   1      



(13)







Assuming that α = β, Equation (11) takes the form


    t   1   =   1   2 α   l n   2 α     0.7     t   1   ( K − 1 )      



(14)







Using Equations (12) and (14), approximate values of α and β can be obtained.



These parameters are needed to determine the resistances R1 and R2 from equations


    R   1   =   1     C   1           C   1       C   2     + 1   α ∓    α   2   − (     C   1       C   2     + 1 ) (   α   2   −   β   2   )     



(15)




and


    R   2   =   1     C   1   2         α ∓    α   2   − (     C   1       C   2     + 1 ) (   α   2   −   β   2   )        C   1   +   C   2         α   2   −   β   2          



(16)







Results: the value of elements from Figure 7 were equal to (as shown in scheme in Figure 2):




	▪

	
R1 = 91 Ω




	▪

	
R2 = 491 Ω




	▪

	
C2 = 2.5 nF










5. The Key Elements Response


During the tests, the focus was on the basic elements of the drone, which occur in all unmanned aerial vehicles. Those parts (typical UAV construction) are presented in Figure 8.



The elements from which the signal was collected (during exposure) were:




	(a)

	
Motor winding,




	(b)

	
Electronic speed controller (ESC),




	(c)

	
Li-Ion battery,




	(d)

	
Voltage stabilizer,




	(e)

	
Radio frequency module,




	(f)

	
GPS module,




	(g)

	
Path between motor and antenna output.









The induced voltage was collected via BNC cables directly to the oscilloscope, which allowed for the ongoing observation of the results. The drones had been properly prepared—terminals had been taken out of selected elements to facilitate the connection of measuring cables and ensure the stability of this connection during measurements. The oscilloscope to which the BNC cables were connected had two inputs, with an input impedance of 1 MΩ. Next, the results were saved in *.CSV files and further analyzed. The results are presented in the figures below. Figure 9 and Figure 10 show overvoltage in different parts of a UAV (the second drone, because the first, smaller one, unfortunately was damaged) for both surge impulse shapes. The shapes of the overvoltage are similar, but amplitudes are different, especially for higher voltages (Figure 11).



Figure 9 shows that the greatest voltage was induced in the antenna circuit. The next-most critical elements are the RF module and the GPS module. As one can see, the frequencies of the overvoltage in all of the circuits’ parts were different for both surge pulses (6.4/69 μs and 1.2/50 μs). The responses (each one separate) on the different harmonic components of the pulse were dependent on the resonance frequencies.



An increase in voltage above a specific range in those elements may lead to their faulty operation or, in extreme cases—damage. Figure 12 and Figure 13 show that the induced voltage amplitude on an RF antenna increases linearly with the increase of the electric field’s component strength, which simulates a closer and closer distance from the signal source, which is the CG flash. The responses of the tested electronic parts to the VW pulse was shorter than in the case of WF4 (Figure 14). This is due to the rising time of those impulses (all responses of the systems were observed at the rising edge of the impulse).



A short stroke duration means a high frequency. Circuits of longer lengths (paths in PCB, coils, etc.) are sensitive to this. Static electric fields don’t induce any disturbances that could damage the drone.



The next step was to check how the size of the induced voltage in individual selected elements (circuits) depended on the position of the drone in relation to the capacitor plates (relative to the electric field line). Three positions were tested:




	(a)

	
Perpendicular vertical,




	(b)

	
Perpendicular horizontal,




	(c)

	
Parallel vertical.









The results of this analysis were achieved using a 6.4/69 μs pulse, and are shown in Figure 15, Figure 16, Figure 17, Figure 18 and Figure 19.



Among the tested elements, only in the case of the antenna was the position of the drone in relation to the capacitor plates of great importance. No significant changes were observed to the remaining tested elements.




6. Conclusions


The primary objective of this research was to determine the effect of the electrical component accompanying lightning on the operation of unmanned aerial vehicles. The study of the resilience of such machines is crucial for their increasingly widespread use, which involves operation in a variety of conditions. With the use of generators designed to test the resistance of aircraft avionics to lightning in accordance with the RTCA DO-160 standard, it is possible to show the real surges that occur in the electronics circuits of a drone, as if it were being studied in the manner of an aircraft. The results of exposure tests of commercial unmanned aircraft confirm the relatively high resistance of electronic components to disturbances from the electrical component (i.e., surges below supply voltages, and of very short duration). This result is not surprising, given the small size of the object, which translates into low levels of induced voltage. We can therefore say that this component is relatively safe and does not affect the operation of the device. Much more dangerous for the tested elements is the magnetic component of the proximity discharge, causing the induction of much higher voltages compared to the exposure of the electrical component (as presented in another paper). The key factor here is the distance and the current in the lightning channel.



Due to the presence of semiconductor components and integrated circuits, the polarity of the discharge also has a huge impact on the propagation of the disturbance through the various components of the drone’s electronics, which are most sensitive to it.



Most of the tested electronic components of the drone are galvanically connected with each other and form a single, complex circuit with low impedance. The components most sensitive to electromagnetic radiation are the active electronic systems, such as the antenna amplifier, and the semiconductor elements.



Comparing the values of the induced voltages presented in Figure 10 and Figure 11, it can be seen that, for 5 kV/m and 10 kV/m, overvoltages are two times higher. For the tests over 15 kV/m, the results do not vary in a linear manner as previously. Presumably, this is caused by damage to some parts of the tested electronics during measurements at an electric field strength of 15 kV/m. After these measurements, the device did not work properly. This means that the resulting surges damaged the integrated circuits.



The change in overvoltages in the drone’s circuits increases linearly with the electric field’s strength. This allows the scaling of possible values during a discharge of a few megavolts at a short distance. Of course, this voltage value would be in the lightning channel. The voltage as a function of the distance (V/m) could have a completely different value, and much smaller, so the overvoltages in the drone will not be that high.



In most cases considered, the position of the drone in relation to the electrically charged plates was not important, but this was not the case for the antenna system. In further research, it is not necessary to analyze the position of the machine in relation to the capacitor facings (simulating the cloud-ground system).



A summary of the presented results can be set forth as follows:




	▪

	
There is no relation between position of the UAV (orientation) and overvoltage value,




	▪

	
There is a linear dependence between level of electric field and drone overvoltage,




	▪

	
The most resistance to damage is found in the motors and batteries,




	▪

	
The components most sensitive to overvoltage are the antennas and semiconductor units,




	▪

	
Short impulses with overvoltage ranges around the power supply value are not dangerous for UAV functionality.









Based on the study, it can be concluded that lightning discharges at a distance of more than 1 km from a flying commercial drone carry a negligible risk of damage to it (taking into account the average values of lightning currents). Note, however, that only one component of the electromagnetic field is presented here, showing its impact independently. When a drone is exposed to a LEMP, the impact will be greater, as the impacts will amplify each other.
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Figure 1. The vertical component of the lightning electric field for different distances from the discharge channel, and the typical current for the next negative main discharge. 
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Figure 2. Setup for the lightning electric field simulation. 
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Figure 3. Waveform 4–Voltage double exponential 6.4 μs (T1)/69 μs (T2) [3,4,20]. 
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Figure 4. Voltage waveform, where T1 = 1.2 μs, and T2 = 50 μs [3,4,20]. 
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Figure 5. Photography of tested UAV. 
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Figure 6. Surge pulse shapes: (1) WaveForm 4–6.4/69 μs and (2) voltage waveform–1.2/50 μs. 
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Figure 7. Pulse forming an “a” shape circuit. 
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Figure 8. Common parts of all types of drones. 
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Figure 9. Overvoltage on second drone’s circuits under electric field. Efield = 1 kV/m for WF4 waveform (6.4/69 μs). 
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Figure 10. Drone circuits’ response under 5 kV/m 1.2/50 μs pulsed electric field. 
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Figure 11. Drone circuits response under 10 kV/m 1.2/50 μs pulsed electric field. 
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Figure 12. Overvoltage between RF antenna and GND for several examples of electric pulse field strength (WF4). 
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Figure 13. Overvoltage RF–GND, 1.2/50 μs, negative polarity. 
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Figure 14. Overvoltage between RF antenna and GND for 6.4/69 μs and 1.2/50 μs waveforms. 
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Figure 15. Overvoltage between RF antenna and GND for 6.4/69 μs and 1.2/50 μs waveforms. 
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Figure 16. Overvoltage in drone voltage stabilizer dependent on its position related to plates. 
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Figure 17. Overvoltage in drone RF antenna dependent on its position related to plates. 
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Figure 18. Overvoltage in drone ESC supply dependent on its position related to plates. 
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Figure 19. Overvoltage in one of the drone motor coils, dependent on its position related to plates. 
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