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Abstract: The article describes a new approach to the reliability–exploitation analysis of the critical
information and communications technology (ICT) system power supply. A classic approach based
on statistical indicators and a new one founded on uncertainty modelling based on the rough set
method is presented. The main advantage of the uncertainty modelling approach is the simplification
of the calculations and the fact that, unlike statistical analysis, uncertainty modelling does not require
complete information on the used data sets. An extensive study of world publications was carried
out, proving that this is an entirely innovative approach to solving the problem of reliability and
exploitation analysis. Calculations, analyses and syntheses are also exhibited in a specific example. A
sample of the ICT system power supply was simulated, and the simulation results are shown. The
simulations were prepared by one of the co-authors for the purposes of this article.

Keywords: power supply; rough sets; ICT system; modelling

1. Introduction

The classic reliability–operational modelling process is well-established in the litera-
ture [1–4]. It can be found in many significant publications, such as [3,4], where calculations
based on statistical indicators are applied. This approach has several shortcomings. First,
the calculations in the classical process are based on statistics, which requires detailed
data on the entire model. Secondly, the classic approach has analyses based on statistical
models, and only specific statistical distributions can be used, leading to distortion with
real systems. Third, the calculations for more complex models are very extensive, as seen
in the following chapters. Therefore, a better approach to the reliability and operational
modelling process may be a qualitative assessment method proposed by the authors based
on estimating qualitative indicators using uncertainty modelling [5,6]. Instead of statisti-
cal indicators, which in the classical modelling of the reliability–exploitation process are
represented as probability functions and transition rates, in the new approach, indicators
based on uncertainty modelling are employed. The main advantage of this new approach
is that not all information about the analysed sets is needed, as is the case with the classical
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approach. However, this necessitates a different way of planning the analysis. Although,
usually, determining indicators based on uncertainty modelling is much simpler. Thanks to
this, the modelling itself can describe much larger model structures. The new approach is
also not limited by specific statistical distributions. For these reasons, this study proposes
using the rough set method to estimate selected reliability and exploitation indicators. To
sum up, our research aims to develop a method that will be free from the disadvantages
of methods based on statistics. We present one possible solution in this article. Another
possible solution is published in [5,6].

The approach to the problem presented here, proposed by one of the co-authors, has
already appeared in publications [7,8] in a simplified version. However, it was a simplified
approach based on a two-state logic. This study presents the rough set method to estimate
selected reliability and exploitation indicators by continuous values.

The following sections cover:

Section 2: Research background brings up the closer problem of state-of-the-art statistics-
based and uncertainty modelling methods.
Section 3: A classic approach to the analysis of the power supply system is presented
in Figure 1.
Section 4: Classic modelling of the reliability and exploitation process.
Section 5: Analysis of the reliability and exploitation process with the use of rough
set modelling.
Section 6: Basic definitions used in modelling with rough sets.
Section 7: Simulations and their results confirm the validity of the approach presented in
the article.
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2. State-of-the-Art

During the exploitation of the ICT system power supply, a large set of external factors
affect the system in question. It results in a change in the value of exploitation indicators,
and thus it is possible to transition from a state of being fit to a state of being partially fit or
unfit. In order to increase the level of security of the provided ICT services, solutions are
used to increase the probability of the ICT system power supply remaining in a fit state.
This literature review has been divided into two parts. In the beginning, the considerations
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related to the reliability and exploitation of power systems are presented. The second part
focuses on the issues of system analysis using rough sets.

In terms of a general overview, traditional reliability and exploitation analysis has
a fairly large group of significant literature items [1–4]. Generally, different reliability
structures (series, parallel and series-parallel) of the examined systems are analysed. The
knowledge of the reliability structure allows for the development of a graph of transitions
between the distinguished exploitation states with specific relations between them. Using
Kolmogorov–Chapman equations and Laplace transforms, the calculated probabilities
of the analysed system are in the distinguished exploitation states. The authors of this
article will apply this approach to the reliability and exploitation analysis of the ICT system
power supply.

Research findings into power system operation and design represent a large body
of studies [9–11]. The following article [12] was devoted to the analysis of multi-energy
systems (MESs), which increase the reliability of power supply to consumers compared
to separate energy systems. In order to improve the MES reliability indices, a method for
assessing the reliability and vulnerability of MES was developed using the energy hub (EH)
model. The publications mentioned above characterise the functioning and present the
consecutive stages of designing power systems. However, these are general reflections. Due
to the specificity of the power supply of ICT systems and the security demands imposed on
them, it is required to provide defined values of reliability and operation indicators. These
are presented by the authors in other sections of this article.

Among the significant publications in the field of reliability analysis of power systems,
the following monograph can be mentioned [13]. Even as the years go by, the study and
models they contain are still valid and form the foundation of today’s mathematically
more advanced knowledge in this area. Mathematical models in this field are also being
developed, yet simulation methods constitute a fairly wide range of applications [14,15].

An important issue is the need to ensure adequate power for the proper functioning
of ICT systems. One solution is to use standby power systems [16]. The authors presented
static and dynamic emergency and standby power systems. Applying these solutions in
practice results in the possibility of increasing the value of the power system readiness
index. Research involving mobile standby power systems is presented in the following
study [17].

These publications [18–20] further describe issues related to redundant power sources.
The usage of a standby power supply results in an increase in the level of guaranteed power
supply to the systems. Commonly, generating sets or, even more frequently, renewable
energy sources (e.g., photovoltaic panels, wind turbines, etc.) are used as standby power
sources [21,22]. They are currently very intensively implemented owing to the development
of hybrid renewable energy systems (HRES). The article [23] includes a characteristic of
different HRES architectures and then conducts modelling for reliability and performance
optimisation. When implementing these solutions, it is necessary to use control systems
(they switch from primary power to standby power supply) and power grid management
and control systems [24].

As already mentioned, nowadays, renewable energy sources are becoming more
and more important [25]. There are significant scientific publications in this area [26] in
which authors analyse several dozen studies on power systems using photovoltaic panels.
Notably, in some of these studies, reliability analysis was applied, which made it possible to
determine the values of reliability–exploitation indicators characterising the power systems
in question.

The use of renewable energy sources (e.g., photovoltaic panels) in power systems [27]
requires the design of appropriate control systems. It applies in particular to facilities
located far away from significant management centres. In the study [28], the authors
analysed the control methods in this type of power system, taking into account various
states of unfitness.
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The following publication [29] discusses solutions used in the control and management
of power systems. However, the authors focused, in particular, on ICT solutions that are
designed to monitor power systems. This leads to an increase in the level of security of
power systems. Due to this, it is possible to detect states of partial fitness or unfitness of
individual elements of the system.

The following publication [29] discusses solutions used to control and manage power
systems. However, the authors focused mainly on ICT solutions designed to monitor power
systems. This leads to an increase in the level of security of power systems. Due to this, it is
possible to detect states of partial fitness or unfitness of individual elements of the system.

An essential issue in guaranteeing power to ICT systems is the redundancy of power
sources in the case of facilities located far from inhabited areas. Usually, there is no adequate
energy infrastructure in these locations. An example of such a facility might be digital
cellular telephone base stations used in rail transport traffic management. Then, a power-
generating unit is most often used as a standby power source. The following article [30]
presents a proposal to use as another standby source for additional photovoltaic panels.
The presented study and simulations carried out (in the field of power supply reliability
and taking into account economic aspects) confirm the logic of using this type of solution
in these facilities.

In the case of using renewable energy sources, the storage of power is an important
issue. The stored energy can be used later to power devices. It, in turn, increases the level
of security of the power supply. The article [31] describes various technologies and devices
that are used to store energy obtained, among others, from renewable energy sources. The
following publication [32] examined similar issues whereby the most favourable solution
was selected by applying the analytic hierarchy process (AHP).

Another important subject matter is the correct design of the exploitation process of
energy systems. In the monograph [33], the authors characterised the impact of the financial
outlay on increasing the value of reliability indices. The proposed reliability models for
power systems and the adopted probability distributions of selected reliability indicators
are useful in analysing real power systems. It makes it possible to evaluate current systems
and develop rational measures for their maintenance.

One of the most significant factors influencing the reliability analysis of power systems
is the quality of power supply. The publication [13] presents reliability indicators that can
be used in the analysis of various types of power grids. An essential part of this study is the
reliability and exploitation calculations of power grids. Similar issues are also presented
in the article [34]. However, the authors focused here on the analysis of the lack of power
supply continuity in the example of four variants of remote control on the sequence of a
medium-voltage cable line. Similar reflections are included in the publication [35], which
examines the impact of natural hazards on the functioning of the power system.

An important area of scientific study is also the diagnosis of the technical conditions
of devices which are used in the power supply. In this field, the following article can be
specified [36]. It presents the monitoring of the technical condition of the transformer with
the use of the Internet of Things (IoT). The microcontroller receives data from individual
sensors, and on this basis, it is possible to assess the technical condition of the device. As a
result, the probability of detecting a partially fit condition increases.

Another crucial issue in the design of power systems is their optimization [37,38]. In
the study [39], research models include economic aspects. This enables the rationalization
of the exploitation process of power systems [40,41].

Other fields of study investigated in the literature are the ones related to the analysis of
the exploitation process of power supply systems for ICT devices [8]. In this article [42], it
was rightly noted that the power supply system is one of the most important, and it signifi-
cantly influences arranged transport reliability. The authors presented the rationalisation of
the schedule of power systems’ periodic inspections. Thanks to this, it is possible to obtain
an appropriate level of guarantee of transport performance and reduce operating costs.
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The following publication [43] also contains a similar discussion, whereby the continuity of
power supply to electric traction power supply systems was analysed.

The following article [44] also discusses issues concerning the rationalisation of the
power supply exploitation process. A solution was proposed in the form of opportunistic
preventive maintenance (POM) for the traction power supply system, taking into account
the reliability of the devices. After conducting analyses and simulations, it was found that
it is possible to shorten the time of power outages.

Powering ICT systems interact with the environment [45,46]. Individual solutions
should be designed in such a way so the reliability and exploitation indicators have
appropriate values depending on the type of facility (in particular, this applies to facilities
classified as critical infrastructure). For this reason, the reliability and exploitation analysis
of the power supply is vital. The electromagnetic compatibility of the applied electrical and
electronic devices is also meaningful [47]. However, due to the breadth of this issue, it is
not scrutinised. However, one should remember the negative impact of electromagnetic
interference on the electronic devices used in power supply [48].

The literature review presented so far regards assessing reliability and exploiting
power systems. As mentioned at the beginning of this section, the second part of the
state-of-the-art is devoted to analysing power systems with the use of, inter alia, rough
sets [49,50]. The study [51] introduces the use of the axiomatic fuzzy set (AFS) theory in
order to facilitate the transformation of data into fuzzy sets (membership functions) and
the implementation of fuzzy logic operations. This type of analysis can be applied in the
assessment of the power system.

The article [52] presents an analysis of a smart electrical grid (SEG), which used data
from multiple sensors to design a distributed automated power supply network. This con-
cept uses modern ICT solutions, such as the Internet of Things (IoT), cloud computing and
extensive data analysis. The vast amount of available data requires advanced processing
and enables the prediction of the load on the power grid.

In the field of energy storage, analysis with the use of, among others, rough sets
is also applicable. In the publication [53], different battery system technologies were
characterised, and their integration into the power grid was analysed. The rough set theory
was used to evaluate technological and economic properties as well as the influence on
the environment and safety. The authors rightly claim that standard methods of assessing
battery performance are not sufficient and clear criteria should be developed for assessing
different solutions.

The rough set theory was also applied to explore data collected in big data in the field
of electricity consumption in a smart power grid [54]. The authors proposed to analyse the
electricity consumption behaviour by introducing a lower set of approximations and an
upper set of approximations in order to maintain the data characteristics. The case study
confirmed that the method is effective and improves the clustering accuracy index.

The publication [55] proposed using rough sets to reduce the number of complaints
necessary to determine the location and time of the fault occurrence. The author proposed
to use information from the user’s meter, telephone complaints and alarms from devices as
sources of information about the fault. Using the data mentioned above, he developed a
fault localisation method based on the theory of rough sets and data fusion.

Rough sets were also used to analyse the functioning of renewable energy sources [56].
The authors analysed the wind farm operation and its cooperation with other systems. The
proposed approach made it possible to consider ambiguities and uncertainties, thanks to
which the current exploitation status of the system can be assessed more flexibly.

Additionally, in the publication [57], the application of set theory in the analysis of
energy systems was recommended. The authors applied this mathematical approach to
photovoltaic panels’ energy production forecast. The presented examples verifying the
method confirmed that the forecasting models using rough sets are correct and accurate.

Despite so many scientific studies both in the field of reliability and exploitation
analysis of power supply systems and the application of the rough set theory in power
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supply analysis, there are no publications that combine both approaches, i.e., power
supply reliability and exploitation analysis with the determination of specific indicators by
applying rough set theory. According to the authors, this is an innovative approach and
will enable a broader view of the analysed power supply of ICT systems. Subsequently,
the article presents the following stages of the reliability and exploitation power supply
analysis method using modelling adopting distributed sets.

The reliable operation of ICT systems requires an adequate power supply to individual
subsystems that perform specific functions in data transmission [58–60]. Typically, a fault
in a subsystem can cause the malfunctioning of the whole or part of the system [61–65]. For
this reason, ICT systems are supplied from two independent sources. The first power source
is the primary supply, and the second power source is the standby supply. In the event
that the primary supply goes into a non-operational state, it automatically switches to the
standby power source. When supplying ICT systems, especially in critical infrastructure
facilities [66–68], it may not be enough [69]. Therefore, the power supply from three
independent sources is then used (e.g., primary power supply and two standby power
supplies, as power supply from a separate power line and the use of a power generating
unit) [70–73]. A structural sketch of such a power supply solution for an ICT system
containing three independent energy sources is shown in Figure 1.

3. The Analysis of the Reliability-Exploitation Process—Classic Approach

In order to demonstrate the method introduced in the following sections of this article,
a system presented simply in Figure 1 was selected. It is a block diagram of the power
supply to a critical system of, for example, an ICT node [74], a hospital or a road traffic
control system. In addition to the usual redundancy of power supply, the system also has
an additional standby power supply connected to the critical system from another power
bus, e.g., another power supplier with an independent power grid. It is a development
version of the solutions presented by the co-authors in previous publications [5,6,75,76]
based on other methods of uncertainty modelling.

The state of full ability SFA is the state in which all three power sources (basic and
backup, i.e., power from the second power line and the power generating unit) function
properly. The safety threat state SST1 is the state where the primary power supply is disabled.
The safety threat state SST2 is a state in which the basic and backup power supplies (the
second power line) are unfit. The safety unreliability state SU is a state in which all three
power sources are unfit.

When the system is in the state of full ability SFA, in the event of the primary power
supply failure, the system goes into the safety threat state SST1 with λST1 intensity rate.
When the system is in a state of safety threat SST1, it is possible to go into the state of full
ability SFA by taking actions consisting in restoring the state of the ability of the primary
power supply.

In the event of a backup power failure (the second power line) and the system is in a
state of a safety threat SST1, it goes into a safety threat state SST2 with an intensity of µU0.

Being in a state of safety threat SST1, in the event of a simultaneous failure of the
backup power supply (the second power line) and the power generating unit, there is a
transition to the unreliability state SU with the intensity λU1.

When the system is in a state of safety threat SST2, in the event of failure of a power
generating unit, it goes into the unreliability state SU with the intensity of λU2.

When the system is in a state of full ability SFA, in the event of a simultaneous failure
of the primary power supply and the standby power supply (the second power line), the
system enters the safety threat state SST2 with the λST2 intensity rate. When the system is
in a state of safety threat SST2, it is possible to transition to the state of full ability SFA by
undertaking measures to restore the ability state of both unfit power supplies.

When the system is in the state of safety unreliability SU, it is possible to switch to the
state of full ability SFA by taking actions consisting in restoring the state of ability to all
three unfit power supplies.
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Symbols in Figure 2 stand for:

1. RO(t)—probability function of the system occurring in full ability state SFA,
2. QST1(t)—probability function of the system occurring in safety threat state SST1,
3. QST2(t)—probability function of the system occurring in safety threat state SST2,
4. QU(t)—probability function of the system occurring in the unreliability of safety state SU,
5. λST1—transitions rate from full ability state SFA to safety threat state I SST1,
6. λST2—transitions rate from full ability state SFA to safety threat state II SST2,
7. µFA1—transitions rate from safety threat state I SST1 to full ability state SFA,
8. µFA2—transitions rate from safety threat state II SST2 to full ability state SFA,
9. µU0—transitions rate from safety threat state I SST1 to safety threat state II SST2,
10. µU1—transitions rate from the unreliability of safety state SU to full ability state SFA,
11. λU1—transitions rate from safety threat state I SST1 to unreliability of safety state SU,
12. λU2—transitions rate from full ability state II SFA2 to unreliability of safety state SU.
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The system presented in Figure 2 can be described with the following Chapman–
Kolmogorov equations:

R′0(t) = −λST1 · R0(t) + µFA1 ·QST1(t)− λST2 · R0(t) + µFA2 ·QST2(t) + µU1 ·QU(t),
Q′ST1(t) = λST1 · R0(t)− µFA1 ·QST1(t)− λU1 ·QST1(t)− µU0 ·QST1(t),
Q′ST2(t) = λST2 · R0(t)− µFA2 ·QST2(t)− λU2 ·QSt2(t) + µU0 ·QST1(t),
Q′U(t) = λU1 ·QST1(t) + λU2 ·QST2(t)− µU1 ·QU(t).

(1)

Applying the following initial conditions:

R0(0) = 1,
QST1(0) = QST2(0) = QU(0) = 0,

(2)

and employing the Laplace transform yields the following system of linear equations:

s · R0(s)− 1 = −λST1 · R0(s) + µFA1 ·QST1(s)− λST2 · R0(s) + µFA2 ·QST2(s) + µU1 ·QU(s)
s ·QST1(s) = λST1 · R0(s)− µFA1 ·QST1(s)− λU1 ·QST1(s)− µU0 ·QST1(s)
s ·QST2(s) = λST2 · R0(s)− µFA2 ·QST2(s)− λU2 ·QST2(s) + µU0 ·QST1(s)
s ·QU(s) = λU1 ·QST1(s) + λU2 ·QST2(s)− µU1 ·QU(s)

(3)

By transforming it, we receive a schematic notation:
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R0(s) = − b1·b2·c
b2 · c · λST1 · µFA1 − a · b1 · b2 · c

+b1 · c · λST2 · µFA2 + b2 · λU1 · µU1 · λST1
+b1 · λU2 · µU1 · λST2 + c · µU0 · λST1 · µFA2

+µU0 · λU2 · µU1 · λST1

,

QST1(s) = − b2·c·λST1

b2 · c · λST1 · µFA1 − a · b1 · b2 · c
+b1 · c · λST2 · µFA2 + b2 · λU1 · µU1 · λST1
+b1 · λU2 · µU1 · λST2 + c · µU0 · λST1 · µFA2

+µU0 · λU2 · µU1 · λST1

,

QST2(s) = − b1·c·λST2+c·µU0·λST1

b2 · c · λST1 · µFA1 − a · b1 · b2 · c
+b1 · c · λST2 · µFA2 + b2 · λU1 · µU1 · λST1
+b1 · λU2 · µU1 · λST2 + c · µU0 · λST1 · µFA2

+µU0 · λU2 · µU1 · λST1

,

QU(s) = − b2·λB1·λST1+b1·λU2·λST2+µU0·λU2·λST1

b2 · c · λST1 · µFA1 − a · b1 · b2 · c
+b1 · c · λST2 · µFA2 + b2 · λU1 · µU1 · λST1
+b1 · λU2 · µU1 · λST2 + c · µU0 · λST1 · µFA2

+µU0 · λU2 · µU1 · λST1

,

(4)

where:

• a = s + λST1 + λST2,
• b1 = s + µFA1 + λU1 + µU0,
• b2 = s + µFA2 + λU2,
• c = s + µU1.

Further mathematical analysis is required to obtain dependencies that allow us to
determine the probabilities of the entire system being in the following states: full ability,
safety threat SST1 and SST2 and unreliability SU.

4. Reliability Exploitation Process Modelling—A Classic Approach

Computer simulation methods [77] and tests allow for a relatively quick determination
of the impact of changes in the reliability and exploitation indicators of individual elements
on the reliability of the entire system.

Computers help carry out calculations that enable the determination of the probability
value of the system remaining in the state of full ability RO. Such a procedure is presented
in the example below.

Example

The following values are selected to describe the analysed system:

1. Test duration—1 year (the value of this time is given in units of hours [h]):

t = 8760[h]

2. Transition rate from full ability state to safety threat state I λST1:

λST1 = 0.000001

3. Transition rate from full ability state to safety threat state II λST2:

λST2 = 0.0000001

4. Transition rate from safety threat state I to the unreliability of safety threat λU1:

λU1 = 0.0000001
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5. Transition rate from safety state II to unreliability of safety threat λU2:

λU2 = 0.000001

6. Transition rate from safety threat state I to safety threat state II µU0:

µU0 = 0.00000001

7. Transition rate from the unreliability of safety state to full ability state µU1:

µU1 = 0.01

8. Transition rate from safety threat state I to full ability state µFA1:

µFA1 = 0.1

9. Transition rate from safety threat state II to full ability state µFA2:

µFA2 = 0.2

Employing Equation (4) and the above input values yields:

R0(s) =

5.450045 · 1013 · s + 5 · 1013 · µFA1 + 4.5 · 1012 · µFA2
+5 · 1021 · s2 · µFA1 + 5 · 1021 · s2 · µFA2

+5.000545 · 1019 · s2 + 5 · 1021 · s3

+5.0005 · 1019 · s · µFA1 + 5.000045 · 1019 · s · µFA2
+5 · 1019 · µFA1 · µFA2 + 5 · 1021 · s · µFA1 · µFA2

+4.5 · 106

5.4450495 · 107 · s− 1 · 106 · µFA2
+5.00055 · 1019 · s2 · µFA1

+5.000545 · 1019 · s2 · µFA2 + 5 · 1021 · s3 · µFA1
+5 · 1021 · s3 · µFA2

+1.09506445 · 1014 · s2 + 5.001095 · 1019 · s3

+5 · 1021 · s4

+5.50005 · 1013 · s · µFA1 + 5.45004 · 1013 · s · µFA2
+5 · 1019 · s · µFA1 · µFA2

+5 · 1021 · s2 · µFA1 · µFA2 − 1

,

and transformations give the following result:

R0(t) = 1.63738549 · 10−10 · e−0.01·t + 5.000041183 · 10−7 · e−0.2000011·t

+0.00000999986 · e−0.10000108·t + 0.99998949996 · e1.99997719·10−13·t

The end result is: R0 = 0.9999895.

5. Basic Definition of Rough Set

Using the method of rough sets [78–81] (due to the different definitions of rough sets,
the author used the one from the publications of Prof. Zdzisław Pawlak), one can define
the lower approximations (5) and upper approximations (6) for a set of objects.

B∗(X) = {x ∈ U : B(x) ⊆ X}, (5)

B∗(X) = {x ∈ U : B(x) ∩ X 6= ∅}, (6)

where:

• U—universe (non-empty set of finite objects, set of datagrams from the analysed example),
• X—set, a non-empty subset of the universe,
• x—object of set X,
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• B(x)—abstract class containing object x from full relation (B-elementary set),
• B∗(X)—lower approximation of set X,
• B∗(X)—upper approximation of set X.

The following formula describes the difference between the upper and lower
approximation (7).

BNB(X) = B∗(X)− B∗(X). (7)

BNB(X) = ∅ only when upper and lower approximations are equal. Then, the set is
an exact set. In another case, as in the one considered here, the set is an approximate set or
a B-rough set, to be exact.

Using Equation (8), a quantitative measure of approximation can be determined.

αB(X) =
|B∗(X)|
|B∗(X)| , (8)

where:

αB(X)—approximation accuracy coefficient,
|B∗(X)|—the lower approximation number of elements,
|B∗(X)|—the upper approximation number of elements.

When BNB(X) = ∅, the approximation accuracy coefficient is of value 1, as exem-
plified above, then we are dealing with an exact set. This coefficient, in the present case,
enables supporting a decision regarding the exploitation state of supply of the ICT system.

6. The Analysis of Reliability and Exploitation Process with the Use of Modelling
Based on a Rough Set

A simple way to implement modelling with distributed sets is the application of a
binary approach. Such a solution to the problem is presented in Table 1 as an example of
the methods in [7]. Another method may be a binary approach including reliability levels.
This approach is presented in Table 2, which was compiled based on the publication [8,82].

Table 1. Exemplary, Binary Decision Table for Transition to Repair State (Failure).

Object Full Fitness Service Failure

1 YES NO NO
2 NO NO NO
3 NO YES NO
4 NO YES NO
5 NO NO YES
6 NO YES YES
7 NO YES YES
8 NO NO YES

Table 2. Exemplary, Binary Decision Table for Transition to Repair State (Failure), Including Levels
of Failure.

Object Full Fitness Level of Fitness Below 50% Level of Fitness Below 75% Failure

1 YES NO NO NO
2 NO YES YES NO
3 NO NO YES NO
4 NO YES YES YES
5 NO NO YES YES
6 NO NO NO YES

The approach proposed in this article is based on multi-level indicators of the state of
the object. For this purpose, selected values from the range [0–1] expressed as a percentage
were introduced into decision tables. In the case of the presented example, these will be
states of partial fitness when the main power source fails.
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If we use the definitions from the previous section, two conclusions can be reached,
which lead to the calculation of the approximation accuracy coefficient for the exploitation
process indicators. We can also assume (based on the theory of rough sets [77,78]) that the
sum of these indicators does not have to equal 1. Therefore, we imply that the universe U
is a set of events. The subsets of this universe Xs and Xn denote a subset for an efficient
and inefficient system, respectively. The abstraction class B(X) has been described by
dependencies in the decision table presented in Tables 1–3. As this class describes the
universe, it will apply both to the efficient and the inefficient system, which is described by
subsets Xs and Xn of the same universe U.

Table 3. Exemplary, Binary Table for Transition to Repair State (Failure).

Object Full Fitness Non-Operational
Primary Power Supply

Non-Operational
Backup Power Supply

Non-Operational
Standby Power Supply Failure

1 YES NO NO NO NO
2 NO YES NO NO NO
3 NO NO YES NO NO
4 NO YES YES NO NO
5 NO NO NO YES NO
6 NO YES NO YES NO
7 NO NO YES YES NO
8 NO YES YES YES YES
9 NO YES NO NO YES

10 NO NO YES NO YES
11 NO YES YES NO YES
12 NO NO NO YES YES
13 NO YES NO YES YES
14 NO NO YES YES YES

The following Equation (9) can be used to determine the values of the indicators
mentioned at the beginning of this article:

A =
αB(Xs)

(1− αB(Xn))
. (9)

The above equation enables the determination of coefficient A, which can be treated as
an indicator of the system’s reliability.

Based on Table 3 and the dependencies described in the previous section, the following
modelling can be performed.

In the absence of failure, the approximate set will be:

1. No failure of the lower approximation appears only for object 1, i.e.:

B∗(Xs) = {obj1}.

2. No failure of the upper approximation appears only for objects 1 to 7, i.e.:

B∗(Xs) = {obj1, obj2, obj3, obj4, obj5, obj6, obj7}.

In case of failure, the approximate set will be:

1. Failure of the lower approximation appears for objects 8 to 14, i.e.:

B∗(Xn) = {obj8, obj9, obj10, obj11, obj12, obj13, obj14}.

2. Failure of the upper approximation appears for objects 1 to 14, i.e.:

B∗(Xn) = {obj1, obj2, obj3, obj4, obj5, obj6, obj7, obj8, obj9, obj10, obj11, obj12, obj13, obj14}.
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A =
αB(Xs)

(1− αB(Xn))
=

|B*(Xs)|
|B*(Xs)|

1 + |B*(Xn)|
|B*(Xn)|

=
1
7

1 + 7
14
≈ 0.0952.

The next step is to assign object coefficients to each item in Table 3. In the place of
“YES”, a coefficient from 0 to 1 is entered and in the place of “NO”, the value 0 is entered.
As a result, Table 4 was created. Based on the publications [18–20,82,83], the values of the
observation coefficients for each state were selected as follows:

1. Full fitness was observed with a coefficient of 0.9999;
2. The non-operational primary power supply was observed with a coefficient of 0.00009;
3. The non-operational backup power supply was observed with a coefficient of 0.000008;
4. The non-operational standby power supply was observed with a coefficient of 0.00001.

Table 4. Decision Table for Transition to Repair (failure) State Using Failure Level.

Object Full Fitness Non-Operational
Primary Power Supply

Non-Operational
Backup Power Supply

Non-Operational
Standby Power Supply Failure

1 0.9999 0 0 0 0
2 0 0.00009 0 0 0
3 0 0 0.000008 0 0
4 0 0.00009 0.000008 0 0
5 0 0 0 0.00001 0
6 0 0.00009 0 0.00001 0
7 0 0 0.000008 0.00001 0
8 0 0.00009 0.000008 0.00001 0.00007
9 0 0.00009 0 0 0.00007

10 0 0 0.000008 0 0.00007
11 0 0.00009 0.000008 0 0.00007
12 0 0 0 0.00001 0.00007
13 0 0.00009 0 0.00001 0.00007
14 0 0 0.000008 0.00001 0.00007

Although the proposed method enables the use of different values of the coefficients
for different observation objects, the authors did not decide to do so because they wanted
to present the idea of the new approach in the simplest way.

Based on the values in Table 4 and the dependencies described above, the approxima-
tions |B(X)| will assume the values.

In the absence of failure, the approximate set will be:

1. No failure of the lower approximation appears only for object 1, i.e.:

|B∗(Xs)| = 0.9999.

2. No failure of the upper approximation appears only for objects 1 to 7, i.e.:

|B∗(Xs)| = 1.000224.

In case of failure, the approximate set will be:

1. Failure of the lower approximation appears for objects 8 to 14, i.e.:

|B∗(Xn)| = 0.000922.

2. Failure of the upper approximation appears only for objects 1 to 14, i.e.:

|B∗(Xn)| = 1.001146.
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The final value of the coefficient is:

A =
0.9999

1.000224

1 + 0.000922
1.001146

≈ 0.9988.

The operation on sets makes possible the use of any values on each item in Table 4.
Therefore, the calculations of the coefficients of successive objects do not have to assume the
same values for each of the states. There are also no restrictions that force the application
of statistics (in this case: values greater than one are possible). Another advantage of
the proposed method is the possibility of considering the states of the system, which
the proposed classic approach, described in Section 4, does not take into account. Such
a state is, for example, object 6 in Table 3, which indicates a failure of the primary and
standby power supply. In the classic approach, such an exemplary state can be considered,
although adding further states to the model leads to a significant complication in modelling
and calculations.

7. Simulation and Its Results

In order to present the influence of key variables on the final value of coefficient A, a
simulation was proposed for various values of the input parameters. The first graph shown
in Figure 3 was generated from the values in Table 4, except that the value of the efficiency
coefficient varied from 0.8 to 0.9999.
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of this system.

Another dependency worth demonstrating is the value of indicator A as a function
of the coefficient of the non-operational primary power supply. Such a dependency is
presented in Figure 4. It was generated on the basis of the values in Table 4, except that
the value of the non-operational primary power supply coefficient varied from 0.00001
to 0.0001.
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Figure 4. Dependence graph of the system reliability indicator as a function of the non-operational
primary power supply coefficient of this system.

It is worth noting that the graph in Figure 3 is non-linear and will trend toward a
specific value, which aligns with the expectations because, after reaching this value, the
system will never malfunction.

8. Summary

The article describes a new method of reliability and exploitation analysis based
on uncertainty modelling. This uncertainty modelling derives from the rough set
method [7,8,75,78,84]. The paper presents a classic approach to reliability and exploitation
analysis and the above-mentioned innovative approach to this analysis. The exhibited
uncertainty modelling based on rough sets considers not only binary approaches but also
multi-level approaches ranging from 0 to 1. The example provided clearly demonstrates
the utility of the novel method and its advantages. The main advantage of the new method
is its independence from statistical analysis, which in most cases leads to complications
in calculations and, consequently, in modelling. The above study presents an example
based on a model of the power supply system to critical devices (hospital equipment, ICT
systems in transport, etc.) equipped with not only a standby power source but also a
redundant power source that supplies electricity from a separate external circuit (e.g., from
a separate electricity grid of another energy supplier). The classic approach to the reliability
and exploitation analysis, as well as the presented innovative approach to this analysis,
provides similar results. The final sections of the study show the simulation of the new
method and its results. The simulation was performed using a program written specifically
for this study by one of the co-authors.

In the next stage of the studies on the new reliability–exploitation analysis method
described in this article, the authors plan to use this new method to manage and monitor
the reliability of power supply systems in order to determine the coefficients, enabling the
estimation of the continuity quality of power supply (CQoPS) coefficient elaborated in [5,6].
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72. Jacyna, M.; Szczepański, E.; Izdebski, M.; Jasiński, S.; Maciejewski, M. Characteristics of event recorders in Automatic Train
Control systems. Arch. Transp. 2018, 46, 61–70. [CrossRef]

73. Karolak, J.; Daszczuk, W.B.; Grabski, W.; Kochan, A. Temporal Verification of Relay-Based Railway Traffic Control Systems Using
the Integrated Model of Distributed Systems. Energies 2022, 15, 9041. [CrossRef]

74. Dai, Q.; Shi, L.; Ni, Y. Risk Assessment for Cyberattack in Active Distribution Systems Considering the Role of Feeder Automation.
IEEE Trans. Power Syst. 2019, 34, 3230–3240. [CrossRef]

75. Siergiejczyk, M.; Stawowy, M. Modelling of uncertainty for continuity quality of power supply. In Proceedings of the Risk,
Reliability and Safety: Innovating Theory and Practice, Glasgow, Scotland, 25–29 September 2016; CRC Press/Balkema: Boca
Raton, FL, USA, 2017.

76. Li, H.; Chen, M.; Yang, B.; Blaabjerg, F.; Xu, D. Fast Fault Protection Based on Direction of Fault Current for the High-Surety
Power-Supply System. IEEE Trans. Power Electron. 2019, 34, 6. [CrossRef]

77. Fuhg, J.N.; Böhm, C.; Bouklas, N.; Fau, A.; Wriggers, P.; Marino, M. Model-data-driven constitutive responses: Application to a
multiscale computational framework. Int. J. Eng. Sci. 2022, 167, 103522. [CrossRef]

78. Pawlak, Z. Rough Sets; Research Report PAS 431; Institute of Computer Science, Polish Academy of Sciences: Warsaw, Poland, 1981.
79. Pawlak, Z. Rough Sets—A New Mathematical Method of Data Analysis; Institute of Computer Science, Polish Academy of Sciences:

Warsaw, Poland, 1995.
80. Hou, Z.; Lian, Z.; Yao, Y.; Yuan, X. Cooling-load prediction by the combination of rough set theory and an artificial neural-network

based on data-fusion technique. Appl. Energy 2006, 83, 9. [CrossRef]
81. de Mello Oliveira, A.B.; Moreno, R.L.; Ribeiro, E.R. Short-Circuit Fault Diagnosis Based on Rough Sets Theory for a Single-Phase

Inverter. IEEE Trans. Power Electron. 2019, 34, 4747–4764. [CrossRef]

https://doi.org/10.1109/EI2.2018.8582403
https://doi.org/10.1109/IAEAC47372.2019.8998063
https://doi.org/10.23919/CCC50068.2020.9189631
https://doi.org/10.1109/CCDC.2015.7162831
https://doi.org/10.2478/jok-2022-0016
https://doi.org/10.2478/jok-2019-0020
https://doi.org/10.3390/en15144936
https://doi.org/10.1007/s00521-011-0788-y
https://doi.org/10.1051/matecconf/201817807003
https://doi.org/10.3390/en16041764
https://doi.org/10.3390/en15010317
https://doi.org/10.3390/s22062368
https://doi.org/10.17531/ein.2019.4.3
https://doi.org/10.3390/su132212859
https://doi.org/10.1007/978-3-319-97955-7_22
https://doi.org/10.3390/en16020960
https://doi.org/10.3390/en15051701
https://doi.org/10.5604/01.3001.0013.6634
https://doi.org/10.5604/01.3001.0012.2103
https://doi.org/10.3390/en15239041
https://doi.org/10.1109/TPWRS.2019.2899983
https://doi.org/10.1109/TPEL.2018.2870982
https://doi.org/10.1016/j.ijengsci.2021.103522
https://doi.org/10.1016/j.apenergy.2005.08.006
https://doi.org/10.1109/TPEL.2018.2861564


Energies 2023, 16, 4621 18 of 18

82. Wiatr, J. Generating Sets in Building Emergency Power Systems; MEDIUM Publishing House: Warsaw, Poland, 2009.
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