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Abstract: The paper concerns a significant problem in the diagnostics of industrial processes, which
is the need to achieve high fault distinguishability. High distinguishability results in the generation
of precise diagnoses that enable making appropriate security decisions. In the known approaches,
the efforts to obtain high distinguishability are focused on the selection of an appropriate set of
generated residuals. The paper presents a new method of diagnostic reasoning using the notation of
faults/diagnostic signals’ relations in the form of a Fault Isolation System (FIS), which enables the
use of multivalent diagnostic signals. In addition, the proposed method uses knowledge (usually
incomplete) about the sequence of symptoms. Reasoning was carried out on the basis of simple,
physically possible signatures, resulting from the FIS. Assumptions and a diagnostic algorithm are
given. The reasoning algorithm works in a step-by-step manner, after observing further symptoms.
In each reasoning step, two diagnoses are generated in parallel. A more accurate, but less certain

ﬁk,‘,eﬁtf;’sr diagnosis is formulated on the basis of the value of all diagnostic signals, and the diagnosis is less
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Reasoning Based on Multi-Valued methods based on columns (signatures) and, also, with row-based reasoning methods. It is shown
Evaluation of Residuals and the that the proposed method allows the increase of the distinguishability of faults compared to other
Elementary Symptoms Sequence. methods. The distinguishability grows with the knowledge of elementary symptom sequences.
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P 1. Introduction

Publisher’s Note: MDPI stays neutral The importance of model-based automatic fault diagnosis is growing steadily in

industrial control systems. This is due to the disadvantages of commonly used alarm
systems, which are the simplest diagnostic systems, as well as the advantages of advanced
diagnostics, which contribute to increasing the efficiency and safety of processes. In the

case of critical facilities, a properly functioning diagnostic system may prevent accidents
that may threaten human health or life, as well as the natural environment.

Fault detection is carried out using a variety of models: analytical [1,2], neural [3,4],
fuzzy [5,6], and statistical [7]. Only if the analytical models that take into account the impact
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be recognised. In practice, this is impossible, because some faults are very rare, and the
diagnostic system should recognise their first occurrence. Therefore, classification methods
that require training data can only be used in special cases. The fault isolation methods
that use expert knowledge to design the relationship between diagnostic signals resulting
from the assessment of residuals and faults are of fundamental importance.

The simplest form of this relationship is the Fault Signature Matrix (FSM) [9-11],
in which rows represent binary diagnostic signals and columns correspond to faults. A sig-
nature is a set of diagnostic signal values corresponding to a given fault. This form of
notation of the fault-symptom relationship is also referred to as: the effect of the faults
on the residuals [12] or a binary diagnostic matrix [13]. Another way to write the fault—
diagnostic signal relation is the Fault Isolation System (FIS) [13,14], in which multivalued
diagnostic signals are allowed.

In model-based diagnostics and FSM or FIS, two different approaches to diagnostic
reasoning can be distinguished: column reasoning and row reasoning. In this classification,
the columns or rows refer to the tabular record of the relationship, the knowledge of which
is necessary to isolate faults.

Column-based (also known as signature-based) reasoning is commonly used in the
FDI approach, while all diagnostic algorithms developed in a DX group, derived from the
Reiter theory [15], represent row-based reasoning. Other works are also known, in which
reasoning based on rows was used differently from the Reiter-based approach, e.g., [16].

All other forms of notation of the relationship between binary or multivalued diagnos-
tic signals and faults are derived from FSM or FIS notations. Both IF-THEN rules, as well
as logical functions or fault trees can be derived from the FSM or FIS [17].

In order to achieve a high distinguishability of faults, it is appropriate to use multi-
valued diagnostic signals instead of binary signals [17-19]. In model-based diagnostics,
this usually means taking into account the residual sign, i.e., the use of a three-value
residual evaluation.

In most diagnostic algorithms, only diagnostic signal values are used. However,
as shown in many works (e.g., [10,20,21]), it is appropriate to take into account the knowl-
edge about delays in the formation of symptoms. This can protect against false diagnoses
in the period before all the symptoms of the fault are revealed. However, such knowledge
can be also used to increase the distinguishability of faults. High differentiation leads to
precise diagnosis, which results in making the right decisions to secure the process. These
decisions can be made automatically as in Fault-Tolerant Control (FTC) systems or by
process operators.

The contribution of the article consists of presenting a proposal for a new method
of diagnostic reasoning based on three-value fault signatures with the use of knowledge
about the sequence of symptoms, which may be incomplete. The aim of taking into account
the knowledge of the residual signs and the known symptom sequences was to obtain a
high distinguishability of faults. An additional contribution of this work is conducting a
comparative analysis of the new approach with other known methods of inference.

The new reasoning algorithm uses a three-value residual evaluation and the knowl-
edge of the sequence in which symptoms appear in the form of elementary sequences of
symptoms proposed in [16]. There may appear temporary false diagnoses before all the
symptoms of the fault are revealed in the case of column-based reasoning. Two parallel
procedures are used in the new algorithm to achieve a proper diagnosis at any time of
reasoning. One of them determines diagnoses based on all the values of the diagnostic
signals, while the other utilises only observed symptoms.

An alternative reasoning algorithm was presented in [5]. The method also uses the
FIS and knowledge of elementary symptom sequences, but the reasoning is based on rows.
The methods of reasoning based on rows and columns differ in operational properties. Row-
based reasoning eliminates false diagnoses resulting from delays in symptoms forming,
but at the cost of less precise diagnosis in relation to column-based reasoning.
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This paper focuses on the analysis of reasoning methods based on columns. The same
process and the same set of models were used for the generation of residuals in a considered
example. The aim was to calculate and compare the diagnostic quality indicators for all
analysed algorithms. Using the results of the work [1], the accuracy of diagnosing for both
groups of diagnostic reasoning methods was compared.

The structure of the work is as follows: Section 2 contain the review of known methods
of fault detection and isolation. Section 3 discusses the differences between column-based
and row-based reasoning. Section 4 introduces a new inference algorithm based on the fault
isolation system and the sequence of symptoms. Section 5 presents the example application
of the proposed algorithm for a set of serially connected buffer tanks.

2. The Knowledge and Data Used to Isolate Faults

To be able to carry out diagnostic reasoning, it is necessary to have specific knowledge
of the diagnosed process and up-to-date data on the results of fault detection. The more
accurate the knowledge and the corresponding collection of data, the higher the quality of
the diagnoses generated is [10].

The most complete description of the process being diagnosed is a nonlinear ana-
lytical model that takes into account the impact of the inputs, as well as faults on the
process outputs. Such models contain the knowledge needed not only for the detection,
but also for the isolation of faults. In the case of a linear model, structural, directional,
or sequential [17] computational and internal form residuals can be obtained. However,
acquiring such models, especially for non-linear problems, is very difficult and, sometimes,
even impossible.

This work considers a typical case for complex processes, in which only models repre-
senting the state of the process without faults are known. Therefore, we assumed that the
quantitative knowledge of the sensitivity of residuals to faults is unknown. The relation-
ship between the values of diagnostic signals, resulting from the evaluation of residuals,
and faults was determined on the basis of expert knowledge. In this case, it has a qualitative
nature, and it takes into account the sensitivity of the residuals to the faults in a binary
manner (FSM case) or, additionally, the sign of the residual is also considered (FIS case).

In addition, heuristic knowledge of the time dependences of symptoms’ formation can
also be used in diagnostic reasoning. The unequal times of various symptoms forming of
the same fault pose a problem of reasoning that takes into account, not only the symptoms,
but also zero values of diagnostic signals. This mainly applies to column-based reasoning,
but also to row-based reasoning methods, in which the exonerationassumption is made.
An example is the DTS method [22]. The problem disappears in the DX approach [15,23]
and reasoning algorithms based only on symptoms [24], in which the above assumption
is rejected.

The problem of delays in the appearance of symptoms was analysed in [10,16,20,24-27].
There are several methods of protecting the fault isolation algorithm against generating false
diagnoses due to the delays of symptoms forming. Minimal and maximal delay times of
symptoms of a given fault were used in [27], which allowed for a higher distinguishability
of faults. However, estimating the minimum and maximum delay times for symptoms is
very difficult. Defining the delay of a symptom by specifying a fuzzy time frame in the
form of a trapezoid membership function, proposed in [10], is a similar solution.

In [16], the FSM and heuristic knowledge (usually incomplete) about the order in
which the symptoms were observed were used to carry out row-based reasoning without
the exonerationassumption. The development of this approach is the diagnostic reasoning
method presented in [5].

The fault isolation algorithm can also be improved by considering the size of the
residuals (large threshold violation or only a small signal activation) and the residuals’
sensitivity with respect to a certain fault [10]. However, at the design stage, the acquisition
of such data is related to the knowledge of the residuals in an internal form, dependent on
faults. At the outset, however, it was assumed that quantitative knowledge of the sensitivity
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of the residuals to faults is not known. The elements of knowledge regarding the diagnosed
object and the data used in the proposed diagnostic reasoning algorithm are defined below.

2.1. Symptoms—Process Variables Relationship

The set of all Z variables used for fault detection includes control signals U and
measurement signals Y.

Z=UUY={z:i=12,...,1} 1)

Residuals are either calculated as the difference between the modelled value and the
measured one or between the left and right side of the equation describing the controlled
part of the process [13]. The latter case concerns analytical models whose form is entangled
with the output signal. For the isolation of a fault, a set of R residuals is used:

R={rj:j=12...]} @)

During the DS operation, residual values are calculated. As a result of the evaluation
of residual values r; € R, diagnostic signals s; € S are formed, whereby:

S={sj:j=12,...,]} 3)

One can define the relationship R% on the Cartesian product of the S and Z sets:

R cSxZ (4)

The expression (sj, z;) € R5% means that the value of the process variable z; is used by
the jth test to generate the diagnostic signal s;.

One can define a bidirectional graph G5%:

GSZ = <s, Z,R5% > )

whose set of vertices consists of sets of diagnostic signals S and process variables Z. The set
of the graph edges is described by the relation R%Z. This graph defines the sets of process
variables used for the generation of particular diagnostic signals.

2.2. Symptoms—Faults Relation

There are two basic forms of notation for qualitative knowledge of the relationship
between diagnostic signal values and faults, which can be designed based on expert
knowledge. These are the FSM and FIS. By using the FSM, as well as the FIS, one can
specify reasoning algorithms based on both columns and rows. The difference between
these solutions is that: in the case of the FSM, binary diagnostic signals are taken into
account, while in the case of the FIS, multivalued signals are used. An FSM example is
shown in Table 1, while Table 2 shows an example of the FIS.

Table 1. Example of the FSM.

S/F fi f2 f3 fa
51 1 1 1
S 1 1

53 1 1
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Table 2. Example FIS.

S/F f 12 f3 fa Vj

51 1 0 1 1 {01}

5 0 -1 1,41 -1 {0,+1, —1}
53 1,2 2 1 0 {0,1,2}

To describe the relationship between symptoms and faults when using binary resid-
ual evaluation, the FSM is used. When using the three-value evaluation of residuals
{0,+1, —1}, the FIS is used. This notation allows the use of model-based diagnostic sig-
nals, as well as the ones generated with the use of other techniques, e.g., from video sensors.

The FSM is a special case of the FIS. In order to introduce the concepts necessary
for further consideration, a formal description of the FIS is given, as introduced in the
work [13,14].

The FIS is defined as follows:

FIS = (F,S,Vs,q) (6)
where F is a finite set of faults,
F={fy:k=12,...,K} (7)

S is a finite set of diagnostic signals determined by a dependency (3), and Vs is a set of
all diagnostic signal values:

Vs=JV ®)
SjES

The g function specified on the Cartesian product F x S:
g:FxS— d(Vs) )

and assigns to each pair of fault and diagnostic signals (s;, f;) a subset of diagnostic signal
values, which can observe when f fault occurs:

(s fi) = Vi={vievi} < v 1o

Therefore, FIS is an array that specifies the diagnostic signal reference values for each
fault. If the set of values for all diagnostic signals is the same and equals Vs = {0,1}, then
the FIS is simplified to the FSM.

The fault signature corresponds to the FIS column and is determined by the dependency:

Q) = [V Vs VT a1

The examples given in Tables 1 and 2 illustrate the differences between the FSM and
FIS. They are as follows:

e Inthe FSM, each diagnostic signal s; can take only one of two values V; = {0,1},
while in the FIS, the set V; can be multivalued and each diagnostic signal s; can have
its own individual set of values V; (zero always means no symptom);

*  Each table item contains only one value, while any table item in FSM(s;, fy) can
contain a subset of values ij cVj

*  The fault signatures corresponding to the table columns (Table 1) in the FSM case con-
tain only single signal values (simple signatures), while in the FIS case (Table 3), they
can also contain subsets of the values of each diagnostic signal (complex signatures).
Each complex signature can be replaced with a set of simple signatures, as illustrated
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in Table 3. Usually, not all simple signatures are physically possible. It is advisable to
eliminate physically impossible signatures, as they may result in an false increase in
the distinguishability of faults.

The reasoning rule can be associated with the signature of the kth fault. In the case of
the FSM, it takes the form of:

if<51 :vlf) JARERWAN (sj:v;‘) JARERWAN (s]:vlf) then f (12)
In the case of the FIS, the rule is as follows:
if(sl € V{‘) JAREEWAN (sj € V]k) JARERWAN (s] € V]k) then fy; (13)
e  In the case of the FSM, each row has one rule in the form:
if (sj=1) then f € F(s; = 1) (14)

where F(s; = 1) denotes the set of faults to which the signal s; is sensitive, while for
the FIS, each row corresponds to as many rules as the number of symptom values in
the subset V}:

if (sj = vp)then f € F(sj =1vp); vp #0 (15)

where F(s]- =0vp) = {fk LUy € V]-k}; vp # 0 denotes the set of faults that may cause a
symptom with a value s; = v,

Table 3. Replacement of a complex signature by a set of simple signatures.

S fr fr

s1 1,2 1 2 1 2
S 0 0 0 0 0
S3 -1, +1 -1 -1 +1 +1

By taking into account the sign of the residual, the FIS provides a higher distinguisha-
bility of faults compared to the FSM, as shown in [14,17,21].

2.3. The Sequence of Symptoms

Not only the values of diagnostic signals can be used to distinguish faults, but also
the knowledge about the sequence of symptoms. This knowledge can be acquired from
historical data, and it requires recording the order in which symptoms occur whenever a
diagnosis is made. This sequence can also be specified if analytical models of the diagnosed
process are available that take into account the impact of faults. However, this case was not
considered in this work.

In the work [28,29], the Temporal Causal Graph (TCG) was built based on the bond
graph. The TCG allows the generation of fault signatures containing signs of impact and
allows us to take into account the dynamic effects of faults.

In the work [16], the concept of the elementary sequence condition was defined, and it
was shown that partial knowledge about such sequences can be acquired from the Graph
of Process (GP) and expert knowledge. The GP was presented in [30].

Determining the complete set of symptom sequences for faults based only on expert
knowledge is difficult, or even impossible. However, in many cases, this knowledge is
sufficient to determine the order of some pairs of symptoms of the same fault.
ft Ii esj(fx) is the elementary sequence, i.e., a sequence of two symptoms j and p for

x fault:

esjp(fr) =<sj,sp > (16)
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then it means that when the fault f; occurs, the symptom s; will occur before the
symptom s,. Note that, to distinguish between two faults with the same signatures, it
is sufficient that there exist two elementary sequences for these faults that are different:
lesjp (fk)=(5j,5p) ] Aesjp(fu)=(sp,sj)]. The conditions for the distinguishability of faults
based on elementary sequences were given in [17].

It is important that the knowledge of the order of symptoms does not have to be
complete. The various elementary sequences for faults ensure their unconditional distin-
guishability, but knowing even a single sequence can also be useful. If, based on the values
of diagnostic signals, one suspects the existence of the fault f;;, with the corresponding
elementary sequence es; ,(f,)=(sp,s;), and the observed sequence is (s, s, ), then the fault
fn can be eliminated from the potential diagnosis.

The sequence of symptoms was also taken into account in [10]. The proposed algo-
rithm made it possible to exclude fault in the case of a sequence inconsistent with the
theoretical one.

2.4. Current Fault Detection Results

Real-time data with current residual values are used for diagnostic reasoning. Assume
the set of predefined thresholds, on the basis of which, at the set threshold values of the
limitations, the values of diagnostic signals are calculated and the sequence of symptoms
is recorded.

3. Column-Based and Row-Based Reasoning Properties
3.1. Types of Algorithm

The fault diagnosis with the use of the FSM or FIS is conducted in two ways [10]:

¢  Column reasoning, also known as signature-based reasoning [9,11], or parallel reason-
ing [13];

*  Row reasoning, also known as reasoning based on symptoms [24] or sequential
reasoning [13].

The diagnostic reasoning algorithms based on columns and rows can be used in the
following variants:

e  Using binary or trivalent diagnostic signals, which correspond to the use of the FSM
or FIS, respectively;

* Using knowledge of the Elementary Sequence condition (ES) or without that
knowledge.

Thus, the following methods can be specified:

*  CR-FSM: reasoning based on columns using the FSM [9];

*  CR-FIS: reasoning based on columns using the FIS [13,19];

¢  CR-FSM-ES: reasoning based on columns using the FSM and ES;

*  CR-FIS-ES: reasoning based on columns using the FIS and ES;

e  DX: reasoning based on rows according to the DX approach [9];

¢  RR-FSM: reasoning based on rows using the FSM, known as symptom-based reason-
ing [24];

*  RR-FIS: reasoning based on rows using the FIS [13], also known as Tree-Valued Row
Reasoning (TVRR) [19];

¢ RR-FSM-ES: reasoning based on rows using the FSM and ES, known as Symptoms
Sequence Fault Isolation (SSFI) [16];

*  RR-FIS-ES: reasoning based on rows using the FIS and ES, defined in [19] as Tree-
Valued Symptoms’ Sequence Fault Isolation (TVSSFI).

’

All of the methods listed above relate to Passive Fault Diagnosis (PFD) using only
signals recorded during the normal operation of the diagnosed process. In the last few
years, Active Fault Diagnosis methods (AFD) have also been developed, where deliberate
test stimulations have been used [31,32].
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The practical usability of these methods is due to the fact that they use models repre-
senting the state of the process without the faults’ influence. It is not necessary to know
the quantitative effect of the faults on residuals. Depending on the method, only binary
knowledge of the sensitivity (or absence) of diagnostic signals to the faults (FSM) is used
or, additionally, the sign of this effect (FIS) is considered. In addition, heuristic knowledge
of elementary symptom sequences for particular faults can be used.

3.2. Assumptions of the Reasoning Algorithms

In the first studies in the field of FDI, an assumption was made that only single faults
occur. However, this assumption is not valid for complex systems. In the DX approach,
there is no limit to the number of possible simultaneous faults. Therefore, this assumption
was not taken into account in the comparative studies.

The following common assumptions are made in diagnostic inference based on
columns and rows:

Assumption 1. Activation of a symptom (the value of the diagnostic signal is not zero) indicates
the occurrence of at least one fault to which the diagnostic signal is sensitive.

The above assumption is adopted both in the FDI and DX approaches [9-11] and, there-
fore, applies to all cases of reasoning based on columns or rows. In a DX approach where
process components are considered, a difference between a valid model and observations
must mean that the component is damaged.

Assumption 2. After their activation, all symptoms of the faults persist throughout the fault
isolation process.

The other assumptions for reasoning based on columns and rows are not the same.
In the case of signature-based reasoning, the following assumption is used:

Assumption 3. The zero value of the diagnostic signal means that none of the faults to which the
signal is sensitive have occurred.

This assumption is better known as the exoneration assumption [9]. Two variants are
distinguished, for single and multiple faults:

Assumption 3a. Single fault exoneration assumption, which leads to the elimination from the
diagnosis of such faults, for which sensitive diagnostic signals take zero values (ARR is satisfied).

Assumption 3b. Multi-fault exoneration assumption, which leads to the exclusion from the
diagnosis the states for which sensitive diagnostic signals take zero values.

Assumption 3b is a generalisation of Assumption 3a.

In the case of multiple faults, Assumption 3 means the use of an additional assumption
related to the lack of the possibility of mutual compensation of the impact of faults on the
value of residuals.

Assumption 4. It is not possible to compensate the effect of the faults on the values of binary-
evaluated residuals.

The above assumption is related to multiple faults and is made in the case of binary
diagnostic signals and reasoning based on columns. This assumption is not used in the
algorithms of diagnosing based on columns, with a three-value residual evaluation [19].
The DX approach also accepts the possibility of the effect of the compensation of the fault
effect on residuals [15].
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In reasoning based on signatures, if the uncertainty of the symptoms is not taken into
account, then another assumption is made:

Assumption 5. All theoretical fault symptoms must occur (symptom completeness).

This assumption (made in FDI approaches) is not used in the DX approach, where
symptoms can be incomplete. This is justified as follows [9]: if the model is satisfied in a
certain context, this means that it operates correctly in this context. In another context, it
may not necessarily work correctly.

Assumption 6. All symptoms must be activated simultaneously.

This assumption is used tacitly in some column-based reasoning approaches. In fact,
there are always many delays in symptoms, so the reasoning algorithm has to deal with
this problem.

In [5], a comparison of inference algorithms based on rows was carried out. This paper
focused on the analysis of reasoning methods based on columns, for the same diagnosed
process and the same set of models used for the generation of residuals. The aim was
to compile and compare the examined indicators of the quality of diagnosis for all the
above-mentioned algorithms.

3.3. Algorithm Properties

The differences in reasoning algorithms results in a differentiation of their properties.
Some properties are tested and widely known; others require analysis and research. The fol-
lowing known features of column-based and row-based reasoning algorithms are initially
characterised:

1. Fault distinguishability:

The three-value assessment of residuals provides a higher distinguishability of faults
compared to the FSM, as shown in [14,17,18,21]. The use of knowledge about the sequence
of symptoms also leads to an increase in distinguishability [5,10,16]. The increase is greater
the more complete is the knowledge about the relationships between symptom delays.

Low fault distinguishability in the case of the DX method (as well as other methods
of reasoning based on rows) results not only from the binary evaluation of the residuals,
but also from the abandonment of the exoneration assumption. Only conflicts that have arisen
are taken into account during the reasoning. The lack of other conflicts does not result in
excluding the elements belonging to them from the possible faults.

Signature-based reasoning provides higher fault distinguishability than row-based
reasoning. The main reason for this is the use of the exoneration assumption, but not only
that. It can be shown that even in the absence of zeros in the signatures, reasoning based
on columns can provide higher distinguishability. This is illustrated by the example shown
in Figure 1.

The reason for this is the use of additional information on the mutual relations of
symptoms in simple signatures (Figure 1), which cannot be derived directly from the
analysis of the rules corresponding to the FIS rows, as well as from columns in the form
of complex signatures (13). Such a situation may occur only in the case of a multivalued
residual assessment. When replacing a complex signature with simple signatures, it often
turns out that some combinations of diagnostic signal values are physically impossible.
The number of real simple signatures is smaller than the theoretical number of different
combinations of diagnostic signal values. In theory, as shown in Section 5.2, eight simple
signatures may appear for measurement faults fs, fo, f1p, but only two are physically
possible. The elimination of physically impossible combinations can lead to increased
fault distinguishability.

The above statements regarding the distinguishability of faults are qualitative. There
are a few examples of studies in which the impact of various elements of diagnostic
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reasoning algorithms on the indices of fault distinguishability were quantified. They are
necessary for a more precise understanding of the impact of the methods of diagnosing and
the properties of the diagnosed process on the indicators of distinguishing faults/states of
the process;

S/F| £ ‘ 61 Observations

s, |17 17|17 |1* S1 1~

s, |11 17|17 |1 S2 1~

s, | 171 17 [1- S3 1*

(@) @

if (sy =17) then (fy v f2) if (sy=17) then (fy V f2)
if (s =1%) then (fy V f3) Hfsr="1)then-(frvfa)

if (s=1")then(fyVfVf3) Ij if (s, =17")then(fi VoV f3)

if (s, = 1*) then (f;) sy =" thentfp)

if (s3=17) then (f1V f3) ifsg="3thenlfr\-fz)
if (s3=1%) then (fy V f2) if (s3=1")then (f; V f)

DGN ={fiV f5}

(b)
if (sy =17 Asy =1%" As3 =17) then (f) sy
if (sy=1YAs, =17 As3 =1%) then (fy) 3 iflsp =1 As, = 1" As =1 ) then (D
if (s1=1"As, =17 Asz =1%) then (f;) if (51 =1"As; =17 As3 =1%) then (fy)
if (sy = 1* Asy = 17 Asy = 17) then (f) s =1t Asy = 1= Asy =17 then (fy)

4

Figure 1. Reasoning based on rules corresponding to: (a) rows or (b) columns (fault signatures) of
the FIS.

=1=As =1 As =1=)thenlf)
Z 3 7 AV

3

2. Resistance to symptom delays:

The problem of unequal delays of fault symptoms is well known and was analysed
in [10,16,20,22,24-27]. Disregarding the dynamics of symptom formation may lead to the
generation of temporary false diagnoses [10,22]. This applies to reasoning methods based
on columns in which both symptoms and zero values of diagnostic signals are taken into
account. The final diagnosis is made only in the steady state of all residuals. In transient
states, the temporary values of diagnostic signals may indicate other faults/states of the
process than the real one. This is how temporary false diagnoses arise.

All algorithms of reasoning based on rows, in which only fault symptoms are anal-
ysed, are resistant to symptom delays in the sense that they do not generate temporary
false diagnoses;

3. Resistance to structural changes (set of variables):

The method of reasoning also affects the resistance of the diagnostic system to struc-
tural changes of the diagnosed process, e.g., changes of the set of correctly functioning
measurements. Measurement devices can be faulty or temporarily disconnected for cali-
bration purposes, etc. The above changes result in the variability of the set of calculated
residuals. In addition, each indication of an existing fault requires the introduction of
automatic changes to the diagnostic system to ensure its proper functioning with a new
process state. The set of active diagnostic signals should be reduced by those signals that
are sensitive to the detected fault.

During the operation of the diagnostic system, the generated set of residuals changes.
This leads to the necessity to change the fault signatures accordingly. Without such changes,
column-based reasoning is not resistant to the structural changes of the diagnosed process.
Moreover, in the case of large-scale systems, where the number of calculated residuals is
very large, the signatures corresponding to the columns of the binary diagnostic matrix or
information system are inconvenient, due to their large size.
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A resistant method of notation of the diagnostic relationship in terms of possible
changes in the structure of the object is the rules of the form of (14) and (15), in which
particular symptoms are assigned to subsets of faults causing these symptoms. This
relationship does not change. In the case of changes in the structure of the process or as
a result of previous diagnoses, such a rule may be temporarily eliminated from the set of
active rules, but its form remains unchanged. Moreover, such a rule has a compact form,
also because the number of possible faults indicated in the conclusion is not large, in the
case of using partial models;

4. Resistance to compensation effect:

The compensation effect occurs in the case of multiple faults, when the influences of
two or more faults compensate for each other and the residual value does not exceed the
decision threshold. This phenomenon can occur only when the signs of the fault influence
on the residual are opposite.

Reasoning based on columns with binary diagnostic signals is not immune to the
compensation effect. The DX method assumes the possibility of compensation of the fault
influence on the residual; however, the signs of fault interaction on the residuals are not
taken into account. Therefore, the property of correct reasoning commonly attributed to this
method in situations of fault compensation sometimes fails. Potentially incorrect diagnoses,
inconsistent with the existing state, may be generated, which was demonstrated in [19].
It was shown that diagnosing on the basis of the three-value residual assessment was an
effective method of eliminating reasoning errors caused by compensation effects. The rules
for determining signatures for states with double faults are given;

5. Possibility of making diagnoses inconsistent with the actual state:

The binary assessment of the residual values/conflicts in the FDI and DX approaches
may be the cause of incorrect diagnoses, not necessarily related to the compensation
effect [19]. Logically correct, but physically impossible diagnoses arise even in the absence
of modelling errors, disturbances, and measurement noise. The reason for this is the loss
of information about the residuum sign. The use of the three-value residual assessment
and the principle of determining signatures for states with double faults given in the above
work eliminate such diagnoses.

4. Column Reasoning Based on the Fault Isolation System and Elementary Symptoms’
Sequence: The New Method of Reasoning

4.1. Assumptions

1.  The relationship between the faults and the diagnostic signals in the form of the FIS
is known;

2. Complex signatures derived from the FIS are transformed into a set of simple, physi-
cally possible signatures;

3. Some relationships between symptom delays and elementary sequences es; , (fi) <
sj,sp > are known. A set of these sequences is not usually complete;

4. Itis assumed that the diagnostic signal is sensitive or not sensitive to the given fault.
This means that if the subset Vj; contains 0, it is a single-element set (it does not
contain any other diagnostic signal value that is a symptom of the fault);

5. It is assumed that if a symptom occurs, it does not disappear at the end of the
reasoning process;

6.  In the reasoning process, a state without faults and single-fault states are considered.
In the case of multiple faults, the complication of the sequence of symptoms is so great
that it cannot be determined by an expert. The lack of a solution in the class of single
faults results in the necessity to conclude with an increasing number of faults, based
solely on the values of the diagnostic signals. In this case, the HS tree algorithms [15]
can be used;
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7. Inthe nth step (moment) of reasoning, two diagnoses are made in parallel: a diagnosis
DGN" based on all values of the diagnostic signals s; € S and a diagnosis DGN g
solely based on the symptoms;

8.  The complex signature Q(f) = [V},..., ij,. .y V]k]T is converted into a set of simple

signatures:
Qi) = {Qp(fi) }, (17)
where only those simple signatures that can physically exist are taken into account:
T
Qp(fr) = [v’l‘p,...,v;-‘p,...,vlfp} . (18)

4.2. Principles of Formulating the Diagnosis

Physically possible, simple signatures of faults Q,(f¢) and known elementary se-
quences stored in the knowledge base are used to formulate the diagnosis in steps. Each
newly detected symptom starts another step of reasoning. In a given nth step, three stages
of reasoning can be distinguished:

1. Recording of the symptom w} # 0 and all current diagnostic signal values:

W' = [w’f,...,w}“,...,w?]T; (19)

2. Determination of a pair of instantaneous diagnoses D" and D¢ based on the current
values of the diagnostic signals;

3. Reduction of the sets indicated in the diagnoses from Step 2 as a result of the analysis
of elementary sequences containing the last observed symptom w7 In this phase,
the following diagnoses are generated: DGN" and DGNg. As an aid, the set of faults
that are impossible due to the observed sequences Fos is determined.

The reasoning process is completed after all diagnostic signal values have been deter-
mined. The last temporary diagnosis is the final diagnosis.

The first (n = 1) symptom w]l # 0 detected initialises a fault isolation algorithm,
and each subsequent wy 7 0 symptom begins a new reasoning step. This corresponds to
Phase (1) of the reasoning procedure.

In Phase (2), the D" diagnosis is made based on a comparison of the current values of
diagnostic signals W" with simple signatures of all faults Q, (fx):

D" ={fi: Qp(fe) = W"}. (20)

This diagnosis may be an empty set in cases where the current values of the diagnostic
signals do not match any fault signature. Due to the symptom delays, it may also indicate a
fault other than the existing one. The diagnosis D¢ indicates faults with signatures where
all observed symptoms are present. Diagnostic signals with a value of zero are disregarded.
In the first step, it has the form:

k
Dls = {fk Lw} = v],p}. (21)

In the next steps, only the faults indicated in the previous step of this diagnosis are
taken into account:

Dis = {fe € Dis' = wg = v }. (22)

In Phase (3), the possibility of reducing diagnoses based on elementary sequences
is analysed. In this case, the following reasoning applies to the last detected symptom
wy # 0: if there is an elementary sequence esgq(f;) =< sg, 54 >, this means that the fault
f1 activates the symptom s, = wy first and then the symptom s,. If the symptom s, did not
occur, but the symptom s, was detected, then the fault f; should be eliminated from the set
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of faults indicated in the diagnosis. Therefore, the set of faults that are impossible, due to
the observed sequences Fpg, has the following form:

fgs ={fieD": \/esg,u(fl) = (Sg/5a) }- (23)

Diagnoses are determined by the following formulas:
DGN" = D"\{f; € D" : \/ esg.a(f1) = (5¢,54) }, (24)
DGNps = Dos\{fi € Do : \/ esga(fi) = (sg,5a)- (25)

In the above algorithm, when formulating diagnoses DGN" based on the columns,
only simple signatures are taken into account, which are allowed due to physical constraints.
This guarantees higher fault distinguishability in comparison to the algorithms presented
in [13].

5. Example
5.1. Diagnosed Process

The comparison of the new method with other known methods is carried out on the
example of diagnosing the process shown in Figure 2. It is a group of serially connected
liquid buffer tanks. The same object was used in [5] to compare the methods of inference
based on rows. This makes it possible to compare the diagnostic accuracy indicators for
these two groups of algorithms.

The processes taking place in the system of serially connected tanks [29,33-35] are
simple for analytical modelling and, moreover, relatively complicated due to the feedback
in the diagnosed process itself. Therefore, simulators of this process are often used in the
comparative research of diagnostic methods.

Tank Tank Tank Tank
1 2 3 4

° °

Fo Fs Fu

Figure 2. Diagnosed process—a set of serially-connected liquid buffer tanks. Physical variables

available for measurement are placed in the black boxes.

The flow between tanks is given by:

F = ;S;1/2g(L;i — Li41) (26)

where:

a;—flow coefficient;
S,—flow cross-section;
g—acceleration due to gravity.

Fy is an input flow forced by the pump.

In the conducted experiments, the values of flows are expressed in L/min and levels
in m.

The change in volume in the ith tank is expressed as:

dL;

Sy

=F—Fu (27)

where A; is the cross-sectional area of the tank.
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5.2. Diagnostic System Components

A brief description of the components of the diagnostic system in relation to the
work [5] are provided so that the operation of the proposed diagnostic algorithm can
be analysed.

The process diagnostics was carried out on the basis of three available measurements:
flow F; and levels Ly and L4. The partial parametric models with the following structure
were used for the residuals’ calculation: L1 = q1(F;), Ly = q2(F;), and Lg = q3(L;). It
was assumed that fuzzy TSK models, based on experimental data, would be used. These
models were identified and validated using several datasets divided into training, test, and
validation data.

The corresponding residuals are:

r = L1 — 0]1(1:1) (28)
r2 = Ly — q2(Fy) (29)
r3 = L4 — t]3(L1) (30)

The set of faults (Table 4) includes leaks from tanks, clogging of channels connecting
the tanks, and measurement devices’ faults.

Table 4. A set of faults.

Fault Symbol Description

f1 leak from Tank 1

f2 leak from Tank 2

f3 leak from Tank 3

fa leak from Tank 4

fs clogging in the flow channel between Tanks 1 and 2
fs clogging in the flow channel between Tanks 2 and 3
f7 clogging in the flow channel between Tanks 3 and 4
fs measurement Fy fault

f9 measurement L fault

f10 measurement L fault

The sensitivity of particular residuals to faults is described by the dependencies:

r1 =r1(f1, f2, f3, fa, f5, fe, f7. f3, fo) (31)
r2 = 12(f1, f2, f3, far f5, for f7, f3, f10) (32)
r3 = 13(f2, f3, fa. for f7, fo, fr0) (33)

The binary diagnostic matrix for a considered process is presented in Table 5.

Table 5. Binary diagnostic matrix.

fi f2 f3 fa f5 fe f7 fs fo f1o

51 1 1 1 1 1 1 1 1 1
s2 1 1 1 1 1 1 1 1 1
S3 1 1 1 1 1 1 1 1

It can be concluded that the faults f9 and fip can be distinguished, on the basis
of the analysis of binary signatures, while the faults in the following subsets: {f;, fs},

{f2, f3, f4, f5, fe, f7} are indistinguishable.
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A Fault Isolation System (FIS), developed with the assumption of a three-value assess-
ment of residuals, is shown in Table 6. The simple signatures of physically possible faults
are listed in Table 7.

Table 6. Fault Isolation System (FIS).

fi f2 f3 fa fs fe fr fs fo f1o

$1 —1 -1 -1 -1 +1 +1 +1 —1,+1 —-1+1
Sy -1 -1 -1 -1 -1 -1 -1 —1,+1 —1,+1
S3 -1 -1 -1 -1 -1 -1 -1,+1 —1,+1

Table 7. Physically possible three-value fault signatures.

i L fs fa fs fe fr fs fo fo
- + - + - +
1 -1 -1 -1 -1 +1 +1 +1 +1 -1 -1 +1
Sp -1 -1 -1 -1 -1 -1 -1 +1 -1 -1 +1
S3 -1 -1 -1 -1 -1 -1 +1 -1 -1 +1

Based on the analysis of the signatures in the FIS, it can be seen that faults fo and
f10 are unconditionally distinguishable, the faults in the subsets { f2, f3, fa}, {f5, f6, f7} are
unconditionally distinguishable, and the faults in the subset { f;, fg} are conditionally dis-
tinguishable.

As in the work [5], the elementary sequences were defined and listed in Table 8, based
on the GP and assuming the same geometric parameters of the tanks and the pipelines
connecting them. The effects of sensor faults on the residual values were immediate;
therefore, the sequences for these faults are not defined.

Table 8. Elementary sequences for an object.

Fault Symbol Description
fx Elementary Sequences
A es12(f1) = (s1,52),
f es12(f2) = (s1,52), es1,3(f2) = (s51,83),
f3 es12(f3) = (s2,51), es13(f3) = (s3,51),
fa es12(fa) = (s2,51), es1,3(fa) = (s3,51)
fs es12(fs) = (s1,52), es12(f5) = (51,83),
f6 none
f7 es12(f7) = (s2,51), es13(f7) = (s3,51),

Table 9 lists pairs of elementary sequences that distinguish faults.

It should be noted that elementary sequences ensure the distinguishability of the
following fault pairs (among others): f, and f3, f» and f4, f> and f7, f3 and fs, f4 and f5,
and f5 and f7, which are not distinguishable on the basis of binary signatures, and pairs
f2 and f3, f and f4, and fs and f7, which are indistinguishable on the basis of three-
value signatures.
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Table 9. Pairs of elementary sequences that distinguish faults.

es12(f1) = (s1,52),€512(f3) = (s2,51) es12(f1) = (s1,52)es12(fa) = (s2,51)
es12(f1) = (s51,52), es12(f7) = (s2,51)

es12(f2) = (s51,52), es12(f3) = (s2,51) es13(f2) = (s1,53), es1,3(f3) = (s3,51)
es12(f2) = (s1,52), es12(fa) = (s2,51) es13(f2) = (s1,53), es1,3(fa) = (s3,51)
es12(f2) = (s1,52), es12(f7) = (s2,51) es13(f2) = (s1,53), es1,3(f7) = (s3,51)
es12(f3) = (s2,51), es12(f5) = (s1,52) es13(f3) = (s3,51), es1,3(f5) = (s1,53)
es12(f1) = (s2,51),€512(f5) = (s1,%2) es13(f1) = (s3,51),es12(f5) = (51,53)
es12(fs) = (s1,52), es1,2(f7) = (s2,51) es13(fs) = (s1,53), es1,3(f7) = (s3,51)

5.3. Examples of Reasoning Based on the Proposed Algorithm

Below are examples of the diagnostic reasoning according to the proposed algorithm.

A simulator of the diagnosed object was used in the research.

Example 1. Figure 3 shows the plots of residuals and diagnostic signals for the f1 fault simulation.
The following sequence of symptoms was recorded: (s1,s). The course of reasoning is given in
Table 10.

0.01

-0.01
-0.02
-0.03
-0.04
-0.05

. Coam |
L 12 (m)

L 13 (m)

1 simulation signal

I ]
380 390 400 410 420 430 440 450 (s)

—s1
s2
s3

1 simulation signal

1 |
380 390 400 410 420 430 440 450 (s)
(b)

Figure 3. Examples of diagnosing the case of the f; fault: (a) residual values and (b) diagnostic signal

values (three-value signal (—1,0,1) scaled to an s; number).

Table 10. The results of the algorithm for the input signals from Figure 3.

Step Algorithm Results
1 a s1 = —L, Wl =[-1,0,0"

b 1 D' =@; Dbs = {1, fa f3. fu, f5, fo}

c Fos = {fs fa. f7} DGN' = @, DGN{ys = {1, fa, fs, fo}
2 a sy = —1; W2 =[-1,-1,0]"

b . D? ={f1, fs}, D& = {f1, f. f}

c Fos = {f3, fa, fr} DGN? = {f1, fs}, DGNg = {1, f2. fs}

Remark 1.

The following elementary sequences were used in Step 1c: es12(f1) = (s1,52),
es12(f3) = (s2,51). They eliminate the possibility of faults f3 and fy, as the first symptom of
these faults would be s, = —1, not s1 = —1;
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Temporary diagnoses D} and D3¢ contain existing faults and are therefore genuine;

Final diagnoses DGN? = DGN? are not the same due to the nature of the signatures in the
FIS and the lack of a sequence to distinguish between faults f1 and f;.

Example 2. Figure 4 shows the plots of residuals and diagnostic signals for the fault f5 simulation.
The following sequence of symptoms was recorded: (sq,53,52). The course of reasoning is given in
Table 11.

0.15

0.05

-0.05

0.2

0.1

~ — r1(m)
o r2(m)
| r3(m)
— ~ - f5 simulation signal
= = o
I I T s
3580 3590 3600 3610 3620 3630 3640 3650 (s)
(a)
st
s2
s3
15 simulation signal
I 1 I I I
3580 3590 3600 3610 3620 3630 3640 3650 (s)

(b)

Figure 4. Examples of diagnosing in the case of the f5 fault: (a) residual values and (b) diagnostic
signal values (three-value signal (—1,0, 1) scaled to an 8 number).

Table 11. The results of the algorithm for the input signals from Figure 4.

Step Algorithm Results
1 a s1=+1,W! = [+1,0,0]"

b D' = @; Dbg = {fs, fo. f7. fs fo}

c Fos = {f3. fu. f7}, DGN' = @; DGNbg = {f5, fo, fs. fo}
2 a 53 = —1; W2 = [+1,0,—1]"

b D? = {fo}; Djs = {fs, fo fo}

c Fos = {5, fu f7}, DGN? = {fo}; DGNb = {fs, fo, fo}
3 a 5= —L, W3 =[+1,-1,-1]7

b D* = {fs, fe f7}; Doys = {f5. o}

c Fos = {f3,fu f7}, DGN° = {f5, fo}; D35 = { 5. f}

Remark 2.

In Steps 1c and 3c, for the elementary sequences esq(f7) = (s2,51) and es13(f7) = (s3,51),
the fault f7 is eliminated from the diagnosis;

Temporary diagnosis DGN? = {fo} is false. Temporary diagnoses DY, D3, and D3
contain existing faults and are therefore genuine;

Final diagnoses are equal and indicate indistinguishable faults f5 and fs.

Example 3. Figure 5 shows the plots of residuals and diagnostic signals for the fault f; simulation.
The following sequence of symptoms was recorded: < sp,s1 > and < s3,51 >. Symptoms sy and
s3 appear in a such a short delay from each other that it is impossible to determine their sequence.
The course of reasoning is given in Table 12.
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Figure 5. Examples of diagnosing in the case of the f; fault: (a) residual values and (b) diagnostic
signal values (three-value signal (—1,0,1) scaled to an 8 number).

Table 12. The results of the algorithm for the input signals from Figure 5.

Step Algorithm Results
1 a $p=—Ls3=—-1W=1[0,—1,-1]T

b . Dz:{flo}; DloS: {f21f31f4/f5/f61f7/f10}

c Fos = {f1. f2. fs}; DGN' = { fi}; DGN{s = {f3, fu, for f7, fro}
2 a s1= 4+ W2 =[+1,-1,-1]7

b . D? = {fs, fe, f7}; Dds = {fe, f7}

c Fos = {fi. f2. fs}; DGN?* = {fs, f}; DGNgs = {fe, f7}

Remark 3.

*  In Step Ic for the elementary sequences: es12(f2) = (s1,52), es12(f5) = (s51,52), es13(f2) =
(s1,53) and esq 3(f5) = (s1,53), the faults fp and f5 are eliminated from the diagnosis.

e Temporary diagnosis DGN' = {fig} is false. Temporary diagnosis D}s contains existing
faults and is therefore genuine;

e Final diagnoses are equal and indicate indistinguishable faults f¢ and f7.

6. Comparison of the Method with Others in Terms of the Obtained
Fault Distinguishability

The following methods were taken into account for the comparison: CR-FSM, CR-
FSM-ES, CR-FIS, and CR-FIS-ES. According to the authors” knowledge, the CR-FSM-ES
method has not been presented so far. Table 13 summarises the diagnoses obtained with
the use of various methods of inference based on the columns.
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Table 13. List of diagnoses obtained by reasoning methods based on columns.

fx Diagn. Signals CR-FSM CR-FSM-ES CR-FIS CR-FIS-ES Diagn. Signals
fi 1,10 {f1 13} {fi fs} {f1 fs} {fi fs} -1,-1,0
f 1,1,1 {f2 f3, fas f5. fo, f7} {f2, f5, fo} {f2 f3, fa} {£} -1,-1-1
f3 1,1,1 {f2 f3, fas f5. for f7} {fs fa, fo, f7} {fo, f3, fa} {fs fa} -1,-1-1
fa 1,11 {f2 3, far f5. fo, f7} {3 fa fo, f7} {2, f3, fa} {fs fa} -1,-1,-1
fs 1,11 {f2 f3, fa, f5. fo, f7} {f2, f5, fo} {fs, fo, f7} {fs, fo} +1,-1,-1
f6 1,1,1 {f21f3rf4/f5/félf7} {f21f5ff5} or {f3/f4rf5'f7}* {f5/f6’f7} {f5'fé} or {f6’f7}* +1,-1,-1
f7 1,1,1 {fo, f3: far f5. for f7} {f3: fa. fo. f7} {fs, fe. f7} {fe f7} +1,-1,-1
, , -1,-1,0
o 11,0 Ui fe) U fot LA e T
~1,0, +1
f9 1,0,1 {f9} {f9} };ﬁ %;ﬁ +1,0, i—l
0,~1,-1
fo 011 {0} {fio} ) Honl e

* Diagnosis depends on the observed sequence of symptoms.

On the basis of Table 13, the distinguishability of faults in the case of the considered
object and the analysed diagnostic methods can be compared. The diagnostic accuracy
index D [5], defined as the mean accuracy of diagnosis for all K faults, was used as a
measure of distinguishability.

D—lil (34)
_Ki:1di

The accuracy of a single diagnosis is defined as the reciprocal of the number of faults
d; indicated in the diagnosis. Thus, the accuracy of the isolation of the fault f; is the average
value of the accuracy of diagnoses generated in the event of this fault.

Table 14 presents the calculated values of the diagnosis accuracy index D for the
studied methods of inference based on Columns (CR) and compared them with the values
of this indicator when making inference based on Rows (RR) determined in [5].

Table 14. Summary of diagnostic accuracy indicators for the tested methods

Reasoning Method FSM FSM-ES FIS  FIS-ES
CR 0.400 0.470 0.525 0.675
RR 0.154 0.247 0.400 0.538

Table 14 shows an increase in the value of the diagnostic accuracy index when using the
FIS instead of the FSM and the knowledge of elementary symptom sequences. The highest
value of the diagnostic accuracy index D, which is a measure of fault distinguishability,
was obtained for the newly proposed CR-FIS-ES method. The increment of the values in
relation to the classical algorithm of inference, based on columns with the use of the FSM,
was 0.275 (over 68%).

The aim of the article was also to compare the results obtained by inference methods
based on columns and rows. The comparison was possible because the same diagnosed
process and the same set of models for fault detection were used in the research. Table 14
shows that the methods of reasoning based on columns ensured a higher distinguishability
of faults, compared to the methods of reasoning based on rows.

One of the disadvantages of reasoning based on signatures is false diagnoses generated
in the transient states of diagnostic signals, before their final value is established. However,
because of the second parallel reasoning process, the new method provides a diagnosis
DGN{)g containing the existing fault. The presented fault isolation method allowed us to
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obtain the highest distinguishability of faults in the case of the analysed object among all
the methods. This proves the effectiveness of the proposed algorithm.

7. Discussion and Conclusions

This paper presented a new method of diagnostic reasoning based on columns,
in which three-value diagnostic signals and knowledge about the sequence of symptom
formation for individual faults were used. The knowledge about sequences does not have
to be complete. Only known elementary sequences were used.

The reasoning algorithm was implemented in a stepwise manner, after observing
subsequent symptoms. At each reasoning step, two diagnoses were formulated in parallel:
diagnosis DGN" based on all values of diagnostic signals s; € S and diagnosis DGN g
solely on the basis of symptoms. Temporary diagnoses DGN" may be false, but the
final diagnosis made after all symptoms emerged is true. On the other hand, temporary
diagnoses DGNSO° always contain the existing fault.

The proposed method allows the increase of the obtained fault distinguishability,
in relation to other known methods. The increase in distinguishability is greater the more
complete is the knowledge of the elementary symptoms’ sequences.

High distinguishability of faults in the diagnostic reasoning is essential for the safety
of the diagnosed process. Precise indications of faults in diagnoses allow taking effective
actions to protect against the occurrence of dangerous failures.

The obtained results contribute to the increase of knowledge on the methods of
increasing fault distinguishability in the diagnostics of dynamic systems. The proposed
method can be easily applied in industry. It does not require models that take into account
the impact of faults on the residuals. It uses knowledge and data that can be obtained
relatively simply from specialists who understand the diagnosed process.

It is worth underlining that the proposed approach makes it possible to diagnose not
only faults, but also cyber attacks aimed at falsifying measurement data. Assuming that the
cyber attack will result in false measurement values in the automation system, the described
method will generate information about the fault: there will be residuals deviating from
the normal values, and related symptoms will appear. In the classic approach, the effect
of such a cyber attack is indistinguishable from measuring device fault. However, taking
into account the multivalued residuals” assessment and the sequence of symptoms can
lead to the possibility of distinguishing fault from cyber attack. This is a hypothesis that
requires verification in the course of further research. The method, unlike others [36], does
not require knowledge of the mathematical model of the process.

The direction of further work should focus on increasing the resistance of the method
to the uncertainty of symptoms. The sources of these uncertainties are: variability of process
model parameters, measurement disturbances and noise, and difficulties in determining
threshold values. Further work is expected to introduce the fuzzy approach or to apply the
Dempster-Shafer theory to address symptom uncertainty problems.
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