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Abstract: With the large-scale integration of distributed energy resources (DER) into passive distri-
bution networks with voltages of up to 1 kV, these networks are being converted into microgrids.
When the topology and operating conditions change, several challenging issues arise related to the
functioning of the protection devices (PD) that are in operation. Most DERs, including renewable
generators, are integrated into microgrids by means of inverters. In the event of short circuits (SC)
in microgrids, these DERs provide a fault current contribution of no more than 1.2–2.0 Irated at the
fault location. This makes it difficult to identify the fault location and to carry out the selective
disconnection of the faulty element by means of conventional PDs. This article provides an overview
of engineering solutions for improving conventional protection schemes that have been historically
used in passive distribution networks, as well as for creating modern protection schemes based on
innovative principles and new methods. The use of adaptive protections built on decentralized and
centralized principles in most cases ensures the reliable protection of microgrids. Modern intelligent
electronic devices (IEDs), where protection functions are implemented, rank higher with respect
to their technical perfection in terms of reliability, sensitivity, selectivity, and speed performance.
The use of multi-agent systems in the implementation of modern protection schemes requires the
availability of broadband communication channels, which hinders their use because of the high cost.
The combined use of fault current limiters (FCL) and energy storage systems (ESS) allows for the
reliable operation of microgrid protections. The use of modern PDs ensures the reliable operation of
DERs and power supply to consumers in microgrids, both in the case of grid-connected and islanded
operation modes. Since there is no unified concept of designing protection schemes for microgrids
with DERs, the choice of specific approaches to the design of protection schemes should be based on
the results of a comparative technical and economic analysis of different options.

Keywords: microgrid; distributed energy sources; inverter; protection device; intelligent electronic
device; islanded mode; fault current limiter; energy storage system

1. Introduction

At the current stage of development of the electric power industry, when the trend
towards the decentralization of generating capacities is still ongoing, DERs are being
integrated at a large scale into passive distribution networks [1]. With the integration
of DERs, distribution grids are transformed into microgrids, allowing them to actively
participate in the management of power system power flows.

The various types of primary and secondary energy resources, including renewable
ones, can be used to generate electricity based on DERs. Therefore, DERs include distributed
generation (DG) facilities based on non-renewable energy sources (gas-fired reciprocat-
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ing engine plants and diesel generating sets, microturbines, etc.) and RES (photovoltaic
modules, wind turbines, etc.), as well as fuel cells and ESS.

The transformation of passive distribution networks into microgrids is accompanied
by the emergence of new challenging issues related to ensuring the operation of PDs [2].
The main reason for the emergence of challenging issues related to the operation of PDs is
that bidirectional power flows are allowed, depending on generation modes and power
consumption at the nodes of the network. This leads to changes in the levels of fault
currents, depending on the number and power of integrated DERs [3], which is espe-
cially evident when microgrids are operated in the islanded mode [4]. In microgrids, the
efficiency of traditionally used PDs, i.e., overcurrent protections (OCP), is significantly
compromised, since the design of passive distribution networks did not take into account
the new topologies and operating conditions [5].

The network topology (radial, ring, mesh), on the basis of which a microgrid is
formed, has a significant impact on the choice of protection schemes [6]. As a rule, passive
distribution networks have a radial topology in which all consumers are fed from a single
transmission line. With this network topology, the power flows from the substation to the
consumers can be unidirectional if the DERs are connected to the substation busbars or as
close as possible to the beginning of the transmission line. In this case, there are no issues
with the design of microgrid protection schemes when integrating DERs. The ring (loop)
network topology is a closed configuration of power transmission lines. At present, the
ring topology is more often used in residential neighborhoods to increase the reliability
of power supply to consumers. Under normal conditions, transmission lines in the ring
network are operated as two parallel radial lines, except that they are mutually redundant.
In some cases, open ring operation is allowed. The use of the closed ring network topology
has advantages in the form of voltage stability and the minimization of power losses. The
disadvantages of this topology are the higher level of fault currents and the increased
need for more complex protection schemes than in the case of the radial topology because
of bidirectional power flows. The mesh network is a distribution network with multiple
(alternative) connections between nodes. To ensure operational reliability and the proper
functioning of protections, in practice, of all those possible, only a few topologies are used.
They are usually of the radial and ring types. Thus, the mesh network has many variants
to its configuration, which allows it to adapt to almost any change that occurs during
operation (faults, switching, abnormal conditions). However, this notably increases the
requirements for the schemes and principles of the implementation of protections used in
such networks. This is due to the fact that when the topology is changed, the directions of
power flows, the values of transmitted power, the level of fault currents, and algorithms
governing the operation of microgrid protections change.

The integration of DERs into microgrids requires the increase in PD speed and ensures
the selectivity of fault identification. This is due to the use of DG facilities with generation
units (GU), which have small values of the mechanical inertia constant TJ [7]. In addition,
this is due to the integration of RES-based generation into microgrids through power
electronics devices, i.e., inverters, which, in the event of a SC, provide a fault current
contribution of no more than 1.2–2.0 Irated. This value of current is much lower than the
level of fault current from conventional synchronous GUs (more than 5.0 Irated). Inverters
are used in GUs based on high-speed direct-drive gas turbine engines and microturbines
with permanent-magnet generators. The fuel cells and ESSs are also connected to microgrids
via inverters.

In the course of microgrid operation, abnormal and faulty operating conditions may
occur due to overloads and short circuits in microgrids. The identification of such operating
conditions and the detection of faulty microgrid elements is a challenging task. Therefore,
in microgrids with DERs, a detailed analysis of fault processes (which are unacceptable if
sustained for a long time) is required to prevent tripping failures, as well as the excessive
and nuisance tripping of PDs [8]. As a rule, this requires a change in the schemes of
protection implementation, the principles of their operation, and tripping set points [9].
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The analysis of key defining features of DERs shows that the value of fault current
contributions of the fault location depends on design features of the inverter and the
control algorithms implemented in the automatic control system (ACS), as well as the
type of connection to the microgrid [10]. The magnitude of the fault current contribution
from the inverter in the microgrid may be such that the inverter will be switched off by
internal protections. The insignificant value of the fault current contribution in the event of
a short circuit (no more than 1.2–2 Irated) does not allow conventional PDs in microgrids
to correctly identify the location of the short circuit and selectively disconnect the faulty
section [2].

The neutral grounding mode of the step-down power transformer, powered by the
medium voltage network, has a significant impact on the operation of PDs in microgrids
with voltages of up to 1 kV. The neutral grounding mode affects the magnitude of fault
currents in both 1 kV and medium-voltage networks. With this in mind, the requirements
to the protection scheme are formed and the selection of PDs with algorithms capable of
detecting the appropriate types of faults is carried out [11,12].

There are published reviews highlighting the main challenging issues that arise when
building microgrid protections in the context of mass integration of DERs. Study [13] pre-
sented a generalized analysis of microgrid protections and the challenging issues associated
with their implementation. The analysis proposed the use of the hierarchical coordination
of protections. However, this review did not include a classification of the protections
used. Studies [14–17] performed detailed reviews of the challenging issues arising with the
functioning of protections and the principles of building protection schemes. These studies
also presented recommendations for the use of different types of protections, listing their
advantages and disadvantages. However, the above reviews failed to address the technical
limitations related to the implementation of protection schemes. Study [18] discussed
various microgrid protection schemes with a focus on preventing cyberattacks, but the
technical aspects of implementing new protection schemes were not specified. In [19,20],
it the use of combined protection schemes was proposed, implemented based on diverse
principles. The studies also listed the factors constraining the introduction of adaptive
protections: the need for reliable communication channels; increasing the number of PDs
requires more time to identify fault locations; the need for high-performance computing
resources; and the growing threat of cyberattacks on protection devices. The main emphasis
was placed on building only adaptive protections without considering other conventional
protection schemes (differential protection, distance protection, etc.). In [21], the authors
presented the engineering solutions used in pilot microgrid projects (Nanji island, Dongao
island) and the results of the analysis of the operation of protection schemes, as well as the
application of the IEEE 1588 standard to data transmission. However, the main emphasis
was on the application of adaptive centralized protections. Studies [22,23] reviewed all the
challenging issues arising in microgrid protections: they contributed a systematization of
protections and discussed the technical aspects of the adoption of new protection schemes;
however, the preferred types of communications were not covered.

This article provides an overview of engineering solutions for improving conventional
protections, as well as for creating modern protections based on innovative principles and
new methods with such protections used in microgrids with voltages of up to 1 kV. Modern
PDs are superior with respect to their technical perfection in terms of reliability, sensitivity,
selectivity, and speed specifications. The use of modern PDs with innovative principles of
protection scheme designs should ensure the reliable operation of DERs and power supply
to consumers in microgrids.

2. Issues of Operation of PDs in Microgrids with DERs
2.1. Factors That Lead to Malfunctioning of PDs

Microgrids with DERs can operate both in grid-connected and islanded modes, while
supplying power to electrical loads from different DERs [24]. Hybrid inverters used in
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DERs allow the production of electricity regardless of the availability of the connection to
the power grid [25].

The behavior of a hybrid inverter in the event of a fault in the microgrid is determined
by the control algorithms implemented in its ACS [9]. As a rule, given the multi-circuit
ACS structure, the choice of a specific control algorithm for the hybrid inverter depends
on the mode of operation of DERs. If the hybrid inverter operates in the grid-connected
mode, then the grid-following (current source) inverter algorithm is executed, whereas if it
operates in the islanded mode, then the grid-forming (voltage source) inverter algorithm
can be executed. The transition of microgrids from the grid-connected mode to the islanded
mode poses problems for the operation of PDs. Nuisance tripping or failures in the tripping
of PDs in this case are caused by the choice of tripping set points of PDs with respect to the
current when executing the OCP algorithm [14]. The integration of DERs into microgrids
violates the conditions for ensuring the time selectivity of the OCP. This is due to the fact
that fault currents can flow in any direction, depending on the fault location, the locations
of DERs and their types (the value of the fault current contribution of the fault location
depends on the type of DER).

The integration of DERs into the microgrid poses other problems as well [23,26,27]:

• The blinding of protections;
• a significant change in the value of fault currents during the transition from the

grid-connected mode of operation to the islanded mode and vice versa;
• bidirectional power flows, which depend on the operating conditions of generation

and power consumption at microgrid nodes;
• the improper operation of PDs during the automatic reclosing (AR) of power lines

between the microgrid and the power system [28].

2.2. Blinding of Protections

When microgrids transition to the islanded mode, the total fault current may be lower
than the set point for the tripping of overcurrent protections. As a result, the faulty element
cannot be identified and disconnected by PDs.

Connecting DERs by a lateral to the feeder supplying the consumer, when a fault
occurs between the DER integration point and the consumer, leads to a decrease in the level
of fault current flowing through the PD feeder circuits from the power system side. As a
result, the current transfer ratio in the PD feeder decreases, becoming less than 1. This can
lead to a significant increase in the tripping time of the PD (when using a time-dependent
trip characteristic curve), as a result of which the selectivity of the PD is compromised.
When integrating a large number of DERs into the microgrid, tripping failures of PDs with
time-independent trip characteristic curves are possible [29].

2.3. Significant Change in the Magnitude of Fault Currents

Since DERs have much less power than the power grid, when they are disconnected
from it, there is a dramatic change in the level of fault currents in the microgrid. This is due
to the fact that in the microgrid fault mode equivalent circuit, the equivalent impedance of
the power supply source in the islanded mode is much higher than during grid-connected
operation. Thus, there are two maximum values of the design fault current: one for the grid-
connected mode of operation and the other for the islanded mode of microgrid operation.
When selecting the tripping set points of PDs in the grid-connected mode of microgrid
operation and when a fault occurs while in the islanded mode, the PDs will fail to trip due
to a sharp decrease in the fault current level. Additionally, vice versa, in case of selecting
the tripping set points of PDs in the islanded mode and when the microgrid operates in the
grid-connected mode, the selectivity of PD action is compromised. This causes microgrid
elements that are not faulty to be disconnected. In order to eliminate this problem, it is
necessary for the automatic adaptation of set points, depending on the mode of microgrid
operation with the power system, to be implemented in the PDs [30,31].
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2.4. Bidirectional Power Flows

The emergence of bidirectional power flows is a result of the integration of DERs, due
to which the direction of currents under normal operating conditions can change several
times during the day. With a centralized power supply, currents in the transmission lines
flowed only in one direction: from the power system to electrical loads. Bidirectional power
flows can cause the nuisance tripping of PDs in the absence of a fault.

2.5. Disruption of Tripping Selectivity of Protections

When integrating DERs into microgrids, the directions of fault currents can also change.
In this case, the conventional OCP devices used in distribution networks are unable to
identify the faulty element, which results in nuisance OCP tripping. The disruption of PD
selectivity also occurs as a consequence of the disruption of the time selectivity of the main
and backup protections of microgrid elements. As a result, there is a need to use protections
with power directional elements, operating both in the grid-connected and islanded modes.

2.6. Nuisance Tripping of Protections

This issue is also referred to as “sympathetic tripping of protections”, which manifests
itself when a DER connected to a feeder contributes to the tripping of a protection on that
feeder when a fault occurs on a neighboring feeder connected to the same bus section of
the substation.

2.7. Incorrect Operation of Protections during AR on Power Transmission Lines

The incorrect operation of PDs, where an AR is additionally installed, in cases of faults
on the branches (laterals) of the transmission line that they protect, is characteristic only of
the radial topology of the distribution network. With this network configuration, the PDs of
the transmission line, in addition to their main function (the identification and localization
of faults) perform an additional function: preventing the tripping of PDs on its laterals, in
particular, fusible links, in case of temporary faults. This is achieved by ensuring that the
following condition is met: the tripping time of the PDs of the transmission line is less than
the tripping time of the PDs of its laterals. In this case, temporary faults on transmission
line laterals are self-healed during auto-reclosing open time, after which the power supply
to consumers is restored within the AR operating cycle. When integrating DERs, there is a
need to ensure the coordination of the tripping of the PDs of the transmission line with the
PDs of its laterals. If this condition fails to be met, the PDs of laterals are tripped earlier
than the PDs of the transmission line, which renders AR operation ineffective [32,33].

The AR devices are used to clear temporary faults on overhead power transmission
lines. The reclosing times of ARs are coordinated with the tripping times of the PDs
installed on the power transmission line, so that as the AR moves farther away from the
power source, the reclosing time of the AR decreases. During the dead time necessary for
deionization of the air gap, the temporary fault may self-heal. When integrating DERs
into microgrids it is necessary to match the AR reclosing times with the tripping times
of the protections in a network of up to 1 kV. In the event of partial fault clearing, due to
contributing current from the DER and the voltage subsequently reapplied by AR to the
transmission line from the power system side, a temporary fault in most cases will turn
into a permanent fault with larger damage and detrimental impacts.

There is no unified concept of designing protection schemes in microgrids with DERs
as they evolve on the basis of existing passive distribution networks with the incremental
integration of DERs into them.

3. Issues of Using Conventional Types of Protections in Microgrids

The principles of designing protections in microgrids of up to 1 kV are the same as in
medium-voltage distribution networks. The protections employed differ in the array of
PDs used and the type of values monitored. Conventional types of protections include:
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• overcurrent protection that uses current sensors and responds to a current value
exceeding a specified set point (tripping device or relay);

• voltage protection that uses voltage sensors and responds to a drop in voltage relative
to a specified set point (tripping device or relay);

• distance protection that uses current and voltage sensors and responds to changes in
impedance value specified as a set point based on fault current calculations;

• differential protection that uses current sensors installed at the ends of the element
to be protected, e.g., a power transmission line, and a communication link between
them. This protection responds to an increase in the value of the current difference at
the ends of the power transmission line [34].

Let us list the main issues limiting the application of specific types of protections in
microgrids with DERs [15,16].

3.1. Overcurrent Protection

In [35], the challenges related to overcurrent protections were discussed, which in-
clude:

• inability to correctly identify the faulty element in the case of a bidirectional power
flow during a short circuit;

• notable tripping time delay for short circuits that occur far away from the generator;
• low sensitivity at high fault impedances;
• disruption of the selectivity of the action of protections at increased values of the fault

current, for example, in the event of a near-to-generator three-phase short-circuit.

3.2. Voltage Protection

The following issues arise with voltage protections [36,37]:

• significant dependence of protection operation on the configuration of the power grid
and DER operation modes;

• decrease in the sensitivity of protection in the grid-connected mode of microgrids
operation;

• failure of the protection to trip at significant fault impedance values.

3.3. Distance Protection

The following issues arise with distance protection schemes [38,39]:

• insufficient sensitivity when installing a protection scheme on short power transmis-
sion lines, as well as in case of faults accompanied by a significant fault impedance;

• improper operation of protections when integrating a large number of wind turbines
(WT) into a microgrid (combining a group of WTs into one equivalent WT fails to
capture the nature and characteristics of the individual WT);

• incorrect operation of protections due to the incorrect choice of parameters of their
tripping resulting from the assumption that the resistance of the wind turbine is a
constant value (wind turbine impedance is a variable value, depending on the value
of electricity generation, which in turn depends on the value of wind head at a given
moment of time).

3.4. Differential Protection

The following issues arise with differential protection schemes [40]:

• incorrect operation of protections in unbalanced systems due to a decrease in the
magnitude of the fault current, as well as in faults accompanied by a significant fault
impedance;

• the need for a backup communication channel in case of damage caused to the working
communication channel, which leads to a significant increase in the cost of the project.
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4. Overview of Innovative Principles of Design of PDs in Microgrids with DERs

Articles [13–23,41–44] share their unified approach to the analysis of existing engineer-
ing solutions for the design of PDs, which are aimed at the following:

• improvement of algorithms and the selection of tripping set points for conventional
current, voltage, distance, and differential protections;

• transition to the use of adaptive protections based on decentralized and centralized
principles;

• application of additional power equipment in microgrids, such as FCLs [45] and
ESSs [46], which allow influencing the parameters of emergency operating conditions.

In [47], the authors proposed a combination of centralized protections, distance pro-
tections, and multi-agent protections into a class of wide-area protections using Wireless
Application Protocol (WAP). Wide-area protection has great prospects for use due to the
intensive development of switching infrastructure in microgrids, providing the exchange
of large amounts of data [48]. There are two basic concepts for designing a wide-area
protection scheme. One is based on the application of differential protection [49] or distance
protection [50], which use both symmetrical and asymmetrical components of currents and
voltages in the implementation of operation algorithms. The second is based on the use
of an adaptive algorithm in the fault search matrix, which is necessary to determine the
fault location, with its subsequent clearing by implementing control actions on the PDs in
microgrids [51].

4.1. Issues of Implementing Innovative Principles of Protection

Each protection scheme has to meet certain technical requirements that enable ensuring
the reliable protection of microgrids under all possible conditions of its operation. The
application of innovative principles of building protection schemes based on the exchange
of data between geographically dispersed PDs requires additional analysis.

For approaches aimed at improving conventional protection schemes, it is of utmost
importance to determine whether new algorithms can be incorporated into existing PDs.
This affects the investment outlays to be allocated for solving the technical compatibility
issues of PDs. When building adaptive protection schemes, the key points are the availabil-
ity of communication infrastructure in microgrids as well as the computational capabilities
of the IED. This makes it possible to develop better engineering solutions than the improve-
ment of conventional protections while the cost of their implementation is about the same.
The use of additional equipment (FCL and ESS) is limited only by economic feasibility.

4.1.1. Issues of Improving Conventional Protections

The most cost-effective option for improving the efficiency of protections in microgrids
with DERs is to improve conventional protections. This is due to their widespread use
in the existing infrastructure of passive distribution networks, their simplicity, and their
relative cheapness.

The presence of bidirectional power flows, including in the event of short-circuits,
requires the mandatory presence of a directional element as part of the protection scheme.
In addition, given the possibility of microgrid operation both in the grid-connected and
islanded modes, it is necessary to ensure the possibility of changing the tripping set points
of PDs with respect to current and time.

These requirements limit the possibilities for improving the protection functions
of circuit breakers with electrodynamic, thermal, and electronic (independent) tripping
units and fuses commonly used in networks with voltages up to 1 kV. Consequently,
the possibilities of their application in microgrids with DERs are limited, as they do not
allow the effective implementation of the necessary protection functions under different
topologies and operating conditions.

The use of circuit breakers with electronic (independent) tripping units in microgrids
with DERs is possible provided that the function of remote change of set points of protection
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tripping and remote control is implemented. Given the above, microgrids require the
following:

• to implement remote control on circuit breakers;
• to install additional current and voltage sensors, together with circuit breakers and

fuses [52];
• to install IEDs, which will implement more up-to-date protection algorithms.

To assess the possibility of improving conventional protections in microgrids with
DERs, one should consider the technical readiness of the PDs and switching devices
currently in use for the transition to the adoption of the new principles of designing
a protection scheme. This necessitates the standardization of their requirements and
verification of the readiness of the passive distribution network infrastructure to operate
under new operating conditions.

Let us list the key standards of the International Electrotechnical Commission [53], which
consider the principles of microgrid design with DERs and intelligent control systems:

• IEC 61499 “Function blocks for industrial-process measurement and control systems”.
The series of standards defines a distributed, event-driven architecture, and software
tool requirements for the encapsulation, embedding, deployment, and integration of
software in intelligent devices, machines, and systems;

• IEC 61508 “Functional safety of electrical/electronic/programmable electronic safety-
related systems”. The series of standards describes the features of various systems
(electrical, electronic, programmable) that ensure the reliability, efficiency, and fault-
free operation of microgrids with DERs;

• IEC 61850 “Communication networks and systems in substations”. The series of
standards defines the formats of data flows, types of information, rules for describing
the elements of the energy facility, and a set of rules for establishing an event protocol
of data transfer between IEDs. One of the standards is IEC 61850-7 deals with the
issues of the organization of communication for substation equipment and feeder
power transmission lines, which allows the standardization of the process of designing
microgrids with DERs, as well as synthesizing new types of protections [54];

• IEC 61970 “Energy management system application program interface (EMS-API)”/
IEC 61968 “Application integration at electric utilities—System interfaces for distribu-
tion management”. The IEC 61970 series of standards presents a general information
model describing the equipment and other elements of the power system in the form of
classes, their properties, and relationships. The IEC 61968 series of standards extends
this model by describing other aspects of data exchange, such as asset management,
work scheduling, and the billing of customers that operate as part of the microgrid;

• IEC 62056 “Electricity metering data exchange—The DLMS/COSEM suite”. This
series of standards establishes the requirements for the exchange of data from the
results of the measurements of electrical quantities for electricity metering;

• IEC 62351 “Power systems management and associated information exchange—Data
and communications security”. This series of standards governs the issues of ensuring
data and communications security;

• IEC/TP 62357 “Power systems management and associated information exchange”.
The series of standards specifies requirements for power system management pro-
cesses and related information exchange.

Compliance with the requirements of the above standards enables the interaction
of various elements in microgrids based on the plug-and-play principle. This greatly
simplifies the process of integrating DERs into existing passive distribution networks, as
well as improving conventional protection schemes and designing new protection schemes.
Given that in microgrids with voltage up to 1 kV one traditionally uses circuit breakers
with electrodynamic, thermal, and electronic (independent) trip units, as well as fuses, it is
impossible to implement protective functions that meet current requirements without the
use of IEDs.
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4.1.2. Issues of the Switching Infrastructure

The adoption of information and communication technologies in power systems
makes it possible to create cyber-physical systems, of which microgrids are an example.
To ensure the reliable power supply to microgrid consumers, it is necessary to implement
such protection schemes, which require extensive communications to exchange information
between PDs.

Ensuring reliable communication between microgrid PDs is a challenging task due
to a large number of influencing factors: microgrid topology, spatial extent, composition
of communication interface components, the technologies of DERs (master/slave inverter,
droop control), protection and control schemes, and reliability requirements. Study [55]
demonstrated that several types of communications are most common: wired, optical fiber,
wireless, Global System for Mobile Communications (GSM), Global Positioning System
(GPS), eXtensible Markup Language (XLM), and their combinations. Classifying the types
of microgrid communications with respect to their reliability and drawing on the results of
the analysis from [55], we obtain the following:

• high reliability: optical cable; GSM; and the combination of local area network (LAN)
with wireless and power line communication;

• low reliability: telephonic communications and GPS.

Here are the communication protocols most commonly used in the microgrid master
controller: IEC 61850, Distributed Network Protocol (DNP 3.0), Modbus, Profbus, Wi-Fi,
and Transmission Control Protocol/Internet Protocol (TCP/IP).

In [56], the use of the 5G cellular network as well as the IEC 61850 communication
protocol was proposed as a type of communication. This could greatly simplify the process
of creating a high-performance and reliable microgrid communication infrastructure with
the possibility of its further expansion.

The use of communications when building protection schemes allows the implemen-
tation of fast and sensitive protections (differential current protection, adaptive centralized
protections, multi-agent protections, etc.) but because of the different principles governing
their operation, the disruptions of communication will have different impacts on their func-
tioning. There are two main uses of communication technologies in protection schemes [57].
(1) Intensive: the provision of data exchange in real time, and (2) sporadic: data transfer
when a fault occurs (estimation of fault current values) or changes in the network topology.

Protection schemes based on intensive data exchange, such as differential protection,
are more sensitive to faults because they respond to the magnitude and direction of the
current. The proper operation of such a protection is highly dependent on the reliability of
the communication method through which the data are transmitted, because if it is broken
(loss of connection, timestamp error), the protection loses its advantages and may even
initiate a false trip, especially in a wireless information transmission environment, which is
affected by noise and interference.

In adaptive centralized protections and multi-agent systems that use communication
infrastructure, the algorithms of their operation are based on the evaluation of fault current
levels. Data exchange between the PDs is performed only when certain events occur in
the microgrid (fault, change of network topology). These protections have less stringent
requirements on the communication infrastructure, since a delay in data transmission or
a short-term communication disruption is not critical. This is due to the fact that data
exchange serves to collect information about the topology of the microgrid in order to
change the parameters of the PD setup. In the Modbus protocol, topology changes must
be identified with a maximum delay of 1 to 10 s (depending on the size of the microgrid),
while performing basic backup protection functions during the transition period. In the
IEC 61850 protocol, changing the microgrid topology also triggers the process of changing
the PD settings with acceptable time delays, as with the use of Modbus.

Due to the possibility of disturbances in communications, there are microgrid pro-
tection schemes that are supplemented by protection against faults in the communication
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channel [58]. Such solutions can reduce the damage from the interruption of data exchange
between PDs, which is especially relevant for differential protections.

4.2. An Overview of Improved Conventional Protection Schemes
4.2.1. Improved Overcurrent and Voltage Protections

The most common method for improving overcurrent and voltage protections is to
combine them, which enables creating a better type of protection. Other improvement
methods mainly use machine learning and wavelet transform techniques.

In [59], the authors discussed a method for improving current protections based on
the use of power directional elements and reverse sequence filters as well as a distributed
reverse sequence control scheme based on VDE-AR-N-4120 Technical Connection Rules [60].
In [61], an improved overcurrent protection was considered, which enables detecting faults
through large fault impedances. The protection was implemented using communication
channels, wavelet packet transforms, and extreme machine learning. The wavelet transform
allows one to isolate the high-frequency components of three-phase currents at both ends
of the transmission line, and extreme machine learning, based on a neural network, makes
it possible to identify the faulty phases. The proposed method uses the phenomenon of the
occurrence of short-term asymmetry at the initial moment of the fault, characterized by
the presence of odd harmonics. The method has several advantages: insensitivity to fault
location in microgrids, fault impedance, power swings, and other interference.

In [62], a method of ensuring the selectivity of overcurrent protections in microgrids
with DERs was proposed. As the objective function, the authors considered the minimiza-
tion of the total tripping time of the dual setting overcurrent relay used for both primary
and backup protection. The main problems with the application of the method are the
limited values of the dual setting of the current relay that depends on the degree of fault
current limit, as well as the need to align the protection with respect to the tripping time.

In [63,64], it was proposed to improve directional overcurrent relays by using time-
current–voltage characteristic curves of tripping and dual overcurrent settings to improve
the consistency of directional overcurrent relays. This approach was complemented by non-
linear programming, which was implemented with a genetic algorithm, and to improve its
performance, with the Grey Wolf optimization algorithm. Improved directional overcurrent
protection was implemented in already installed IEDs, while ensuring the selectivity of the
protections.

In [65], the use of smart meters to improve the efficiency of operation of overcurrent
protections was proposed. Using information concerning voltages and currents from smart
meters allows the solving of the problem of identifying the fault location. In this case,
the switching capabilities of smart meters are used to adaptively change the set points of
overcurrent protections with respect to current and trip times, as shown in Figure 1.

Study [66] discussed an approach to the implementation of directional overcurrent
protections using resistive super conductor fault current limiters. This made it possible to
obtain optimal set points of the tripping of overcurrent protections without violating the
principle of selectivity of the already installed PDs. To achieve the task, an optimization
method (the particle swarm method) was used.

In [67,68], the use of an adaptive overcurrent protection was proposed together with a
thyristor circuit that determined the state of the microgrid connected to the power system
where the current protection is installed. The adaptive current protection scheme allows
the estimation of the equivalent impedance of the microgrid, which had different values in
the grid-connected mode and the islanded mode. Based on this, it is possible to change the
tripping set points of overcurrent protections in the microgrid. This engineering solution is
simple enough and does not require additional communication channels, which makes it
much cheaper.
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This method makes it possible to identify the fault location by calculating the changes
in active power and sensitivity in a particular protection zone, which includes the substation
busbars and all outgoing feeders.

4.2.2. Improved Distance Protection Schemes

In [70], it was proposed to use improved distance protection schemes as protections
of microgrids with DERs, with the algorithm of such protections additionally taking into
account the zero-sequence impedance.

In [71], the protection of a microgrid with DERs based on the use of the apparent
impedance of the power line was considered. The authors proposed the identification of
any short circuit in the transmission line by the value of the deviation of the calculated
apparent impedance from the real value of the single-phase impedance of the transmission
line. The method uses only the voltage component along the d-axis from the remote end,
which does not require accurate synchronization between measurements from both ends of
the power transmission line. A time delay (up to 80 ms) was introduced, as it was required
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for the proper identification of the fault of the protected microgrid element and the faults
of adjacent elements, including when the microgrid configuration is changed.

In [72,73], a method of improving distance protection by using impedance and phase
angles was considered. Since the tripping time of this protection was chosen to be as short
as possible, it ensured that the stability of the DER GU operation in the microgrid was
maintained.

4.2.3. Improved Differential Protections

In [74], it was proposed that differential busbar protections based on symmetrical
components in a microgrid with DERs be used. This method of designing protection is
insensitive to changes in DER operation modes, which is an obvious advantage. In [58], it
the application of differential protections with optical fiber communication lines was pro-
posed, augmented with wavelength routing modules, in order to implement the clockwise
protection of outgoing feeders (Figure 3).
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The implementation of the protection scheme requires the redundancy of the main
communication channels, which can be used later when expanding microgrids. The
authors of the article additionally suggested installing the protections of optical fiber
communication lines.

Study [75] introduced an improved differential protection using a nonlinear signal
transformation method referred to as “mathematical morphology”. This method uses
features that are based on three filtering operators: “erosion”, “dilation”, and “opening-
closing-difference-filter”. The use of filtering operators allows the extraction of a differential
feature vector from the symmetrical current components, which initializes the tripping of
the protection. The differential feature vector is also used as an input signal for training
and testing when implementing machine learning to determine the most optimal set points
for the main and backup current protections.

Studies [76,77] presented an improved differential protection algorithm that uses the
S-Transform. The transform analyzes the time dependence of the fault signal energy, which
allows the identification of the faulty microgrid element.

Study [78] introduced an improved differential protection scheme with a hybrid
time–frequency transform based on the decomposition of the signal into functions, which
are called “variational modes,” and used the Hilbert transform to overcome the existing
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limitations of differential protection application (data window duration). The hybrid
algorithm is highly tolerant to noise, allowing the faulty microgrid element to be detected
and disabled in a timely manner.

4.3. Designing Adaptive (Decentralized and Centralized) Protection Schemes

One of the main elements of microgrids is IEDs, through which the control of its modes
of operation is carried out. The introduction of IEDs allows one to abandon the use of
conventional protections (overcurrent protections, voltage protections, distance protections,
differential protections) in order to create adaptive protection schemes. Adaptive protection
schemes must meet various requirements, such as selectivity and speed in identifying and
disconnecting a faulty microgrid element. This makes it possible to implement the rapid
self-healing of the microgrid after the localization of fault, as well as to restore power
supply to consumers in the shortest possible time.

It is possible to create better protections by using the following:

• machine learning and artificial intelligence methods;
• Wide-Area Monitoring, Protection and Control (WAMPAC) devices;
• data exchange protocols compliant with IEC 61850 [79].

The use of the communication protocol compliant with IEC 61850 allows the im-
plementation of adaptive protection schemes. In [54], an analysis of modern adaptive
protection schemes is given, highlighting the main approaches:

• an approach based on computational intelligence whose actions are close to human
reasoning;

• an adaptive approach based on modifications (combinations) of known approaches to
improve the efficiency and reliability of protection schemes.

In [80–83], the authors highlighted the basic approaches to the design of adaptive
protections and their modifications (combinations), which are based on the use of the
following:

• artificial neural networks;
• metaheuristics;
• fuzzy logic;
• multi-agent systems.

The use of adaptive protections allows a relatively flexible and simple protection of a
microgrid with DERs, taking into account the short-term imbalances of active and reactive
power, grid reconfiguration, the changes of impedance directed from the microgrid, and
microgrid operating modes (the grid-connected mode, the islanded mode).

There are two main approaches to building adaptive protection schemes: decentralized
and centralized.

A decentralized adaptive protection scheme implies two-way communication between
PDs in the microgrid. The tripping decision is made by each PD according to the preliminary
check log. The data on the results of the pre-check of individual PDs (changes in the
conditions of PD operation, the message on failures of operation) thus formed are sent to
other PDs of the microgrid. As a rule, the decentralized approach to the design of adaptive
protection schemes is implemented in multi-agent protection schemes [84].

The basis for designing a centralized adaptive protection scheme is the availability
of communication channels between each PD in the microgrid and the central protection
unit placed in the substation [85]. The central protection unit collects current and voltage
measurements from microgrid elements, issues control actions to be applied to the PDs [86],
and recalculates and issues new tripping set points of PDs when the microgrid operating
conditions change.
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4.3.1. Decentralized Adaptive Protections

The majority of research on adaptive protection schemes has focused on the use
of intelligent analytical methods (e.g., the agent-based method), which allow significant
amounts of data to be processed [87].

A system combining individual agents with a common objective, where information
from each agent is used to find a solution, is called a multi-agent system (MAS). The
improvement of microgrid protection schemes with DERs is possible through the use of
MAS, as it uses new methods to find solutions to the objective function in order to improve
their selectivity and speed.

In [88], the authors considered a possibility of augmenting the MAS with a fault
location device on the power transmission line, with the subsequent partitioning of the
faulty section in order to restore power supply to consumers on the non-faulted sections of
the power transmission line.

One of the main disadvantages of MAS is the need for broadband communication
channels, which hinders the application of such systems to implement protection algo-
rithms [89], as it leads to a significant increase in the cost of PDs.

In [90–92], the protection of microgrids with DERs based on MAS with a dual action
strategy was considered. The protection architecture was based on the use of IED agents
as well as three additional agents (sensitivity, selectivity, and configuration) implemented
in a single controller. The strategy for designing a multi-agent protection scheme was
based on two complementary approaches: online and offline. The online approach allows
the implementation of a fast protection through the collection of key information and the
selection of protection actions based on expert systems. This requires communication
infrastructure and the ability to control circuit breakers. With the application of the offline
approach, backup protections are implemented to ensure fault localization in case of
communication channel failures and longer-than-normal delay in the tripping of fast-acting
online protections. In this case, the relevance check and adaptation of tripping set points of
the backup protections is carried out in real time.

Study [93] presented an automatic adaptive protection scheme using a hybrid heuristic
automation algorithm for selecting overcurrent and distance relay tripping set points.
The hybrid algorithm was implemented in two stages. The first step was to perform a
system analysis with a simulation of various faults, using, to this end, a database of relay
measurement results. At the second stage, fuzzy sets were used to evaluate the correctness
of the choice of tripping set points of overcurrent and distance relays.

Study [94] considered a design of a combined intelligent adaptive microgrid protection
scheme based on a deep belief network and time–time transform. The time–time transform
was used as a tool for fault identification because it amplified the high-frequency compo-
nents of fault signals. Moreover, the time–time transform proved immune to interference,
which was intrinsic to the discrete wavelet transform. Based on the time–time transform,
information was extracted from the current measurements and then transferred to the deep
belief network for fault identification and classification. This method requires the availabil-
ity of the synchronized measurement of the currents at both ends of the transmission line,
which was realized through the use of high-speed communication channels.

A decentralized uncoupled adaptive protection scheme is an adaptive protection
scheme implemented without communication channels, which uses only local measure-
ments of currents and voltages. Taking into account the fact that such PDs must make
decisions on tripping without having information about the state of the other PDs in micro-
grids, the application of intelligent algorithms based on the use of artificial neural networks,
metaheuristics, and fuzzy logic is required to improve their performance [95,96].

Studies [97,98] introduced a methodology for creating a decentralized adaptive pro-
tection scheme based on intelligent fault identification through the use of an intelligent
fault detector in an unbalanced microgrid. The intelligent detector is used in the PDs
installed at the ends of the element to be protected and does not require a communication
channel between them. Each PD records current parameters of operating conditions to
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create a database for training each PD’s local classifier using machine learning techniques.
Since the PDs must distinguish between normal and fault operating conditions, the fault
identification is treated as a binary classification problem: the sampling of fault and no-fault
data. There are four steps in the proposed methodology: database creation, input data
wrangling, parametrization, and the training of PDs by machine learning methods, and
fault identification. In this case, the protection scheme takes advantage of machine learning,
which greatly increases its effectiveness.

In [99], the use of a decentralized adaptive protection scheme without communication
channels was proposed, which significantly reduces its cost. The protection scheme is based
on the use of an artificial neural network to train IEDs that identify faults, as well as the use
of a metaheuristic cuckoo search algorithm (a swarm intelligence algorithm) to determine
the quasi-optimal protection setting. Using an artificial neural network makes it possible to
identify faults with only the local measurements of currents and voltages available.

4.3.2. Centralized Adaptive Protection Schemes

Study [100] discussed the issue of designing a centralized fault management system
based on the use of real-time ethernet information transmission technology. The authors
noted the advantages of the cyclic structure of information transfer, and the centralized
control system implemented through it provides high speed in fault localization due to a
predetermined mis-synchronization error. In this case, the percentage differential protection
was employed using instantaneous values of currents instead of their RMS values, which
allows the localization of any fault within a time period not exceeding a sub-cycle overall
fault clearance time.

In [46], the combination of centralized, distance, and multi-agent protection schemes
into a class of Wide Area Protections (WAP) was proposed. Wide-area protection requires
the development of a switching infrastructure in microgrids to enable large-scale informa-
tion exchange [101].

There are two known basic concepts for designing wide-area protections. The first
is based on differential [102] or distance protection [103], using the symmetrical and
unbalanced components of currents. The other is based on the adaptive algorithm in the
fault search blocking matrix used for fault identification and its subsequent clearing by
implementing control actions in microgrids [104].

Study [105] discussed an adaptive centralized protection scheme that uses communi-
cation channels based on the IEEE 802.16 WiMAX technology, which makes it cheaper to
implement this protection scheme. In [105], a centralized I-protection based on information
and communication technologies of the Internet of Energy (IoE) was proposed, as shown
in Figure 4.
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The proposed protection scheme uses the IEDs of different levels as the transmission
medium (level 2) and sub-transmission medium (level 1) of information, which are part of
the adaptive centralized protection scheme, as shown in Figure 5.
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The exchange of information between IEDs of all levels (transmission and sub-transmission)
ensures the selectivity of the action of protections. Thus, an adaptive centralized protection
scheme allows the provision of the reliable protection of microgrids with DERs in any of its
configurations.

Adaptive protections, for all their functional advantages, also have significant disadvantages:

• the need for communication channels;
• the need to install high-performance IEDs;
• the need to take into account the various topological and operational situations;
• the complexity of fault current calculations in the presence of different types of

DERs [106].

The improvement of conventional protection schemes through the use of machine
learning, artificial neural networks, metaheuristics, and fuzzy logic can raise effectiveness
to a new level. However, higher requirements are imposed on the IEDs in which these
methods are implemented. In some cases, it is necessary to install additional compatible
equipment, which reduces the technical reliability of such solutions.

The improvement of conventional protections or the use of innovative protections
based on modern IEDs in microgrids with DERs should allow the reliable identification
of fault locations, as well as their rapid and selective disconnection. This is necessary to
ensure the reliable operation of DERs and power supply to consumers in the microgrid.
The choice of specific approaches to the design of protection schemes in the microgrid with
DERs should be based on the results of a comparative technical and economic analysis of
different options.

4.4. Installation of Auxiliary Devices

The installation of auxiliary devices, such as FCL and ESS in microgrids, allows the
mitigation of the negative effects of DER integration.
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4.4.1. Fault Current Limiters

The FCL devices make it possible to reduce both the magnitude of fault currents within
microgrids and fault current contributions from the power system [107]. Under normal
operation, some types of FCLs have minimum impedance in order to reduce electricity and
power losses, voltage losses, and the level of unwanted interference. When a fault occurs
in a microgrid, the FCL sharply increases impedance to its maximum value to reduce the
magnitude of the fault current.

The use of FCLs is the most practical method for solving the problem of selectivity
of protections in microgrids. When a fault occurs in the power system, the FCL operates
under normal conditions, and when a fault occurs in a microgrid, the FCL switches to the
current limitation mode and ensures the selective action of overcurrent protections [108].
Since the FCL has a high speed, it makes it possible to reduce the magnitude of fault current
contributions.

There are two concepts for designing FCLs: inductive and resistive. The inductive
concept assumes that FCLs are connected in parallel to the power transmission line, and the
resistive concept assumes that FCLs are connected in series to the power transmission line.
The use of the inductive FCL is less efficient, since it uses a steel core, which, in addition to
the weight and size disadvantages, creates additional power losses. Furthermore, common
problems in the application of FCL in the microgrid include:

• the need to install an additional power device;
• ensuring the cooling requirements for FCLs, failure to comply with which may result

in thermal breakdown of FCLs;
• difficulties in determining the magnitude of the FCL impedance due to the mutual

influence of DERs in microgrids under different modes of operation;
• the need for availability of an accurate transient characteristic curve of FCLs.

4.4.2. Energy Storage Systems

Increasing the share of DERs connected to microgrids through inverters leads to
a decrease in the level of fault current, which leads to a decrease in the sensitivity of
protections, especially overcurrent protections. In order to ensure the necessary level of
sensitivity, ESSs should be used, which allow increasing the magnitude of fault current to
the tripping set points of the protections [109].

Since ESSs have a high speed, this allows a short-term increase in the fault current,
which, when used in combination with FCLs, produces a synergistic effect. The effect is to
limit the magnitude of the fault current contribution from the power system to a specified
value by using a FCL, as well as to increase the level of the fault current in microgrids with
DERs due to the output of the reactive component of current from ESSs [110].

The use of ESSs as an additional source of fault current contribution reduces the
calendar life of the energy storage, which is due to its undesirable heating and degradation.

5. Conclusions

The trend of the last decade is the pervasive integration of heterogeneous DERs into
microgrids, which has led to challenging issues related to the operation of protection
devices. The article presents an overview of engineering solutions that allow both the
increase in the effectiveness of conventional protection schemes and creating up-to-date
microgrid protection schemes based on innovative principles and new methods.

The availability of broadband communication channels in microgrids allows the imple-
mentation of adaptive protection schemes that are more advanced relative to conventional
protections. In addition, due to the synthesis with the algorithms of conventional pro-
tections, it is possible to create wide-area protections that allow the determination of the
optimal tripping set points for all IEDs included in a microgrid.

The development of information and communication technologies (IEEE 802.16 WiMAX),
based on the use of IoE, allows developing the most advanced centralized adaptive protec-
tion schemes, providing communication between different voltage classes. However, this
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requires the implementation of a unified approach to the design of protection schemes in
microgrids with voltages of up to 1 kV and above 1 kV.

One of the ways to address the challenging issues of the operation of protections
in microgrids with DERs is to use auxiliary devices: FCLs and ESSs. However, this
significantly increases the cost of implementing protections in microgrids, but the approach
can be employed when it is impossible and impractical to use other methods of protection
design.
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Abbreviation

DER distributed energy resources
PD protection device
SC short circuit
IED intelligent electronic devices
FCL fault current limiter
ESS energy storage system
RES renewable energy source
OCP overcurrent protection
GU generation unit
ACS automatic control system
AR automatic reclosing
WT wind turbine
WAP Wireless Application Protocol
GSM Global System for Mobile Communications
GPS Global Positioning System
XLM eXtensible Markup Language
DNP Distributed Network Protocol
TCP/IP Transmission Control Protocol/Internet Protocol
PMU Phasor Measurement Unit
WAMPAC Wide-Area Monitoring, Protection, and Control Device
MAS multi-agent system
WAP Wide Area Protections
IoE Internet of Energy
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