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Abstract: The implementation of Industry 4.0 currently concerns mainly large enterprises. However,
the economy of most European countries is based on the activities of small and medium-sized
enterprises (SMEs). For this reason, the further development of the I4.0 concept and the technology of
Logistics 4.0 depends on adjusting its assumptions to the needs of SMEs. The article aims to identify
research areas regarding the adaptation of Industry 4.0 and Logistics 4.0 solutions to the needs of the
SME sector, based on a review of the literature. The PRISMA method, one of the popular analytical
methods used in a literature review, was used for the research. The selection of publications for the
analysis was based on the Web of Science database, an important interdisciplinary research platform.
Ninety-five publications were accepted for the final analysis, which concerned only the application of
Industry 4.0 in SMEs and 10 publications on Logistics 4.0. The conducted studies of the literature
allowed to identify the scope of research on the implementation of the concept of Industry 4.0 and
Logistics 4.0 in the SME sector. The research allowed us to distinguish five thematic groups in total,
which have been characterized. One of the identified groups concerns the adaptation of Logistics
4.0 systems to the needs of SMEs. The number of publications on this group of studies is minimal,
therefore this area has been recognized as the currently existing research gap.

Keywords: small-medium enterprise; PRISMA framework; European Union countries; Industry 4.0
technologies; digitization; implementation barriers; limited resources

1. Introduction

Since the publication of the term “Industry 4.0” in 2011, the digital transformation
required by this concept has attracted more and more attention from companies from
various sectors [1]. It is worth noting, however, that since its publication, this concept has
constantly been evolving [2]. Currently, Industry 4.0 includes not only factories but the
digital transformation of the entire industrial and consumer market, from the emergence of
intelligent production to the digitization of whole channels of value delivery [3]. For this
reason, the digitization strategy has also led to the development of other production-related
systems, such as Logistics 4.0.

It is worth focusing on the example of the entire European Union and Germany. It
would seem that since Germany was the reformer and initiator of the Industry 4.0 concept
in Europe, it will also be the most advanced country in digitalization. So let us look at the
digital economy of the European Union with an emphasis on Germany.

In the EU, household next-generation (NGA) coverage increased from 83% to 86%.
Additionally, in recent years, households’ access to fixed broadband networks offering
a capacity of at least 100 mb/s has increased from 15% to 26%. Denmark, Sweden, and
Luxembourg achieved the highest score in this category. Bulgaria, Cyprus, and Greece
achieved the lowest score. Germany is above the EU average but not in the lead (8) [4].
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The proportion of people with at least basic digital skills increased from 55% to 58%.
Unfortunately, many EU citizens still lack basic digital skills, even though most jobs require
digital skills. Last year, as many as 64% of large enterprises and 56% of SMEs had difficulties
recruiting ICT (Information and Communication Technology) specialists. Finland, Sweden,
and Estonia achieved the highest score in this category. Bulgaria, Romania, and Italy
achieved the lowest score. However, Germany is above the EU average, but far from first
place (10) [5].

Data on the integration of digital technologies in enterprises show a wide variation
by company size, sector, and member state. In 2019, 38.5% of large companies relied on
advanced cloud computing services, and 32.7% used Big Data solutions. At the same time,
the vast majority of SMEs declared that they did not use these solutions—17% of SMEs
use cloud services, and 12% use Big Data. According to the DESI 2020 report, only 17.5%
of SMEs sold their products online. Ireland, Finland, and Belgium achieved the highest
score in this category. The lowest score was achieved by: Hungary, Romania, and Bulgaria.
Germany is below the EU average, occupying a distant position (19) [6].

Effective e-government can significantly facilitate and speed up procedures for citizens
and entrepreneurs. According to the DESI 2020 report, the number of people who used
e-government services increased to 67%. Estonia, Spain, and Denmark achieved the highest
score in this category. The lowest score was obtained by Slovakia, Greece, and Romania.
Germany is below the EU average, occupying a distant position (29) [7].

Some large European companies have already implemented Industry 4.0 solutions in
their digital transformations [8]. Thanks to this, they can quickly and effectively adapt to
internal and external events, using advanced technologies in new products and innovative
business models. The solutions allow large companies to improve their efficiency, reduce
waste, and increase customer satisfaction. However, despite the benefits of the Industry
4.0 concept, the small and medium-sized enterprise sector is still not ready to develop its
production and logistics system by investing in new technologies [8]. This is primarily
due to the lack of knowledge about solutions supporting Industry 4.0 [9] and the high
costs related to investments in new technologies [8]. It is also worth emphasizing that
SMEs often do not adopt new solutions, mainly because they fear investing in the wrong
technologies or adopting inapt practices [10].

As stated by the European Commission, micro, small, and medium-sized enterprises
(SMEs) are enterprises with fewer than 250 employees and an annual turnover not exceed-
ing EUR 50 million, and with an annual balance sheet total not exceeding EUR 43 million.
According to statistics: the EU has 25 million SMEs that play a crucial role in the EU
economy: they represent 99% of all enterprises, employ around 100 million people (provid-
ing two-thirds of jobs in the private sector) and provide approximately 56% of the gross
domestic product EU [11,12]. Micro enterprises constitute the largest segment of SMEs in
all European Union member states. According to Eurostat data, their share ranges from
82% in Germany to 97.4% in Greece. The most significant number of small companies is in
Germany—here, they constitute 15.1% of all enterprises. Only two other countries have a
share of over 10%—Austria (10.9%) and Luxembourg (10.1%). The leader, in terms of the
share of medium-sized companies, is also Germany—2.4%. In no other country do they
exceed the share of 2%, although in some cases they are approaching it, as in Denmark
(1.9%), Luxembourg (1.9%), or Romania (1.8%) [12]. The statistical data presented above
clearly show that small and medium-sized enterprises have a decisive influence on the
economic development of the European Union member states.

Meanwhile, the current business conditions mean a growing need to improve the
level of digitization in small and medium-sized enterprises. This situation becomes even
more critical when SMEs act as a subcontractor of large enterprises that demand the
utilization of certain digital operations [13]. For this reason, it is necessary to adapt
solutions from Industry 4.0 to the needs of the SME sector. These enterprises have their
business specificity, which should be considered both at the stage of implementation and
operation of new digital solutions [14]. This awareness is growing in both the industrial
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and scientific communities. For this reason, more and more publications in the Industry
4.0 focus on the needs of small and medium-sized enterprises. These studies, however,
mainly concern global issues related to implementing this concept in enterprises from the
SME sector. However, since these companies are part of the digitized supply chains, in
addition to the intelligent factory, the adaptation must also apply to logistics systems, i.e.,
the implementation of solutions in the area of Logistics 4.0.

The outbreak of the COVID pandemic accelerated the digitization processes in enter-
prises from the SME sector. It is estimated that 80% of all SMEs increased their use of digital
tools during the pandemic. According to a report prepared, based on 5000 companies from
the SME sector in the EU, it was indicated that 42% of companies from the SME sector are
digitally advanced in Europe. They use more digital tools and prioritize their importance.
They achieve better business results and thus, higher revenues. They focus on accelerating
transformation, innovation, and resilience [15]. The remaining 58% of SME companies
are aware of the necessity of digitization, but this is not reflected in their activities. The
dominant approach is the status quo, keeping expenses and employment. A digitization
strategy is still the exception, not the rule. One can get the impression that SMEs are trying
to wait through the difficult and uncertain period and quietly counting on returning to
normalcy. However, digitization will not slow down or stop; it will only accelerate.

The article aims to identify the research areas concerning the adaptation of Industry
4.0 solutions to the needs of the SME sector, based on a review of the literature from the
last five years. Based on the literature analysis, the scope of adapting Logistics 4.0 solutions
to the needs of small and medium-sized enterprises will also be assessed. Following this,
the main contributions of this paper include:

• Summary of the research on adjusting Industry 4.0 solutions to the needs of the
SME sector;

• Conducting the qualification procedure following the adopted distribution criteria,
based on the results of the literature research;

• Assessment of the scope and level of adjustment of Logistics 4.0 solutions, described
in the literature to the needs of the SME sector;

• Identification of the research gaps in adapting Logistics 4.0 to the SME specificity.

In conclusion, the outline of this review paper is as follows: Section 2 will present the
research background that was the basis for our literature research. Section 3 presents the
test method used and describes the main results of the conducted bibliometric analysis.
Section 4 presents the research results, and a structure for grouping issues will be proposed.
Section 5 will deliver the results of the discussion and identify the identified research gaps
in the analyzed area. Finally, Section 6 describes the main conclusions of the conducted
bibliometric analysis.

2. Research Background

The term Industry 4.0 was first defined in 2011 by a team representing representatives
of various fields (such as business, politics, and academia) [16]. The basis of the announced
initiative was to increase the competitiveness of the German manufacturing industry.
The concept’s success was undoubtedly determined by the German federal government
announcing that Industry 4.0 would be an integral part of the “High Technology Strategy
for Germany 2020” initiative, the aim of which was to introduce technological innovations
to German enterprises [16].

Although Industry 4.0 is based on the foundations of previous industrial revolu-
tions [17], its advantage is to be built on providing the highest degree of digitalization,
automation, virtualization, and decentralization across all industries when coming to its
maturity [18]. The impact of Industry 4.0 is to be very broad. Numerous publications
emphasize its effect on the applicable rules of competition, value delivery functions, la-
bor market, socio-environmental norms, and even educational priorities (among other
things [19,20]). Expectations for the further development of Industry 4.0 mean that interna-
tional associations, governments, industrial communities, and academia have valued and
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prioritized the understanding of its role, possibilities, and driving force for the economy,
but also the socio-economic effects and future trends [21].

As noted in the Introduction Section, the concept of Industry 4.0 has significantly
evolved since 2011. In the first phase of the development of this concept, the primary atten-
tion of the researchers was focused on aspects related to the digitization of the production
processes. Therefore, one of the key concepts within Industry 4.0 is the so-called smart
factory, also termed digital or intelligent factory [22]. Intelligent factories include a com-
pletely integrated manufacturing system without human involvement that can work for the
production of goods in which information and data to perform tasks can be shared, inter-
preted, and processed between each function of production [23]. However, the Industry 4.0
concept has undergone revolutionary changes since the genesis of this research stream [21].
It is mainly because of the dynamic nature of Industry 4.0, the constant paradigm shifts in
the dynamics of digital technologies, and radical changes in the business environment. The
interest of researchers is also focused on the possibility of using Industry 4.0 technology
in production-related processes and even transferring them to the management level of
the entire supply chain. For this reason, it can observe the intensive development of such
concepts as Logistics 4.0, digital supply chain, or Maintenance 4.0.

Logistics 4.0 uses new technologies, such as cyber-physical systems, to support the
functioning of traditional logistics systems [24]. Unique solutions improve networking and
the automation of storage system transportation and decentralized software control [25].
The important concept of Logistics 4.0 is gaining more and more importance. This is
confirmed by the number of publications referring to these solutions, which has been
systematically increasing since 2017 [26]. The most frequently discussed solutions in
this area include the smart warehouse trend [27], especially: AGV systems—automated
guided vehicle (e.g., [28,29]) and UAV—unmanned aerial vehicle (e.g., [30,31]). No less
important an issue is the use of the Internet of Things to improve the supply chain and
increase its productivity [32]. The application of Logistics 4.0 is also examined in the
context of increasing the resilience of the supply chains to undesirable events occurring [33].
Concerning Maintenance 4.0, the main application of new technologies relates to the
predictive machine maintenance strategy [34,35]. For this reason, maintenance departments
were forced to reorganize, integrate new sensors, and process collected data for a better
performance [34]. Machine learning is also gaining importance, which is used to forecast
the future states of machines in predictive maintenance strategies [36].

Published literature reviews indicate that the most critical technologies related to the
functioning of Industry 4.0 are currently [16,37–40]: (1) cyber-physical systems, (2) robotics,
(3) Internet of Things (IoT), including industrial wireless networks (IWNs) with sensing,
identification, processing, and communication sensor capabilities, (4) cloud computing,
(5) big data analytics, (6) augmented reality, (7) artificial intelligence and machine learning,
(8) digital twins, (9) additive manufacturing, and (10) smart products. These technologies
will also play a key role in Industry 4.0 initiatives in the near future. Digital technology,
with engineering data at its core, is helping engineers gain control over their assets [39].
Thanks to Industry 4.0, several innovative systems, such as collaborative robots, additive
and hybrid manufacturing systems, have been successfully developed to achieve high pro-
duction rates and to overcome inherent restrictions related to conventional manufacturing
processes [40]. Cotrino et al. [41] distinguished four main technological revolutions related
to Industry 4.0, to which they assigned detailed solutions/concepts. The classification they
propose is presented in Table 1.

A critical element of Industry 4.0 is the robotization of production and production-
related operations. For this reason, autonomous transport systems should also be dis-
tinguished from the abovementioned concepts. They are currently being developed as a
key innovation within the Logistics 4.0 concept. However, it should be noted that despite
the observed development of the Industry 4.0 concept. There is still a lack of knowledge
on the effective implementation of the above technologies and the understanding of how
companies can effectively use the potential associated with the fourth industrial revolu-
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tion [16]. This is confirmed, among others, by the results presented in [42], which show that
among 92 surveyed manufacturing companies, the implementation of the fundamental
technologies for Industry 4.0 is still a big challenge.

Table 1. Industry 4.0 Technologies (own work, based on [41].)

INDUSTRY 4.0

Main Group Components

Internet of Things
data

Edge computing
Embedded systems

IoT
Cloud computing

Cloud computing

Cloud storage
Productivity

IoT
Predictive manufacturing

Digital transformation

Cloud computing
E-learning

Digitalization
Paperless

Virtual reality

Simulated reality
Cyberspace

Augmented reality
Mixed reality

Research confirms that Industry 4.0 can be implemented in any industrial sector [41].
However, the cost-consumption and complexity of the implemented solutions [16], as
well as the high demand for highly competent employees [43] mean that most scientific
studies and business implementations related to Industry 4.0, refer to large enterprises and
take into account the specificity of operation and the need for this audience. Large-sized
companies (LSCs) eagerly digitize business processes. Cotrino et al. [41] note in their
research that, regardless of the business sector, most large enterprises have a roadmap for
the digital transformation and the implementation of Industry 4.0 technologies, and they
are in the process of digitizing the supply chain, customer services, and finances. At the
same time, the research results indicate that SMEs do not have the economic resources
to implement Industry 4.0 technologies [41]. For this reason, solutions developed for the
LSC sector will not be suitable for the capabilities and needs of SMEs. Since the further
development of Industry 4.0 depends on implementing this concept, first of all, in small
and medium-sized enterprises [44], the technological and business solutions of Industry 4.0
must be adapted to the operating conditions of this group of enterprises. The discrepancies
in the functioning of these two groups of enterprises are so significant that applying the
same implementation standards cannot be successful. Table 2 presents the most critical
differences between LSC and SME, most often described in the literature.

Considering the differences between both groups of enterprises and the specificity
of the solutions supporting the development of Industry 4.0 (also with regard to the
evolution of this concept), it is justified to study the opportunities and challenges related
to its implementation in small and medium-sized enterprises. Considering the current
development of I4.0 solutions, we focused on their application in production-related
processes, particularly in the area of Logistics 4.0. According to our research, small and
medium-sized enterprises constitute a large group of suppliers for large factories operating,
based on Industry 4.0. This means that adjusting their logistics processes to the needs of the
supported cyber-physical systems will determine the efficiency of the entire supply chain.
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Table 2. Comparison of the SME and LSC (own work, based on [45]).

Features SMEs LSCs

Financial Resources Low High
Use of Advanced

Manufacturing Technologies Low High

Software Umbrella (incl. Data
Analytics)

Low (Often Tailored
Solutions)

High (with More
Standardized Solutions)

Research & Development Low High
Standards Consideration Low High

Decision Making Restricted to Leader/Few
Knowledge Carriers

Board of Advisors and
(Int./Ext.) Consultants

Organizational Structure Less Complex and Informal Complex and Formal
Human Resources

Engagement Multiple Domains Specialized Domains

Knowledge and Experience
Industry Focused In a Specific Area Spread Around Different

Areas
Alliances with

Universities/Research
Institutions

Low High

Dependence on Collaborative
Networks High Low

3. Materials and Methods

One of the manifestations of digital transformation is a synthetic and systematic re-
view of the literature and a meta-analysis of the data. Observation of research in selected
fields is practiced by scientists worldwide and is a crucial tool for managing the diver-
sity of knowledge. Examples include publications on bibliometric analyses concerning
the concept of a sustainable supply chain [46]; elasticity research [47]; the smart factory
concept [48]; considerations on reverse logistics [49]; blockchain technology [50]; ocean
renewable energy [51].

The method of bibliometric dynamic analysis of the literature network (SLNA) and
the PRISMA framework was adopted as the bibliometric analysis method. The PRISMA
framework is an evidence-based approach to accurately and reliably report the findings
from articles for a systematic review [52]. A systematic review using the PRISMA frame-
work will collect all empirical evidence to fit the eligibility criteria to answer the identified
research question. This method minimizes bias and provides guidance and structure for
reporting [53].

A systematic literature review was carried out to identify the research problems
indicated above. The article search strategy was based on a procedure that searched for
scientific publications in the Web of Science (WoS) Core Collection. This is the database
provided by Clarivate Analytics. It is an interdisciplinary (multidisciplinary) research
platform that records the content of over 12,000 high-profile journals and over 160,000
conferences worldwide. It allows researchers to search multiple databases simultaneously
from a single interface—via the Web of Science ™ Core Collection. The WoS database
provides many bibliometric indicators and contains literature from most disciplines.

It can be observed that the amount of knowledge related to research on industry 4.0
and Logistics 4.0 is widely spread (Figures 1 and 2). The growing trend of publishing
scientific papers in both of these areas can be observed all the time, although there is
a clear difference in the number of published articles. The concept of Industry 4.0 has
entered the dictionaries and language of scientists and practitioners around the world for
good. Moreover, the idea of Logistics 4.0 is used primarily by scientists from European
countries, hence a small but growing trend. The increasing number of published works
yearly indicates that both issues are essential for science and business practices. Therefore,
the current state of knowledge on the topics noted requires research to systematize and
rationalize the knowledge generated on this subject.
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The preparation of a systematic review and the development of research results is a
multi-stage process that requires the use of specific methods and the careful documentation
of the process with a detailed application of knowledge and available scientific publications.
For the research described in this paper, an in-depth keyword search was carried out,
organized according to the PRISMA assumptions, and carried out in several steps. This
research method offers many advantages over analyzing aggregated data from scientific
publications. These steps include developing the search strategy, defining the selection
criteria, and performing the quality assessment and data extraction process [54].

The flowcharts used in the bibliographic synthesis will enable the reader to understand
the research steps quickly. The primary research stages are shown in Figure 3, while the
detailed results of the procedure are shown in Figures 4–8.
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Figure 3. The flow chart in the PRISMA consort diagram of the screening and selection of studies.

First, a search paradigm was defined, and a reliable database was selected and used to
find the preliminary results. As mentioned earlier, the study includes search results from
the Web of Science database, due to its global reach, intuitiveness, and order.

Then, we defined the research selection paradigm in which the screening process oc-
curred. The selection criteria included such criteria as time limits, research field limitations,
language selection, scientific articles, and the filtering of review articles. Research works
that did not pass the screening process were removed from the study and were not subject
to further analysis.

The following research step was to analyze each scientific publication and make an
evaluation. The most relevant research articles that met the objectives of this study were
selected and integrated into the literature review.

Step 1. Identification
At this stage, the search criteria are defined and executed. The search is mainly focused

on collecting the existing literature on Industry 4.0 (Figure 4) and Logistics 4.0 (Figure 5).
Considering that we are looking for research in small and medium-sized enterprises, the
search has been expanded to include this aspect. Thus, in the in-depth keyword search, the
terms were searched for in titles, abstracts, and keywords of publications indexed in the
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Web of Science ™ Core Collection database. The conducted preliminary search focused on
two keywords:

• Industry—the acquired knowledge base included 1,048,741 scientific publications and
was narrowed down to the concept of Industry 4.0 (14,612 scientific publications);

• Logistics—the acquired knowledge comprised 518,912 scientific publications and was
narrowed down to the concept of Logistics 4.0 (106 scientific publications).

Figure 4. Identification stage of the PRISMA framework related to Industry 4.0 in the SME sector.
Source: own study, based on the PRISMA methodology.

Then the keywords were combined using the “AND” operator to connect them with
the implementation area of interest of the SME. As a result, the following was obtained:

• Industry 4.0 “AND” SME—247 scientific publications (Figure 4);
• Logistics 4.0 “AND” SME—17 scientific publications (Figure 5).

Figure 5. Identification stage of the PRISMA framework related to Logistics 4.0 in the SME sector.
Source: own study, based on the PRISMA methodology.

Including the Identification stage:
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• 1,048,494 scientific publications were excluded for the concept of Industry 4.0 “AND” SME;
• 518,895 scientific publications were excluded for the concept of Logistics 4.0 “AND” SME.

Step 2. Screening
According to the PRISMA assumptions, screening is an important study stage. This

is the next stage of the study. It concerned narrowing the search scope to the years in the
period 2018–08.2022. Those scientific publications published before 2018 were removed
and not subject to further research. This move is justified because the research intention is
to review the literature on the latest available publications. Thus, the study was narrowed
down to the scientific publications available from the last five years:

• Industry 4.0 “AND” SME; 2018–2022—217 scientific publications;
• Logistics 4.0 “AND” SME; 2018–2022—15 scientific publications.

Another deepening of the search for scientific publications relevant to our research
concerned their type. Those published in peer-reviewed scientific journals and as peer-
reviewed conference papers were selected for further study. Of course, those papers that
were full articles and reviews were selected. So, the further study included:

• Industry 4.0 “AND” SME; 2018–2022; document type—207 scientific publications;
• Logistics 4.0 “AND” SME; 2018–2022; document type—11 scientific publications.

The last step in narrowing down the selection of scientific publications for analysis
was limiting the selection to open access publications. This deepening of the search was
based on the selection of only open-access scientific publications. Open access to scientific
publications assumes that it will be free of charge to the full content of the peer-reviewed
scientific publications on the public Internet without legal and technical barriers and
without the need to register and log in. Therefore, publications with limited or paid access
were not subject to further research. Finally, the following was obtained and transferred to
the next stage:

• Industry 4.0 “AND” SME; 2018–2022; document type; open access—105 scientific
publications;

• Logistics 4.0 “AND” SME; 2018–2022; document type; open access—10 scientific
publications.

As can be seen, Stage 2 also examines the exhaustion of irrelevant entries throughout
the review process. In total, at the screening stage:

• for the concept of Industry 4.0 “AND” SME; 2018–2022; document type; open access
excluded 142 scientific publications;

• for the concept of Logistics 4.0 “AND” SME; 2018–2022; document type; open access
excluded seven scientific publications.

Screening processes in the second step of Prisma of the scientific publications related
to Industry 4.0 in the SME sector are presented in Figure 6. Scientific publications related to
Logistics 4.0 in the SME sector are presented in Figure 7.

Step 3. Eligibility
As shown previously, the study was based on full scientific and conference papers. A

summary of each article has been read. The purpose of the work and the obtained results
of the study were checked, and the accuracy and adjustment of scientific papers to the
purpose and scope of own research were thoroughly checked. Subsequently, all articles
underwent a deep evaluation. At the eligibility stage, ten scientific publications related to
Industry 4.0 in the SME sector were excluded, making it possible to establish the number
of publications used for further research at 95 scientific papers. The basis for the exclusion
was the substantially unjustified qualification of the scientific work by the system, e.g., the
article appeared in the Society of Manufacturing Engineers, which also has the abbreviation
SME. No scientific publication related to Logistics 4.0 in the SME sector was excluded at
this study stage. The results of step 3 for both analyzed areas are presented in the joint
Figure 8.
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Figure 8. Eligibility step of the PRISMA framework. Source: own study, based on the
PRISMA methodology.

Step 4. Inclusion and Exclusion
Ultimately, 95 scientific publications were selected for the literature review for the

concept of Industry 4.0 “AND” SME, and 10 scientific publications for the concept of
Logistics 4.0 “AND” SME.

3.1. Statistics of the Scientific Publications Related to Industry 4.0 in the SME Sector

Following the arrangement of the collection of 95 selected scientific publications related
to Industry 4.0 in the SME sector, 69 scientific articles and 26 scientific papers published as
conference materials were identified.

The conducted analyses indicate that 69 articles were published in 10 scientific journals.
Five of them can be considered leading journals, as they published 45.72% of all analyzed
works in this area. Table 3 shows the list of found source titles in which the analyzed
scientific works appeared.

Table 3. Main source titles which contributed to the publication of scientific articles in scientific
journals related to Industry 4.0 in the SME sector; Source: own study.

Publication Titles Record Count %

Sustainability 16 15.24%
Procedia Manufacturing 12 11.43%
Procedia Computer Science 8 7.62%
IFAC Papers Online 7 6.67%
Manufacturing Letters 5 4.76%
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Statistics show that 10 source titles contributed to the publication of post-conference
papers related to Industry 4.0 in the SME sector. It was found that in four of them, 14
scientific papers were published, constituting about 13.34% of all published documents of
this type (Table 4).

Table 4. Main source titles which contributed to the publication of post-conference scientific publica-
tions related to Industry 4.0 in the SME sector; Source: own study.

Conference Titles Record Count %

3rd International Conference on Industry 4 0 and Smart
Manufacturing ISM 4 3.81%

9th IFAC IFIP IFORS IISE Informs Conference on
Manufacturing Modelling Management and Control IFAC
MIM

4 3.81%

9th Conference on Learning Factories CLF 4 3.81%
Ifip Wg 5 7 International Conference on Advances in
Production Management Systems APMS 4 3.81%

The research subject is characterized by a multidisciplinary specificity related to the
mutual complementation of issues and concepts from various areas of science. It should be
noted that the total number of scientific papers corresponding to individual areas of science
does not add up to the identified group of 95 scientific publications. The most popular
group of sciences is Engineering, for which 56 scientific papers have been identified. The
second leading group of sciences is Computer Science. Twenty-one scientific publications
were established for this group. There was also a field of science related to science and
technology; 19 scientific papers are indicated here. The fourth large area of knowledge
is business economics and environmental sciences ecology, for which 16 scientific papers
have been identified (Table 5).

Table 5. The main areas of science to which the analyzed articles were classified; Source: own study.

Research Areas Record Count %

Engineering 56 53.33%
Computer Science 21 20.00%
Science Technology 19 18.10%
Business Economics 16 15.23%
Environmental Sciences
Ecology 16 15.23%

For the analyzed group of scientific publications, the statistics show that authors from
Germany dominate (Figure 9). Researchers affiliated with research institutions in Germany
have published 17 scientific papers listed in the WoS database. This gives a ratio of 16.19%.
The Fraunhofer Institute for Manufacturing Engineering and Automation IPA, Technische
Hochschule Ingolstadt, and Technische Universität Bergakademie Freiberg are important
research centers.

Authors from Italy are in second place and have published a total of 14 items (an index
of 13.33%). In Italy, important centers are the Polytechnic University of Bari, the Parthenope
University of Naples, and the University of Turin. The leading region in terms of published
materials is England—10 publications issued by researchers from English research centers.
Canada and Poland come fourth—after nine scientific publications.
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3.2. Statistics of Scientific Publications Related to Logistics 4.0 in the SME Sector

Similarly, the list was prepared for the selected publications, considering the terms
Logistics 4.0 “AND” SME.

Following the arrangement of the collection of 10 publications related to Logistics 4.0
in the SME sector, six scientific articles and four post-conference materials were identified.

Statistics show that seven scientific journals influenced the publication of 10 scientific
articles. The statistical summary shows that two scientific journals have more than one
published work, constituting 36.36% of all published papers of this type (Table 6).

Table 6. Main source titles which contributed to the publication of the scientific articles in scientific
journals related to Logistics 4.0 in the SME sector; Source: own study.

Publication Titles Record Count %

Procedia Manufacturing 2 18.18%
Computers in Industry 2 18.18%

The statistical summary shows that one conference contributed to publishing more
than one post-conference paper related to Logistics 4.0 in the SME sector. Two scientific
studies were published there, constituting about 18.18% of all published works of this type
(Table 7).

The studied subject matter is primarily characterized by engineering specificity. Nine
areas of science have been specified, including the analyzed publications. However, the
most popular is engineering, for which seven scientific papers were identified (Table 8),
accounting for 63.64% of the researched publications (one article can be assigned to several
research areas).

For the studied group of scientific publications, the statistics show that also in this
area, researchers from Germany dominate (Figure 10). Researchers affiliated with research
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institutions in Germany have published seven scientific papers listed in the WoS database.
This gives the ratio equal to 63.64%. It is a leadership that contributes significantly to the
development of the area under study. Important centers are the Fraunhofer Institute for
Manufacturing Engineering and Automation IPA, Technische Hochschule Ingolstadt, and
the Chemnitz University of Technology. The other countries the research came from were:
Croatia, the Czech Republic, England, Italy, the Netherlands, and Portugal. They published
one scientific work each on the topic under study.

Table 7. Main source title which contributed to the publication of post-conference scientific publica-
tions related to Logistics 4.0 in the SME sector; Source: own study.

Conference Titles Record Count %

IFIP WG 5 7 International Conference on Advances in
Production Management Systems APMS 2 18.18%

Table 8. The main area of science to which the analyzed articles were classified; Source: own study.

Research Areas Record Count %

Engineering 7 63.64%
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4. Results

The literature studies allowed to identify the scope of research concerning the im-
plementation of the Industry 4.0 concept in the SME sector. The conducted classification
procedure allowed to distinguish five primary groups (1st classification level) and nine
detailed groups (2nd classification level). The highlighted groups with their assignment
are presented in Figure 11.
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The two most important research areas concerning the application of the Industry 4.0
concept in the SME sector include:

• methods of assessing the possibility of implementing selected solutions (tools) in
enterprises from the analyzed sector;

• assumptions for implementing this concept to improve specific areas of activity con-
ducted by these enterprises.

However, it is worth noting that the other two groups—surveys in enterprises and
research and training cooperation—are primarily focused on the aspects related to the
possibility of implementing the Industry 4.0 concept and adapting it to the needs of the SME
sector. Table 9 presents the classification of the analyzed publications into distinguished
research areas.

A large group of studies that concern the assessment of the possibility of implement-
ing the Industry 4.0 concept is focused on the development of tools to assess the level of
preparation of enterprises from the SME sector to the requirements of I4.0. The most fre-
quently described evaluation tools include various models of process and the infrastructure
maturity assessment [9,45,55–57]. Noteworthy are publications that refer to the charac-
teristics of the so-called tool for assessing the readiness of small and medium enterprises
(SMEs) in Industry 4.0 [58–64]. This tool usually assesses the readiness of an organization
in such categories as data sharing, data storage, data quality, data processing, product
design and development, smart material planning, smart production, smart maintenance,
smart logistic, digitalization, IT security, machine readiness, and communication between
machines. Some authors propose SME performance models that will monitor the readiness
level to implement the I4.0 concept [8].
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Table 9. The results of classifying the analyzed articles on Industry 4.0 in the SME sector. Source:
own study.

Level 1 Level 2 Articles

Assessment of the possibility
of implementation

Models for assessing maturity and
implementation readiness [8,9,45,55–57]

Challenges and implementation
barriers [65–72]

Guidelines for implementation [13,73–80]
Implementing IT tools to support I4.0 [81–90]

Implementation for
improvement

Optimization of the production
processes [91–95]

Sustainable development [96–102]
Improve control of manufacturing

processes [103–109]

Maintenance 4.0 [110,111]
Logistics 4.0 [112–116]

Research in small and
medium-sized enterprises

aimed at I4.0 implementation
[62–66,117–127]

Research and training
cooperation with universities [128–134]

Other [135–138]

Research on the assessment of the feasibility of implementing the Industry 4.0 concept
also focuses on the challenges and barriers related to its adaptation to the needs of the
SME sector. Particular implementation barriers mainly concern the level of the digitization
of processes carried out by SMEs [65], and the limited resources [66,67]. The researchers
describe the organizational, social, and technological challenges related to implementing
the selected solutions I4.0 [68]. Research from this group also indicates the benefits of
implementing I4.0, such as the possibility of collaboration in the supply chain [69]. Some
of the presented implementation challenges are formulated, based on the research by a
specific group of companies that have decided to implement the selected tool I4.0 [70–72].

The challenges and implementation barriers identified in the literature and industry
are an impulse for many researchers to formulate guidelines for implementing Industry
4.0 tools and adapt known solutions to the needs of the SME sector [73]. The proposed
solutions are a response to the limitations and shortcomings of small and medium-sized
enterprises, such as a lack of information and limits on their knowledge of new infor-
mation technologies [74]. Therefore, reference models are being developed [75,76] and
implementation strategies [77–79], which are to facilitate the SME implementation of in-
dividual solutions supporting Industry 4.0. Some studies focus on identifying the key
success factors [80] and other attributes [13], that determine the success of the Industry 4.0
implementation in small and medium-sized enterprises.

The assessment of the feasibility of implementing Industry 4.0 relates primarily to
ensuring adequate IT support in the industrial processes. For this reason, in many pub-
lications, the attention of researchers is focused on the characteristics of IT tools that
can support the development of Industry 4.0 in enterprises from the SME sector [81–90].
The most critical aspects of the implemented applications (base solutions) are simplicity,
intuitiveness, and maximum use of the current potential of the enterprise. The proposed so-
lutions respond to the information and decision-making needs of small and medium-sized
enterprises, which differ from the needs of LSC.

The second group of studies we distinguished concerns the implementation of Indus-
try 4.0 solutions in order to improve the selected areas of activity conducted by SMEs. For
obvious reasons, some publications consider optimizing production processes by imple-
menting I4.0 solutions [91–93]. This optimization usually concerns the maximization of
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added value and the minimization of losses [94]. The aim of the introduced improvements
may be to improve efficiency [92,93,95]. However, the vast majority of contemporary
publications focus on improving the processes in terms of meeting the principles of sus-
tainable development [96–99]. The researchers’ attention is focused on rationalizing the
resources used [100], limiting the impact of production on the natural environment [101],
and implementing solutions supporting the circular economy [102].

The second goal of the implemented implementations is to increase the level of control
exercised over the manufacturing process [103]. This applies to both real-time inspection
and monitoring [104–107] and controlling as a management support tool in the context of
Industry 4.0 [108,109].

It is worth noting that in the case of solutions dedicated to the needs of the SME
sector, few publications refer to the improvement of production-related processes. Our
research on Industry 4.0 in the SME sector distinguished only five publications on the
implementation of logistics 4.0 solutions and only two publications on the improvement
of machine maintenance processes [110,111]. The identified publications on Logistics 4.0
referred primarily to intralogistics [112–114] and perfect warehouse services [115,116].

A large group of publications is research conducted by scientists among enterprises
from the SME sector in the form of surveys and structured and unstructured direct in-
terviews. Their goal is to identify the implementation barriers (including [117–119]), the
factors affecting the effective implementation of digitization processes [66,120,121], de-
termining the technological and organizational readiness to implement the Industry 4.0
concept (including [62,122–125]), as well as the impact of the COVID-19 pandemic on the
process of implementing the I4.0 concept in SMEs [126]. The subject of the survey was
also to determine the relationship between innovation and employee capability and the
readiness to implement the I4.0 concept [127].

Noteworthy are publications describing the research and training cooperation projects
between universities and industry in the field of Industry 4.0 solutions, tailored to the
needs of SMEs. The purpose of such joint research is:

• Building a learning factory and teaching laboratories considering the needs of small-
to-medium enterprise (SME) challenges in Industry 4.0. [128–131].

• Development of training courses on implementing Industry 4.0 in enterprises from
the SME sector [132] and tools supporting science [133].

• Temporary secondment of scientists from a research and technology organization
(RTO) into an SME to jointly work on a practical project objective-which is directly
tailored to the demands of the SME [134].

Four articles could not be classified into any of the distinguished groups presented
in Figure 11. For this reason, a separate group, “Other,” was created, which included
publications on:

• Assessment of tools from Industry 4.0 [135].
• The idea of establishing a team of consultants supporting the implementation of

Industry 4.0 in SMEs [136].
• Standardization of suppliers concerning Industry 4.0 [137].
• Evacuation of autonomous robots from the factory in emergencies [138].

A similar study was prepared for the needs to analyze the Logistics 4.0 concept in
the SME sector. The conducted analysis and in-depth studies of the literature allowed to
identify the scope of the research. The classification procedure for this area allowed to
distinguish three primary groups (1st level of classification) and six detailed groups (2nd
level of classification). The distinguished groups and their assignment are presented in
Figure 12 and Table 10.
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A significant research area can be specified, which concerns assessing the possibility of
implementing solutions related to the selected Logistics 4.0 solutions in small and medium-
sized enterprises. The authors indicate that assessing the current readiness of small and
medium-sized enterprises is crucial for companies. This allows enterprises to decide on
a digital company’s right strategy and actions [58]. However, companies from the SME
sector hesitate to introduce modern and often innovative technologies. They are primarily
concerned with the high implementation costs, low benefits, and a lack of know-how.

In contrast, the implementation process is slow [120]. As it was indicated in part
1 of this article, most companies from the SME sector are not sufficiently prepared, and
their level of maturity is low. Therefore, researchers are working on developing readiness
models. One of the rules for creating them is: first improve the processes, then automate
them. However, taking a logistics system’s complex structures and processes to a higher
level of maturity is not easy. Hence, the need to focus on elements of the maturity model,
e.g., Intralogistics 4.0 [113], which will then facilitate their integration with the industrial
revolution [65]. Process models are also being developed that focus on identifying potential
problems that hinder the increase in product quality and logistics efficiency [55]. The
analyzed publications indicate that not only models are conceptually developed. Proce-
dures that allow companies from the SME sector to assess the benefits independently are
also effective [112]. However, if they appear, these benefits are identified primarily with
economic opportunities and not, for example, with a positive impact on environmental
sustainability [101].

Table 10. The results of classifying the analyzed articles on Logistics 4.0 in the SME sector. Source:
own study.

Level 1 Level 2 Articles

Assessment of the possibility
of implementation

Model for assessing the
readiness and maturity [55,58,65,101,112,113,120]

Benefit
Models of process

Tools
Intelligent Solutions [90,116]

Platform of collaboration

Methodology Methodology of data
evaluation [139]
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The second group of scientific publications detailed by us concerns tools. For example,
the described collaboration platform architecture is based on the event oriented architecture
(EDSOA) model to support the collaboration between SMEs, dynamic modeling of their
systems and services, and their integration into supply chains [90] or an intelligent solution
using open source software tools [116].

Both Industry 4.0 and Logistics 4.0 use more and more data sets to analyze and support
strategic and operational decisions. One of the most critical problems is assessing the data
quality to be useful for small and medium-sized enterprises. Hence the need to implement
also a methodology that simplifies the performance of data quality evaluation and improves
the comprehensibility of its results [139].

5. Discussion

The literature review presented in Section 2 confirms that most studios and devel-
opments focus on larger companies [73]. The presented solutions and implementation
guidelines consider the potential and requirements (needs) of large enterprises that were
the first recipients of new tools and concepts proposed by Industry 4.0. However, as noted
in Section 1, the economy of modern European countries relies primarily on small and
medium-sized enterprises. They constitute the majority of participants in supply chains,
both from local and global perspectives. This means that the further development of the
Industry 4.0 concept depends primarily on whether SMEs will implement the proposed
technological and organizational solutions.

Meanwhile, as the literature review we prepared shows, the described and recom-
mended tool I4.0 and Logistics 4.0 technologies often disregard the SME-specific digitaliza-
tion challenges, such as knowledge, resource, and technology-awareness limitations. This
is also confirmed by the research of other authors (e.g., [73]). Recognition of the specificity
of enterprises from the SME sector has been proven in many publications cited in Section 4.
Articles from the group “Challenges and implementation barriers” clearly indicate that
the main implementation barrier is limited resources, which concern not only material re-
sources but also knowledge and competencies. This is also confirmed by the characteristics
presented in Table 2. So, if large enterprises want their small and medium-sized partners
to meet the development challenges they face, they must be aware that their support in
the form of access to proven IT solutions is also necessary and substantive. At the same
time, it should be noted that the information needs (communication, monitoring, reporting)
differ from the needs of the LSCs. For this reason, the implemented cyber-physical systems
must take into account the specificity of the functioning of SMEs, but also that the expected
effects from the implemented I4.0 implementations may be different.

An additional goal of our research was to determine the degree of adaptation of the
I4.0 and L4.0 solutions to the production-related processes in SMEs, particularly in logistics
services. These aspects were of particular interest to us because small and medium-sized
enterprises constitute the largest group of members of logistics networks that handle the
flow of goods in all sectors of the economy. Although the increasing interest in Industry
4.0 is undisputable, the literature on how this new technology revolution affects supply
chain activities and intralogistics and material handling has been restricted up to now [140].
Our research clearly shows that there is a research gap in this area. The limited number of
publications in the basic search, and above all, only 10 scientific publications found in the
dedicated search, indicate an evident lack of adaptation of this area of Industry 4.0 to the
needs of SMEs.

Another research gap that should be distinguished at the discussion stage is issues
related to the implementation of Industry 4.0 solutions, in order to improve the sustainable
development in small and medium-sized enterprises. It should be noted that the published
research focused mainly on aspects related to environmental protection, including, in
particular, issues related to waste management. Even in the case of those publications,
concerning the rationalization of enterprise resource management, there were no studies
on the consumption of energy resources and energy.
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Meanwhile, considering the current energy crisis in the European Union countries
related to the geopolitical situation in Europe, the limited availability of these resources will
primarily affect enterprises in the SME sector. In our opinion, the countries of Europe are on
the verge of a severe economic and social crisis, which has not been seen in these countries
since World War II, precisely because of the energy crisis. It should be expected that in the
countries of the entire European Union, there will be large-scale energy rationing and a
significant increase in costs. Hence, the further evident growth of Industry 4.0 technologies
and solutions, as well as their direction, are highly questionable. In our opinion, it will be
necessary to develop new methods of operation, the aim of which will be to develop energy-
saving technology of Industry 4.0 and Logistics 4.0, and ways to become independent from
one supplier, not only of raw materials and resources, but also technology.

The lack of interest in these issues in the pre-crisis period means that many small and
medium-sized enterprises will not take up the challenge of implementing I4.0 and L4.0
solutions, fearing rising energy prices. This may cause a significant drop in interest in
further developing this concept, particularly among enterprises in the SME sector. In our
opinion, these phenomena will be the subject of significant analysis in the coming months,
the results of which will be published in 2023–2024.

6. Conclusions

The transformation towards Industry 4.0 and the use of Logistics 4.0 technology in the
economy is a long-term process that is still evolving. Tools supporting the implementation
of Industry 4.0 are tailored primarily to the requirements of large enterprises. However, it
is necessary to develop them also to meet the needs of small and medium-sized enterprises,
without which the economy of the European Union countries does not exist. The current
political and economic crisis will undoubtedly slow the implementation of I4.0 solutions
in SMEs. Limited access to the required resources, and rising energy prices, with their
simultaneous limitation, will not encourage entrepreneurs to invest in such solutions. Only
a clear definition of a goal adequate to the current needs of enterprises in the SME sector
can convince owners and managers to take up the challenge of implementing selected tools.
The lack of such activities will mean that large enterprises that have invested in adjusting
their processes to the requirements of I4.0 will not achieve the assumed effects. Each of
them is a link in supply chains dominated by small and medium-sized enterprises.

As a result of the research, the formulated conclusions, and the discussion undertaken
in the work, it should be stated that there is a growing need to implement new methods of
operation dedicated to enterprises from the SME sector and to revise the existing business
models of these enterprises. In the context of the geopolitical situation, when we observe
rationing and significant increases in energy costs and, as a result, also the limitation of
raw material resources, we should consider transformational thinking. The next stage of
the research will try to answer the following questions:

• Q1: In which direction should include the further transformation of Industry 4.0 and
Logistics 4.0 go, as a result of the pandemic and the current energy crisis?

• Q2: To what extent can technological transformation be used to deal with the energy
crisis and the search for sustainable and resistant strategies to the disruptions of
organizational solutions, also dedicated to SMEs?
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