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Abstract: This paper reviews the economic and managerial literature on the relationship between
energy-ICT and the development of the green energy economy. It is summarized that there are
four lines of existing literature on energy-ICT: cost and benefit analysis, fair competition issues,
cybersecurity issues, and promotion policy issues. Even though ICT is energy-consuming, most of the
existing empirical studies support the idea that energy-ICT has net positive effects on energy savings,
energy efficiency improvement, emission reduction, and economic growth at both enterprise and
economy-wide levels. Energy-ICT equips the platform operator with higher bargaining power, such
that a governance mechanism to assure the fair access right of each entitled participant is required.
A smarter energy-ICT network also becomes riskier, and hence the cybersecurity protection is more
important than before. Future research and development opportunities remain on these issues of the
fair competition, cybersecurity, and promotion policy of energy-ICT.

Keywords: energy-ICT; cost and benefit; fair competition; cybersecurity; promotion policy

1. Introduction

A green energy economy is characterized by the use of renewable and low-carbon
energy resources to maintain economic development on a sustainable energy basis [1,2].
However, due to weather and geographical conditions, renewable energy sources are
often unstable. Information and communications technologies (ICTs) include all the related
infrastructure that allows people to record and send information, connecting the world. The
various ICT mediums are unanimously seen in all fields to be quickening agents, increasing
productivity and efficiency through the utilization of high-speed information transmission.
Therefore, ICTs are the must to integrate a smart energy system in such a way that the
generation, storage, transmission, distribution, and usage of green energy can be integrated
and managed in an environmentally friendly and economically efficient way [3,4]. In other
words, the energy system can get ‘smarter’ by being integrated with ICTs. However, the
energy system also becomes more complex by being a network interlinked by ICT [5].

Along with the energy-ICT framework, there has been the concept of the smart grid
as an interconnected network of microgrids with a distributed control; it is a convergence
of ICT and power systems. The smart grid facilitates the cogeneration and distribution
of energy [6,7]. A smart grid is an interface between energy, ICT, urban systems, etc. [8].
That is, it is a network linking the energy, ICT, and urban systems together. A smart grid
contains the power and the ICT systems, as well as other components. The energy-ICT
literature reviewed in this paper then focuses on the integration of energy and ICT systems,
which constitute the two integral pillars of the smart grid.

The general definition of green energy refers to energy sources from renewable and
sustainable resources, such as water, sunlight, wind, geothermal energy, ocean currents,
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etc., [2–4]. There have been disputes about whether or not green energy sources can be
reliably utilized as a part of the baseload power of the electricity supply for an economy.
Usually, the main sources of the baseload power are coal-fired power stations or nuclear
plants because they are relatively stable and can quickly increase or decrease the power
supply through engineering control [9]. As Nijhuis et al. [4] show, renewable energy and
ICT are two drivers of the transition of energy distribution networks. With the aid of the
smart grid, the electricity supply from green energies sources can be integrated with other
energy sources in a smart grid [4–9], not only to increase the energy efficiency but also to
reduce the total emissions produced by effectively increasing the share of green energy for
an enterprise or economy [9–14].

ICT can also be used as an effective tool to help manage energy efficiency in the
household sector. An ICT device built in a household could instantly interact with the grid,
turning a household into a more decentralized, renewable-energy-based, interconnected,
and adjustable system. The system would help optimize the energy management for
households, which would effectively improve energy efficiency [13]. That is, the energy
efficiency improvement can start at the household level on a daily life basis.

As pointed out by the International Energy Agency [15], the energy sector has been
adopting digital technologies since the 1970s. Power plants, electricity grids, and oil and
gas companies all incorporate digital technologies into their operation and management
strategies. Therefore, the relationship between energy production and ICTs is not a brand
new concept in the energy sector in the world. However, it has become an increasingly
developed business model, growing from merely applying ICT tools to including real-time
energy production and management. The technology now also allows the integration
of energy-related information and non-energy information to help achieve sustainable
development goals (SDGs) at the microeconomic and macroeconomic levels.

ICT has shown its effectiveness in integrating different sectors and improving energy
efficiency. Take the smart building as an example. ICT has been integrated at the core of
smart buildings to monitor and adjust the energy used for insulation, heating, ventilation,
cooling, appliances, etc. With the aid of ICT, small buildings can reduce energy consump-
tion by up to 50%. ICTs have helped with energy savings and energy efficiency in the
transportation sector as well, improving goods distribution systems, such as those using
railroads and trucks [16].

Thabit et al. [17] conclude that the six drivers for developing green ICT in developing
economies are: costs, government legislation, political and social pressure, enlightened
self-interest, environmental responsibilities for businesses, and new opportunities of the
market. These six drivers also apply to the incorporation of ICT into a system such as
energy. That is, ICT is an effective strategy for achieving both environmental and business
purposes.

As mentioned above, energy-ICT brings with it new business models. Among them,
there is a new business model called ‘energy as a service’ (EaaS). The International Re-
newable Energy Agency [18] summarizes that the energy service includes energy advice,
energy assets, and energy management. All these components in EaaS are inter-connected
by a smart grid. Energy savings, energy efficiency improvement, and energy flexibility can
be achieved via EaaS. Energy consumers can benefit from electricity bill reduction and feel
the improvement of the status quo in the short term.

This paper reviews the literature on energy-ICT from the economic and management
viewpoints. We used the search engine Google Scholar to find related academic and
technical documents. Along with ‘energy’ and ‘ICT’, the search keywords also included
‘green energy economy’, ‘cost and benefit’, ‘fair competition’, ‘fair trade’, ‘smart grid’,
‘platform’, ‘cybersecurity’, and ‘promotion policy’. Pure engineering and natural science
papers were not included for this literature review. The academic papers with economic and
managerial implications were retained for further detailed reading and then summarization.
Technical reports from major international organizations were also downloaded from the
Google search engine, using the keywords above.
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The conceptual framework of this paper is as depicted in Figure 1 and contains the
following topics: the cost and benefit analysis of energy-ICT, the fair competition issues of
energy-ICT, the cybersecurity issues of energy-ICT, and the promotion policies to promote
the integration of energy production sectors and ICTs, or what we will henceforth refer to
as “energy-ICT”. Finally, we make suggestions for future research on energy-ICT from the
economic and managerial viewpoints.
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2. The Cost and Benefit of Energy-ICT on the Green Economic Development

The literature on the cost and benefit analysis of energy-ICT can be categorized into
four lines. The first is the effect on energy savings and consumption increase brought about
by introducing ICT. The second is the impact of energy-ICT on energy efficiency. The third
is the effect of energy-ICT on economic growth. The fourth is how energy-ICT helps in
coping with the impacts brought by the COVID-19 pandemic.

2.1. Energy Savings and Consumption Increase Effects of Energy-ICT

The global energy production and consumption nowadays is widely managed by ICT.
ICT is energy-intensive, but it also helps promote energy savings [19]. There are tradeoffs
caused by integrating the ICT and energy systems. Many articles warn that ICT is energy-
intensive and hence may increase the energy consumption (see [19–24]). This is similar
to the so-called ‘rebound effect’ in which the improved performance of electronic devices
causes more energy consumption (and hence more emissions) in total [20]. Therefore, the
energy-saving concerns should be taken into account in the ICT system design when the
ICT technologies are embedded into the energy system. Consequently, in theory, it is very
likely that the energy-saving effect of ICT dominates its energy-consuming effect, though
this remains an empirical question.

Sugiyama [21] says that ICT itself consumes electricity, which emits CO2. On the other
hand, ICT reduces CO2 emissions by improving the operational efficiency. The postulate is
that the net effect of ICT is to reduce CO2 emission. If so, then society should be shifted to
being an ICT-oriented one. The green ICT can help move toward a low-carbon society.

Santarius et al. [22] make a study on the trend of digitalization and ICT growth and its
impact on the environment in a global economy. They observe that while this shift creates
energy and resource efficiency, the production of the required materials that facilitate
the change may have negative effects, but the study requires more empirical data for an



Energies 2022, 15, 594 4 of 18

accurate assessment. However, they conclude that political and societal shaping of the
process of digitalization is needed to make ICTs work for global sustainability.

Klein and Richard [23] point out that network energy bills account for 10–15% of
the operational expenses of telecommunication service providers in developed economies
and even up to 50% in developing economies. Consequently, the ICT industry has to
efficiently manage its energy consumption to reduce the energy expenses. Using conceptual
frameworks, Røpke and Christensen [24] indicate that ICT is energy-intensive in everyday
life. They warn that the ICT it can be inadequate and can hence increase the energy
consumption, and they suggest that economic and political conditions should be aligned
with ICT integration to effectively reduce energy consumption.

Even though there are warnings that the introduction of ICT itself may increase energy
consumption as well as carbon emissions, many empirical studies support the idea that
the net effect of energy-ICT is to save energy and reduce emissions (see [12] and [25–40]).
Bastida et al. [12] find that ICT has changed consumer behavior, hence reducing household
final electricity consumption by 0 to 5% and then decreasing the GHG emissions generated
by the electricity sector. Using global data globally from 2010–2015 and forecasts to 2020,
Malmodin and Lundén [25] found that the ICT sector had generally turned the growing
trend of the carbon footprint into a shrinking one. This implies that through continuous
improvements, the global ICT sector can both save energy and reduce carbon emissions.

Tunali [26] estimates the impact of ICT development on the electricity consumption in
European Union (EU) economies from 1990–2012. It was found that ICT development in
the EU significantly increased its electricity consumption. Even though there might be an
energy-consumption reduction effect by ICT, its energy-consumption enlargement effect is
empirically found to dominate its energy-consumption reduction effect. Therefore, further
measures should be taken in order to cope with the energy-consumption enlargement effect
by ICT development.

By analyzing the Seventh Framework Programme documents published by the Eu-
ropean Commission, Cakici and Bylund [27] point out that ICT-based surveillance still
provides limited effects on changing the behavior of users. They, therefore, recommend
that more factors should be taken into account in order to reshape the behavior of users in
order to save energy and reduce carbon emissions.

Even though some of the earlier literature warns that ICT may increase energy con-
sumption, the later literature indicates that ICT may help save energy. Forecasting by way
of a theoretical model following six scenarios until 2050, Moyer and Hughes [28] find that
without alignment with the environmental policy, ICT development has limited effects on
reducing energy demand and carbon emissions. However, with the alignment of environ-
mental policies such as carbon pricing, ICT development can have a downward impact on
both energy demand and carbon emissions. Hence, they suggest that ICT development
should be coupled with environmental policy in order to achieve sustainable results in
2050.

Niyibizi and Komakech [29] think that ICT is an enabling tool for developing countries
to save energy and mitigate climate change. There are many ICT applications with respect
to transportation, smart buildings, energy production and use, smart micro-grids, export-
manufacturing emission control, land use, forestry management, etc. For developing
countries, ICT can save energy and reduce the carbon footprint.

Ngwenyama and Morawczynski [30] study ICT development in five Latin American
countries which emphasize heavy investment and deregulation of related infrastructure
in order to speed economic growth. Empirical results show that these countries fail to
meet projected outcomes. They suggest that existing conditions, such as economic factors,
human capital, geography, and civil infrastructure factors, must be also taken into account.

Via an international comparison, Ponce-Jara et al. [31] show that in both developed
and developing countries, smart grids have brought with them many positive effects,
including reductions in energy loss and power theft in countries such as Brazil and India.
The developed countries have relatively more complete plans to integrate the generation,
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transmission, distribution, and storage stages by smart grids, whereas the developing
countries start with relatively incomplete pilot projects in parts of these four stages.

Studying the regional data of Turkey, Colak et al. [32] conclude that smart grids can
help develop renewable energy and improve energy transmission efficiency. They also
confirm that the smart grids can effectively reduce transmission loss and electricity theft.
The producer–consumer–university collaboration gets better by smart grids. This energy-
ICT nexus does help Turkey as a developing country to attract more inward investment
and boost its economy.

Most current empirical studies have supported the idea that energy-ICT does have
many positive impacts on green economic development. Mattern et al. [33] point out that
if the smart ICT can change the household behavior pattern, then, even though ICT is
energy-intensive, the energy-saving effect can still dominate the energy-demanding effect
of combining ICT and energy systems. They suggest that eMeters should be introduced to
give real-time feedback to households so that the net effect of energy-ICT is energy-saving.

2.2. Energy-Efficiency Improvement by Energy-ICT

By using a theoretical model for simulation, Lange et al. [34] find that ICT can en-
hance production technology, improve energy efficiency, and foster economic growth by
increasing input productivity. Therefore, the development of ICT can help reduce energy
consumption. However, the ICT services themselves are energy-intensive in that they
consume a lot of electricity to support their own activities. There are adverse effects that
boost up energy consumption by expanding the ICT services.

Many existing papers find empirical evidence from various economies in the world to
support the idea that energy-ICT has significant benefits on the promotion of energy effi-
ciency, emissions reduction, and economic growth. Using numerical simulations, Molderink
et al. [35] conclude that a smart grid integrating micro-generation, energy storage, and
efficient appliances can effectively improve energy efficiency. This is because a smart grid
optimizes multiple objectives at the same time, resulting in an optimization of the whole
system. They think that by introducing smart grids, the achievement of desirable objectives
is promising.

Reviewing the technology features of smart grids, Anjana and Shaji [36] point out that
ICT as the core technology of smart grids collects data and provides optimized feedback,
constituting a two-way communication path with consumers. Consequently, the energy-ICT
nexus effectively reduces the energy cost and improves energy efficiency. They conclude
that the smart grid is definitely the solution for the current power system improvement.

Yan et al. [37] analyze a panel dataset of 50 economies from 1995–2013. They conclude
that ICT development has positive effects on energy productivity. ICT helps in saving
energy and improving the energy productivity of these economies.

Schulte et al. [38] analyze a 13-year cross-country, cross-industry panel dataset which
includes 10 OECD economies and 27 industries. Their results indicate that ICT significantly
reduces the total energy demand. Moreover, the relative electric energy demand can also
be significantly reduced by the development of ICT. Their results support the idea that ICT
can bring net positive effects on energy savings.

Researching a panel dataset of 12 Asian countries from 1993-2013, Lu [39] finds that
increases in carbon emissions mainly come from increases in energy consumption and GDP,
whereas the development of ICT reduces carbon emissions. Therefore, ICT development
can be a driving force for carbon emission reduction.

Chimbo [40] estimates the relationship between ICT, energy consumption, and eco-
nomic growth by using a panel dataset of 20 African economies from 2001–2015. From an
interaction term in the regression, it was found that ICT helps enhance energy efficiency
and hence promotes economic growth. From another interaction term in the regression,
it was also shown that ICT helps increase human capital development and hence has
a positive effect on economic growth. Therefore, African economies should implement
policies to further develop ICT in order to enjoy the benefits not only from energy efficiency
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improvements but also from human capital development as both lead to economic growth
in this continent.

2.3. Enhancing Economic Growth by Energy-ICT

Spreng [41] uses a triangle to depict the relationships among energy, information, and
growth. The three dimensions are interdependent. ICT can make things smarter, leading to
sustainability. That is, ICT can result in the growth type in which less energy and resources
are used

Using the data from 1980–2017, Khan et al. [42] find similar empirical evidence from
South Asia (consisting of Bhutan, Bangladesh, India, Nepal, Pakistan, and Sri Lanka),
showing that an infrastructure including energy-ICT has positive effects on economic
growth. They suggest that private investment in energy-ICT and other infrastructure items
should be encouraged in order to facilitate economic growth. Analyzing the 1990–2018
data of South Asian economies (including Bangladesh, India, Pakistan, and Sri Lanka),
Usman et al. [43] find that in the long run ICT has direct and indirect positive effects that
boost economic growth as well as improve energy efficiency. For some economies, ICT
has no direct effect on economic growth, but it is found that ICT helps to improve other
variables which have positive effects on economic growth. Therefore, ICT has positive
direct or indirect effects on economic growth. They also find that ICT helps to reduce CO2
emissions in these South Asian economies. Their empirical findings support the idea that
energy-ICT has positive economic as well as environmental effects.

Studying the data of the U.S. from 1981–2017, Adedoyin et al. [44] find that ICT is an
important pillar of Industry 4.0. ICT can moderate the impact of foreign direct investment
(FDI) on GDP, as well as improve productivity. The energy-led hypothesis is empirically
supported in their research. Energy and ICT together enhance the economic growth of
the U.S.

Reviewing the development and effects of green ICT in China, Zhang and Liang [45]
conclude that ICT contributes a lot to China’s energy efficiency improvement, especially
in the sectors of manufacturing, building, transportation, agriculture, and public services.
The combination of new energy sources and ICT helps replace and reduce the proportion
of traditional fossil fuels. ICT can assist the achievement of not only energy goals but
also environmental goals. They suggest that green ICT development should be promoted
by national-level policies and that pilot demonstration projects are urgently needed to
show how green ICT can fit into China’s natural and social environment in order to make
contributions.

Analyzing the 2002–2012 sectoral data of China, Zhou et al. [46] find that even though
ICT accounts for a 4.54% increase in China’s energy intensity, the net effect of ICT devel-
opment is to reduce energy intensity in China. Moreover, the positive net effects of ICT
development are even larger in the service and technology-intensive sectors. They conclude
that the deeper and wider development of ICT is preferred from a social viewpoint rather
than from the viewpoints of energy savings and productivity enhancement.

Ishida [47] applies the autoregressive distributed lag (ARDL) approach to estimate
the effects of ICT development on economic growth and energy consumption in Japan
from 1980–2010. It was found that ICT significantly helps the energy demand management,
which moderately reduces energy consumption. However, there is no significant statistical
evidence to support the idea that ICT has effects on the energy supply side.

Using the South Korean time series data from 1973-2016, Batool et al. [3] find that ICT
helps to reduce environmental degradation in the medium and long run. They confirm that
ICT can bring benefits in promoting energy-demand management and economic growth
as well as carbon reduction. Therefore, the benefits of energy-ICT are multi-faced. They
suggest that South Korea should continue to produce more hybrid ICT products (such as
those using 5G technology) and reduce the proportion of non-renewable energy, in order to
decrease carbon emissions and environmental degradation at the same time.
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Studying the 1970–2018 data of Tunisia, Lahouel et al. [48] find that energy-ICT helps to
improve the total factor productivity and carbon efficiency of this economy. Moreover, the
pattern of change is non-linear instead of being linear. Hence, they conclude that energy-ICT
has positive effects not only on economic growth but also on climate change mitigation.

2.4. Energy-ICT Helping Cope with COVID-19

The whole world has been working on solving issues under the great impact of
the COVID-19 pandemic since 2020. The research by Strielkowski et al. [49] points out
that ICT is a solution for the world to manage energy systems under the COVID-19
pandemic. The COVID-19 pandemic reduces economic activities, including office work,
production, transportation, etc., hence cutting off the energy consumption. ICT then
becomes more important for maintaining and monitoring the energy balance than before.
They indicate that ICT plays a key role in integrating energy efficiency, energy storage,
and renewable energy, which facilitates effective energy management in coping with the
COVID-19 pandemic. Consequently, the importance of energy-ICT will be even higher
after the COVID-19 pandemic.

With a case study of the Manzanilla area in Spain, García et al. [50] conclude that the
smart grid, especially the advance metering infrastructure at secondary distribution net-
works, helps daily life a lot under lockdowns. They find that residential customers increased
their consumption around 15% under full lockdown and 7.5% at reopening, whereas non-
residential customers decreased power consumption by 38% under full lockdown and
14.5% at reopening. The smart grid helps maintain the power supply and consumption
and reduce the impacts. Therefore, the smart grid becomes even more important after the
COVID-19 pandemic.

Jiang et al. [51] conclude that the enhancement of ICT, including digitalization and the
Internet of Things (IoT), supports the circular economy and renewable energy development
under the COVID-19 impact. ICT can foster economic resilience by, for example, handling
the emergency needs for transportation and integrating the supply chains, etc. ICT not
only helps in coping with the energy challenges but also helps in grasping the energy
opportunities.

Comparing the data collected by questionnaires from food industries in Palestine and
Malaysia, Mustafa and Abbas [52] find that green ICT helps to sustain the efficiency of the
food industry’s supply chain and enhances the competitive advantage during the COVID-
19 pandemic. They also find that green ICT enhances energy efficiency and promotes
energy savings. These are because green ICT significantly reduces the wasteful input in
stages such as manufacturing, installation, transportation, and so on.

As the above literature review shows, there are already many empirical studies of the
cost and benefit of energy-ICT. Even though ICT is an energy-consuming technology, most
of the existing empirical studies support the idea that the net effects of energy-ICT are to
save energy, improve energy efficiency, and reduce carbon emissions. Energy-ICT becomes
a more important technology and operation model after the COVID-19 pandemic outbreak
in early 2020.

3. Fair Competition Issues of Energy-ICT

When ICT is introduced into a network or platform, it equips the network or platform
providers with a high market power of monopolization, to the point that fair competition
and antitrust issues may ensue. Similarly, energy-ICT may also increase the market con-
centration and market power of the platform owner, such that there is a tradeoff between
the benefits generated by the positive network effects and the costs brought on by the
monopolization of power as energy-ICT is further deployed (see [53–70]).

Compared to selling them separately, recent literature proposes to bundle energy
services to better satisfy the consumer demand. That is, an energy service provider should
turn into a full-service provider or a total solution provider [53]. The bundling of energy
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services can include bundling different kinds of energy services or bundling energy and
non-energy services [54].

In addition to the possible benefits brought by energy-ICT, there may be costs gener-
ated by bundling energy and ICT services. Similar to the existing discussion of bundling
([55,56]), there are tradeoffs between the benefits and costs of bundling energy and ICT
services. Even though energy-ICT may improve the production efficiency by generating
scale and scope economies and reducing transaction costs, it gives the integrated firm a
very high market power across the traditionally separate energy and ICT markets.

Smart grids are by nature a combination of energy and ICT networks, allowing energy
firms to have the capabilities of both energy provision and ICT services. Erlinghagen and
Markard [57] analyzed 450 European smart grid projects from 2000–2011, showing that
incumbent firms in the electricity sector acquired start-ups specialized in ICT technology in
order to expand their market power. Energy-ICT thus becomes an effective competition
strategy for the energy firms to enrich their own competency. They remind the policy
makers and regulators to pay attention to this trend.

Reviewing the smart grid development in Quebec, Canada, Jegen and Philion [58]
warn that state-owned electric utility may dominate the policy and then frame smart grid
to be a technology advantage, which may bring with it adverse effects on energy market
competition. They mention that most of the public attention is on the possible health
problems caused by smart meters, but not the effect on sustainability and entrepreneurship.
They raise concerns about integrating monopolies with strong connections to the state by
the smart grid deployment.

Similar viewpoints that the deployment of smart grids may reinforce the market power
of the state-owned incumbent can be found in Mah et al. [59]. They study the case in China
and find that even though state-owned companies are the first movers in deploying smart
grids, they can also be fundamental blocks against developing higher-order smart grids.
As first movers, these state-owned companies enjoy the competitive advantages gained
from deploying smart grids first. However, the stronger monopoly power gained by these
incumbents may hinder new entrants and future technological progress.

Mamounakis et al. [60] emphasize that the owner of an energy-ICT platform (such as a
virtual microgrid aggregator platform of renewable energy sources) has a higher bargaining
power and can play as the price maker. Even though the prosumers of renewable energy
sources can freely participate in the liberalized market, the owner of such an energy-ICT
platform can effectively monitor and manage the prosumers of these renewable energy
sources. An appropriate mechanism design for such an energy-ICT platform can help both
to create energy savings and to bring money benefits for the end users.

Goldthau [61] warns that the energy-poverty problem may become more serious if
there is a lack of governance of the energy infrastructure. Hence, a polycentric framework
is needed to blend the scales and engage multiple stakeholder groups in order to avoid the
so-called ‘tragedy of the commons’. Information at multiple scales should be revealed to
these multiple stakeholder groups. Regulatory units should be established at the area level
to make decisions.

An energy-ICT platform aims to improve efficiency but has to minimize the risks of
the abuse of market power. Clastres [62] suggests that the competitive offerings and the
end-user pricing system mechanism on both the supplier and the demand sides should
be built. For instance, mechanisms of competitive offerings and end-user pricing systems
can eliminate the power of monopolization and hence make both sides competitive. The
gains should be allocated fairly among the participants of a platform to make its operation
sustainable.

Kranz and Picot [63] emphasize that non-discriminatory access and control rights
should be available fairly to the participants in an energy platform. They warn that it is of
very high probability that the incumbent operators of the distribution grid will control the
smart grid of an integrated energy system. Therefore, the fair competition law and policy
should apply to energy-ICT to eliminate bottlenecks generated by the monopolizing power.
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The discriminatory practices by the energy-ICT platform controllers should be annulled
and removed.

Bertolini et al. [64] use a theoretical model to show that if the smart grid is built by the
incumbent distribution grid operator, then this move will have a preemption effect such
that potential competitors cannot easily enter the market. Their theoretical findings match
the warnings raised by Kranz and Picot [63]. In order to avoid the monopolization by the
incumbent distribution grid operator, Bertolini et al. [64] suggest that a new mechanism
including the power generators and end users should be established for an integrated
energy-ICT system such as a smart grid.

The fair competition law and policy should also apply to the energy-ICT platforms.
Digital platforms are new business models occurring in the era of platform economy. Van
Uytsel and Uemura [65] indicate that Japan’s Fair Trade Commission has increasing interest
in digital platforms to avoid unfair trade measures. In addition to the public and private
enforcement against unfair competition behavior, the platforms are welcome to propose
commitment plans, including voluntary compliance, to make sure these digital platforms
are used fairly by stakeholders and can facilitate transactions in fair ways.

Crispim et al. [66] point out that smart regulations should be imposed on smart grids.
They conduct a comparative study of the UK, Italy, and Portugal. Different countries have
different regulations, depending on their own characteristics. The UK pays attention to the
flexibility of the smart grid. Italy emphasizes the sustainability of the smart grid. Portugal
tries to obtain most of the potential benefits of the smart grid. Even though these three
countries have different regulations, they all want to reduce greenhouse gas, provide more
information, promote green transportation, etc.

Analyzing the development of smart grids in India around 2014, Joseph [67] finds
that in each power distribution area there is only one licensee distributor. Therefore, there
is no other choice for consumers in this distribution area, making the licensee distributor
a monopoly. Therefore, retail competition in a specific area of the smart grid should be
enhanced. India has been implementing some pilot projects, such as real-time electricity
price sharing, in order to increase the retail market competition.

Mah [68] compared the government-market dynamics in the development of smart
grids in China and Japan. Even though both countries aim to develop, diffuse, and utilize
smart grid technologies, they adopt different models of government regulations. China’s
model is more hierarchical, with two monopolized smart grid companies. Japan’s model
is more systematic, with the implementation of four large-scale demonstration projects.
Different countries adopt different competition policies based on their own socio-economic
environment.

The OECD [69] proposes that the connection rules to smart grids should be made
clear and transparent to all participants. Without a justified reason, the smart grid operator
cannot refuse connection from a producer, consumer, or prosumer who meets the smart
grid requirements. The costs should be allocated among the participants according to the
proportions of their injections. Regulations should be made and enforced to assist the
connection of an eligible participant.

Erol-Kantarci et al. [70] propose a ‘four-way-handshake protocol’ to match loads and
storage units and to secure stability of the smart grid and fair access and revenues among
the users. That is, they point out that fair access to a smart grid can be provided through
a well-designed energy-ICT framework. Because this energy-ICT framework will work
according to the rules and algorithms, it can be independent of human intervention and
biased self-interest, such that the fair access and sharing can be achieved via an autonomous
energy-ICT framework itself.

Summarizing the above literature review, we can find that most of the existing litera-
ture on the fair-trade issues of energy-ICT advocates that competition law and policy are
required to make the energy-ICT network fairly available to the producers, consumers, and
prosumers in the related markets. Energy-ICT can effectively increase the market power of
its owners and controllers. Energy-ICT-related law and policy on competition still need
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to be further developed and implemented in order to distribute the cost and benefit of
energy-ICT fairly to the market participants.

4. Cybersecurity Issues of Energy-ICT

Energy-ICT is an integrated physical-information network. The integration of en-
ergy and ICT also inevitably exposes itself to cybersecurity threats (see [6] and [71–86]).
Venkatachary et al. [71] remind us that ICT connects multiple sectors as well as that of
energy; however, the interdependence of these sectors generates security gaps. The cyber
threat causes economic and psychological impacts, as well as huge protection and damage
costs. They suggest that global cooperation should be necessary to ensure energy-ICT
cybersecurity. For instance, in 2015 a cyberattack on the Ukrainian power grid caused huge
area power outages. Because the energy and ICT systems are interconnected, a cyberattack
could crash the whole system and bring with it chain reactions. Hence, cybersecurity is a
serious issue that any energy-ICT system must face [72].

As Onyeji et al. [73] point out, making the system smarter is making it more vulnerable.
The risk of the power system in an economy will increase a lot after the energy-ICT system
is installed. It provides additional potential pathways for hackers all over the world. The
U.S. has noticed the great threat of cyberattacks on its energy-ICT, such that President
Obama signed Executive Order 13636 to improve the critical infrastructure for energy
cybersecurity. An economy alone cannot secure energy cybersecurity. Knowledge sharing
across borders is needed to enhance the worldwide cyber-security of energy-ICT.

Hawk and Kaushiva [74] indicate that reliability is the fundamental principle for
a smart grid. A smarter grid can be riskier. Cybersecurity is imperative and has to be
compatible with energy-delivery functions. It is extremely necessary to have the infrastruc-
ture ready for rapid restoration from a power outage. The smart grid design must take
into account cybersecurity factors, such that during incidents the critical power-delivery
functions can be sustained. The objectives of reliability, resilience, and efficiency must
be considered simultaneously in designing and building up a smart grid. They give an
example of Consolidated Edison of New York, which has expanded its automated overhead
switches by 35% and successfully avoided more than 17,000 user outages. This company
also equips itself with the SCADA cybersecurity system to reduce cyberattack risks.

More and more ICT systems have been integrated into the IoT, including energy-ICT.
Venkatachary et al. [75] summarize the cybersecurity infrastructure challenges related
to power plants under the IoT framework, which include reliability, data security and
privacy, big data and networks, law and regulation, institutional barriers, confidentiality,
availability, and integrity. They also point out that the cybersecurity of these power plants
has two aspects: physical (hardware) and logical (software). They say that the IoT of energy
coupled with smart devices is an advanced technology which can be very vulnerable to
both physical and logical attacks. The cybersecurity issue becomes extremely important as
the deployment of energy-ICT is on track all over the world.

Park and Heo [76] call the days of energy-ICT an ‘ICT convergence era’. Via energy-
ICT, the producers and consumers merge into prosumers. New risks emerge as many
systems are interlinked by ICT. However, a lot of market participants are not ready with
handling the new risks due to ICT convergence. The prosumers’ participation, data sharing,
and efficient regulations are necessary in the era of ICT convergence.

Papastergiou et al. [77] warn that energy-ICT faces persistent threats and complex
incidents. In order to deal with these persistent threats and complex incidents, dynamic, col-
laborative, warning, and response system components are required. They also demonstrate
how solar power production can benefit from an advanced cybersecurity system.

Hecht et al. [78] survey different risk-assessment methods for energy-ICT. Under an
energy-ICT network, end users connect to the grid via smart gateways and electricity bills
are sent via smart meters. Consequently, every prosumer has her/his own ICT-enabled
entry point to the grid, such that cyberattacks can be from anywhere through these multiple
entry points. Each existing risk-assessment method for energy-ICT has its advantages and
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limitations, especially as each single method does not cover all the dimensions to check and
evaluate. Therefore, there is still a need to further develop the risk-assessment methods for
energy-ICT.

Langer et al. [79] suggest that the following three measures should be undertaken
for protecting the cybersecurity of a smart grid: effective encryption and authentication
mechanisms, minimization of the attack surface, and embedded system security analysis.
Most of these cybersecurity measures can apply to an ICT or an IoT system. A smart
grid especially needs to protect itself from multi-stage attacks and advanced persistent
threats (APTs). There is no free lunch in the world. When people enjoy the benefits of the
energy-ICT, the costs of cybersecurity protection must be paid for.

Yang et al. [80] indicate that cybersecurity technologies such as blockchains can help
with data security in smart grids. Blockchains can be applied to effectively achieve account-
ability because malicious behaviors then become traceable. Moreover, these cybersecurity
technologies can change the centralized authority into a distributed authority to avoid
a single-point failure from becoming a systematic failure. They also demonstrate how
to use the edge blockchains technique to design a data-sharing system in a smart grid.
Mohammadpourfarda et al. [81] propose an approach to detect physical grid and data
manipulation changes in order to prevent attacks with/without concept drift against a
smart grid. Advanced technologies are required to ensure cybersecurity.

Pearson [82] shows that Europe has been reinforcing its cybersecurity protection in
energy-ICT and incorporating it into its energy policy. Both infrastructure and legislation
are required to reduce the vulnerabilities in widely connected smart grids. However,
Europe alone cannot do the job well. Europe should cooperate with the U.S. as another
early mover in energy-ICT cybersecurity buildup, in order to enjoy complementary benefits.

In addition to the protection from the technology side, the legal protection from the
legal side of the cybersecurity of energy-ICT is also required. Mylrea [83] points out that
there is still huge room for precedents and laws to evolve in order to reinforce regulations,
standards, and legal precedents to protect energy-ICT-related cybersecurity. Europe and
the USA have passed new legislations on these issues. The rest of the world can refer to
these legal efforts for a sound legal environment to help grow energy-ICT. The nexus of
energy ICT and legal studies remains a great research opportunity to explore.

Vernotte et al. [84] present results that show that the cybersecurity system in energy-
ICT can facilitate the load balancing of renewable energy. Even though it is not mainly
designed for other purposes, a cybersecurity mechanism can also have the side benefits
of stabilizing a power network linked to various energy sources. With a case study in the
European High North, Cassotta and Sidortsov [85] show that cybersecurity can link to
environmental governance, which can enhance sustainability. The cybersecurity system
is an integral part of energy-ICT, which can make other systems operate smoothly. A
well-designed and coordinated cybersecurity system can make the whole power system
work efficiently [86].

The above literature review indicates that containing cybersecurity issues is crucial
to all systems linked by the internet, which of course includes the energy sector. People
nowadays live in a global information society and may face the threat of cyberattacks
from anywhere at any time. As such, the global development of energy-ICT inevitably
incurs the additional costs of maintaining cybersecurity. Cybersecurity technology and
energy-ICT technology must co-develop to produce economically sustainable results and a
better consumer experience. In addition, the legal institutions should also evolve to provide
a sound environment for energy-ICT to grow.

5. Policies to Promote Energy-ICT

National policies are important for promoting energy-ICT (see [14] and [87–99]). As
the World Energy Council [14] points out, even the developed economies in the EU still
need to enhance their legislation to provide sufficient incentives for the development
of energy-ICT. Large companies especially should apply low-cost energy ICT. Since the
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2000s, many European member states have been promoting energy-ICT with national-
level programs, including Austria, Denmark, Finland, France, Germany, Norway, Sweden,
the United Kingdom, and so on. The often-seen policy measures include path planning,
target announcement, R&D projects, pilot programs, government spending, public-private
partnerships, and so on [87].

Subsidy is one of the most popular industrial policy instruments all over the world.
Subsidy can correct market failure caused by the presence of positive externality where
social returns are higher than private returns. In addition, subsidy is usually politically
feasible in an elective democracy. As Gulati and Pahuja [88] point out, in India subsidy
has been used to encourage the nexus of energy-ICT and industries such as agriculture.
Subsidy has been an effective policy tool to align the interest of stakeholders and provide
financial incentives.

The enterprises can have their own policies and practices to implement energy-ICT.
Alinaghian et al. [89] point out that ICT governance should be incorporated with corporate
governance. ICT governance is not merely a technology management issue but should be
an integral part of corporate governance. ICT has become an enabler for organizations to
compete in the market in an information society. The ICT strategies should be aligned with
the business objectives. There should be ICT governance guidelines for each organization,
incorporated into its corporate governance framework.

Islam [90] finds that the impact of ICT upon business is largely tied to the supporting
infrastructure available and the scope of the business in question. Larger and more complex
firms have larger positive effects than smaller ones. He also finds that the positive effect is
more profound if the ICT integration is adopted on a national scale.

In a study on the effectiveness of ICT on the service industries, Nkosana et al. [91]
conclude that cost, lack of owner familiarity with systems, and the corresponding lack
of training and familiarity of staff are the main challenges of an ICT transition. These
challenges can also apply to the user side of the energy-ICT, especially for small-and
medium-sized enterprises (SMEs).

The change in the vehicle power from fossil fuels to electric power can also facilitate
energy-ICT development. In addition to government policy, the consumer awareness and
behavior change toward relatively environmentally friendly power sources are also key
factors [92]. That is, the three kinds of agents in an economy—consumers, firms, and
the government should work together to realize a green energy economy backed up by
energy-ICT.

A smart city applies ICT to enhance its operational efficiency in order to improve
the life quality of the citizens in a sustainable way. The subsystems of energy, water,
transportation, health, recycling, etc., are all connected by ICT to deliver sustainable
solutions. The negative impacts from the operation of each subsystem can also be reduced.
There are already many on-going examples of smart cities in the world, including Dubai,
Melbourne, Singapore, etc. The smart city has been a paradigm for a region to be integrated
by an energy-ICT system. Studying 15 UK cities with different levels of smartness from
2005–2013, Yigitcanlar and Kamruzzaman [93] found that better alignment among the
smart city strategies leads to more sustainable results. The smart city projects which link
the subsystems in a region can be effective policy instruments for promoting and realizing
energy-ICT, such that the urban development and sustainability can reach a win-win
situation.

China exercises its five-year plans to promote the development of smart grids. The five-
year plans are the grand strategic plans made and announced by the government, indicating
the targets to achieve by the whole country. As Deng [94] points out, by upgrading the
power system via promoting the ICT-based smart grid, China aims to enhance its industrial
foundation and core competitiveness.

Qian et al. [95] also find empirical evidence from China’s data that the smart city
policy helps promote urban green growth. They analyzed the data of 274 prefecture-
level cities in China from 2004–2017 and found that the smart city policy can significantly
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enhance economic growth, reduce per unit GDP energy consumption, and lower waste
emissions. These positive effects are even larger for large cities and non-resource-based
cities. Therefore, energy-ICT can be realized and implemented by smart city policies and
come up with positive impacts on developing the green energy economy.

Using the methodology of the analytic hierarchy process, Shim et al. [96] found out
about the strategic priority of South Korea’s green ICT policy. They concluded that co-
friendliness, technology, evolution, economic efficiency, energy efficiency, and a stable
supply of energy should be the strategic priorities. They recommend international competi-
tiveness as a key tool for promoting green ICT in order to enhance growth in ICT and the
energy industry, as well as the macroeconomy.

Yim et al. [97] present a case study of Cheongju City, which is the so-called green
capital of South Korea. This city has been transforming itself into a smart green city via
urban governance. In addition to the physical infrastructure, such as the smart grid, it is
also essential to have the spiritual drivers, such as basic direction, concept, vision, and
strategies. Various kinds of stakeholder groups need to work together to realize the smart
green city blueprint in this region. An open social governance is necessary to create a
cooperative environment to achieve the sustainable development goals.

Green finance is to increase financial flows from various sources of funds to sustainable
development items [98]. Green finance has been an effective tool in the market economy
for promoting technologies and business models toward sustainability. Analyzing the
provincial data in China from 2016–2020, Chang et al. [99] found that green finance has
shown its significant effects in mitigating climate change through enhancing energy ef-
ficiency and reducing carbon emissions. Green finance is an effective tool for providing
economic incentives for enterprises and individuals to adopt new business models such
as energy-ICT. In addition to the law and policy amendments, green finance can directly
provide efficient and effective incentives to realize and implement energy-ICT.

In summary, the promotion policy toward energy-ICT still needs further elaboration.
Moreover, different types of communities and regions, even on as small a scale as the
individual cities and towns, may need different promotion-mechanism designs. Among the
available policy instruments, government financing of green policies has been a worldwide
trend and can be a strong supportive pillar for promoting energy-ICT.

6. Conclusions

Energy-ICT as an integrated system can effectively help households, enterprises,
and economies achieve SDGs [100] and can eliminate energy and economic inefficiencies.
Energy-ICT is re-shaping the business models which create more value for consumers. It
has become a worldwide technology–business framework for sustainably working with
human societal development. However, energy-ICT may also bring with it adverse effects
against SDGs, such as increased energy consumption, the generation of more carbon
emissions, cyber-attack vulnerability, the enabling of unfair competition, etc. The positive
and negative impacts of energy-ICT must be taken into account at the same time during
development. This development should be carefully controlled in both the technological
and the institutional aspects in order to obtain the positive net effects that energy-ICT
may offer.

This paper reviews the academic journal articles and technical reports of major inter-
national organizations with economic and managerial viewpoints related to the energy-ICT
and green energy development. It is found that there are four major lines of the existing
related literature: cost and benefit analysis, fair competition issues, cybersecurity issues,
and promotion policy issues. Even though ICT itself is an energy-consuming technology,
most of the empirical studies at the firm or economy-wide levels support the idea that
energy-ICT has net positive effects on energy savings, emission reduction, and economic
growth. However, there are still non-trivial concerns and challenges with respect to fair
competition and the cybersecurity issues of energy-ICT, which have to be solved through
mechanism designs combining technology and governance.
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Although government subsidies are often seen and widely adopted all over the world
in order to promote energy-ICT, it is also effective to provide the enterprises and consumers
with market-mechanism-compatible policies using models such as the smart city. With
the implementation of a smart city, enterprises and consumers can voluntarily commit
themselves to the development of energy-ICT while enjoying its benefits. As they are not
only helpful for large firms, SMEs can also increase their profits through the application of
energy-ICT. Though economic as well as environmental benefits can be achieved within
a smart city, participants would expectedly act in their own interests. However, under a
smart city framework and appropriate government policy different stakeholders would be
encouraged to act together to achieve their respective self-interests and SDGs.

Energy-ICT is still in the process of evolving. It includes technological, economic, and
management aspects. The whole world is now interconnected through the IoT, and the
ongoing inquiry into energy-ICT is part of the IoT’s evolution. More opportunities and
challenges are ahead as all networks connected by ICT strive to meet SDGs. The future
evolution of energy-ICT has to comply with the SDGs in order to help build a smarter green
human society. This review article only presents part of the status quo. Future economic
and management studies should address the fair competition issues, the business model
design, and the governance structure design, etc., of energy-ICT.
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