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Abstract: This article is devoted to the definition of the most important combinations of objects in
critical network infrastructures. This study was carried out using the example of the Russian gas
transmission network. Since natural gas is widely used in the energy sector, the gas transmission
network can be exposed to terrorist threats, and the actions of intruders can be directed at both
gas fields and gas pipelines. A defender—attacker model was proposed to simulate attacks. In this
model, the defender solves the maximum flow problem to satisfy the needs of gas consumers. By
excluding gas pipelines, the attacker tries to minimize the maximum flow in the gas transmission
network. Russian and European gas transmission networks are territorially very extensive and have a
significant number of mutual intersections and redundant pipelines. Therefore, one of the approaches
to inflicting maximum damage on the system is modeled as an attack on a clique. A clique in this
study is several interconnected objects. The article presents the list of the most interconnected sections
of main gas pipelines, the failure of which can cause the greatest damage to the system in the form of
a gas shortage among consumers. Conclusions were drawn about the applicability of the maximum
clique method for identifying the most important objects in network critical infrastructures.

Keywords: gas transmission network; attacker—defender model; maximum clique problem; en-
ergy security

1. Introduction

The transport schemes of energy systems over time undergo significant changes,
both in the connections between the nodes and in the production capabilities of these
connections and nodes, and in the number of these nodes themselves and the connections
between them. In the gas industry, with an increase in the degree of development of
old long-standing fields, it becomes necessary to enter new gas-bearing provinces with a
corresponding development of the gas transportation infrastructure. In turn, the transport
infrastructure, which is directly related to old sources of production that are decreasing in
their productivity, is used less and less over time, which is caused by a natural decrease in
load. Thus, the gas transmission network is constantly changing over time, both in terms
of its configuration and the loading of its elements.

At the same time, a complex gas transmission network contains a significant number
of facilities, the performance of which critically affects the overall performance of the gas
transmission network and, accordingly, its ability to reliably provide an uninterrupted gas
supply to consumers. The most large-scale accidents in power systems occur as a result of
the malfunction of various critical objects of these systems [1,2]. One of the results of such
accidents is great damage to consumers, which is expressed in a large shortage of fuel and
energy resources. Therefore, the identification of critical objects and their combinations in
power systems in order to develop measures aimed at reducing the significance of these
objects is an urgent task.
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Among the studies devoted to various aspects of the vulnerability of critical infras-
tructures and energy systems, the closest to the problems considered in this article are the
following works.

The identification of critical components in a pipeline network is an essential part of
vulnerability analysis. The authors proposed a new risk vulnerability analysis method that
combines both the characteristics of risk assessment methods and vulnerability analysis
methods [3]. Thus, in this study, the vulnerability of critical components of a pipeline
network is determined from three points of view: the operational state of the pipeline,
transmission performance, and network performance.

The characteristics of fluctuations in gas demand and the impact of user importance
are usually ignored in previous studies of gas supply reliability. To overcome these short-
comings, the study [4] proposed an integrated demand analysis method for assessing
the reliability of gas supply to a large-scale and complex natural gas pipeline network.
The method consists of creating an indicator system, analyzing demand, assessing the
probability of unit failure, and calculating gas supplies. The gas flow calculation takes
into account the influence of the relationship of user importance, hydraulic and pressure
limits, and unit failure. In addition, the real natural gas pipeline network located in China
is being used to validate the feasibility of this method. Based on the results of assessing the
reliability of gas supply, the weakest nodes and key links of the gas pipeline network were
identified, and proposals were made to improve the reliability of gas supply. Finally, the
importance of demand in the reliability of gas supply was worked out and substantiated.

The researchers also considered the problems of the vulnerability of critical energy
infrastructures to terrorist attacks on them, and also proposed a methodology for analyzing
risks for systems of interdependent critical infrastructures under various extreme weather
events [5,6].

A multidimensional framework for the analysis of critical infrastructures in terms of
supply services, topology, and manageability was proposed in [7]. The framework allows
researchers to define the role of infrastructure elements and quantify the consequences of
multiple failures of each specific element. As an example, a reference network is considered,
representing a real gas transmission network in several countries of the European Union.

The dangers that can cause direct local damage or disruption of the system, and which
are defined as spatially localized attacks, are listed in [8]. Their impact on critical infras-
tructure is modeled as the failure of system components that exist in a localized area, while
those outside this area continue to operate. The study analyzed the worst case and pro-
posed a mathematical basis to support the optimization of the resilience of interdependent
critical infrastructures in the worst spatially localized attacks. For illustrative purposes,
the article mainly discussed two types of strategies for increasing the resiliency of critical
infrastructures, including protecting weak components and creating new components to
increase reliability. The problem was mathematically formulated as a three-level model of
defender-attacker-defender, which was solved using the decomposition algorithm.

Another article analyzed scientific work on the sustainability of supplies of biomass,
water, electricity, and natural gas [9]. The results showed that existing research favors fewer
systemic strategies when optimizing resilience. The review concluded that optimization is
a useful tool for continually achieving sustainability in the supply chain associated with
the production, storage, and transportation of resources.

A comprehensive risk assessment scheme for predicting failures and consequences of
failures of offshore oil pipelines is presented in [10].

The authors proposed a method to assess the risk in terms of two points: the cumu-
lative probability of failure of the pipeline and its leak detection system, as well as the
magnitude of the consequences of such a failure. The consequences are financial losses as-
sociated with environmental damage, oil spill response, and production losses. Ultimately,
this analysis provides an estimate of the risk in monetary terms and helps to determine
whether the assessed risk exceeds a predetermined target risk.
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In [11], it was mentioned that oil and gas pipelines are more vulnerable to natural and
deliberate threats due to their large territorial extent. This study presents and discusses
potential needs in research fields such as pipeline safety, environmental sustainability,
and pipeline system sustainability to improve the sustainability of oil and gas pipelines.
Research on risk assessment based on Bayesian networks may expand in the future. In
addition, more studies and recommendations are expected on pipeline safety, sustainability,
and environmental impact to better protect pipelines.

In the studies reviewed, single critical elements of infrastructure systems are iden-
tified. Situations with the failure of several elements of the system at the same time are
not considered.

The following studies are devoted to the identification of critical objects in the gas
industry. A list of objects of the Unified Gas Supply System of Russia, the disruption of
which will lead to a relative deficit of daily gas supplies to consumers in the amount of
5% or more of the total needs in the industry, was determined [12]. Studies to determine
the combinations of objects, the simultaneous failure of which can lead to more than
a 5% shortage of daily gas supplies through the system were carried out [13,14]. The
study [15] was devoted to the identification of critical objects of the electric power industry
in Russia. After analyzing the results of previous studies, taking into account the work
carried out around the world, a methodology for determining the critical objects of energy
systems was developed. This methodology was tested on the example of the Russian gas
industry [16,17].

In reviewed works, the determination of critical objects and their combinations were
carried out using the method of enumeration. Multi-iteration studies were carried out in
which all elements and pairs of elements were switched off in turn in the computational
network. Thus, we determined those elements of the network and their combinations
where their failure would lead to the greatest gas deficit in the system. Due to restrictions
on the amount of analyzed information, situations with a one-time disconnection of three
or more network elements were not considered. Nevertheless, due to the specifics of the
functioning of the gas transmission network, such emergency situations of a cascade nature
are possible. Therefore, for greater completeness and comprehensive consideration of
various factors in the study of critical objects in this work, the authors use the method of
determining cliques to find the maximum number of interconnected main gas pipelines
where their failure would cause significant damage to the system in terms of reducing gas
supplies to consumers.

The problem of determining the maximum clique is formulated within the framework
of the problem of modeling attacks on infrastructure systems. Here, the attacking side and
the defending side are connected in a single mathematical formulation. Such models are
based on the class of Stackelberg games [18] with constraints in networks. In them, two
characters—a leader and a follower—pursue opposing interests. The goal of the attacker is
to inflict maximum damage on the defender under given resource constraints by reducing
the bandwidth or increasing transport costs on certain arcs, or completely removing nodes
or arcs from the computational network. The defender solves their optimization problem
on the network changed by the attacker. A detailed description of mathematical models of
this type of problem can be found in [19]. We also note that the mathematical description of
such problems can be reduced to multilevel optimization models of the attacker—defender,
defender-attacker, and defender-attacker—defender types, which have found wide appli-
cation in scientific research in modeling threats and response measures at various objects
of critical infrastructures. In fact, such models allow for determining the optimal plan
for implementing protective actions with a limited budget. A comprehensive analysis of
different types of defender-attacker-defender models is presented in [20]. Theoretical and
mathematical foundations of interdiction games and their applications are given in [21]. In
this work, we were primarily interested in the reliable functioning of the gas transmission
system from the standpoint of its protection from terrorist attacks. For this purpose, a
model of the attacker—defender type was considered in which the solution of the attacker’s
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problem was based on the problem of finding the maximum clique. The protector’s job was
to maximize the flow of gas through the network. Such a formulation will make it possible
to identify those critical network objects and their combinations where their failure leads to
the greatest decrease in the network bandwidth as a whole.

2. Materials and Methods
2.1. Threat Modeling at Critical Infrastructures

Several studies proposed the approach that combines an attacker’s and a defender’s
decisions in optimization-based models for the purpose of protecting critical infrastructures.
Such models can be represented as a three-stage sequential game and commonly take
the form

(DAD)ZER %0 ol T W

In the first stage, the defender chooses the plan of necessary infrastructure investments
w € W. In the second stage, the attacker forms their attack plan x € X(w) by considering
the defender’s actions. In the third stage, the defender collects all information about
the investments and corresponding attack plan and then chooses the plan of activities
y € Y(w, x) that minimizes the operating cost defined by means of the function f(y).

The resulting formulation is called the DAD model. Solving an internal problem, the
defender acts as an operator and finds such a set of actions that allows for minimizing
the costs of operating the infrastructure system. The designation y € Y(w, x) indicates
that the operator’s actions depend on the plan x of the attacking side, as well as on the
preliminary actions to protect the system. The operator’s costs can be expressed not only
in a monetary sense but also, for example, by a certain output of a product or the flow of
electricity through the network.

For operating infrastructure systems, as a rule, some common mathematical models
are applied to describe the interactions between the main objects of these systems. A flow
and supply model is often used for describing a power infrastructure system [22-24]. As
for the components of a water distribution system, the standard hydraulic model should be
used [25]. The standard traffic flow model is commonly applied to account for the cost of
road network components [26].

The maximization operation of the DAD model represents the actions of the attacker.
The attacker takes into account the preparatory actions of the defender and chooses an
attack plan x € X(w). The attacker tends to maximize the damage of the operator by
maximizing the costs of operating the system.

Finally, external minimization in a DAD model represents the actions of a defender
who chooses a defensive investment plan w € W. This plan can include active defenses,
hardening the infrastructure against attacks or creating new infrastructure that is less
vulnerable to attacks. The defender’s plan w € W takes into account the limited resources,
which need to be allocated in the best way to maximize the attack resistance of the infras-
tructure system. In this case, the solution of the DAD-type problem determines such system
components that should be protected to minimize the destructive actions of the attacker.

Note that two-stage problems of the attacker—defender and defender-attacker types
can also be considered. In the model of the first type, a part of the external minimization is
omitted that corresponds to the actions of the defender to strengthen the components of
the model. In this case, the problem is formulated as follows:

max min, fy).

The second type of problem arises in cases when the internal problem of network
parameter optimization is lacking or is solved in a trivial way; then, the attacker—defender
model can be obtained in the following form:

min max g(w,x),
weW xeX(w)
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where w is a vector of the defender’s choices, W is its feasible set, and g is the objective
function that represents the damage inflicted to the network. Such a model occurs, for
example, in territorial boundary patrol problems described in [20].

Generally, the DAD models in the form of Equation (1) are difficult to solve, given that
it is often impossible to reduce it to mixed-integer programming problem and complex
decomposition techniques are to be applied. An example that involves applying Bender’s
decomposition to solve a DAD-type problem is given in [27].

2.2. Mathematical Model of the Gas Transmission System

The gas transmission system of Russia is currently a very extensive gas transporta-
tion network. It is geographically distributed over many thousands of kilometers, with
numerous intersections of major gas pipelines. The calculation scheme used in this study
fully reflects all the technological features of a real gas transmission network and in-
cludes 388 nodes, among which, there are 96 consumers corresponding to the regions of
gas consumption and individual large production consumers, 33 gas production fields,
29 underground gas storage facilities, and 230 nodal compressor stations.

Note that the nodes corresponding to underground gas storages can be involved in
the system both as consumers of gas (if it is necessary to store it) and as producers (if the
accumulated reserves are necessary to meet consumer demand).

The connection between the nodes is established by means of 755 gas pipeline lines.
From the official statistical information [28-30], the following initial data for modeling
were taken: volumes of gas production at the fields, the required volumes of demand at the
nodes of consumption, and the throughput capacity of gas pipelines.

To solve the problem of supplying consumers with the required volumes of natural gas,
the maximum flow problem was used. This formulation required the following notation. I
is the set of nodes of the model; I, € I is the set of nodes of gas deposits; Is € I is the set
of consumer nodes; Iy € I is the set of branch nodes; S is the set of arcs (pipelines) of the
model; f is the total network flow; U is the adjacency n X n matrix with elements

w — 1, node i is connected to node j,
Y 0, node i is not connected to node j;

x;j is the value of the flow outgoing from the node i and entering the node j, where the
corresponding arc has the designation (i, j); d;; is the flow capacity of the arc (i, j); bj, i € I,
is the gas production; b;, i € I, is the gas consumption; iy is the number of the fictitious
nodes representing the cumulative source;

bip =Y b;;

icl,
is is the number of fictitious nodes that represent the total drain;

bis = Z b;.

i€l

The problem of finding the maximum flow through the network has the following
meaningful interpretation: it is necessary to find the maximum possible total volume of
gas that can be passed through the network with the given characteristics of connections
between the nodes, taking into account the established capacities of the lines, the available
production volumes, and the given volume of consumption. Solving the problem of finding
the maximum flow through the network makes it possible to determine whether the system
is capable of providing consumers with the required volume of gas that is delivered to
them through the gas pipeline network. This formulation does not take into account the
gas consumption for the needs of the gas transmission network itself. To account for this
flow rate in the current study, the gas flow rate for the entire system was increased by 10%.
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This indicator was obtained as a result of previously conducted numerous technical and
economic studies of the functioning of the gas transmission systems [31].

For the correct operation of the maximum flow search algorithm, it was necessary to
perform the following additional operations:

1.  Add toset I two fictitious nodes with numbers i, and i;, corresponding to the total
source and total drain. Connect all production nodes to a dummy node i,:
Mijzl,izio,jGIp.

2. The line capacity d;j, i =iy, j € Ip is set equal to the volume of gas production at the
nodes j € I,. Connect all consumer nodes to a fictitious node is:

uijzlliGIC/j:iS-

3. The line capacity d;j, j = is, i € I is set equal to the volume of consumption in the
nodes i € I.. Establish the equivalence of variables:

xij = Xji, i,j # {io is}-

4. Set the capacity of the lines, taking into account the symmetry of the adjacency
matrix U:
OSXide,']‘,OSinSdij,l’GI,]'GI.

5.  Introduce matrix U with elements uj;, which are defined as follows:

— 1/[1']', lfl < j,

MIET —u, ifi>

l]/ ]

Then the statement of the maximum flow problem has the following form:

maxf,
—f,i=ip,
Y uiixi = 0,i ¢ {ip,is}, i €1,
i 1y f,izg& } (2)

Xij = Xji, i,j S I\{io,is},
OSxideijr iEI,jEI.

Information on the ability of the gas transmission system to cover the load from
consumers became available to us after solving Problem (2). Bottlenecks can also be
identified, which are sections of the gas pipeline with the maximum load and sections with
a large margin of throughput. These data can contribute to making adjustments to the
characteristics of the gas transmission system in the direction of increasing or decreasing the
throughput of certain gas pipelines, taking into account the load on the part of consumers.

2.3. Statement of the Maximum Clique Problem
2.3.1. Basic Problem Statement

For the gas transmission system in Russia, we proposed to identify the most vulnerable
attack targets as a combination of nodes in which each node is connected to each other
node in the combination. In other words, the problem is to find a clique of the maximum
size [32]. For clarification, we use the terminology from graph theory.

The gas transportation system was represented using a directed graph. The nodes of
such a graph are fields, gas-consuming regions, underground gas storage reservoirs, and
nodal compressor stations. The edges of this graph are the gas pipelines. The main goal of
the attacker is to create the greatest damage to the gas transmission system. In this study,
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damage meant a decrease in the maximum gas flow through the gas pipeline network by
disabling the nodal or linear objects of the system. Naturally, fictitious nodes i, and is are
not considered when planning an attack and searching for a clique.

We assumed that the attacker solves the problem of finding the maximum clique
in order to disable the largest number of interconnected objects of the gas transmission
system. Here is a list of the basic notation for the mathematical description of the problem
of finding the maximum clique. G = (V, E) is an arbitrary undirected graph, V =1{1,2, ...,
n} is the set of vertices (nodes) of G, E C V x V is the set of edges (arcs) of G, and denote
E={(i,j):i,jeV,i#]j, (i,j) ¢ E}. To find the maximum clique of G, we needed to
solve the following problem:

max Y v;,
yey ieVyl (©)]

Y={ye{0,1}":y;+y; <1V(i,j) € E}.

Let SOL(G) be the set of solutions of Problem (3) for the graph G, and let Q = (I, S)
be the graph that corresponds to the gas transmission system described above. Then every
y € SOL(Q)) determines the set of nodes of the gas transmission system that form a clique
of maximum size. In the case of non-uniqueness of the solution, we obtained a set of such
cliques, which can serve as the basis for further more detailed planning of an attack with
maximum damage on the part of the attacker.

2.3.2. Determination of Gas Pipelines Cliques

Solving Problem (3) on the original graph () will allow the attacker to determine the
cliques associated with the nodes of gas production, consumption, storage, and branch
nodes. To detect the clique of gas lines, it was necessary to make the transition from the
original graph to the edge one. This can be done as follows.

Let there be an arbitrary directed graph G, given by a set of vertices V and edges E.
An edge graph is obtained from the original one by representing the edges of the original
graph as vertices. Let us consider the scheme of transformation of an initial graph into an
edge one using a simple example. In Figure 1, on the left, a graph G is given, consisting of
five vertices and six directed edges; on the right, its edge graph L(G) is constructed, which
is defined as follows:

1. Any vertex of the graph L(G) represents an edge of the graph G;
2. Two vertices of the graph L(G) are adjacent if and only if their corresponding edges
have a common vertex in G.

AN
L/

To form an adjacency matrix of an edge graph, we constructed an incidence matrix A
of size m x n of the original graph. Constants m and n determine the number of rows and

Figure 1. Original graph (left) and edge graph (right).
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columns in this matrix and correspond to the number of edges and the number of vertices
in the graph. For our example, m = 6 and n = 5. The elements 4;; of the incidence matrix A
took the following values:

1, if the i—th edge leaves the j—th node,
ajj = 0, if the i—th edge is not connected with the j—th node,
—1, if the i—th edge enters the j—th node.

Below are the incidence matrix of the original graph (matrix A) and the adjacency
matrix of the edge graph (matrix B):

1 -1 0O 0 O 010101
1 0 -1 0 0 1 01100
A= 0 0 1 -1 0 B— 010110
1 0 0 -1 0 111010
0 0 © 1 -1 0 01 101
0 1 0 0 -1 1 00 010

Matrix B was constructed from the incidence matrix of the original graph as follows.
Take, for example, the first column of the original matrix A, which corresponded to the first
vertex. From this vertex, there were three edges: 1, 2, and 4 (the corresponding elements of
the first, second, and fourth rows in the first column were equal to 1). The indicated edges
were pairwise adjacent to each other through the first node; therefore, in the adjacency
matrix B for vertex 1, we set connections with vertices 2 and 4, and did not forget to set the
connection between the second and fourth vertices. We proceeded in the same way when
considering the remaining columns of matrix A. Figure 2 presents the cliques of the edge
graph (on the right) and the corresponding sections of the original graph (on the left).

(1)

Figure 2. The cliques’ correspondence of the edge graph (on the right) to the sections of the original
graph (on the left).
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The proposed scheme for transforming the initial graph into an edge graph provides
the attacking side with a more extensive set of actions causing maximum damage to the
defender. Solving the problem of the maximum clique on the initial graph () allows for
planning an attack on such objects of the gas transmission system, such as fields, gas storage
reservoirs, and compressor stations. Furthermore, in the case of solving the same problem
for an edge graph L(Q)), the attacker can estimate the damage in the case of failure of
the gas pipeline system. Thus, we arrived at an attacker—defender type problem in the
following form:

myinm;lx f,
y € SOL(L(QY)),
—f, i=ip,
Y ﬁijx,-]- = 0,i¢ {io,is}, iel, 4)
jel f/ i= iS/

xij = xji, 1,j € I\{io, is},
0< Xij < dl‘]‘(l _yij)/ i€ I,j el,
where y;; = yj;; stands for the component of y that corresponds to the arc (7,j). Thus, a
maximum clique y € SOL(L(Q))) is a {0,1}-vector that determines the nodes of the edge
graph, namely, the pipelines to which the attack is directed (the attacker’s plan). The
pipeline (i, ) is in the attacker’s plan if y;; = 1, and is not otherwise.

Based on the solution of Problem (4), the attacker selects such a clique, the removal of
which will lead to the greatest gas shortage among consumers. The attacked cliques are
removed from the calculation network.

In this study, combinations of sections of gas pipelines, which were determined using
the maximum clique method, referred to critical facilities of the gas industry if the gas
deficit during their shutdown was 10% or more in the system. This statement was made in
accordance with the previously formulated methodology for determining critical objects of
power systems from the standpoint of ensuring the operability of these systems [17] and
earlier studies [14].

The model of the Russian gas transmission system was described by means of the
algebraic modeling system AIMMS 4.66 [33]. In this system, the problem of the maximum
flow (2) and the maximum clique problem (3) were solved using CPLEX 12.9 solver. The
calculations were carried out on an eight-core AMD FX-8350 processor PC (clock frequency
of each core was 4 GHz) and 8 GB of RAM.

3. Results

As part of the design conditions in this study, the average day in January was taken,
when in the constituent entities of the Russian Federation, there is the maximum consump-
tion of natural gas with its additional delivery from the underground gas storage reservoirs.
Thus, these are the most difficult conditions for the functioning of the gas transmission
network, under which, it is maximally loaded. In January 2019, the average load on the
Russian gas transmission network was 2234.87 million m3/ day.

Figure 3 shows an enlarged design scheme of the Unified Gas Supply System of
Russia with access to European countries. Today, more than 90% of Russian natural gas
is produced in one gas-producing region (North of the Tyumen region). This region is
located at a distance of 2-2.5 thousand kilometers from the main gas-consuming regions
and 4-5 thousand kilometers from importing countries. Thus, the Russian gas transmission
system is an extensive, geographically distributed network of gas pipelines with a large
number of crossings and branches. In addition, the corridors of large gas pipelines often
run close to each other.
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Figure 3. Enlarged calculation scheme of the Unified Gas Supply System of Russia.

As noted earlier, the nodes in an edge graph represent the edges of the original
graph. Consequently, the search for a clique of the maximum size in an edge graph can
be interpreted as a search for a node or a system of nodes through which the maximum
number of gas pipelines is laid. The maximum flow Problem (4) was solved individually
for every clique y € SOL(L(Q2)). With Problem (4) solved, the gas flow aTnd shortage
value were recorded for each of the cliques found in Problem (3). Table 1 lists the cliques
found and the damage caused by excluding them from the system. Due to the fact that all
studies were carried out on a model that was as close as possible to the actual functioning
gas transmission network, the calculation results do not provide either the names of the

objects that form the cliques, or information about their location.

Table 1. List of received edge graph cliques.

Gas Flow in the

ot e St Gas shonage )
(Million m3/Day) y
1 4-edge clique 1850.9 383.9 17.2
2 4-edge clique 1850.9 383.9 17.2
3 3-edge clique 1850.9 383.9 17.2
4 2-edge clique 1932.4 302.4 13.5
5 5-edge clique 2002.2 232.6 10.4
6 4-edge clique 2043.0 191.8 8.6
7 6-edge clique 2104.0 130.8 59
8 7-edge clique 2111.6 123.2 55
9 3-edge clique 2118.3 116.5 52
10 4-edge clique 2136.6 98.2 4.4
11 4-edge clique 2174.3 60.5 2.7
12 4-edge clique 2186.9 479 21
13 4-edge clique 2212.0 22.8 1.0

Table 1 shows data on the maximum flow while accounting for the excluded cliques.
Considering that the number of cliques detected was large, Table 1 shows the cliques that
caused significant damage to the gas transmission network. Table 1 clearly demonstrates
that the failure of the first three cliques of the edge graph will lead to a gas deficit for
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consumers in 17% for the system as a whole. This gas deficit is comparable to the failure of
other critical objects identified in previous studies [14,17].

As a result of the study [17], 61 critically important objects of the gas industry were
identified. Gas deficits arising from the failure of these objects varied in the range from
5% to 21%. Taking the 5% gas shortage as the lower bound, the nine cliques found in
this study met the criteria for critical gas objects. Due to the fact that the found cliques
are interconnected combinations of two or more objects, searching for them using the
enumeration method, as in the study [17], is very difficult.

The study [14] confirmed the hypothesis that the joint failure of a critical object and
any other object in the network can lead to a significantly greater gas shortage among
consumers. The enumeration method found 61,035 pairs of objects consisting of a critical
object and some other network object. Such failures lead to gas deficits in the range from
5% to 32%. After analyzing the results, 630 pairs of objects were identified, leading to
gas deficits from 10% to 32%. In the presented study, the results were obtained much
faster; a large amount of work was not required to analyze and sort the received cliques.
Nevertheless, the cliques found in this study corresponded to the results of [14] in terms of
possible gas shortages in the event of failure of the found network objects.

In the study [13], 20 edges of the calculation scheme of the gas transmission network
were determined. First, the failure of these edges will lead to a gas shortage of 3-21%.
Second, these sections make the greatest contribution to the possible synergistic effect that
is possible in the case of the failure of several sections of the network. Such a synergistic
effect lies in the fact that joint disruption of the operation of several network objects will
create a gas deficit greater than the total deficit if these objects are disconnected separately.
The results of this study corresponded to the results obtained in [13] regarding the volumes
of gas deficit among consumers when cliques are turned off. The found cliques were not
analyzed for the presence of synergistic effects because, in this formulation of the problem,
situations were simulated with the failure of entire network segments that form cliques.

In the study [34], combinations of interconnected nodal compressor stations that form
cliques were determined. A total of 45 cliques were found consisting of three elements. Of
the received cliques, six were selected, the failure of which will lead to a gas deficit in the
amount of 11-39%. It should be noted that some of the cliques contain critical objects found
earlier in [17]. The results of this study were consistent with the results of [34], both in terms
of possible gas deficits and in terms of the dimensions of the resulting cliques. Nevertheless,
the importance of the results obtained lies in the fact that they confirmed the possibility of
applying a new approach to finding critical network objects. This approach consisted in
analyzing the structure of the throughput capacity of interconnected gas pipelines, and not
simply in enumerating combinations of nodal compressor stations.

In total, with this approach to the analysis of the edge graph, 13 cliques were identified,
the exclusion of which would lead to a gas shortage among consumers. For the first five
cliques, the failure of these can lead to a gas shortage of 10-17% for the system as a whole;
therefore, they can be considered critical objects in the gas industry.

The difference in gas shortages among consumers in the event of failure of various
cliques was due to several factors. First of all, this was the different throughput capacities
of the gas pipelines that formed the resulting cliques. Basically, these were several gas
pipelines with a diameter of 1420 mm. In cases with six- and seven-edge cliques, these were
gas pipelines of smaller diameters. The locations of the found cliques and, accordingly, the
ability of the gas transmission system to bypass the excluded objects also affected the gas
deficit among consumers.

4. Discussion and Conclusions

The identification of critical combinations of objects in the gas transmission network
allows for planning protective measures and reducing potential gas shortages among
consumers in the event of an attack. The article proposed the application of the method
for determining the maximum cliques to search for the most interconnected sections of
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main gas pipelines of a gas transmission network. Solving the problem for the maximum
clique helps to assess the significance of a particular combination of network objects from
the point of view of providing consumers with gas. At the same time, one can proceed
to the analysis of larger subsystems of nodes without using iterative procedures for the
step-by-step elimination of network elements and their combinations, which complements
the previous work done on this topic. The study was carried out on the calculation scheme
of the Unified Gas Supply System of Russia. The most interconnected sections of the
network were identified and the analysis of possible consequences for the system in case of
their shutdown was carried out.

First, it should be noted that the maximum size of the edge clique for the Russian gas
transmission network was seven interconnected elements. In contrast, the maximum node
clique in this network was three elements [34].

Second, as a result of the application of the proposed method, five interconnected
sections of main gas pipelines were obtained, which formed cliques, the failure of which
can lead to a gas deficit in the amount of 10-17% for the system as a whole. Based on
the high importance of these cliques in providing consumers with gas, the authors of this
article proposed to include them in the list of critical objects of the gas industry.

Third, gas deficits arising from the failure of the found cliques had deficits resulting
from the failure of critical objects of the gas industry in the range of 5-21% and 10-32% for
their combinations [14,17].

The calculation results corresponded to the results of previous studies performed
using other methods, such as element-by-element enumeration [14,17], the method for
determining synergistic effects [13], and the clique method for network nodes [34]. Thus,
the presented study and the results of calculations confirmed the applicability of the method
of maximum cliques for identifying critical objects in the gas industry. This method can be
used when searching for critical elements in critical network infrastructures.

As a further development of research, the authors see the development of measures
aimed at reducing the significance of the found cliques. Such events should be both short-
term and long-term. Thus, taking such measures into account in the further development
of the gas transmission system will help to increase its reliability.
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