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Abstract

:

This article presents a solution that strengthens information security in critical infrastructure entities. Critical infrastructure plays a key role in the functioning of the state and the life of its citizens. Therefore, the protection of critical infrastructure is one of priorities in Poland. The aim of this article is to show that designated postal operators may become an important link in the process of information flow and cybersecurity. Based on their multiple-year experience and expended competences, the operators may provide digital services for entities responsible for the energy security infrastructure. Verification of this goal is necessary, since critical infrastructure is exposed to growing threats, both in the area of energy and other sensitive sectors of the economy. Research results presented in the article were obtained by conducting a CATI survey. The study used the purposeful selection method, which allows to influence the structure of a sample in the context of goals set by the authors. The method solicited key information from experts on postal and energy markets. The results constitute a new approach to the role of the designated postal operator. The authors analysed possibilities to support entities that secure critical infrastructure, including those from the energy sector. It shows that the role of the designated postal operator may significantly change. Taking into account the security of information and cybersecurity, the postal operator could expand its competences, secure infrastructure-related information flow, and thus become a key pillar of the state.
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1. Introduction


The continuous development of civilisation leads to growing dependence of society on the widely understood infrastructure. This makes citizens no longer self-sufficient in many areas of their everyday lives. A part of this infrastructure is known as critical infrastructure [1,2,3]. It is defined as systems and their constituent functional objects, including buildings, equipment, installations, and services that are crucial for the security of the state and its citizens. Moreover, it ensures the functioning of public administration bodies, as well as institutions and entrepreneurs [4]. Critical infrastructure plays a key role in the functioning of the state and lives of its citizens. As a result of events caused by natural or man-made forces, critical infrastructure may be destroyed, damaged or disrupted, putting the lives and property of citizens at risk. At the same time, such events have a negative impact on the country’s economic development. Hence, protecting critical infrastructure is one of the priorities facing the state, including Poland. The essence of tasks related to critical infrastructure lies not only in ensuring its protection against threats, but also in ensuring that any damage or disruption to its functioning is as short-lived as possible, easily remedied, and does not cause additional losses to citizens and the economy.



The article refers to critical infrastructure that includes inter alia, energy supply systems, energy resources and fuels, and the communications sector.



One of the elements of crisis management [5,6] related to the protection of critical infrastructure [7,8,9] is the cooperation between public administration and businesses. Its purpose is to work together to improve safety and ensure security.



The cooperation aims to develop transparent rules and procedures between the administration [10] and the owners of vested and dependent critical infrastructure facilities, installations or equipment [11,12,13,14,15]. This is due to the fact that much of the infrastructure, which is crucial to the security of the state, is currently in private hands, which may, however, pose some risks. Therefore, it seems justified to use the capacity of a designated (The designated operator is a solution introduced by the postal directives of the European Parliament and the Council in order for the state to fulfil its obligation towards citizens regarding the availability of universal postal services. This solution is supposed to reconcile the liberalisation of the postal market with the availability to citizens of basic services of a good standard, provided at an affordable price throughout the country and abroad.) postal operator, which, on the one hand, is a key element of the communications sector and, on the other, is an institution of public trust with powerful infrastructural, organisational, and social potential.



The aim of the article is to demonstrate that designated postal operators may become an important link in the process flow of information and cybersecurity. Based on their multiple-year experience and expanded competences, the operators may provide digital services to entities responsible for energy security of critical infrastructure.



The structure of the article allows for the verification of its purpose. The first part of the article defines key areas of critical infrastructure in relation to the energy sector. This part is a starting point to identify threats in the context of cybersecurity of critical infrastructure. The possibilities of engaging the designated postal operator are then indicated, as confirmed by research. The results of the research presented in the article allow for a discussion, including recommendations for both critical infrastructure operators and the government.



The aim of the article was verified on the basis of a CATI survey conducted among postal market and energy sector experts.



The individual indications obtained made it possible to identify premises demonstrating the involvement of the digital postal operator to ensure the security of energy critical infrastructure. Due to the nature and limited volume of the article, its further part discusses only selected results of the study.



The study aimed at demonstrating the potential of the designated postal operator, which ensures the appropriate level of energy security.




2. Critical Infrastructures and the Energy Sector


It is important to stress that critical infrastructure provides security [16,17,18,19] in peacetime, but its reliability is essential in crisis conditions. Therefore, it is worth investing in its stability and ensuring its smooth functioning. Energy generation and distribution [20,21,22] is a strategic issue for the security of the state. At the same time, geopolitical, environmental, and technological changes [23] have made it necessary to transform existing operating models [24,25,26] of the energy sector. Figure 1 shows the impact of certain factors on the energy security model.



It is therefore crucial to secure the transmission of information between these factors. Furthermore, while elaborating on energy security, the literature identifies the transition to renewable energy sources and the intensification of energy conservation processes as a key factor [27]. The issue has become the centre of the European Union’s political agenda, as presented in the Political Guidelines of the President of the European Commission, the priorities of the European Parliament, and the Strategic Programme of the European Council for 2019–2024. The goal to be achieved is a digital and green transformation that is to encompass all economic and social activities, resulting in increased European competitiveness and prosperity, economic and technological sovereignty, resilience to external shocks, climate neutrality, and digital leadership [28].



The ways to achieve the goal are specified in other documents, among which the European Green Deal [29] and the strategy “Shaping Europe’s digital future” are fundamental [30]. According to them, changes in the energy sector [31] depend substantially on the development of the digital sector, which is expected to be a source of innovation in clean technology [32] and a provider of services that reduce energy consumption. However, in addition to these key areas of energy security, there is a question of how to safeguard the flow of information, and this is where the role of the designated postal operator comes into play.




3. Cybersecurity in the Context of Critical Infrastructure


Progressing digitalisation raises the question of the information security related to internet-connected services and infrastructure. In this view, it is worth recalling the opinion of former FBI Director Robert Mueller who stated that companies could be divided into two types: those that have fallen victim to an attack and those that will become so. Numerous examples support the thesis.



It is important to note that large organisations, including energy sector companies, despite having the knowledge and resources at their disposal, are not free from threats, as exemplified by the attack referred to by researchers as Soliorgate. The attack resulted in a breach of information systems in over 400 of the largest global corporations listed by the Fortune 500. At the same time, SMEs, in addition to being a target in their own right, are exposed to attacks, especially when they are in the supply chain of the actual target. In such a situation, they can be used as an attack vector or to disrupt the functioning of the targeted entity.



The European Union has been trying to provide comprehensive regulation of cybersecurity. Hence, the EU adopted Regulation 2019/88112 (Cybersecurity Act) and Directive 2016/1148, referred to in the literature as the NIS Directive. While analysing provisions of the former from the perspective of the energy sector, it must be noted that its scope includes the setting of objectives and tasks for the European Union Agency for Cybersecurity (ENISA) and the framework for the establishment of European cybersecurity certification schemes [33].



Directive 2016/1148 was introduced to achieve a high common level of security for the network and information systems in the Union, thereby improving the functioning of the internal market. The way to achieve it is to create a network for the exchange of information and cooperation in this area between EU countries and national cybersecurity systems. This involves the defining of specific groups of entities and imposing on them obligations in the area of cybersecurity. Moreover, it is necessary to appoint bodies within the state to handle incidents, including crisis response and analysis of past attacks and the formulation of recommendations.



The Directive foresees two types of obligated parties. These are key service operators, which include energy sector actors, and digital service providers. The first group includes public or private entities providing services that are vital to the maintenance of critical social or economic activity. Wherever the provision of their services depends on IT networks and systems, an incident may have a significant disruptive effect. The second group includes all legal entities providing digital services.



It should be stressed that in a rapidly changing geopolitical environment, it is essential to maintain good quality of services, such as collective transport, energy [34] and water supply, communications, and postal services. The expansion of critical infrastructure must not be determined by costs or profits. What matters is the security of citizens and the uninterrupted satisfaction of their basic needs.




4. Digitalisation of the Designated Postal Operator


While analysing the situation in the context of secure transmission of information [35] for energy critical infrastructure, the question arises which entity should be responsible for support and security. Such a role could be undertaken by the current designated postal operators who, subject to intensive digitalisation processes, could become an important link in the process. The operators are capable of providing information and cyber security, extending their competence on the basis of their long-term experience in transmission of information, and becoming a supplier of digital services to entities responsible for energy security and critical infrastructure.



The digitalisation [36,37] of the economy and society is one of the most dynamic changes of our times. Although it has created new opportunities for postal operators, at the same time it brings uncertainty and various related risks, inter alia, to the social effects of production automation or security in its broadest sense. The radical nature of the changes brings completely different values to market players and consumers. To cope with these changes, both individual companies, public administrations, and societies and national economies must undergo digital transformation [38,39]. Until recently, the key area of activity of postal operators was the handling of traditional postal items. However, under the influence of digitisation of the economy, the volume of mail has been reduced, especially in highly developed countries. This trend is directly related to the e-substitution of traditional postal services. It should be noted that, although on the one hand it is the most threatened area, on the other hand, it is characterised by powerful opportunities [40]; if a new service provision concept is adopted. This should allow for the replacement of the handling of traditional correspondence with modern information technologies, and the simultaneous extension of the current role of postal operators with digital information security provided for the critical energy infrastructure.



It should be emphasised that modern technologies [41] used by operators allow not only data processing but also provide an added value for clients in the form of e-services [42]. In addition, the use of mobile technologies by postal operators enables more efficient and effective communication, and collection and processing of data on the basis of which further management changes can be implemented. It is also important that, in addition to the development of personalised services in the digital space, postal operators should develop cooperation with their governments. This points to a new role that designated postal operators could perform. Being public trust institutions [43] with an adequate digital infrastructure and with experience in the area of critical infrastructure security, they could expand their activity to include the provision of digital services to entities responsible for the security of critical infrastructure, especially in the energy sector.



It is a result of the strategic character of the postal market that brings together entities that perform similar activities at a micro and macro scale. It is believed that if postal operators combined the physical and digital worlds, they would take a strong position in the market and compete with digital platform providers. Importantly, postal operators are often seen as an institution of public trust. Moreover, the highly accessible network of post offices is also an asset. While operating infrastructure of the largest coverage in the country, designated postal operators may become partners in the provision of digital security for critical energy infrastructure based on modern information technologies. Postal platforms that provide electronic postal services can be used to support communication with critical infrastructure security companies and citizens, because in a critical infrastructure crisis the largest issue is to provide information to the public. The key benefit would be first and foremost a highly secure communication process.



Furthermore, the aim of greater security, in the context of information flow in the area of critical infrastructure, is to strengthen the position of the designated operator by merging it with the structures of government administration. This solution is feasible in states that see the operator as a pillar of their national security. Nowadays, in an environment based on a far-reaching division of labour, the supply of goods and services to citizens is provided using a multifaceted network of production, distribution, and administrative management systems. These systems comprise a network critical for ensuring the security of citizens and the state, and they are collectively referred to as critical infrastructure [44]. From the point of view of the functions of the postal system, the adequate level of information security requires measures to prevent disruptions, as well as increased capacity to coordinate processes within institutions that contain elements of the government postal infrastructure. Through its administration units, the state should counteract attempts to destroy the state’s information infrastructure. Provision of a communications system within the country is critical to its security, especially its government administration, armed forces, and the energy sector. A system based on state-of-the-art telecommunications technology and the highest security standards is essential for the development of any country. Therefore, the security of critical infrastructure should be regarded as essential for its functioning [45]. It is also important to highlight threats to critical infrastructure information systems, which may have a variety of causes. There are also risks that adversely affect the performance of tasks and objectives. The risks may depend on external or internal factors. These events can cause difficulty, disruption, or even prevent the transmission of information, and as such they need to be identified in order to plan appropriate actions [46].



The ideal situation for the state, however impossible to achieve, is to undertake all measures to completely eliminate risk in the sphere of information technology. Unfortunately, changes in public sector entities and in their environment, unpredictable external conditions (e.g., statutory, climatic, or technological) make it impossible to reduce the risk to zero permanently and force comprehensive actions to mitigate the risk to an acceptable level. The increasing number of communication systems and their various configurations, as well as databases and data registers, make the IT environment more extensive and sophisticated. Systems are not only interconnected within a given entity, but often communicate with and depend on external systems and people. The number of people with access rights to these systems and data has also been growing. The complexity and range of the infrastructure (often reporting to many different entities) has a significant impact on the management of risk in this area. However, depending on the risk classification, its priority, and importance and state of acceptability, appropriate actions should be taken with regard to the use of the postal infrastructure.



In the context of the information presented, the key role of the state is to secure the communication system. This might be the responsibility of designated postal operators that use facilities and network to fulfil basic tasks of the state when the telecommunications critical infrastructure is not functioning. This primarily results in the fulfilment of national security objectives. In this view, the state would have a wide range of institutional, administrative, and economic tools to achieve its intended goals. It should also be indicated that heavy state involvement in the operation of postal incumbents would prevent marginalisation of peripheral areas. It can be assumed that as a result of such activity of states, the position of designated operators would strengthen (Significant investment in infrastructure should be highlighted here.), with a smaller share of other postal operators on that market, as presented in Figure 2.



The model may be supplemented with a market model that will respond to challenges of the New Economy, e-economy, i.e., a model in which postal operators make extensive use of modern technologies.



It should be pointed out that the digitalisation of postal services in EU countries has seen an intensive increase in the involvement of modern technologies.



To conclude this part of the deliberations, it should be pointed out that research is needed to determine whether a designated postal operator transformed into a digital postal operator would provide secure transmission of information for the critical infrastructure in the energy sector.




5. Materials, Methods and Results


Research referred to in the article has demonstrated that designated postal operators may become an important link in the process of information flow and cybersecurity. Based on their multiple-year experience and expanded competences, the operators may provide digital services for entities responsible for energy security infrastructure.



The aim of the article was verified on the basis of a CATI survey conducted among postal market and energy sector experts (The study involved a team of nationally recognised experts in the postal and energy sectors. These included representatives from universities and a scientific research institute, as well as postal and energy sector operators). The experts were interviewed as part of the study. A total of 28 experts were surveyed (11 related to the postal market, 17 related to the energy market). The survey was conducted in Q4 2021. The study was based on the purposive selection of 26 experts who provided their assessment.



The individual indications obtained enabled the identification of premises demonstrating the involvement of the digital postal operator in the security of energy critical infrastructure. Due to the nature and limited volume of the article, only selected results of the study are discussed further.



The study aimed at demonstrating the potential of the designated postal operator to allow an appropriate level of energy security. The evaluation includes:




	
Organisational experience in ensuring a smooth flow of information;



	
The property of building an organisational structure—points of contact;



	
Expertise of the personnel as regards the operation in the area of critical infrastructure;



	
Risk management skills in the context of cybersecurity;



	
Ability to ensure business continuity;



	
Experience in crisis management;



	
Experience in the design and implementation of security procedures for the acquisition, development, and maintenance of information networks and systems.








Experts assessed the potential for the involvement of the designated postal operator in the provision of critical infrastructure security. The scale used by the experts ranged from 1 to 10, where 1 was the lowest score (lowest potential) and 10 the highest (highest potential, which guarantee efficiency). Opinions are presented in Figure 3.



The analysis of responses shows that the major weakness is the organisational structure. which needs to be reformulated. This seems obvious, legitimate, and necessary. When expressing their opinion, the experts were aware of certain shortcomings that limit the positive image of the postal operator on the market. However, considering the potential and experience, in the opinion of the experts, the postal operator is best suited for the new function.



The elements described above enable to meet challenges faced by the energy sector. Taking into account further digitalisation of postal services, it is reasonable to use this public trust institution to perform tasks that secure the critical infrastructure of the energy sector, in terms of transmission of information and cyber threats.



The analysis covered expectations regarding support to secure energy critical infrastructure in terms of information transmission and cyber threats. These include:




	
Offering efficient flow of information between the relevant entities responsible for safeguarding national energy security,



	
Supporting risk management at all levels of governance in energy sector entities,



	
Developing procedures in the event of a cyber incident;



	
Helping to prevent, detect and respond to cyber incidents;



	
Ensuring business continuity and crisis management, security of the energy supply chain for energy operators, while taking into account vulnerabilities specific to each energy provider; and



	
Developing and implementing security procedures in acquisition, development and maintenance of networks and information systems.








After they identified and indicated a set of factors influencing the security of energy critical infrastructure, experts were asked to indicate their expectations regarding the support for the energy critical infrastructure. The scale used by the experts ranged from 1 to 10, where 1 was the least important and 10 the most important (should be implemented immediately). Opinions are presented in Figure 4.



Energy sector actors articulate their willingness to accept support in a number of areas, with the aim to protect critical infrastructure. However, the assistance to prevent, detect and respond to incidents is seen as the most important. In addition, it is important to have an efficient flow of information between relevant entities responsible for national energy security. There are clearly problems in this area. Those responsible for critical infrastructure often point to the problem of information chaos, hence the efficiency of information flow is highly important. There are slightly lower expectations in terms of business continuity and crisis management. This is due to the fact that the actors manage this on their own and expect less support.



In conclusion, it is clear that the potential of a designated postal operator allows it to fulfil additional tasks that support critical infrastructure and energy sector players expect such support. Therefore, it seems justified to extend competences of the designated postal operator to secure the transmission of information within the critical energy infrastructure.




6. The Role of the Government in Ensuring the Security of Critical Infrastructure by the Designated Postal Operator


A particularly important area that needs to be discussed is the security of critical infrastructure and cybersecurity provided by the state. The starting point for the implementation of the concept presented in the article is to define regulations and the level of their intensity. This should help to achieve the intended goal, which is to increase competences of the designated postal operator.



The state can apply both institutional and economic regulations. However, due to the key importance of critical infrastructure for strategic sectors of the economy, regulations at the administrative level should be considered crucial, as they allow to expand competences and the scope of activity of the designated postal operator. They will constitute the starting point for further regulations, both institutional and economic. Economic regulations should take into account solutions that support investment in modern technologies and systems that are pivotal for ensuring the security of critical infrastructure and cybersecurity. The regulations are an important link in the process of building the security of critical infrastructure. The state activity in this area should be coordinated and multidirectional using the described tools, especially by integrating the structure of the designated postal operator at local, regional, and national levels, and building awareness and promoting intensive IT education on the security of key elements of critical infrastructure. By means of administrative regulations, the state may oblige to use the potential of the designated postal operator to support information flow between entities in key sectors of the economy, with particular reference to the critical infrastructure.



The proposals for the use of appropriate regulations cannot be considered as a solution to the problem of critical infrastructure security and cybersecurity. However, it should be noted that the regulations may encourage the extension of competences of the designated postal operator. The careful approach to regulations may help to create a platform that strengthens the security of critical infrastructure.




7. Discussion


The analysis of possibilities to support entities that secure critical infrastructure, including those in the energy sector, shows that the role of the designated postal operator may change significantly. Considering the security of information flow and cybersecurity, the postal operator could expand its competences by becoming a digital service provider. Its tasks may include:




	─

	
Providing risk management in cyberspace based on technical and organisational measures to manage security risks in networks and information systems used by entities in the energy sector to provide their services;




	─

	
Analysing risks and security policies pertaining to information systems;




	─

	
Developing procedures dedicated to energy sector actors in the event of an incident;




	─

	
Preventing, detecting, and responding to incidents;




	─

	
ensuring business continuity and crisis management, security of the energy supply chain for energy operators, taking into account vulnerabilities specific to each energy provider;




	─

	
Developing and implementing security procedures in the acquisition, development and maintenance of networks and information systems;




	─

	
Developing security policy and procedures to assess the effectiveness of cyber risk management and the use of cryptography and encryption in communications with energy sector entities;




	─

	
Applying a specific methodology or certification schemes when implementing required technical and organisational measures, while taking into account the latest knowledge; and




	─

	
Reporting incidents that have a significant impact on the provision of energy supply to the competent authorities or response teams.









The digital postal operator can be an institution coordinating the course of actions and the flow of information between parties involved, as presented in Figure 5.



The digital postal operator can be responsible for the monitoring and provision of information on cyber risks, cyber threats, and incidents affecting critical parties involved, as well as on measures put in place by competent authorities in response to such risks and incidents. Moreover, similar solutions could be introduced for internationally relevant critical actors.



It would therefore be necessary to introduce a system supporting the provision of standardised information to the designated groups of operators. Since this has not been organised, we are swamped with information and run the risk that important information is overlooked. The digital postal operator may coordinate the information flow while providing the highest possible level of security.



The digital postal operator, which already has an appropriate structure in place, could establish national contact points to ensure cross-border cooperation between authorities in member states, as well as cross-sectoral cooperation with other relevant national authorities. In addition, to strengthen institutions and improve the flow of knowledge and good practices, human resource capacity can be built through a training system.



It should be noted that from the perspective of the energy sector, the security of the infrastructure is pivotal, as inability to supply energy could adversely affect public order, the public and people’s health. It may also lead to systemic risk, in particular, where such a disruption could have a cross-border impact. It should be stressed that cyberattacks on large entities often increasingly focus on their suppliers or subcontractors (Kozłowski, 2021).




8. Conclusions


Energy security and cybercrime threats are a real challenge for energy sector players. They can affect all spheres of society and have far-reaching political, economic, or military consequences. The progressing digitalisation of all spheres of life, supported by the European Union, has led to a rapid increase in the number of risks. At the same time, self-regulatory cybersecurity measures by companies have not been successful since these have not been convergent in terms of their level and form and could guarantee only partial security.



Regarding the obligations imposed on the state, the expansion of the information exchange network is crucial. Considering other goals set for the organisations concerned, it is important to define the information sharing structure and avoid the duplication of information leading to information noise. However, this is a purely management issue and hopefully the operation of the structure is free of such noise.



The proposal presented in the article, aimed at increasing the role of the designated postal operator to support energy security, should be taken into account in the context of energy infrastructure security, especially regarding the transmission of information.



The potential and experience of the designated postal operator provides a basis for the creation of a new organisation, which, as a public trust body, would be an institution supporting the important area of critical infrastructure energy security.



It must be stressed that critical infrastructure, especially in the energy sector, plays a key role in the functioning of the state and its citizens, and its security is one of state priorities. In particular, the protection of critical infrastructure is important in terms of the organisational arrangements put in place to ensure the functioning or rapid recovery of critical infrastructure in the event of threats, including failures, attacks, and other disruptions.



It should be emphasised that the essence of tasks related to critical infrastructure lies not only in its protection, but also in ensuring that any damage or disruption to its functioning is as short as possible, easy to remedy, and does not cause additional losses to the society and economy. It is important to involve parties responsible for the management of the infrastructure in the provision of security by enhancing private and public sector cooperation. Indeed, protecting critical infrastructure is in the interest of both private entities and the state administration. The active partnership between private and public operators of critical infrastructure facilities, installations, and equipment will allow a stable functioning of the system.



The research results show that the security of critical infrastructure requires constant monitoring of challenges faced by critical infrastructure operators. It should be pointed out that new challenges arise continuously from the digitalisation of the society and economy. Therefore, it is imperative to observe public entities, such as the designated postal operator, as they have powerful experience and knowledge that can be very convenient in such a volatile environment. The authors of the article consider these challenges to be subject of their further research.
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Figure 1. Impact of factors on the energy security model. Source: Authors’ own elaboration. 






Figure 1. Impact of factors on the energy security model. Source: Authors’ own elaboration.



[image: Energies 15 00231 g001]







[image: Energies 15 00231 g002 550] 





Figure 2. Model strengthening the postal services market. Source: Authors’ own elaboration. 
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Figure 3. Assessment of the capability of the designated postal operator to provide an adequate level of security for the transmission of information within the energy infrastructure. Source: Authors’ own elaboration. 
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Figure 4. Desirable expectations affecting the energy security of critical infrastructure. Source: Authors’ own elaboration. 






Figure 4. Desirable expectations affecting the energy security of critical infrastructure. Source: Authors’ own elaboration.



[image: Energies 15 00231 g004]







[image: Energies 15 00231 g005 550] 





Figure 5. The flow of information between parties. Source: Authors’ own elaboration. 
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