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Abstract: In the 21st century, it is becoming increasingly clear that human activities and the activities
of enterprises affect the environment. Therefore, it is important to learn about the methods in which
companies minimize the negative effects of their activities. The article presents the steps taken and
innovative actions carried out by enterprises in the energy sector. The article analyzes innovative
activities undertaken and implemented by enterprises from the energy sector. The relationships
between innovative strategies, including, inter alia, digitization, and Industry 4.0 solutions, in
the development of companies and the achieved results concerning sustainable development and
environmental impact. Digitization has far exceeded traditional productivity improvement ranges of
3-5% per year, with a clear cost improvement potential of well above 25%. Enterprises on a large scale
make attempts to increase energy efficiency by implementing the state-of-the-art innovative technical
and technological solutions, which increase reliability and durability (material and mechanical
engineering). Digitization of energy companies allows them to reduce operating costs and increases
efficiency. With digital advances, the useful life of an energy plant can be increased up to 30%.
Advanced technologies, blockchain, and the use of intelligent networks enables the activation of
prosumers in the electricity market. Reducing energy consumption in industry and at the same time
increasing energy efficiency for which the European Union is fighting in the clean air package for all
Europeans have a positive impact on environmental protection, sustainable development, and the
implementation of the decarbonization program.

Keywords: innovation; energy efficiency; blockchain; Industry 4.0; digital transformation; digital
twin; mechanical engineering

1. Introduction

The management of enterprises in the energy sector is currently focused on several
essential activities, namely the digitization of the sector [1,2] and its development toward
zero emissions (decarbonization) and sustainable development [3]. The ability to adapt to
the requirements of the legal, ecological, or technological environment allows enterprises to
implement new solutions operating on the market in a short time [4,5]. If the enterprise has
the ability to react in advance (the so-called anticipatory adaptation [4,5]) and use various
flexible processes and integration with high-tech systems, it has the potential to create a
digital enterprise. Such an enterprise would be based on virtual reality and integrated
solutions from the world of automation and robotization. The direction and actions taken
in the process of managing enterprises in the broadly understood energy sector are shown
in the Figure 1.

Digitization already contributes to increasing the level of security, efficiency, availabil-
ity and durability of energy systems. Digitization gives the opportunity to increase energy
efficiency thanks to technologies that collect and analyze data. These data are processed
into useful information using data analysis technologies such as artificial intelligence algo-
rithms and then sent to devices that can influence physical changes in order to optimize
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energy consumption [6]. The novelty of research concerns digitization, digital twins, and
the latest solutions used in the energy sector. Many solutions are already implemented
in some sectors, e.g., the aviation industry (engines in airplanes), but for power plants,
these are innovative solutions. This approach is analogous to that of innovation, which
can be broken down into relative innovation and absolute innovation. Digital twins are
in the initial stage of application in nuclear power; therefore, we will classify them as
relative innovations.

E Y

‘ digitalization

Digital Twins
sustainable RFID
development loT
energy efficiency blockchain
increase flexiblitity virtualized

decarbonization ecomobility power plant

RES

o
AV
[ ) l‘

nuclear energy { B3
alternative fueals & R & HH £ = T %

Figure 1. Direction of energy sector development; source: own elaboration.

Decarbonization and energy efficiency, which are a response to the problem of the
environment and global warming, require the implementation of appropriate strategies,
taking radical decisions to promote effective and timely change in energy systems [3,7].

Zero-emission and sustainable development are associated with the implementation
of innovative solutions in the field of renewable energy sources as well as switching the
activities of enterprises to operate with regard to energy efficiency. Enterprises more
and more often use the energy efficiency standards ISO 1400 and ISO 5001. Particular
attention should also be paid to the increasing use of the ESCO (energy saving/service
company) formula. Energy service companies (ESCOs) can be effective instruments to
overcome some of the barriers to energy efficiency implementation [8]. The growing use
of renewable energy sources and energy efficiency technologies is one of the trends in
climate transformation and sustainable development identified in the industrial sector [9].
Reducing the intensity of carbon dioxide emissions as well as improving efficiency in
industry combined with innovative solutions positively affects the climate and energy
situation [10].

This article presents research on activities undertaken by enterprises in order to meet
the environmental and technological requirements. In terms of technological issues, the
increase in energy efficiency, through the use of ADP and AMT techniques as well as
the digitization of the sector (virtual power plants, blockchain, and digital twins), was
analyzed. In the environmental aspect, the activities of the European Union related to
decarbonization, reduction of harmful effects on the environment, and reduction of energy
consumption were examined.
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2. Materials and Methods

For several years, management studies have started to adopt, accept, and apply mixed
methods, i.e., two methods at the same time: qualitative and quantitative, represented
by the inductive model and the hypothetical-deductive model [5]. In the research works
carried out and described in this article, qualitative research was used, carried out using
the observation method, and classified as primary research, and descriptive methods were
classified as secondary research called desk research. The conducted observations made
it possible to analyze the behavior of enterprises, while desk research made it possible to
perform a descriptive analysis of enterprises and the entire sector. Secondary research used
external literature on digitization and innovation in industry and the energy sector. The
analysis of the text was based on the literature published in English, as well as reports
from various companies, and the annual reports of energy companies. In addition, material
published in articles in specialist journals and on websites was analyzed. As part of the
source study, a critical content analysis was performed, and the existing data were analyzed.
An analysis of data contained in official reports of EU institutions was also carried out.

3. Results

Innovation and new technologies allow companies to function, work, and develop in
a constantly changing environment. Moreover, innovations help to reduce the negative
impact on the environment. The innovation strategy defines long-term goals, methods, and
scope in which the implemented innovations, whether product, process, or organizational,
are used to build a strong position on the market. The role and significance of innovations
and currently frequently used eco-innovations for the development of enterprises result
from their direct or indirect impact on the company’s results. Innovations depend on the
genre (type) of industry. Innovation can also increase the level of employment in a company
and affect efficiency. Desk research shows that some sectors have implemented innovations,
digitization, and high-tech solutions much earlier than energy companies. Desk research
has also shown that the latest technical and IT solutions such as blockchain and digital
twins enable the implementation of a low- or zero-emission economy (decarbonization),
e.g., by creating virtual power plants and using a greater share of renewable energy sources
and greater activity of prosumers in the energy mix.

4. Discussion
4.1. Energy Efficiency

Over the past two decades, many economies and governments have increasingly
focused on investing in energy efficiency. The actions undertaken mainly concern the
improvement of production processes, the modernization of devices and buildings, and
the introduction of new technologies. Industrial energy efficiency programs have become
one of the most popular government policies aimed at reducing energy consumption in
energy-intensive industries [11,12]. In 2015-2018, the National Fund for Environmental
Protection and Water Management in Poland allocated approximately 510 billion EUR to
activities increasing energy efficiency. These funds were allocated to all kinds of activities
aimed at increasing energy efficiency [13].

Efficiency in the economy or in industry can be considered, inter alia, as efficiency
relating to production processes or energy efficiency. The efficiency of production processes
is defined as the result of economic (industrial) activity which is the quotient of the obtained
effect to the inputs [14]. Energy efficiency is expressed analogously to the efficiency of
production processes or can be generally defined as reducing energy consumption while
maintaining or increasing the current level of broadly understood economic activity. In
detail, energy efficiency is the ratio of the obtained value of the utility effect of a given
facility, technical device, or installation to the amount of energy consumption by this facility,
technical device, or installation, or as a result of the service provided, the process necessary
to achieve this effect [15].
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Energy efficiency contributes to energy security, effective environmental protection,
quality of life, and economic prosperity. Energy efficiency is the best way to make better
use of existing resources, promote economic growth, and reduce energy costs [16]. The
reduction of energy consumption, whether in energy companies or production companies,
occurs at the stage of production, transmission, distribution, or end use, mainly as a result of
technological changes. In terms of efficiency, it is important to use innovative technological
solutions that ensure the same or higher level of production or services [14]. The main
motive for implementing these investments is reducing domestic dependence on imported
energy sources and reducing carbon dioxide emissions related to the increasing demand
and growing energy consumption [17] and moving toward decarbonization. Given the
high potential to reduce greenhouse gas emissions, the low cost of improving energy
efficiency, and the fact that there is a lot of financial aid available to mitigate climate change,
many countries see energy efficiency as one of the directions for decarbonization.

Technological development and, above all, significant drops in the costs of introducing
the latest solutions facilitate the adoption of effective decarbonization strategies. Tech-
nologies are being implemented to reduce emissions of toxic substances and greenhouse
gases emitted by fossil fuel power plants [18]. Governments in many countries are trying
to create investment incentives to build new or modernize existing generation units [19]
as well as to motivate them to reduce the share of fossil fuels and increase the share of
renewable sources in the energy mix [17], although the speed the actions undertake de-
pends on the energy culture of a given country [20] and the size of the company. Adopting
a proactive environmental strategy depends on many external factors but also on the size
of the company [21].

The transition to a low-carbon economy and increasing energy efficiency are also key
objectives of the EU’s energy strategy. This transformation requires significant investment
in the European energy sector, in terms of energy efficiency and industrial innovation. The
European energy sector has enormous potential to boost jobs and growth. It can positively
affect the competitiveness of the European economy in many production and service areas.
By promoting energy and resource efficiency, a low-carbon economy allows for significant
savings in the demand for fossil fuels [22]. In Poland, in the years 2013-2019, approximately
1.1 billion EUR was allocated to support one of the activities for the low-emission energy
investments, which made it possible to finance renewable installations with a total capacity
of 8.6 GW. About 62% of these funds were allocated to onshore wind farms and 28% to
solar PV (photovoltaic) projects [23].

Energy efficiency also applies to or is concerned with industry and the entire economy.
Looking at the data published by the IEA, it can be concluded that the manufacturing
industry is responsible for almost 25% of final energy consumption, and by 2035 this
consumption will be approximately 75% [24]. The industrial sector remains an important
factor in energy consumption. The increasing demand for energy in industrial companies
is in most cases responsible for the growing demand for energy. In many countries, it
is the most energy-intensive sector; therefore, energy efficiency should be particularly
promoted there [25]. With the declining share of fossil fuels and the growing share of
renewables (four times more in the next 20 years) in the fuel mix, energy prices will rise.
In the case of production, this means an increase in the costs of production, logistics, and
energy-intensive goods. Therefore, it is worth it to look for ways to reduce unit energy
consumption.

Energy efficiency in industry is extremely important as it reduces production costs
and reduces the negative impact on the environment. Companies are under constant
pressure to develop responsible and environmentally friendly operations. The commitment
of companies to protect the natural environment has become an important variable, not
only in companies but also in the government and society [26]. The development of green
logistics is for the implementation of sustainable development strategy in companies [27].
Industrialization remains the main path to successful development in many countries, and
it increases the demand for energy; therefore, it must be environmentally friendly.
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4.2. Industrialization and Energy Efficiency

Industrialization enables countries to build and strengthen the skills and capabilities
to compete and succeed under the new technological paradigm [28,29]. At the same time,
the development of industry contributes to the increase in energy demand. ADP (advanced
digital production) technologies used in production have enormous potential to accelerate
economic growth and human wellbeing and to protect the environment, contributing
to the implementation of the 2030 sustainable development plans, i.e., the EU Council’s
goal of reducing emissions to 55% by 2030 to values of 1990. However, ADP technology
development and diffusion remains concentrated in highly developed economies, while
development is weak in most emerging economies. The low technological maturity of
companies from emerging countries indicates that their attention and activity should be
focused on the implementation of recognized technologies [30].

The Industrial Development Report 2020 on industrial development stated that the
world’s top 10 richest economies account for 90 percent of all global patents and 70 percent
of all exports directly related to these technologies [31]. In addition, it was noted that
40 economies—the so-called followers—are actively involved in these technologies, albeit
with much less intensity. The rest of the world is either not very active or not involved
in the global creation and use of the latest technologies [31-33]. The percentage of the
costs of an average manufacturing company while in energy-intensive industries is much
higher. Therefore, energy efficiency savings in industry contribute to reducing dependence
on energy imports as well as to improving the sector’s competitiveness in terms of direct
and indirect cost savings [17]. Tax reductions and government incentives further increase
savings in many countries. Most of the savings are generated by adapting equipment such
as engines, drives, boilers, furnaces, pumps, compressors, and ventilation and heating
systems, and by improving production processes [17].

4.3. Advanced Digital Production and Additive Manufacturing Technologies

Energy efficiency activities that can be undertaken by manufacturing companies and
by different energy consumers in general can be divided into three categories. The first
category includes optimization of the production processes, including using appropriate
materials and devices and adjusting the machine settings and their performance to the
actual needs [34]. The second category includes the prevention of energy losses caused by
equipment failure or leakage of media distribution installations—for example, steam [14].
The third group of activities consists in replacing the most energy-consuming devices
with energy-saving versions. Nevertheless, energy efficiency is the main path to reducing
the carbon intensity. Therefore, at a company level, investments in improving energy
efficiency are fully justified. This is particularly true for energy-intensive manufacturing
companies that can benefit from double dividends to achieve significant direct and indirect
cost reductions and generate revenue by trading their carbon offsets in the carbon market.

The abovementioned activities can be realized thanks to the emergence and dissem-
ination of the advanced digital production (ADP) technologies of the fourth industrial
revolution. Industry 4.0 refers to a new phase of the industrial revolution that focuses
heavily on interconnectivity, automation, machine learning, real-time data, the Internet
of things, blockchain technology, and advanced digital manufacturing technologies [35].
ADPs are radically changing industrial production, increasingly blurring the lines between
physical and digital manufacturing systems. To use ADP to address critical variables such
as achieving the sustainable development goals, the industrial strategy should focus on
upgrading to intelligent production levels [36]. According to a 2019 study by the United
Nations Industrial Development Organization (UNIDO) [31], there appear to be five levels
of maturity in the use of ADP. They are (i) analog, (ii) rigid, (iii) economical, (iv) integrated,
and (v) intelligent. Leveraging ADP, intelligent manufacturing focuses on fully integrated,
connected manufacturing processes where information flows through operations and gen-
erates real-time feedback to support decision making. In such a production environment,
intelligent sensors and machine-to-machine communication, big data analytics, cloud
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computing, artificial intelligence, and 3D printing are very popular. You can also use
augmented-reality solutions.

Augmented reality increases production efficiency by providing a higher level of
production or service. The application and use of the assumptions of augmented reality
and lean culture in the field of sustainable enterprise development management is an
important aspect in enterprise management [37]. Both products and processes should be
redesigned to reach the stage of intelligent production [36].

Advances in robotics, artificial intelligence, additive manufacturing technologies
(AMT) (currently the fastest-growing manufacturing method in high-development coun-
tries), and data analysis offer significant opportunities to accelerate innovation and add
value to producing in manufacturing industry [31]. Additive technologies are widely used
in many industries. They are used by various sectors and industries, including automotive,
aerospace, food, textile, and plastics processing. AMT has grown rapidly in recent years
from the design of prototypes with polymers in the automotive industry to large-scale
production of metal parts, as evidenced by Boeing’s use of additive manufacturing technol-
ogy to reduce weight in the Boeing 787 Dreamliner [38]. In the power industry, additive
manufacturing can be used for the construction of reactors. For the time being, additive
technology is used to a limited extent in small parts for existing nuclear power plants [39].
As mentioned, these technologies are not widely used in the manufacture of components
for the operation of nuclear power plants but may soon be widely deployed and can
drastically reduce production costs, combine multiple systems, and increase safety and
efficiency [38].

4.4. Investments in the Field of Energy Efficiency

Industrial investments in energy efficiency can be divided into two types. On the
one hand, investments in one’s own energy sources gains importance and on the other
hand, investments in optimization of energy consumption. In the first case, polygeneration
technologies, allowing for the simultaneous production of heat/cold and electricity, and
renewable energy technologies, allowing for direct generation of energy from sources
with low marginal costs, are of key importance. With the increase in energy prices on
the market, the profitability of obtaining energy from renewable sources is growing very
quickly. In many companies, the topic of new energy sources is a category of projects that
are important from a business point of view. Already, some companies are moving toward
not only renewable energy supply but also the production of their own renewable energy.
Many companies, driven by the need for greener operations and opportunities through
increasingly available renewable energy technologies, are now seeking their own energy
independence [40].

Pro-ecological activities observed in the global economy force the search for new
solutions limiting the use of harmful technologies in industry. At the same time, along
with the growing awareness of people about the negative impact of fossil fuel technology
on the environment, any action to improve the surrounding environment is well perceived
by the public. The use of all-natural raw materials, consistent with the principles of
sustainable development and “zero waste”, is an important criterion in the production of
modern products.

In the second case, the increase in efficiency is influenced by investments optimizing
energy consumption. It concerns both devices reducing energy consumption per produc-
tion unit (new materials, machines, lighting systems, etc.) and new digital technologies
allowing for dynamic management of energy consumption. The selection of equipment
and machines tailored to the production process or adequate to the specificity and needs of
the enterprise with the right hardware parameters affects the achievement of better energy
efficiency. New technologies are among the key areas of innovation on the border of energy
and digitization [9]. Virtual power plants (VPP) will start to function more and more often
as a network of decentralized medium-scale generation units. Thanks to the remote control
and communication technology, VPP aggregates distributed energy resources functioning
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as an integrated whole [41]. These units include distributed energy resources such as wind
farms, solar parks, and combined heat and power (CHP) cogeneration units, as well as
flexible energy receivers and storage systems. The connected units communicate through
the central control room of the virtual power plant but nevertheless remain independent
in operation and ownership. The purpose of the virtual power plant is to relieve the grid
by intelligently distributing the power generated by individual units during peak load
periods. In addition, VPPs participate in wholesale energy markets to ensure the flexibility
that is needed in a decarbonized energy system rich in renewable energy sources [3,42,43].

4.5. Digital Transformation in the Energy Sector

Digitization supports the increasingly automated and digital energy sector [19,44]
based on the elements of Industry 4.0, which include, e.g., Internet of things (IoT), machine-
to-machine (M2M) technology, and machine learning (ML). The main components of an
M2M system include sensors, RFID (radio frequency identification), Wi-Fi or cellular link,
and process control systems, which are essential for process automation and optimiza-
tion. Autonomous data-processing software programmed to assist a network device in
interpreting data and making decisions can trigger programmed, automated actions in
manufacturing companies as well as in the energy sector [45,46].

Digital technologies for Industry 4.0, such as the Internet of Things, cloud computing,
big data, and analytics, have attracted a lot of attention from researchers and practitioners
alike. Based on the theory of information processing, digital technologies are influencing
economic and environmental outcomes in the new era of Industry 4.0. Thus, digital
technologies influence economic and environmental performance and increase efficiency
and provide management with an insight on how to promote sustainable economic and
environmental development in the era of Industry 4.0 [47]. In the era of Industry 4.0, the
issue of the role of man in the enterprise is also important. People are involved in the
entire production system as system designers and as employees. With the development
of Industry 4.0, the tasks and requirements for people in the factory change. Workers are
faced with a wide variety of tasks, from specification and monitoring to verification of
the production strategy. The staff and workforce must have qualifications and skills to
adapt to the effects of introducing the latest solutions related to IoT, because as a result
of implementing elements of Industry 4.0, their role is transformed from operators into
employees solving problems [48]. In addition to the undisputed advantages, some also
report certain Industry 4.0 threats regarding human capital. There may be a reduction
in creativity due to the increase in machine automation and the loss of human capital
from production technology, as human capital is replaced by artificial intelligence (Al),
robotics, nanotechnology, and other elements of Industry 4.0. To prevent this, there is a
need to constantly adapt human capital to new and evolving technological trends [48,49].
New trends in increasing the share of renewable energy sources are activities that, despite
digitization, still need highly qualified knowledge workers.

With the growing access to renewable energy sources and the fast, ubiquitous con-
nection of everything (peer to peer), the traditional one-way energy flow from centralized
generation to end-users will give way to a two-way energy flow with a multidirectional
energy network between central grids and distributed prosumers [50]. Digital systems
integrating various energy sources will be increasingly used to manage energy distribution
by monitoring and controlling its production and demand. The final step in the application
of Al algorithms in the energy sector enables effective and efficient management of not
only transmission but also energy production in the ecosystem of thousands of producers
and prosumers [51]. To strengthen the prosumer energy internet (EI) and strengthen the
integration of energy conscious services, digitization and decentralization are key factors
enabling the achievement of transactive EI. This article provides a systematic overview of
how the Internet of things (IoT) drives EI transactional digitization and how blockchain en-
hances EI transactional decentralization. An extensive discussion of key infrastructures was
foreseen to present how the digitization and decentralization of EI transactions are being
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Collects and
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implemented, including “advanced metering infrastructure” last mile (AMI), renewable
energy integrator “smart inverter”, energy flow regulator “energy router”, and coordina-
tor “microgrids”. Challenges and future trends are discussed from a broad perspective,
including physical energy space, data cyberspace, and human social space [50].

The RFID system is used in energy companies and serves, inter alia, for marking
network assets and allows one to track the use of materials in an energy company, e.g.,
poles and transformers or other components of network infrastructure and energy devices.
In the case of poles and transformers, passive UHF RFID tags are attached to all poles and
transformers, letting one know where the materials are [52]. The company can control
whether the materials are still in stock, have already been installed, or have been returned
to the warehouse because they were not used for installation. Mobile or fixed RFID reader
allows for remote querying of RFID tags in order to learn their properties or to automatically
detect movements (inventory, entry/exit from the storage place, etc.) [53]. The basic RFID
system scheme is shown in the Figure 2.
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computer
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Figure 2. Basic radio frequency identification (RFID) system. Source: own elaboration.
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RFID Tags

Monitoring Packages in Storage

Currently, RFID technology focuses mainly on tags and readers, which are used in
systems where very large amounts of data are used. RFID helps in quick and detailed
identification of items and reduction of lost and misplaced devices. The technology can
be used to identity, track, sort, or detect a wide variety of energy objects and products.
Communication takes place between the reader or interrogator and the transponder or tag.
The RFID scheme used in the oil logistics company is shown in the Figure 3.

GPS \m‘ 3
~ Satellite
~ Niommunications

~ Satellite
Qualcomm Web Browser

L)
h - \ o Access
\ on Packages . \ ) Network Hub

\_ GPS "N\ Two-Way
RFID Reader in Truck  location ~, TSecure.Dqta
ransmission
3 ~——

\e/

Secure
Communications
Network

n))))).

Ground Station
TRANSCOM

Fixed RFID
Reader
in Facility
GIS for
Local Central Emergency
Portable Dgtabase D;tabase Management
Handheld erver erver
RFID Reader

Figure 3. RFID scheme in the oil logistics company [54].

The RFID system can also be used as an element of intelligent metering and can enable
network diagnostics. A properly configured RFID system can also monitor data from
balancing meters and data from the field controller, modem, and power supply.

4.6. The Importance of Blockchain in the Energy Sector

Big data, innovative machine-learning processes, the use of artificial intelligence,
and the Internet of things and distributed ledger technology (DLT) are now known in
the scientific community as blockchain [55]. The use of DLT can improve the flow of
processes that use databases. Distributed ledgers are relatively new and pose significant
challenges. As more and more attention is paid to research into more fragmented market
models in the energy industry, including peer-to-peer trade, microgrids, and local demand
response, DLT can play a key role in stimulating interactions without the need to involve a
central authority [19,56]. With this breakthrough technology, you can create a peer-to-peer
network where nodes have to reach consensus and chain accepted blocks, while no central
processing unit or trusted controller is required. Among all the existing applications of this
technology, decentralized storage systems are one of its main applications [57].

Advanced smart-grid technologies enable prosumers to trade surplus energy from
their distributed renewable energy sources with other peer-to-peer (P2P) energy trad-
ing [58]. Such activities activate individual prosumers. Blockchain technologies offer
innovative solutions that enable consumers, end-users, and small producers of renewable
energy to play a more active role in the energy market and maintain liquidity by easily
selling assets [19,59]. Recently, many scientific studies have been written on the use of
blockchain technology in peer-to-peer networks [60-62], energy trade [63,64], and micro-
grid demand response programs [19,65]. Blockchain can build an open and collaborative
data flow system, turn data into mobile assets, and launch various open and integrated



Energies 2021, 14, 1885

10 of 20

business models. [66]. Blockchain can drive renewable energy development and support
sustainable energy [67]. Blockchain is a new combination of energy flow, data flow, and
business flow on the DLT platform. Blockchain can change the relationship between entities
in the energy industry [66] on blockchain technology, by guaranteeing security and opening
the way to the sale of microamounts of energy between prosumers. Blockchain enables the
automation of transactions within the power grid (automatic conclusion of contracts upon
fulfillment of a certain condition) and monitoring of energy consumption and production
by prosumers [51]. The scheme of microgrid is shown at the Figure 4.

Power Line
Data Line
*i
User . A User
{Prosumer with — {Prosumer with {Consumer) ~ &
Renewable Energy Source) Renewable Energy Source) Microgri d

Figure 4. Microgrid scheme on the energy market [58].

The dynamic development of distributed generation, including renewable energy
sources (RES) connected to the distribution grid, will have a significant impact on the
role and functioning of distribution system operators (DSOs). The transmission system
operator (TSO), which transmits electricity from the power plant through the transmission
line, is primarily to support optimal management and promote the reliable operation of
the system.

Blockchain solutions have already been successfully used as the basis for digital trans-
actions in areas such as the electricity market (decentralized settlement of transactions) [68],
trading, cryptocurrencies, and stock trading, and used in many other different scenarios
where its unique features have allowed the definition of innovative and sometimes ground-
breaking solutions [6,69]. Digital technologies can enable more dynamic, efficient, reliable,
and sustainable electrical systems. Future power systems may be able to provide energy
in response to anticipated demand at the right time, in the right place, at the lowest cost,
and with the lowest emissions [70]. It is important that energy companies systematically
initiate and implement digital innovations on a large scale and on a global scale. More than
five billion people in developing countries will look for a way out of poverty [71].

Thanks to digitization, the offer of solutions for all electricity and heat consumers
can significantly expand—from large industrial plants to individual recipients. There
is a high probability that in the near future, new business models will appear on the
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energy market, implemented by new competitors in an increasingly open and pluralistic
ecosystem [72]. Microgrids in the power industry based on renewable energy sources
(renewable microgrids) are new solutions that increase safety and reliability. They improve
the quality of energy and proper operation in power systems. By using various sources of
renewable energy such as solar panels and wind farms, renewable microgrids can increase
greenhouse gas reduction and improve efficiency in the energy sector. One of the solutions
used is a machine-learning approach to energy management in renewable microgrids.
Machine learning in microgrids is often used to model and estimate the charging needs of
hybrid electric vehicles (HEVs). The use of this solution allows one to mitigate the impact
of HEV charging on the system load [65].

4.7. Digital Twins in Energy

The digital revolution includes advances in building smart grids, managing renewable
energy, and distributed generation. Currently, the Internet of things (IoT) is in the spotlight,
but the industry is already starting to discuss the digital twins [73] at a large scale. Digital
twin is not only a model but above all a dynamic and digital replica, and it offers completely
new, wider possibilities. In addition, energy companies will more and more often move
toward the use of digital twin, which is a combination of a physical object and its digital
mapping in virtual space. In the case of nuclear power plants, one of the main challenges
in creating a digital twin is its complexity. However, for a true digital twin to exist, the
virtual model must be very precise and contain even the smallest elements. To get closer
to the digital twin, nuclear power plant operators need to be able to connect data from
suppliers, customers, simulators, and on-site information [74]. Digital twins (DT) is the
concept of creating a digital replica (digital twin) of a physical object (physical twin) and
synchronizing data between a physical twin and a digital twin to monitor, simulate, and
optimize a physical object [75]. A digital twin is realized thanks to the possibility of real-
time data processing and constant updating of the state of facilities and processes. The
digital twin is used to track construction and identify problems by visualizing changes
over time. These processes will also grow in popularity as the smart factories trend unfolds.
With the advancement of enabling technologies such as 5G development, Internet of things
(IoT) standardization, artificial intelligence (Al), and the use of blockchain 3.0 technology, it
is only a matter of time before the industry moves to a digital-twins approach. Global efforts
and government policy are already leaning toward harnessing better industrial energy
efficiency and saving energy. This provides a promising future for the development of a
digital-twin energy saving system in the industry [76]. Member states should encourage
the modernization of distribution grids, for example by deploying smart grids, which
should be built in a way that encourages decentralized energy production and energy
efficiency [77].

Digital twin refers to a virtual machine or production line simulation model that is
capable of mimicking the use and behavior of an actual machine or production line in real
time. Using the digital-twin model, it is possible to check strength issues, material fatigue,
forces, and stresses in individual elements, i.e., all mechanical engineering. The model
also authentically simulates the natural user environment of the product and the work
process. Thanks to the simulation, one can see exactly how the equipment works, as well
as control how it is maintained by engineers. Digital-twin solutions used in enterprises
combine machine learning, artificial intelligence, and software analysis with data collected
in production plants to create digital simulation models. Digital twins can simulate any
aspect of a physical object or process. Digital models allow for continuous updating when
individual parameters of the production process or operating conditions of a given device
change [78]. Access to larger amounts of data allows one to create simulations that are
more detailed and more dynamic than in traditional solutions [79,80]. The twin can be
used to simulate the operation of a piece of equipment or production line in a virtual
environment before any production decisions are made. This helps you save on costs and
reduces the risks associated with expensive investments. Digitization has significantly
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surpassed traditional productivity improvement ranges of 3-5% per year, with a clear
cost improvement potential of well-above 25% [81]. Digital twins are important for the
designed installations and systems, as simulation (used in all aspects from production
to work safety to organization) helps in research and conducted analysis. The idea of a
digital-twin engine with its mechanical elements is presented in the Figure 5.

Figure 5. Real object and digital-twin model [82].

Figure 5 shows a real object of jet engine and its digital-twin model. That prototype
with a physical 3D model of the real object that will actually be manufactured incorporates
all requirements, annotations, bill of materials, and bill of processes. VR-enabled digital-
twin technology enables designers, experts, and dispersed operations teams to collaborate
on potential modifications or problems based on 3D representations and use real-time data
from existing systems. For example, stakeholders working on overheating the shafts of
wind turbines can do so without being physically present at the location, saving money
on travel costs without wasting time making decisions. The Norwegian startup Visualiz
is developing a platform for the visualization of physical assets in various industries,
including the energy sector. They use VR to create a collaborative space for users where they
can delve into different aspects of energy resources, monitor their online health, and spot
areas for problem resolution or improvement. Their VR space is configurable depending
on the scope of the project [83]. Digital-twin technologies in the power industry enable
the development and maintenance of smart grids equipped with high-tech sensors and
machine-learning models for increased efficiency and monitoring. Smart-grid meters enable
energy service providers to make informed, strategic decisions and mitigate vulnerabilities
and risk factors by disseminating up-to-date data. By combining cyber-physical systems,
cloud computing, and intelligent industrial solutions, digital-twin technology becomes the
basis for smart-grids deployment, renewable energy management, better integration, and
efficient transmission [84]. The network of sensors in the energy infrastructure allows for
better monitoring of energy demand and effective management of its transmission and
storage. Sensors operating in the network also enable the maintenance of the network
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by monitoring its elements (e.g., the level of corrosion) [72]. Virtual models based on
data obtained from the existing, real power grids reduces the time and cost of designing
new installations. Already at the design stage, the possibility of obtaining data on a
specific unit using sensors is taken into account. Large, time-varying, and diverse datasets
after processing with artificial intelligence algorithms can yield conclusions about future
improvements and user-anticipated features.

State-of-the-art technologies are making an impact on the energy industry. The in-
creasing use of renewable sources leads to the diversification of energy resources and the
need for real-time virtual testing is used more and more. Digital-twin technology enables
companies to test ways to effectively combine these energy sources without risky action.

4.8. The Clean Energy Package as an Increase in Energy Efficiency

The EU is trying to reduce energy consumption. In 2019, final energy consumption (by
end users) in the entire EU remained at the level of 990 Mtoe (million tons of oil equivalent),
which means a slight decrease compared to 2005, where consumption amounted to 1041
Mtoe. However, in individual member states, final energy consumption in 2019, compared
to 2005, was changed as shown in the Figure 6. The chart shows the change in energy
consumption of EU member states in 2019 compared to 2005, and their 2020 targets [85].
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Figure 6. The changes in energy consumption of EU member states [85].

This chart shows change in consumption of energy in 2019 in EU countries compared
to 2005, and their targets for 2020. From the figure we can noticed that Poland achieved
the goal for 2020, but by contrast, Malta significantly exceeded its target, consuming more
final energy.

In the Clean Energy for All Europeans Package (CEP) [86], a new target has been set
to reduce energy consumption by at least 32.5% by 2030. A flexible energy plan, reducing
peak consumption, offers even greater savings. It is estimated that the manufacturing
industry is responsible for 20% of total CO; emissions. It definitely exceeds energy (40%)
and transportation (23%). Although numerous efforts are required to reduce CO, emissions
in the industry, programs aimed at reducing CO, in the energy industry are also important.
Measures to ensure energy efficiency are increasingly recognized not only as a means
of ensuring sustainable energy supplies, reducing greenhouse gas emissions, increasing
security of supply but also an important factor in reducing energy import expenses.

The CEP package strengthens the position of prosumers as it enables them to consume,
store, and sell their own electricity on the market. In addition, prosumers can participate in
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all electricity markets by providing system flexibility, for example through energy storage
such as electric vehicle storage, through demand response, or through energy efficiency
systems [77]. The CEP package reduces the country’s dependence on imported energy
sources. Every country that is a net energy importer adopts funds from the EU budget to
help reduce its dependence on imports, even if oil prices are around 20 USD per barrel
(April 13, 2020). This was the lowest figure recorded in over ten years. Crude oil prices in
the years 2005-2020 are shown in the Figure 7.
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Figure 7. Crude oil prices at Brent, London, in the years 2005-2021 [87].

From the point of view of the global economy, a sharp rise in oil prices has a negative
impact on the economy, especially in countries that are net importers. The permanent
increase in oil prices reduces the GDP growth. The increase in fuel prices is associated with
higher costs of transport and production companies and is an impulse to increase inflation.
The rapid increase in the prices of energy carriers (especially petroleum fuels) forces the
implementation of rational energy-use programs and limiting the energy consumption of
the economy. The dependence of the European Union (EU) on energy imports, in particular
oil and natural gas, gives rise to energy policy concerns regarding the security of energy
supply. The EU is increasingly dependent on imports of primary energy carriers and
secondary derived products from non-EU countries due to a shortage of production in
relation to consumption. In 2018, more than half (58.2%) of the gross available energy in
the EU was imported [88].

The biggest role in increasing the share of RES in the Polish electricity balance was
played by private energy companies and prosumers, which together built 81% of all
renewable capacities installed in 2013-2019. The share of the public sector and energy
companies with state treasury share in the construction of renewable energy sources in
2013-2019 did not exceed 15% [23]. One can see the direction of decentralized energy
production from renewable sources, such as solar or wind energy, because companies and
consumers decide to generate their own electricity. Consumers are becoming prosumers at
the same time. Prosumers can also generate electricity and meet their own needs (off-grid)
or generate surpluses that are transferred to the grid [19].

In addition to the benefits mentioned above, companies that are committed to improv-
ing energy efficiency in industry meet regulatory requirements, may seek new business
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opportunities, and fulfill social obligations. Energy regulations for commercial and in-
dustrial companies are increasing. There is evidence that the demand for commercial
(elevators, electric drives, electric transmission equipment, and pumps) and consumer
products (air conditioners, refrigerators, washing machines, light bulbs, and cars) meeting
energy saving and energy efficiency requirements is steadily increasing. Companies with
an energy efficiency culture are sure to take a leading role—not only in how they use
energy, but also in the products and services they develop. Energy efficiency leaders often
report increased innovation potential in their organizations. Some are discovering new
business models that help other companies and consumers increase energy efficiency [17].
Increasingly, the issue of creating innovation in organizations is being considered, taking
into account the importance of intangible assets, such as human capital, thanks to the
appropriate innovative climate [89]. Decisions regarding the sources of value creation, e.g.,
innovation and shaping strategic potential, often result from the organization’s ability to
learn and develop a reliable strategy based on interactions, constructive dialogue, and
facts [90].

When developing an industrial strategy, we often deal with contradictory situations.
Some of them, such as production growth vs. environmental impact and automation vs.
employment, are very complex issues. Developing countries’ capacities are challenged in
finding ways to simultaneously address efficiency and productivity, job creation, wage
growth, added value, inequality, and environmental degradation and integration. While
efficiency and productivity are critical to wage growth, it often leads to the adoption of
advanced technology that reduces labor demand. To counter the role of labor-saving
technology, often developing countries agree to environmental issues.

Pro-ecological activities observed in the global economy force the search for new
solutions limiting the use of harmful technologies in industry. At the same time, along
with the growing awareness of people about the negative impact of fossil fuel technology
on the environment, any action to improve the surrounding environment is well perceived
by the public. The use of entirely natural raw materials, consistent with the principles of
sustainable development and “zero waste”, is an important criterion in the production of
modern products [34]. The new industrial age with paradigm of Industry 4.0 [91] offers
the opportunity to deal with these variables simultaneously. For example, waste can be
reduced or recycled profitably by using advanced digital production methods (ADP) that
can address both competitiveness and the environment at the same time. To take advantage
of this opportunity, it is time to focus on the right strategy.

There are some ways of solving conflicting goals in creating an industrial economy, in-
cluding the following: (a) redesigning existing products and processes for their production,
so as to reduce the material and energy requirements for their production. Such activities
are usually aimed at reducing production costs and at the same time reducing the energy
consumption of production processes [92]. A good example is the digital advancement
used in the operation of a power plant, which can increase service life by up to 30% [93].
Designers more and more often try to reduce energy consumption by products throughout
their life cycle. To achieve a significant reduction in energy consumption, it is important
that energy considerations are taken into account in the product design phase as most
of the product’s environmental impact is determined at this stage [94]. Green products
that use less energy and resources during production, generate less waste and pollution
in the final stages [95]. (b) Redesigning products to lower operating costs, improve safety,
and reduce environmental impact. By developing green products that use less energy
and resources in production, generate less waste and pollution in the downstream stages
to reduce the environmental impact throughout the product life cycle, companies create
their own environmental design guidelines, listing the factors to be taken into account
from the design stage to create safe, environmentally friendly products and carry out a
qualitative and quantitative analysis. These factors include the following: reduction of
environmental pollution, resource conservation and energy conservation, sustainable use
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of natural resources, use of recycled resources, and simplified processing and disposal
of waste.

5. Conclusions

The future of the energy system is a multifaceted path leading to a low-carbon or
zero-carbon economy. For this purpose, enterprises implement the latest technological,
IT, and mechanical solutions. The most important aspects presented in the article are
Industry 4.0 technologies (machine to machine and IoT), digitization, and increased use of
state-of-the-art technologies, including virtual technology (VPP and AR). The research has
shown that modern, innovative solutions used in other sectors of the economy (e.g., in the
aviation industry) are also starting to be implemented in energy companies. As a response
to distributed energy, energy companies should implement more decentralized systems
(blockchain) and digital-twin scenarios that will provide an opportunity for enterprises to
achieve the required transition architecture to solutions that meet environmental, economic,
and social expectations. Digital transformation is an aspect on which all enterprises, in-
cluding energy companies, focus, as shown by the presented research. Digitization allows
one to accelerate the development of companies and adapt to new market trends. The
presented research results showed that the economy needs cheap and reliable energy sup-
plies, produced in an ecological, environmentally friendly way. Moreover, the method of
implementing the environmental requirements required in the provisions of EU documents
was presented. It also discussed what measures should be systematically implemented to
reduce energy consumption and achieve energy independence. The research results indi-
cate the direction in which the energy sector should develop in order to meet technological,
environmental, and social requirements. For decision makers, both at the political level
and at the level of management boards of companies, it is an indication of solutions that
energy companies are facing.
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Abbreviations

ADP  advanced digital production

AMI  advanced metering infrastructure
AMT  additive manufacturing technologies
AR augmented reality

CEP Clean Energy for All Europeans Package
DSOs  distribution system operators

ESCO energy saving/service company
GDP  gross domestic product

HEVs  hybrid electric vehicles

IEA International Energy Agency

IoT Internet of things

M2M  Machine to machine

ML Machine learning

Mtoe  Million tons of oil equivalent

RES renewable energy sources
RFID  radio frequency identification
TSO transmission system operator

VPP virtual power plant
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