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Abstract


Due to the increasing integration of distributed energy generation in the electric grid, transactive energy markets (TEMs) have recently emerged to balance the demand and supply dynamically across the grid. TEM enables peer to peer (P2P) energy trading and brings flexibility by reducing users’ demand in the grid. It also enhances the system’s efficiency and reduces the pressure on electricity networks. However, it is vulnerable to major cyber attacks as users equipped with smart devices are participating autonomously in the energy market, and an extensive amount of information is exchanged through the communication channel. The potential attacks and impacts of those attacks need to be investigated to develop an attack resilient TEM-based power system. Hence, in this paper, our goal is to systematically identify possible cyber attacks associated with a TEM-based power system. In order to achieve this goal, we classify the attacks during the P2P and flexibility schemes of TEM into three main categories. Then, we explore the attacks under each category in detail. We further distinguish the adversary roles of each particular attack and see what benefits will be received by an adversary through each specific attack. Finally, we present the impact of the attacks on the market operation, consumers, and prosumers of the TEM in this paper.
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1. Introduction


The introduction of distributed energy resources (DERs) in traditional electricity systems as a means of energy production brings a number of advantages, such as reducing environmental pollution, lowering the electricity cost of DER owners, minimizing system cost, and so on [1]. Moreover, DER owners can convert from consumers to prosumers by selling their surplus energy generation to other consumers and the grid [2]. For efficient energy management and incentivizing the DER owners properly, a new market framework called the transactive energy market (TEM) has emerged [3]. TEM encourages small-scale generators and consumers to join in conventional electricity markets to produce, sell and buy energy.



The conventional grid, where electricity is generated mostly in large central generators, brought to the distribution centers, and then distributed to the end-users, is upgrading to a smart grid through merging Information and Communication Technology (ICT) across the grid [4]. TEM enables Peer to Peer (P2P) energy trading in the grid [5], which makes a connection between consumers and prosumers for trading energy with each other. In the P2P energy trading, energy from small-scale DERs in dwellings, offices, factories, etc. is traded among neighboring prosumers and consumers. The benefits of P2P energy trading are bifold as the prosumers get financial advantages by selling their excess renewable generation, and consumers buy electricity at a cheaper rate from their peers instead of the grid. Moreover, implementing TEM in the smart grid enables flexibility schemes where prosumers/consumers can modify generation or consumption patterns of DERs based on the request of different entities such as retailers and network service providers during the emergency period [6]. TEM also helps grid operators tackle the grid’s growing complexity and coordinate energy consumption and production based on energy price signals.



However, TEM implementation in electric grids poses several challenges due to the intermittent energy generation of DERs as current electricity markets cannot react in real-time to the random generation from DERs [7]. Furthermore, energy prices in the market are often determined on a national level, which does not consider local energy shortage or surplus of supply. Hence, as a decentralized business model and a smaller version of the electric grid, microgrid [8] is used for implementing TEM in several practical projects. TEM maintains a dynamic supply-demand balance in the microgrid and maximizes the profit of energy producers and lessens the pressure on electricity networks during the peak demand period to sell renewable energy in the wholesale market.



Nonetheless, TEM creates opportunities for adversaries to conduct several cyber attacks as users equipped with Internet of Things (IoT) integrated DERs and smart appliances participate independently in the energy market. For example, an attacker may launch a False Data Injection Attack (FDIA) [9], a Denial-of-Service (DoS) attack [10,11], a replay attack [12], an eavesdropping attack [13], or an energy theft [14] attack to manipulate or reveal original data of the TEM users. All of these attacks and the impact of attacks are crucial and need to be analyzed in detail to develop a secure TEM-based power system.



In recent years, few researchers have studied and outlined several cyber security threats in TEM based power systems. For instance, Jhala et al. [15] discussed the impact of the FDIA on electricity price, demand, and distribution system voltage of TEM based power distribution system. Zhang et al. [16] developed different cyber attack models in the transactive energy system (in some literature, authors referred to the TEM as a transactive energy system. However, the functionalities of TEM and transactive energy system are similar) and studied their impact using data analytics and machine learning. In [17], Transactive Energy Security Simulation Testbed (TESST) is developed to simulate several transactive energy systems’ cyber attacks. Carlo and Xenofon [18] considered a scenario where an adverse user manipulated the bids of other customers without damaging the power system. To mitigate the impact of the considered attack, they also proposed a defense scheme in [18]. A possible cyber risk through insecure IoT devices in the transactive energy system is investigated in [19].



Nevertheless, most of the works focused on the attacks through a communication channel to change bid-offer or electricity prices in the TEM. They overlooked some critical attacks such as manipulating forecasting data to change the energy demand, targeting specific users to minimize their benefits, intentionally unmet commitments by adverse users in real-time, and so forth. Moreover, none of them classify and analyze the impact of possible cyber attacks of the TEM-based microgrid system that involve the energy service and flexibility service during the P2P and flexibility market, respectively. As TEM is getting popular in microgrid systems while novel types of attacks are also emerging, various potential attacks through different means need to be identified to develop an attack resilient TEM based microgrid system.



Hence, in this work, we aim to systematically point out probable cyber vulnerabilities associated with the P2P and flexibility market of TEM based microgrid systems and to analyze the impact of these attacks in general. To identify the possible cyber threats, we have considered the Monash Microgrid as the system model in this study, as TEM is introduced in Monash Microgrid for energy management. In this work, first, we discuss the P2P energy trading process and flexibility scheme enabled by the TEM of Monash Microgrid. Then, we identify probable cyber attacks, specifically, FDIAs and classify the attacks during the P2P and flexibility market of Monash Microgrid in detail. Finally, we analyze the impact of these attacks on the TEM users and the market operation of the Monash Microgrid. It should be noted that, though we study the attacks and impact of attacks for Monash Microgrid in this paper, all these identified attacks, and their impacts, are valid for any TEM-based microgrid system. In particular, we have made the following contributions through this paper:




	
Classification of Attacks: We investigate and categorize potential attacks on the TEM-based microgrid system considering the Monash Microgrid as a system model into three broad categories. (i) attack through the communication channel; (ii) attack through devices; (iii) attack through adverse users.



	
Impact Analysis of Attacks: We analyze and present the impact of these attacks on the TEM users and the market operation of Monash Microgrid based on the economic advantage of the attacker, inconvenience/decrease of welfare to the affected users, disturbance of regular market operation, a chance to occur any catastrophic event such as load shedding, power outage and risks for burglary due to the attack. Table 1 summarizes the impact of attacks for each category and we discuss the impacts thoroughly in Section 4.








The remainder of the paper is organized in the following manner—Section 2 introduces TEM and presents our system model, Monash Microgrid, in detail. In Section 3, we investigate probable cyber attacks of the TEM. Section 4 analyzes the impact of the described attacks. The concluding remarks and future plans are presented in Section 5.




2. Transactive Energy Market (TEM)


Traditional power systems generate electric energy by using coal, diesel and natural gas-based generation units [20]. These conventional generation sources are responsible for greenhouse gas emissions, which cause global warming around the world. Therefore, conventional energy sources need to be replaced with renewable energy sources to produce energy and meet high global energy demand. Generally, small scale renewable sources are locally being installed in distributed systems and they are also known as DERs [1].



DERs produce renewable energy which can be consumed by the DER owner, and they can share or sell excessive energy with other consumers in a community and the grid [2]. This energy sharing or trading procedure converts a consumer into prosumer because they sell their excess energy to other consumers and the grid. For facilitating the integration of small-scale prosumers into the conventional electricity market, a novel framework is essential for energy trading. Transactive Energy (TE) is such a new framework that allows all sizes of consumers to join in different markets for generating, selling, and buying electricity [21]. The Gridwise Architecture Council (GWAC) [22] defined a transactive energy as an economic and control mechanism that considers value as a pivotal operational parameter to achieve a strong balance between the supply and demand of the whole power system. TE uses market-based solution for energy trading and sharing among prosumers. Also, energy is becoming a product for DER owners in the TE as they can sell their surplus energy to other DER or non-DER owners. Hence, a new market framework is needed for TE management to entitle and motivate DER owners to participate in different markets. The transactive energy market (TEM) [3] is a novel framework that instigates various advantages in integrating DERs into existing power systems. TEM envisages that mid to small-sized energy generators and consumers can exchange energy and other services with each other in a distribution network following market rules. When both users and energy providers agree on the value of service at a particular point in time and place, then the consumer and prosumer can take the individual decision on whether they want to go ahead with this transaction at that specified price. Figure 1 illustrates the energy transaction process in TEM, where prosumers sell their excess energy directly to consumers through TEM. Also, prosumers can sell their surplus energy to the wholesale market or grid, and consumers can buy their deficit energy from the wholesale market at a higher price.



TEM can provide various types of services through interactive internal and external markets such as energy service and flexibility service [23]. Energy service is a process to trade energy in distinct markets to decrease energy costs, while flexibility service means modifying DERs production or consumption pattern based on the request of retailers and network service providers. All DERs are transactive agents in a TEM. They show the fundamental behaviors of market participation and energy management where the market participation behavior allows the DER to compete as a discrete entity, and the energy management behavior contains the functionality to control, schedule, and manages the DER’s available flexibility in the TEM framework.



The existing centralized power grid system is now changing towards a smart power grid paradigm to enhance different critical features of the traditional power system, such as efficiency, flexibility, sustainability and so forth, by making the grid automated and fully integrated. Smart grids provide a basis for TEM implementation because TEM brings flexibility to the grid by offering incentives to the consumers in exchange for modifying their consumption patterns and also gives solutions to manage the generation rate in both grid and demand sides [6]. For implementing TEM in the smart grid, several requirements are vital such as merge of ICT across the electricity grid, two-way communication flow, intelligent and remote supervision, advanced meter infrastructure and smart meters [24]. TEM expands the present concepts of wholesale power systems into retail markets by equipping end-users with intelligent energy management systems to encourage small-scale electricity customers for active participation in the electricity markets [25]. TEM also enables P2P energy trading [5] in smart grids where prosumers or DER-owners can trade the generation surpluses to other prosumers who deficit in energy and get financial benefits. On the other hand, deficit users can buy energy at a cheaper rate from neighbors or peers than purchasing energy from the grid.



TEM opens new opportunities in power grids relating to energy efficiency, the stability of the grid and the optimization of power flows. Simultaneously, DERs used for TEM bring new challenges for the grid due to its intermittent nature of energy generation and non-uniform deployment. Therefore, to tackle the challenges, TEM is implemented in decentralized energy systems such as microgrid nowadays [26,27]. A microgrid is a small version of a typical power grid, and the operations of the grid and microgrid are similar. It consists of energy generators and consumers on a small scale. A microgrid converts to a smart microgrid by adding ICT and active energy management layer [28]. The smart microgrid is based on smart grid technologies where ICT-enabled energy generators and consumers can manage themselves. A smart microgrid can operate in both grid-connected or island mode. In the grid-connected mode, the microgrid shares its surplus energy or consumes the required energy from the grid based on the generation and load demand. During an emergency or power outage, the microgrid is disconnected from the grid and shifts to the island mode of operation. As part of a decentralized business model, both connected and disconnected smart microgrid can implement TEM to provide value streams by increasing economic advantages and DER integration. TEM brings opportunities for smart microgrids to obtain their financial benefits and aiding the reliability of the whole distribution system.



TEMs are pragmatically implemented and tested in a few smart microgrid projects, such as the Monash Microgrid [29], Brooklyn Microgrid [30], Allgau Microgrid [31], and the South Australian residential MG [32]. As a real-world implementation of TEM, this work has considered Monash Microgrid as the system model because it gives a realistic platform for research into business, technological and customer behavioral attributes of the deployment of DERs and their collaboration along with microgrid operations. Detail about Monash Microgrid is discussed in the following section.



2.1. Monash Microgrid


2.1.1. Project Overview


Monash Microgrid [29] is located at the Clayton campus, 20 km southeast of Melbourne’s central business district, with a range of customers and DER assets. The microgrid is composed of 3.5 MW total controllable loads, 1 MW of Photovoltaic (PV) or solar power system, two 22 kW Electric Vehicle (EV) chargers, and 1 MWh of battery storage. The energy management of the microgrid and these DERs will be achieved by deploying a smart microgrid platform. The microgrid’s 3.5 MW controllable loads are the mixture of the 20 multi-tenanted and mixed-use buildings. The microgrid’s EV chargers also act as controllable loads. In the microgrid, eight different PV systems are installed on the rooftops of the buildings for 1 MW of solar generation. As PV systems are physically integrated with separate buildings, they can be considered individual DERs, not as a generator of the building when being managed. Along with PV systems, 1 MWh of battery storage system has been installed and integrated with one of the buildings and operated as an independent DER.




2.1.2. Smart Microgrid Platform


Efficient energy management is achieved in the microgrid by using a smart energy framework that introduces the compatibility with transactive energy governance.There are three layers in this framework, DER Integration layer, Active Grid Management layer, and Smart Energy Management layer. These layers provide the technical and functional abstractions that require to develop basic transactive microgrid behaviors.



	
The DER Integration layer requires integrating an IoT device with each DER and developing a secure IoT network through networking of all IoT devices. In the Monash Microgrid, IoT devices are already integrated into DERs through connections to metering and control systems to deploy a smart microgrid platform.



	
DERs are extended with grid management capabilities in the Active Grid Management layer for monitoring data and control capabilities of the microgrid’s DERs. Applications are installed to IoT integrated DER devices to access DER energy data and control capabilities as IoT functions. Flexibility and forecasting capability of IoT integrated DER devices are needed for the participation of DERs in a distributed smart energy management system. Note that DER flexibility means the ability for a DER to change its supply and demand while guaranteeing that DER is operated safely, securely, and reliably. On the other hand, the DER forecasting capability allows the prediction of the expected demand and supply of energy as well as the predicted level of available flexibility.



	
The Smart Energy Management layer utilizes the aggregation and orchestration of forecasting and flexibility capabilities of DER to perform different energy management strategies such as transactive energy markets and optimizing DERs.







2.1.3. Market Scenario


Power systems typically use two types of markets; one is the day-ahead market, and the other is the real-time or intraday market [19]. In the day-ahead market, the market operator accepts bids of demand and supply for the next hours or day and finalizes commitments that prosumers and consumers must fulfill. It helps the system to reduce future uncertainties. Contrarily, the users participate in the real-time market to fulfill unmet commitments during the actual operation. In the Monash microgrid, a transactive energy market operator (TO) also runs both day-ahead and intraday market. In the day-ahead market, the whole day or 24 h period is divided into the thirty-minute time slots, while in the intraday market, the day is divided into the five-minute time slots. DER joins as a transactive energy market agent (TA) in both day-ahead and intraday markets. TAs have forecasting capability, and they forecast DER energy demand or scheduled energy and flexibility for different time slots. Afterwards, they participate in the market to trade energy with other TAs or the grid. On the other hand, TO maintains interaction with TAs and the grid operator and is responsible for clearing the market at the beginning of each time slot for the next time interval. TO also runs the flexibility market based on the requests from both internal and external market requesters. TO coordinates TAs during local trading and providing flexibility and pays agents based on their commitment. In the Monash microgrid, the intraday market is considered a balancing market where TA checks whether there is any change in the power or flexibility forecasting due to change in load, error in the forecast, and so forth. If there is any change, TA joins in the intraday market for trading energy to fulfill the unmet commitments. A brief comparison of the day-ahead and intraday markets is provided in Table 2.




2.1.4. Market Settlement Approaches


In the Monash Microgrid, TO runs either a flexibility market or a joint flexibility and P2P market for flexibility and energy trading in each time slot based on the requests from internal or external market requesters. To settle the market or fix the market price, Monash Microgrid uses two types of pricing mechanisms. One is auction-based pricing, and another is a distributed optimization pricing. In the auction-based method, all agents submit their offers and its corresponding price to the market operator. After receiving all offers, the market operator determines the winners of the auction and the market clearing price. On the contrary, in the distributed optimization approach, all agents participate in the market as price takers and receive a price from the market operator. Then agents respond to the market operator by declaring their demand/supply or offered flexibility. In this paper, we discuss an auction-based approach for the flexibility market and a distributed approach for joint flexibility and the P2P market of the Monash Microgrid.




2.1.5. Flexibility Market


This section presents the flexibility market operation, and Figure 2 illustrates the communication flow of the flexibility market in the Monash Microgrid. As discussed in Section 2, TEM can provide flexibility service in response to an external or internal request. During a hot day or peak demand period, the microgrid receives an external request from the retailer to minimize the energy demand in order to avoid high energy prices in the wholesale market or receives an internal signal from the microgrid monitoring function to reduce the demand because the possibility of exceeding peak demand level has been forecasted. By providing flexibility, the microgrid receives a payment from the requester. In the Monash Microgrid, when TO receives a flexibility request signal in the form of (F,   λ F  ), where F is the amount of requested flexibility, and   λ F   is the monetary reward per unit of energy, it triggers the flexibility market by sending a bid request to all agents to provide the flexibility. To provide the requested flexibility, all the 20 buildings in the Monash Microgrid join as TAs in the flexibility market. After receiving a bid request from TO, each TA requests its corresponding forecasting manager to estimate the flexibility it can offer. The offered quantity with the price denoted by (  f i  ,  λ i  ) is sent back to the TO, where   f i   and   λ i   are energy quantity and per unit price of   f i   offered by   T  A i   , respectively, for   i ∈ { 1 , 2 , 3 , … , N }   and N = total number of TAs. When TO receives offers from N TAs, it generates the aggregated flexibility curve [29]. The intersection point of the requested flexibility line and aggregated flexibility curve is considered the market-clearing point, and all TAs who offer prices lower than the price at the intersection win the auction. However, if the total flexibility is less than the requested flexibility, all TAs who offer a price lower than   λ F   will consider as the winner. Then, TO informs the auction result to all TAs and sends a flexibility commitment message to the requester to inform how much flexibility the microgrid can provide in the response of their request.




2.1.6. Peer-to-Peer and Flexibility Markets


This section presents joint flexibility and the P2P market for flexibility and energy trading in each time slot, and the communication flow during trading is depicted in Figure 3. As mentioned earlier, TA can forecast scheduled energy and provided flexibility of DER; hence, each TA participates in the market after forecasting either as a seller or a buyer for trading excess or deficit energy with other TAs or the grid. The objective of the TAs in the day-ahead trading is to buy (sell) their demand (generation) in such a way that their costs are minimized, and TO’s objective is to minimize the total cost of TAs. TAs always trade energy with the grid with fixed prices, and it cannot be negotiated. In contrast, TAs can negotiate for the price in the P2P market to maximize their profit. Therefore, each TA aims to trade the maximal energy in the P2P market by considering traded energy with the grid is zero, and it is assumed that there is no flexibility request at this stage. More specifically, TAs first settle their commitments to trade energy in the P2P market and then remaining available energy trade with the grid considering there is no flexibility request. After that, TO checks whether it receives any flexibility request from requesters or not. If it gets a request, then TO triggers the flexibility market by sending a flexibility request to the TAs. At this stage, TAs could not change their commitments with the P2P market. As a result, TAs offer flexibility during the flexibility market by altering their commitments with the grid. If we denote   P  i , P   ,   P  i , G   ,   P i  , and   Δ  P i    as traded energy with the P2P market of   T  A i   , traded energy with the grid of   T  A i   , scheduled energy of   T  A i   , and provided flexibility by   T  A i   , respectively, then    P  i , P   +  P  i , G   =  P i   , and   Δ  P i  = 0  , for   i ∈ { 1 , 2 , 3 , … , N }   and N being the total number of TAs.



Initially, TO starts the P2P market by sending a price signal   λ P k   to all TAs. Here, k is the iteration number, and k = 1, 2, …. Each TA updates   P  i , P  k   using   λ P k   and the updated   P  i , P  k   is sent to TO. Then, TO updates its price signal based on aggregated demand from all TAs and sent the new price signal   λ P  k + 1    to all TAs. This process is iterative and stops when the convergence criterion    λ P  k + 1   −  λ P k  < ϵ   is met, where  ϵ  is a small positive number to indicate the algorithm termination. The price at the convergence represents the P2P market price or clearing price for all agents. After that, each TA calculates their traded energy with the grid by using    P  i , G   =  P i  −  P  i , P    . If there is a flexibility request from internal or external parties, TO initiates the flexibility market at this stage by sending a price signal   λ F k   to all TAs. TAs cannot alter their commitments in the P2P market. Hence, they provide flexibility by changing their traded power with the grid. In the flexibility market, all TAs are the flexibility sellers, while TO is the only buyer. Each TA calculates provided flexibility   Δ  P  i  k    by using   λ F k   and broadcast it to TO. After receiving provided flexibility from all TAs, TO updates its price signal and sent a new price signal   λ F  k + 1    to all TAs. Like P2P market, this negotiation process in the flexibility market is iterative and repeats till the convergence criteria is met (i.e.,    λ F  k + 1   −  λ F k  < ϵ  , where  ϵ  = small positive number for process termination). Afterward, TO sends a flexibility commitment message based on the aggregated flexibility of all agents to the requester to inform how much flexibility agents can provide in response to flexibility request.






3. Cyber Attacks in the Transactive Energy Market


Though TEM brings a set of advantages to the modern power system by integrating DERs into the traditional electricity market, it also creates opportunities for several cyber attacks and security threats that never existed with the conventional grid, like FDIA [9], DoS attack [10,11], replay attack [12], eavesdropping attack [13] and energy theft [14]. In this section, we identify and discuss several potential FDIAs during P2P energy trading and flexibility schemes of the day-ahead and intraday market in the Monash Microgrid as TEM implemented for energy management in the microgrid, and we have considered the Monash Microgrid our system model. Note that we leave investigation and analysis of all other attack impacts for our future work.



3.1. False Data Injection Attacks (FDIAs)


Generally, FDIA can be defined as the procedure of injecting false data as an input or manipulating the existing data in the system. Attackers execute FDIA on the power system to acquire benefits for themselves, which cannot be obtained in a regular market scenario or to cause harm to users or to a utility provider with vicious intent. Figure 4. depicts FDIAs through Figure 4a a communication channel and Figure 4b an adverse prosumer. In Figure 4a, an adversary or third-party attacker executes FDIAs to manipulate bid-offer or price signal which is exchanged among prosumers, consumers, and market operators to bring financial loss for all market participants or create a disturbance of the regular market operation. On the other hand, in Figure 4b, an adverse or malicious prosumer acts as an attacker who provides false data to the market operator or peers to increase his own financial benefits. FDIA is also known as a data integrity attack as it strikes the integrity of a system and is considered as one of the vital cyber attacks for the modern power system due to its devastating impacts. After first investigating the impact of FDIA on state estimation of power grids by Liu et al. [33], researchers have carried out a number of studies in recent years to detect, prevent or mitigate the impacts of FDIA on the power grids [34,35,36,37].



In the TEM, a considerable amount of information is exchanged among several market components like IoT integrated DERs, different forecasters, market operators, prosumers, consumers, and so forth. This information is transferred between components through communication channels. FDIAs can take place during information transfer through communication channels as well as against most of the TEM’s components. Nowadays, attackers target a large number of IoT devices that belong to consumers or prosumers in the TEM for FDIA. Due to the robust power system, these compromised IoT devices individually can not hamper the regular activity of the system, but their coordinated actions can generate major inconvenience [38,39]. Another threat may come from the user/consumer/prosumer of the TEM who seeks personal benefit instead of damage to the system. Adversaries can directly inject false data into the system without manipulating communication links or hacking TEM’s components, and they can change bids from smart appliances or IoT devices to gain personal profit [19]. Besides gaining personal profit, FDIA causes a number of consequences in the TEM because the effectiveness of energy trading in the market critically depends on the availability of energy production and consumption information, along with the reliability of energy trading signals [40]. Due to FDIA, the market operator makes faulty decisions, which do not match with the actual market scenario. This attack also instigates excessive or insufficient production of power, economic losses and inconvenience for the users in the market.




3.2. Attacks


In this subsection, we first investigate who acts as attackers during P2P energy trading and the flexibility scheme of the TEM. Adversaries and malicious users can act as attackers during energy trading and the provision of flexibility in the TEM-based microgrid system. Adversaries or third-party attackers are those who do not have direct access to the microgrid system but have access to the system interface. They do not directly participate in both the P2P market and the flexibility market to sell or buy energy or provide flexibility like prosumers and consumers. However, they aim to acquire, disrupt, or modify information illegitimately during market operation to bring economic disadvantages for all market participants or to disturb the regular market operation. On the other hand, malicious or adverse users (prosumers/consumers) have system access and participate in the P2P market and the flexibility market for trading (selling/buying) energy or providing flexibility. They provide false data to the market operator or manipulate other users’ data like bid, price signal, demand/supply to enhance their personal benefits.



As described in Section 2, TEM involves various components such as smart devices, communication channels, users (prosumers, consumers), market operators, and so on. Among all of the market components, communication channels, smart devices and adverse users can act as prime media to perform different cyber attacks due to the fragile security mechanism and direct accessibility to the system. Hence, in this study, we classify the attacks into three main categories based on these attack-prone market components of TEM: (1) Attack through the communication channel; (2) Attack through devices; and (3) Attack through adverse users. It is worth noting that both adversaries and malicious users can plan for different attacks through the communication channel and devices, while only malicious users (consumers or prosumers) act as attackers in the third category. A detailed description of three different types of attacks is described in the following subsections.



3.2.1. Attack through the Communication Channel


In the TEM, an extensive amount of information is transferred from one market component to another via a communication channel during energy trading or providing flexibility. In the P2P and the flexibility market, all TAs send their energy demand and supply, as well as provided flexibility information, to the market operator through the communication link. The market operator sends price signals and TAs place their bid via the communication channel. Moreover, the market operator receives flexibility requests from external or internal requesters through communication links during the flexibility market. An attacker can plan FDIAs through communication links to modify the requested flexibility value, the monetary reward value of proving flexibility, price signals, and bid-offer of any particular user or other users. Moreover, an attacker may attempt to eavesdrop on important messages sent to the market operator using a communication channel. From these critical messages, the attacker could reveal the private information of users, such as users’ identities, meter readings, bid-offer, and information on energy supply/demand.



As discussed in Section 2.1.5 and Section 2.1.6, TO runs a flexibility market or a joint flexibility and P2P market in each time slot of day-ahead and intraday market in the Monash Microgrid. During market operations, an adversary or a malicious user can launch FDIAs through communication channels to alter important information. To describe the attacks clearly, we consider the following attack scenario.



Example 1.

We assume that an external requester sends a signal to the TO for F = 1000 kW demand reduction of the microgrid in a specific time slot, and the monetary reward for the demand reduction is   λ F   = 4 $/kWh, which TAs will receive from network providers based on the amount of demand reduction in the real-time. Suppose an adversary changes the signal from (1000 kW, 4 $/kWh) to (100 kW, 1 $/kWh) and then sends the modified signal to the TO. After receiving flexibility request, TO triggers the flexibility market by sending bid requests for 100 kW flexibility instead of 1000 kW to TAs. In response, TAs send bid offers to the TO to provide available flexibility. An adversary attack in the communication link between the flexibility requester and TO and no verification process exists between them, TO could not identify the attack. Figure 5 depicts the scenario (highlighted by red color).



Now consider the attack scenario for the operation of the P2P energy trading market. Suppose, TO sends initial price signal   λ P k   = 4 $/kW to TAs. TAs determine traded energy in the P2P market   P  i , P  k   based on   λ P k  . A malicious prosumer can conduct an FDIA and alters 4 $/kW into 0.4 $/kW and sent the manipulated   λ P k   to other TAs. In Figure 5, we illustrate the scenario highlighted by blue color. Also, a malicious consumer can act as an attacker in the above-described scenario and changes 4 $/kW into 14 $/kW before sending the signal to other TAs. The affected prosumer or consumer TAs cannot identify the attack due to the lack of verification process between TO and TAs.






3.2.2. Attack through Devices


TAs in the TEM are general users who pose fragile security mechanisms. Attackers exploit this vulnerability and design different cyberattacks by targeting less secure elements in the system, such as smart meters, smart home appliances, smart heating, ventilating and air conditioning (HVAC) systems and IoT-integrated DERs. As discussed in Section 2, TEM implementation requires an advanced meter infrastructure (AMI) in the grid systems where a smart meter is installed at each TA end to real-time measure energy usage. As all smart meters are connected in a smart community with a wired or wireless network, a malicious user can attack the smart meter of one particular or several TAs to manipulate the energy consumption report. This type of attack is known as an energy theft attack [14] where an adversary could tamper his own meter to reduce the energy consumption measured by his smart meter and increase the measurement of the victim TAs’ energy usage.



In the TEM, IoT integrated DERs introduce several potential vulnerabilities to a number of cyberattacks, as DER’s forecasting data plays a vital role in power system planning. Generally, before starting a market in the Monash Microgrid, DER forecasting capability provides information about a user’s demand or supply of energy for the next hours or days in advance, considering weather, load and energy generation. Then, TAs send information of surplus or deficit energy to TO for different time slots based on DER’s forecasting. Suppose an adversary organizes FDIAs in numerous DERs to change their respective forecast data. In that case, the TEM operation may be impacted in various ways as robustness against forecast errors and attacks have not yet been addressed in the Monash Microgrid. To properly explain the attack through devices, an example is given below.



Example 2.

A malicious prosumer   T  A i    plans an FDIA through DERs. The attacker aims to increase the energy demand of   T  A 1    and   T  A 2    for time slot 1 p.m. to 3 p.m. to create manipulated energy demand in the market. To achieve the goal,   T  A i    hacks and takes control of IoT integrated DERs of   T  A 1    and   T  A 1    and increases the temperature data significantly for the specific period. Due to the rise in temperature data, the energy demand of respective users (  P  1 , P   ,   P  2 , P   ) grows too. Assume that the energy demand of   T  A 1    and   T  A 2    increases from 50 kW to 150 kW and 80 kW to 180 kW, respectively. Hence,   T  A 1    and   T  A 2    will join in the P2P market to buy manipulated deficit energy from other users. Figure 6 illustrates the described scenario, where the forecasting manager is a part of DER, which is responsible for providing an energy or flexibility forecast. Instead of rising energy demand, the attacker can reduce the energy demand of targeted users below the actual value by reducing the temperature data of the respective DERs.



An adversary can target DERs to manipulate the flexibility amount as TAs decide how much flexibility it can provide in a specified time slot during the flexibility market based on expected energy demand and supply. Suppose an adversary minimizes the energy demand of   T  A i    by lessening the temperature data of   T  A i   ’s DER from 12 p.m. to 1 p.m. When   T  A i    receives a bid request from TO to provide flexibility in this period,   T  A i    participates in the auction and provides an offer based on manipulated predicted data. However, during real operation,   T  A i    may not be able to provide the committed flexibility,   Δ  P i   , as its actual energy demand is more than the predicted value.






3.2.3. Attack through Adverse Users


TEM encourages small-scale producers and consumers to participate in different markets, such as the P2P market, flexibility market, local market, to trade energy with each other. It brings several benefits for both users and utility companies. Users (prosumers and consumers) receive economic benefits by selling or buying energy from their peers, while utility companies can reduce peak demand, operating costs and increase the overall efficiency of the power system [41]. However, some users act as attackers in the TEM to escalate personal benefits or create disturbance in the regular operation of the market. In the previous two attack categories, we already discussed a number of attacks that can be done by adverse users through communication channels and devices. Note that, under this section, we will discuss some attack scenarios that adverse users could create intentionally and, due to these attacks, some severe consequences may arise in the power system such as power outage.



As mentioned in Section 2.1.3, TO runs the day-ahead market in the Monash Microgrid to finalize commitment for the next hours or day. Contrarily, the users participate in the intraday market to fulfill unmet commitments during the actual operation. Now, consider the following scenario.



Example 3.

An internal requester sent a message to TO to reduce F = 500 kW demand from 12 p.m. to 1.00 p.m. as a possibility of exceeding a peak demand level has been predicted. Then, TO triggers the flexibility market by sending bid-request to all TAs. Now,   T  A i    participates in the auction and submits an offer (  f i  ,  λ i  ) where   f i   = 200 kW and   λ i   = 2 $/kWh. Assume that   T  A i    wins the auction and settles the commitment with TO to reduce 200 kW demand in the mentioned period with other users in advance. Anyhow,   T  A i    could not minimize his consumption from 12 p.m. to 1.00 p.m. and does not inform TO about the inability to provide flexibility beforehand deliberately. Due to the lack of proper information from   T  A i   , TO could not trigger the flexibility market for requesting 200 kW demand reduction from other TAs. Such adverse behavior of   T  A i    will bring serious problems to the microgrid system.



Like the flexibility market, seller TAs settle their commitment in advance with buyer TAs regarding the energy supply of the particular time slots during the P2P market operation (settlement procedure described in Section 2.1.6). Assume that a seller TA,   T  A i   , joins in the P2P market and informs TO to sell   P  i , P    = 100 kW surplus generation. Then,   T  A i    settles his commitment with TO to provide 100 kW energy. If   T  A i    could not generate the committed energy during actual operation and does not notify the condition to TO earlier, the market operation will be hampered differently.








4. Impact Analysis


Due to the attacks described in the above section, the TEM users and market operations in the Monash Microgrid can be severely impacted in many ways. Attackers execute these attacks to acquire benefits for themselves, harm a set of agents or users economically, hamper the market’s activities, increase the operation cost of systems, create catastrophic events and so on. This section describes a set of impacts on the different attacks on the TEM.



4.1. Impact Analysis of Attacks through the Communication Channel


When attackers launch attacks over the communication channel during the flexibility market and P2P energy trading market, as described in Section 3.2.1, in the microgrid system, TEM operations will be affected in different ways. To describe the attack impact clearly, we refer to Example 1 of Section 3.2.1 here. In Example 1, the attacker manipulates the requested flexibility amount and monetary reward in return to provide flexibility through FDIA in the flexibility market. Due to the change of flexibility request value F from 1000 kW to 100 kW, users or TAs cannot provide sufficient flexibility to the requesters though some TAs have adequate energy generation during this particular period. As a result, many TAs who may have enough energy generation do not get a chance to provide flexibility and gain financial benefits during the mentioned time. Moreover, the attacker alters the monetary reward value   λ F   to 1 $/kWh from 4 $/kWh. Therefore, only a few TAs who offer equal or less than 1 $/kWh to provide flexibility win the auction (the auction mechanism is described in Section 2.1.5). However, in the attack-free scenario, many of them can win the auction and receive economic advantages as the original monetary reward is 4 $/kWh.



In addition, due to the attack through communication channels in the P2P energy trading market, the adverse TA achieves financial gain, whereas victim TAs are affected economically. In Example 1, the adverse prosumer launches FDIA over the price signal   λ P k   which TO sent to TAs during the P2P market and changes into a small value. TAs determine traded energy in the P2P market   P  i , P  k   based on the   λ P k   and sent   P  i , P  k   to TO to inform how much energy they want to sell or buy from the P2P market. Due to low energy price, victim prosumers may offer a limited amount of energy to sell in the market while the adverse prosumer sells their whole surplus energy. On the contrary, if a malicious consumer acts as an attacker and changes original   λ P k   to a high value, other consumers buy little or no energy from the market while the malicious consumer buys his necessary energy with lower prices.



Besides FDIAs, malicious users can increase their profits by eavesdropping on the bid/offer of other TAs through the communication channel. For instance, a misbehaving user can offer lower selling prices than other users in order to win the auction, which brings economic disadvantages for legitimate TAs as they repeatedly lose the auction for higher bids. It also disrupts the regular market operation. Moreover, an external attacker can reveal the private information of TAs by eavesdropping messages sent to the TO and leads to privacy threats of TAs. Attackers can identify one designated user’s energy consumption pattern by monitoring how much energy the user is selling/buying in different time slots, especially in day-time or weekends. This pattern helps the attackers to reveal when the user is out of home and plan for burglary or robbery accordingly.




4.2. Impact Analysis of Attacks through Devices


In the TEM, attack through a number of smart devices could impact not only targeted users but also TEM’s activities. A malicious user can perform an energy theft attack by tampering his and a certain user’s smart meter to manipulate their respective energy usage reports. The adverse user decreases his meter measurement while enlarging the target users’ energy usage. Thus, victim users receive raised bills and the bill for the adverse users is reduced.



In the TEM, forecasting data from DER plays a crucial role in users’ energy and flexibility estimation as it directly affects the energy cost and system operation. To illustrate the impact properly, we refer to Example 2 here, where adverse prosumer   T  A i    increase the energy demand of   T  A 1   , and   T  A 2    from 1 pm to 3 pm by FDIAs through their respective DERs. Due to the rise in energy demand,   T  A 1    and   T  A 2    join in the P2P market to buy their deficit energy   P  1 , P   , and   P  2 , P   , respectively. As energy demand escalates in the market, adverse prosumers dramatically raise the energy prices   λ P k   in the market. Consequently, victim users have to buy higher energy than the actual demand from peers at overpriced. Furthermore, if prosumers cannot supply enough energy in the P2P market, affected consumers need to purchase energy   P  i , G    from the grid at an excessive rate as the grid’s energy price is fixed and higher than the P2P market. Nevertheless, the attackers can decrease the temperature data or demand, which leads to load shedding as users do not arrange or schedule extra energy or generators for the remaining loads.



Moreover, FDIAs through devices during the flexibility market of the Monash Microgrid will also bring a number of consequences. In Example 2,   T  A i    settled his commitment with TO in advance to provide flexibility from 12 p.m. to 1 p.m. based on the false predicted forecast due to the attack. But actual energy demand is higher than the expected value. Hence,   T  A i    may not fulfill the commitment in real-time, which affects the system’s reliability as TO made a commitment with requesters considering   T  A i   ’s flexibility. Also, it may create load shedding or a power outage in the system during this period if energy consumption of all users exceeded the peak demand level of the system.




4.3. Impact Analysis of Attacks through Adverse Users


In this subsection, we analyze potential damages for TEM introduced by adverse users of the system. In the flexibility scheme and P2P energy trading of the Monash Microgrid, some adverse users finalize their commitment during the day-ahead market but intentionally do not deliver the committed energy/flexibility in real-time. This article considers such type of user’s behavior as attacks because it can bring significant damages to the system. To depict the attack’s impact, Example 3 is referred to here. In Example 3,   T  A i    settled commitment with TO about 200 kW demand reduction during the day-ahead market. If   T  A i    does not minimize his consumption in real-time, it would potentially cause load shedding from 12 p.m. to 1.00 p.m. as a possibility of surpassing a peak demand level has been forecasted by the microgrid monitoring function.



Furthermore, the malicious behavior of   T  A i    during P2P energy trading will impact on the operation cost of the systems.   T  A i    settle his commitment with TO to sell 100 kW energy. If   T  A i    could not generate the committed energy during actual operation, the buyer TAs who finalized their commitment beforehand needs to buy deficit energy from the grid or other sources during real-time at a higher rate, which leads to economic loss for the buyer TAs. Moreover, if seller TAs repeatedly made wrong commitments and fail to fulfill the commitment in the delivery time, this type of adversarial behavior also impacts the reliability of the TEM’s operation along with the regular market operation.



Table 3 summarizes the probable impacts of three types of attacks in the Monash Microgrid system. Note that, though this paper investigates the attacks and analyzes the attack impacts based on the Monash Microgrid, attackers can execute the above-described attacks in any TEM-based microgrid system, which may bring the listed impacts on the TEM users and market operation of those microgrid systems as well.





5. Conclusions and Future Work


In this paper, we have studied the potential cyber vulnerabilities generally existing in the TEM. Nowadays, TEM is getting popular and brings a number of advantages to the modern power system. It also opens the door for internal or external adversaries to launch different cyber attacks in order to maximize their personal gains, reduce the profits of other users, or interrupt the system’s operation. Hence, we have identified and categorized the possible attacks on TEM during trading energy with peers or providing flexibility in response to external or internal requesters. Then, we have analyzed the impacts of these attacks in general.



For future work, we plan to execute, evaluate and analyze several FDIAs by changing the requested flexibility value, monetary reward value for providing flexibility, forecasting data from different forecasters such as weather forecaster, demand, or load forecasters against P2P energy trading and flexibility schemes of day-ahead and intraday market in the Monash Microgrid to evaluate the impact of attacks. Then, the impact of FDIAs on microgrid users will be compared to the attack-free scenarios. We plan to investigate and analyze the impact of some other attacks such as DOS attacks and replay attacks during the P2P and flexibility market of the microgrid system. We also intend to propose attack detection schemes and deploy them in the Monash Microgrid in the future.
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The following abbreviations are used in this manuscript:



	DER
	Distributed Energy Resource



	TE
	Transactive Energy



	TEM
	Transactive Energy Market



	ICT
	Information and Communication Technology



	P2P
	Peer to Peer



	IoT
	Internet of Things



	FDIA
	False Data Injection Attack



	DOS
	Denial-of-Service



	GWAC
	Gridwise Architecture Council



	PV
	Photovoltaic



	EV
	Electric Vehicle



	TO
	Transactive Energy Market Operator



	TA
	Transactive Energy Market Agent



	HVAC
	Heating, Ventilating, and Air Conditioning
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Figure 1. Energy trading process in a TEM. 
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Figure 2. Sequence of communication flow of the flexibility market in the Monash Microgrid. 
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Figure 3. Sequence of communication flow of the Peer-toPeer (P2P) and flexibility market in the Monash Microgrid. 
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Figure 4. False Data Injection Attacks (FDIAs) through (a). Communication channels (b). An adverse prosumer 
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Figure 5. FDIAs through communication channel by an adversary and a malicious user highlighted by red and blue color, respectively. 
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Figure 6. FDIAs through the distributed energy resources (DERs) of TEM by a malicious user. 
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Table 1. Impact of Attacks in the transactive energy market (TEM)-based microgrid system.
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	Attack Type
	Economic Advantage of the Attacker
	Decrease of Welfare to the Affected Users
	Disturbance of Market Operation
	Bring Catastrophic Events





	Attack through communication channel
	✓
	✓
	✓
	✓



	Attack through devices
	✓
	✓
	✓
	✓



	Attack through adverse users
	✓
	✓
	✓
	✓










 





Table 2. Comparison of the Day-ahead and Intraday Market.
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Aspect

	
Day-Ahead Market

	
Intraday Market






	
Time Slot

	
30 min

	
5 min




	
TA’s Role

	
Forecasts energy demand/supply and available flexibility

	
Checks change in the regular forecasting due to error or change in the load




	
Participates to trade energy with other TAs or grid

	
Participates to trade energy to fulfill unmet commitments due to change in forecasting




	
TO’s Role

	
Triggers flexibility market based on flexibility request

	
Runs flexibility market if receives flexibility request




	
Coordinates and Pays TAs

	
Coordinates and Pays TAs











 





Table 3. Impact of Attacks in the Monash Microgrid system.
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	Attack Type
	Impact





	
	
Attack through communication channel





	
	
Financial losses of affected users



	
Economic benefits of malicious users



	
Privacy Threats



	
Risks for burglary or robbery



	
Disturbance of market operation








	
	
Attack through devices





	
	
Increase energy prices



	
Load shedding



	
Maximize personal gains of malicious users



	
Economic disadvantages of affected users



	
Disturbance of regular market operation








	
	
Attack through adverse users





	
	
Load shedding



	
Disturbance of regular market operation



	
Reduce system reliability



	
Financial losses of affected users





















	
	
Publisher’s Note: MDPI stays neutral with regard to jurisdictional claims in published maps and institutional affiliations.











© 2021 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access article distributed under the terms and conditions of the Creative Commons Attribution (CC BY) license (http://creativecommons.org/licenses/by/4.0/).



























media/file4.png
[Flexibility Requester T0O (i = 1,TQ,1,4 i, ,N) [Forecasting Managen

— Flexibility Request, (F, Ap)—®
Bid Request >

Forecast Request—p-

4——>Sent Forecast

«——Bid Response or Agent's Of fer, (fi, Aj)——

Of fer Accepted or Rejected

«a—Flexibility Commitment





nav.xhtml


  energies-14-01137


  
    		
      energies-14-01137
    


  




  





media/file2.png
DER

| have surplus
energy to sell

@-_}

Prosumer

| am a third-party.
You can directly sell or

[ ] buy energy from me

L

Wholesale
Market

!

TEM
P2P Energy Trading

Consumer





media/file13.png





media/file5.jpg
mer—" ) 0= 12", S——

] | Forecast Request—~{
| l—Sen Forecasi—|

it Price Stgna, (4, k= 1)—1
L—Updated Demand or Supply, (P, k= 1)
| Updated Price Signal, (31,

\e—Updated Demand r Supply, (P, 5= 1)—

I
|
1
|
|
|
|
|
|
|
| i |
| |
| W |
| 1
| |
| |
| Conterged |
| — [CEndPopWame
ity e 5, 37| |

| Inital Price Signal, (3%, k=1)—s]

|
|

|

| \«—Updated Flexibii, (apf, k=1)——
| | Updated Price Signal, (A5, k=1)—s]
| Le—Updated Flesity, (a7t
|

—

s

v
Conversed

End Flexibilty Market | ——

L Flestbiity Commitmenr—





media/file3.jpg
K2

= Flexibility Request, (F, 1)
Bid Request_—______p.

——Forecast Request—»-

lexiility Requester T0 N Irorecasting Manager

e Sent Forecasi—

Fa—Bid Responseor Agent's O fer, (s A—{

01 e Accepied or Rejeced.

\a—Flexibility Commitment—





media/file1.jpg
DER

1 have surplus
energy to sell

P

Prosumer

Wholesale
Market

1am a third-party.
You can directly sell or
buy energy from me

TEM

P2P Energy Trading

Consumer





media/file7.jpg
MakesOperor

AdverseProsumer Consumer

(a) (b)





media/file10.png
Flexibility

Original:
Flexibility Request/

(1000 KW, 4 $/kWh) |

Requester

FDIA
yd

Adversary

TO

Original:

I:ZP energy price/(4 $/kW) TA1

> (Affected

Manipulated:
Flexibility Request/
(100 kW, 1 $/kWh)

&

Prosumer)

FDIA Manipulated:
P2P energy price/(0.4 $/kW)

Malicious User

Original:
FDIA pop energy price/(4 $/kW) TA2
(Affected
Manipulated: Prosumer)

P2P energy price/ (0.4 $/kW)

P2P energy price/(4 $/kW) TAN

|-
-






media/file12.png
Forecast

TO

|—| Request
< TA,

I

 Manipulated
Deficit Energy:
180 kW

) Forecast
Surplus Energy: Request

Manager

»| Forecasting
Deficit Energy:  Manipulated Mf'alr!ager
150 kw Deficit Energy: ~ Original FDIA
150 kyw  Deficit Energy:
50 kw
Deficit Energy: Forecast FDIA
- 180 kW ITI Request . [ Forecasting /

Original

Deficit Energy:

80 kw

»| Forecasting

100 kW TAN |

Surplus Energy:
100 kw

Manager

Malicious
User





media/file9.jpg
Fiexibiity
Requester

FDIA

rd

Adversary

Original:
Fiexibity Request/

(1000 kW, 4 $/kWh)

Manipulated:
Fiexibity Request/
(100 kW, 1 $kWh)

Original:
P2 energy price/(4 S G
T (Atfected
Prosumer
PO Manipulated: N,
8 P2P energy price/(0.4 SIKW)
Malicious User
oin original:
P2P energy price/(4 SKW)[TA;
N (Affected
Wanipulated: plositive)
P2P energy prcel (0.4 SIKW)
P2P energy price/(4 SIkW) Ay






media/file8.png
Market Operator

Attacker

\‘:
fl\

(%) T FDIA
(7

Prosumer t Consumer

Market Operator

Adverse Prosumer

False Data

(b)

Consumer





media/file11.jpg
Forecast

L e e
| re—
Defit Energy: Vianipuiated | Manager
150kW Sl Energy. Oigmal
150k Defict Eneroy:
Sokw
Defit Energy: o
L0k Ty | Reauest Forecasong
~—
Vanpuiated L Manager
. Ol Energy. —Orignal
D el ey
: 0w
3 Forecast
Suplus
0w [ A e [Forecasting

‘Surplus Energy:
100 kW

Manager






media/file6.png
lexibility Requester

| TO | |(i = 1T2A’ ,N)

— Flexibility Request, (F, Ar)™™

a—Flexibility Commitment—

|Forecasting Managen

| Start P2P Market |——

Initial Price Signal, (A’{,, k= 1)_>

«—Updated Demand or Supply, (Pi’fP , k= 1)_
_____Updated Price Signal, (ﬂ’f,"'l, k= 1)_>
«—U pdated Demand or Supply, (P,k; k= 1)—

eck: (At — k) <e

Yes

Converged

| EndP2P Market |
— Start Flexibility Market |———

Initial Price Signal, (/l’l‘,, k= 1)_>
<«—Ubpdated Flexibility, (Apf, k=1)——
. Updated Price Signal, (ﬂ’l‘;”, k= 1)_>
<—Updated Flexibility, (Apf*!, k=1)

eck : (Apft —ApF) <z

Yes

\j
Converged

| End Flexibility Market |

—— Forecast Request—»

+——Sent Forecast






