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Abstract

:

The article presents issues regarding the impact of operating conditions on the functional reliability of representative fire alarm systems (FASs) in selected critical infrastructure buildings (CIB). FAS should operate correctly under variable environmental conditions. FASs ensure the safety of people and CIB. Operational measurements for 10 representative systems were conducted in order to determine the impact of environmental conditions on FAS reliability. Selected operational indices were also determined. The next stage involved developing two models of representative FASs and the availability, pre-ageing time and operating process security indices. Determining operational indices is a rational selection of FAS technical and organizational solutions that enables the reliability level to be increased. Identifying the course of the FAS operating process security hazard changes in individual system lines, particularly at the initial operation stage, enables people that supervise the operation to affect operating parameters on an ongoing basis. The article is structured in the following order: issue analysis, FAS power supply in CIB, operational test results, selected FAS operating process models, determination of operational and security indices, and conclusions.
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1. Introduction


Fire alarm system (FAS) devices are security devices and, within the meaning of the Regulation of the European Parliament and of the Council No. 305 of 9 March 2011 (CPR), are treated and marketed in specific countries as building materials [1,2]. This is why all FAS devices and elements have been recognized as building products that are permanently built-in within a given building, such as floor beam, doors, windows, stairs, lintels or other building materials [3]. Owing to their function, namely protection of life, environment or accumulated movable and immovable property in buildings supervised by FAS, all devices, accumulator banks constituting backup power sources, FAS elements and modules are very important in terms of the fire safety of a given building or structure [4,5] (Figure 1).



The need to use a fire alarm system in a given building or structure may arise from the following provisions or assumptions:



	
Legislation in force within a given country (e.g., in Poland, Regulation of the Minister of Interior and Administration of 7 June 2010, (Dz.U. 109, item 719) [1];



	
Recommendations of competent fire safety (State Fire Service—PSP) or environmental protection authorities (e.g., District Building Supervision Office) [6,7];



	
FAS installation and operation follows a statement or independent decision of an investor, buyer or tenant of a given building; the owner, administrator or user of a given building shall be responsible for operating the system [2].






In general, all FASs, due to their design, supervised area expressed in, e.g., m3, the number of fire zones, number of detection circuits and lines, area coverage of protected facilities and fire hazard categories can be divided to three various organization structures [8,9]:




	
Fire alarm systems of focused structure, where all loops, B-type radial lines, control lines, audio and optical signaling devices, etc. are connected to a fire alarm control unit (FACU) [1,10]. A single so-called connection node is present in the FACU in such a case. The distance of the most remote locations monitored by the FACU does not exceed the permissible detection line or circuit length due to the alarm signal transmission process [11,12]. The alarm control unit contains a single so-called connection node [13] (Figure 2).



	
Fire alarm systems of the so-called distributed and scalable structure, have an advantage of simple system expansion through adding, e.g., a control device of an alarm sub-panel to a circuit. It is achieved through hooking-up additional fire alarm system sub-panels, which are slaves to a master FACU [14,15]. In such a case, A-type detection circuits, B-type radial lines with detectors and audio–optical signaling devices monitor separate fire zones within buildings that may be located over a vast area. In this case, the power and backup supplies are routed to each fire alarm control unit separately, from another internal supply line (ISL) [16]. All of these measures are introduced in order to ensure reliability and due to the current power load within the facility [17,18]. All FACUs monitoring a given structure or such a vast area in terms of fire safety are connected through a double transmission cable, a so-called ring, for reliability purposes or operate in a so-called star system, where a master FACU is located in its central place [19,20]. In the case of these systems, the distance of remote locations supervised by a given FACU can exceed the permissible length of lines, detection circuits or control lines [21,22]. Due to the costs of executing a given fire system (e.g., execution of several detection lines to a remote protected part or facility) over a vast area, such a solution may be cheaper or more reliable than, e.g., the application of a focused FAS [23,24]. Due to the potential electromagnetic interference over a vast area, it is possible to connect individual FACUs using a fiber optic cable [25,26] (Figure 2).



	
Fire alarm systems of mixed structure are executed taking into account the sole costs of executing a given FAS, but also due to the possibility of applying various complex reliability structures when integrating the entire system [27,28]. In such a case, two different FAS structures shall be used, one distributed for monitoring a vast area and a high number of buildings, and a focused one [29,30]. A focused-structure fire alarm system is in such a case connected to a distributed FACU via a transmission line. A focused or distributed system in a given building or facility may be additionally fitted with a fixed fire equipment (FFE) gas suppression system (GSS) [31,32] (Figure 2).








Currently, all FACUs used in large buildings are manufactured in the so-called modular system [33]. A FACU consists of numerous unified modules encased usually in standard metal casings [3,34]. Individually or combined into so-called sets (nodes), they can be placed at various locations of a protected building. These points may be significantly distant from each other [35,36]. The distances between individual sub-panels (nodes) may be up to 1200 m in the case of using a copper cable or even up to 15,000 m when using a single-mode optical fiber as the transmission bus [37,38]. Individual FAS sub-panels within a single node are also interconnected via a common, double (redundant) digital transmission bus [39,40] (Figure 2). Individual FAS systems may be supervised through, e.g., a single alarm receiving center (ARC) that can be located within such a vast area [41]. Due to the facilities located within such a vast area, which belong to the so-called critical infrastructure, there is a possibility to install individual, less-complex ARCs to monitor selected FASs [42,43]. All ARCs are intercommunicated and have two independent tele-transmission channels, hardwired and wireless, diagnosed with a fixed or variable processing period due to a short-circuit, opening or replacement of a transmitter or receiver [44,45]. Telecom connections used to transmit alarm, diagnostic or damage signals to ARC or PSP are established in order to ensure an appropriate reliability level and the information transmission quality [1,46].



The rest of the article is organized as follows: Section 2 is a critical review of the source literature on the current state of the problem. Section 3 contains basic information on FAS power supply, including the backup power solution, system protection method and fire switch location. Section 4 presents the results of operational tests involving two representative FAS operated in critical infrastructure facilities. Section 5 includes the developed models—operational graphs of selected FAS and computer simulation results with charts and reliability characteristics. The last, Section 6 contains conclusions arising from the conducted tests and computer simulations.




2. Literature Review


Temperature is one of the important factors within the so-called fire triangle. The authors of [18,26,40,46] discussed temperature-based analysis covering the reliability of key electronic subsystems. This analysis enabled the optimization of, e.g., the arrangement of electronic subassemblies in the device and on the PCB, based on a conducted temperature analysis using finite element modelling (FEM) and an Ansys computer analysis. The developed method applies only to a single electronic device located at a specific place, and not electronic systems (e.g., FAS) that are spatially arranged in different rooms. Temperature is an important environmental factor determining FAS reliability. The FAS operational test conducted by the authors enables the impact of this parameter on reliability to be assessed through defining, e.g., damage intensities.



A significant issue when determining the impact of environmental factors on FAS operation is taking into account an appropriate fire detector selection [4,11,28]. In their work on fire detectors, the authors described dynamic tests involving the impact of fire characteristic values on the very detection of this phenomenon, as well as time. However, no reliability tests concerning, e.g., temperature and humidity properties for electronic subassemblies or the entire FAS were conducted. Through the available FAS damage statistics and the environmental conditions pertaining to the rooms, the authors were able to determine detector or element damage intensities.



Additional electronic circuits located in the detectors and alarm control panels, intended for diagnosing their technical condition, are very important with regard to FAS [3,9,15,46]. The articles discuss general proposals regarding measurement systems for conducting dynamic measurements of the technical conditions using various diagnostic techniques. However, the studies did not take into account the impact of signal interference arising from the application of long circuits or transmission or detection lines that are not hooked-up to an alarm control panel. In this article, the authors mitigated such errors through conducting actual tests, observing alarm, damage and detection signals in control panels, where the waveform conditioning and development process takes place.



An important issue that should be taken into account within the FAS operating process are electromagnetic interference [32,43], maximum permissible temperature changes in rooms with installed detectors [47,48] or accelerations of vibrations and shocks in electronic elements [10,49]. Within the studies discussed in the aforementioned articles, individual factors disturbing the FAS operating process are considered separately. The authors of the article conducted actual FAS tests, where the aforementioned interference was taken into account in detection and alarm signals processed in the alarm central panel. In the course of the studies conducted by the authors of the article, it was possible to physically verify, e.g., a given damage or alarm signal types in a given room, generated by interference factors.



The authors of [15,17,50] describe quality and reliability studies involving the power supply of electronic and security systems. The work presented general technical requirements, but not studies on the operation of FAS power supply, especially at the initial fire stage or under any interference. During the FAS operational studies, the authors conducted tests associated with the actual power supply process for these systems through identifying changes in detection, alarm or damage currents, as well as changes to the load of an FAS power supply in all operating modes. For the purposes of the tests, the authors also took into account the transitions to FAS backup supply (battery banks) that were often executed during a forced power grid failure, as well as through deliberate shutdown. These studies were taken into account when calculating FAS operating indices.



The authors of [8,51,52] addressed the issues associated with the transmission of alarm and damage signals to an alarm receiving center or the fire department. These articles only took into account the impact of reliability, quality, availability or time of transmission to remote points. The notification and service response time in the event of damage adopted for the analysis conducted by the authors was taken into account in the μ recovery parameter. It is particularly important for restoring an FAS to a state of fitness, which was taken into account in the system models developed by the authors of the article.



As stated in [11,24,30,34], modern technical solutions (e.g., fuzzy sets, neural networks, multisensor, optical or laser detectors, etc.) are currently applied in order to reduce, e.g., a false alarm probability, and to increase detector operational reliability, including responses to various excitations of fire sensors. The FAS analysis and operational tests conducted by the authors took into account all currently operated modern detectors that are installed in detection lines and circuits. This was considered in FAS operational graphs and models in the form of the actual numerical values for the indicators of λ damage and μ repair intensities.



Due to the particular tasks performed in facilities, FAS must be characterized by a high hardware reliability [6,21,31,37], and also as a decision on the state of security within the monitored area that is worked out based on the data received from detectors [5,11,33,34]. In the context of the tasks described by the authors of the article, especially the second of the aforementioned aspects may be considered as a diagnostic and measurement issue, taken into account during FAS operation. For obvious reasons, the manufacturers of the analyzed FAS group do not publish information on damage, reliability and replacement time of damaged elements or the effectiveness of their solutions. The studies conducted by the authors of the article verify the application of actual FAS for the fire protection of facilities. The execution of the tests was significantly hindered due to access to FAS operated in critical infrastructure buildings. This is why the article does not state the name of the facility, manufacturer of the devices or the very organization of the FAS technical structure.



Available source literature [13,25,53,54] contains various technical and operational solutions that should be taken into account when minimizing a fire in a facility or already at the evacuation stage. The authors did not address these issues; however, the FAS operational analysis itself or the test results, e.g., availability factor, can be used by designers and users of such systems to select a specific FAS manufacturer or structure. Such an analysis was not conducted during conversations with company representatives, users or the service.




3. Power Supply Implementation for Fire Alarm Systems


Proper FAS power supply organization is a very important issue, and for distributed systems in particular. Section 3 presents general requirements and proper organization of a power supply system, including the location of backup power sources, power protections and the main fire switch. Figure 3 also shows the flows of diagnostic signals with information on FAS technical conditions and power supply. Special process and technical solutions, including, e.g., appropriate positioning of the main fire switch, are used in order to ensure power supply continuity for FAS operated in the case of a fire [52,55] (Figure 3). So-called internal circuits supplying individual FACUs are executed in a building power system upstream of a so-called main switch, which deenergizes a given structure in the case of a fire event [54,55]. The FASs utilized primary mains supply and so-called backup power supply to ensure power supply continuity [56,57] (Figure 3).



Due to the power demand and rated currents flowing in the lines and circuits, the FAS power supply voltage is 24 V, unlike other security systems also operated in such facilities, e.g., closed-circuit TV (CCTV), access control system (ACS) or the intrusion detection system (IDS) [50,51]. Such a solution enables individual FASs to be supplied after isolating power from the power grid, the so-called primary power [49,50]. This allows the FAS to function without drawing power from the battery bank, the capacities of which are determined in the form of developing a so-called energy balance, i.e., electricity demand, taking into account alarm and detection currents for all FAS elements and devices [58,59]. In the case of distributed FAS, each subsystem has an individually determined energy balance [57,60]. In the case of currently operated FAS, there are no legal provisions, regulations and adequate guidelines on the operational reliability of lines, elements, devices or entire technical facilities, especially within critical infrastructure [53,59].




4. Determination of Operating Process Indicators for Selected Fire Alarm Systems


Determining FAS reliability is based on conducting limited tests of actual systems. Access to tests involving these systems is limited and difficult due to the location of FAS in critical infrastructure facilities. The manufacturers of individual FAS devices do not disclose reliability indices in their catalogues. This is why developing complete statistics regarding the occurrence of damage and the entire recovery process is an important issue. Such data is not published by leading FAS manufacturers. Operational tests covered all FAS components. The results were used as a basis to develop graphs that enable the min, max and mean to be read, as well as standard deviation for repair times. Graph 6 shows the most common damage types for all 10 conducted FAS tests. Studies aimed at determining the basic operating process indicator, e.g., reliability of different FAS structures, requires data to be obtained on the operation of these systems under various environmental conditions [2,52] (Figure 4). Environmental conditions (e.g., temperature, humidity, pressure, etc.) significantly impact such issues as damage intensity λ of individual FAS elements, modules or devices [11,54]. Damage λ intensity is also affected by variable supply voltage parameters, conducted and radiated electromagnetic interference, surges and voltage decays or dips [34,55]. Ten different FASs operated in various environments were studied to calculate the intensity indices for damage λ and recovery μ. Elements, modules and devices within these systems are located indoors and are exposed to direct action of a variable Earth’s environment [2]. The FAS operating process analysis was conducted based on event log data recorded in the FACU. All FASs were operated within a single country, which is why it was assumed that they worked under similar environmental conditions. Over 80,000 entries on operating events for various manufacturers of these systems were identified in FACU permanent memories [22]. Based on FACU data and face-to-face conversations with responsible persons supervising the operating process, it can be concluded that damage most usually occurred due to an operator error—so-called human factors, such as mechanical factors—inadvertent line/circuit damage during building renovation, change of environmental conditions under which the FAS is operated, external factors not attributable to the operator, e.g., voltage decay or dip and surges in FAS power supply lines, including lightning discharges that may damage vulnerable FAS electronic elements, the implementation of an incorrect FAS design, a system that is not consistent with the recommendations of the manufacturer or the operation of individual FAS subassemblies, devices or elements [7,22].



Minimum, maximum and mean repair times for individual FAS elements were calculated, among others, based on the entries in the FACU event log. Standard deviation was also determined for individual repair times. Figure 4 and Figure 5 show only selected graphs broken down by failure type identified within an FAS, while Figure 6 shows collective data for 10 FAS.




5. Operation Process of Selected Fire Alarm Systems


Section 5 contains developed operating graphs for two representative FASs. Actual operating data set out in Section 5 enable determining reliability indicators. The basic reliability distributions and the security unreliability function for individual FAS branches were determined in this section. Such an approach to the issue of FAS operation enables the so-called tuning at the initial stage of FAS use to be determined and allows one to assess the impact of individual lines or circuits on the total fitness of the system. The article demonstrates a limited yet representative number of FASs that are operated in critical infrastructure facilities. For the sake of operational safety and the security of information forwarded to the outside, such facilities most often operate a focused, and not a distributed FAS. A focused FAS structure is usually the case in critical infrastructure facilities (storages, shelters, etc.) where flammable materials are stored (Figure 2a), e.g., two fire detectors on a detection line are connected to the FAS FACU (Figure 7).



FAS, as seen in Figure 7, can stay in eight distinguished operating states:




	
S1—all system elements operate correctly—FACU, Cz1, Cz2;



	
S2—the only damaged fire detector is No. 1—Cz1;



	
S3—the only damaged fire detector is No. 2—Cz2;



	
S4—only the fire alarm control unit—CSP is damaged;



	
S5—both fire detectors damaged—Cz1, Cz2;



	
S6—the only working fire detector is No. 1—Cz1;



	
S7—the only working fire detector is No. 2—Cz2;



	
S8—all system elements damaged—FACU, Cz1, Cz2;








A Markov chain enables a graphic visualization of all states that an FAS can remain in. This includes the probabilities of staying in a given operating state or a transition between successive states. Given the initial assumptions (FAS—fit—S1 state) and all potential FAS states, it is possible to develop a Markov chain for the operating process of this system, as shown in Figure 8 [2,35]. As can be seen in this graph, an FAS can stay in the following states:




	
Full fitness SPZ—if occurring in state S1;



	
Safety unreliability QB—if occurring in state S2 or S3;



	
Safety hazard QZB—if occurring in state S4 or … S5, S6, S7, S8.








The transitions between successive FAS states are described as probability functions, e.g., probability of a system’s transition from state Sx to state Sy, marked in Figure 8 as PSxSy. By using the aforementioned damage and repair probability functions, it is possible to determine all possible transitions. Due to the fact that damage to FAS elements is independent of each other, through the application of design and organizational solutions, the probability of transition PS1S2 can be expressed by a product of the probability of damage to fire detector No. 1 (Cz1), and the probability of correct operation of the FACU and fire detector No. 2 (Cz2); this is determined by Equation (1).


   P  S 1 S 2    t  =  R  CSP    t  ·      Q    Cz 1    t  ·  R  Cz 2    t   



(1)







By proceeding analogously in the case for other probabilities of leaving the S1 state, it is possible to determine and calculate individual probabilities occurring in the case of a focused, simple FAS, i.e., determine other PS1S3, PS1S4, PS1S5, PS1S6, PS1S7, PS1S8.



By adopting the operating data obtained in the course of studying 10 various FAS designs, it is possible to determine the intensities of damage λ and repairs μ for various components of such a technical structure, operated for a selected period of time. The damage λ and recovery μ intensities were determined based on studies and observations of the FAS operating process. They respectively amount to, for a focused FAS-CSP (FACU), Cz1, Cz2, which is determined by Expressions (2)–(4).


    λ  CSP   = 1.25478 ·   10   − 7      1 h      ;    μ  CSP   = 0.1306      1 h      



(2)






    λ  Cz 1   = 4.48762 ·   10   − 6      1 h      ;    μ  Cz 1   = 0.1818      1 h      



(3)






   λ  Cz 2   = 3.14687 ·   10   − 6      1 h    ;      μ    Cz 2   = 0.1810      1 h     



(4)




where    λ  CSP    —FACU damage intensity,    μ  CSP    —FACU recovery intensity,    λ  Cz 1   —  Cz1 damage intensity,    μ  Cz 1    —Cz1 recovery intensity,    λ  Cz 2      —Cz2 damage intensity,    μ  Cz 2   —  Cz2 recovery intensity.



Figure 9, Figure 10, Figure 11 show selected P probabilities as a function of the time of transition from the S1 state to other states, and FAS residence times in various states, for t = 8760 h.



Based on the obtained results, it is possible to calculate the A availability coefficient for FAS, according to Expression (5).


  A =  T  T + Q    



(5)




where A—FAS availability coefficient; T—mean duration of FAS staying in a state of full fitness or safety unreliability (mean probability); Q—mean duration of the system staying in the state of safety hazard (mean probability).



In the FAS in question, they respectively amounted to the following, according to Expression (6):


   −    T  = 0.966768623   ; −    Q  = 0.000090143 ;   −    A  = 0.999098569   



(6)







In order to calculate the time spent in one of the three general safety states, it will be necessary to calculate the mean probability of staying in a given state. In the FAS in question, they respectively amounted to the following:



	—

	
   M  PZ   = 0.966768623    mean probability of staying in a state of full fitness;




	—

	
   M  ZB   = 0.032329946    mean probability of staying in a state of safety unreliability;




	—

	
   M Z  = 0.0000901431    mean probability of staying in a state of safety hazard.







For the adopted focused-type FAS operation time t = 8760 h, the times of staying in individual states are respectively determined by Expression (7):


   T  PZ   =  M  PZ    * t  = 8468.8934  h  ;  T  ZB   =  M  ZB    * t  = 283.21323  h  ;  T Z  =  M Z   * t  = 7.8965997 [ h ]  



(7)







An FAS staying in a state of full fitness is most probable, while reaching a state of safety hazard, i.e., FACU damage, is less probable. The least probable state that may occur within the FAS in question is S8, i.e., damage to all system elements—the state of FACU, Cz1 and Cz2 unfitness. A specified number of detectors, manual call points (MCP) on detection lines, are used in the case of an FAS that is used to protect buildings and rooms and communication routes therein.



This is determined by the maximum area monitored by lines connected to a FACU. Figure 12 shows a simplified diagram of an FAS consisting of B-type lines with connected detectors, MCP, control modules or audio and optical devices. Various technical and organizational solutions that enable the preset fitness level to be achieved for the entire facility are used due to FAS operational reliability [54]. This is why the application of redundancy and a fail-safe principle in such systems already at the design stage leads to a situation in which a single FAS element or device failure does not result in so-called critical or catastrophic damage [20,53]. This is particularly important when developing a so-called FAS control matrix that takes into account the so-called fire scenario [10].



The application of various solutions that take into account FAS reliability enables fire scenarios to contain operational events that involve so-called indirect system unfitness states or safety hazard states QZB(t); they are often called in source literature as efficiency failure [2,55]. There are only two basic operating states in technical systems without redundancy. These are a state of full fitness Ro(t) and a state of safety unreliability QB(t) [22,45] (Figure 8). In order to identify fire alarm system unreliability indices, it is necessary to determine the environmental conditions under which such technical structures are operated [56,57].



These environmental parameters significantly impact the damage intensity coefficient λ for elements, devices and modules making up the FAS. For the sake of fire safety within B-type detection lines (Figure 13), there are restrictions to the number of installed detectors (a maximum of 32) and MCPs (10 units) [2,45,58]. Individual fire zones within an FAS shall be separated by a short-circuit isolator (Figure 13). Figure 13 shows a focused FAS monitoring a building [22,59,60]. It consists of two separate fire zones located in the building and warehouse [2]. In order to ensure power supply security, the FAS was equipped with a backup power supply in the form of a battery bank with a capacity determined through calculating the energy balance that takes into account monitoring and alarm currents for individual elements of this system [61].



The control modules located within a B-type line enable the control of, e.g., an audio warning system (AWS) or smoke exhaust devices and dampers [62,63]. The system consists of detection circuits, some of which have programmed detectors in coincidence systems, a control loop with a module controlling fire safety devices as well as technical and safety systems in the building and the storage room [22,29].



A signaling line with audio and optical signaling devices is also hooked-up to the FACU [36]. The FAS has a serial and parallel reliability structure [2,22]. Figure 14 is a graph showing the operating process of the FAS from Figure 13.



Assuming certain baseline conditions, the focused FAS in question can be described using Expressions (8) and (9):


   R 0   t  = 1  



(8)






   Q  ZB 1    0  =  Q  ZB 2    0  =  Q  ZB 3    0  =  Q  ZB 4    0  =  Q  ZB 5    0  =  Q  ZB 6    0  =  Q  ZB 7    0  =  Q  ZB 8    0  =  Q  ZB 9    0  =  Q  ZB 10    0   =  Q  ZSA 1    0  =  Q  ZSA 2    0  =  Q B   0  = 0  



(9)




where R0(t)—probability function for FAS staying in a state of full fitness SPZ; QZB1(t) do QZB31(t), QZB1r(t) do QZB9r(t), QZB1s(t) do QZB5s(t), QZB10(t) do QZB5o(t), QZB1z(t)—probability function for FAS staying in individual safety hazard states; QB(t)—probability function for FAS staying in the safety unreliability state SB; QBz(t)—probability function for FAS staying in the safety unreliability state SB in the case of a power failure; QZB5o(t), QZB5s(t), QZB9r(t), QZB31—probability function for FAS staying in the safety unreliability state SB in the case of a failure in audio and optical signaling device line, controller line, B-type line with manual call point, radial detector line, λ1CSP—intensity of transition from a state of full fitness SPZ to a state of safety unreliability SB; μ1CSP—intensity of transition from a state of safety unreliability SB to a state of full fitness SPZ; λ1c,λ2c,λ3c,…,λ1r,λ2r,λ3r,…,λ1s,λ2s,λ3s,…,λ1o,λ2o,λ3o,…,—intensity of transitions from a state of full fitness SPZ or a state of safety hazard SZB to a state of safety unreliability QB(t), SB—as per the designations in Figure 14; μ1c,μ1c,μ3c,…, μ1r,μ1r,μ3r,…,μ1s,μ1s,μ3s,…,μ1o,μ1o,μ3o,…—intensity of transitions from a state of safety hazard SZB to a state of full fitness SPZ, from a state of safety unreliability to a state of safety hazard or a state of safety hazard to a state of full fitness R0(t), as per the designations in Figure 14.



Just like in Figure 13, the probability for an FAS staying in individual safety hazard, safety unreliability and full fitness states, as well as the transition intensities and recovery values were conducted using specialized BlockSim computing software by ReliaSoft [2,58]. This software enables simulations, studying reliability and calculating system availability. It also allows one to conduct various analyses in this regard [22,64,65]. The software offers appropriate graphical interface, which enables the modelling of complex systems (also other technical structures) and processes using relevant reliability block diagrams and fault tree analysis or a combination of both aforementioned approaches. It also offers separate process flow modules and Markov diagrams that are used to conduct the simulations [7,42].



State-discrete and time-continuous Markov chains for the focused FAS, as shown in Figure 14, can be described as a graph. In such a case, the transitions between individual states are defined by (fixed) transition intensities determined for the system in question (Figure 13). It is common to use time-continuous Markov chains to analyze the issue of reliability or, e.g., system A availability [2,7]. This can be described using a set of ordinary differential equations. In such a case, each differential equation represents a change in the probability of an FAS staying in a specified state (Expression (10)) [7,22]:


      dP  j    dt   =   ∑   l = 1  n   λ  lj    P l  −   ∑   l = 1  n   λ  jl    P j   



(10)




where n—number of considered states of a focused FAS; Pj—probability of the considered FAS to stay in a distinguished state j; Pl—probability of the considered FAS to stay in a distinguished state l; λlj—intensity of FAS’s transition from state l to state j; λjl—intensity of a FAS’ transition from state j to state l.



The conditions for solving differential equations to determine FAS reliability and other security indices always result from the initial values for the probability of a system staying in each of the distinguished states. In the case of this focused FAS, the initial system states were described by Expression (3). Figure 14 shows the migration of possible states for a focused FAS with B-type open lines for detectors, MCPs and control modules, without sending alarm and damage signals to the PSP (respective graph for a focused FAS model from Figure 12)—graph printout from the BlockSim diagram [2,32].



Taking into account the determined damage λ and recovery μ intensities relative to individual elements and devices of a focused FAS shown in Figure 14, it is possible to determine specific security indices for the operating process of this system. After commissioning and first start-up, an FAS operated within a given critical infrastructure facility is in a state of fitness, R0(t) = 1, which means that all elements and FACUs are efficient. At the time t = 0 (s), the probability of a focused FAS staying in the state R0(t) = 1 (Figure 15), while the probability of staying in the state QB(t) (safety unreliability) (Figure 16) is equal to zero. As the operation time passes, the R0(t) and QB(t) values change. Value R0(t) decreases, as in Figure 16, at a time [0, 2400 h]; this is the beginning of the operating process.



Later on, the function waveform has a constant value equal to 0.9945, while the value of function QB(t) grows accordingly (Figure 17). It stabilizes after a time equal to 35.04 (h), when QB(t) = 3.4·10−5. A very important issue at the beginning of the operating process is to determine the values of individual QZB (safety hazard) functions for individual B-type detection lines hooked-up to FACU. Calculating these values will enable the impact of individual detection lines on the value of R0(t) to be determined for the entire system, or system fitness in other words.



After the entire FAS is activated and switches to the monitoring mode, which is the basic operation, the dominant state occurring at the initial moments of operation is state QZB1(t), which occurs within the B-type detection line. At the initial period of the FAS operation, this function increases QZB1(t)—at t = 9 h, the value of the function is 8.35·10−5 (Figure 17), while after 10 h of FAS operation, this value is QZB1(t) = 0.000162747. Other safety hazard states occurring within other detection lines connected to FACU reach low values (Figure 18). Please note the slow increase of all safety hazard functions for individual detection lines connected to FACU at the initial operation period, i.e., up to a maximum of 180 h (Figure 18). This corresponds approximately to seven first days of the FAS operating process. This is a so-called “breaking-in process” or the “infancy”, which applies to all technical, mechanical, electrical or electronic objects. The system in question is electronic, since all FAS devices contain appropriately connected and polarized electronic elements and spaces arranged on PCBs, encased in a special housing, fireproof most usually, e.g., detectors, modules, MCPs or audio and optical signaling devices. The percentage share and value of individual safety hazard states that have the potential to occur within individual detection lines connected to a FACU are presented in Figure 19 and Figure 20a–c, respectively. Figure 21 shows a graph with the % share of individual components in a safety hazard state QZB(t), for a line with connected detectors (max 32). The highest % share among individual components for the initial operation stage, i.e., from starting the FAS up to 9 h, is achieved by component QZB1(t). It amounts to as much as 97% of the value of all components. The % share of all components QZB1-31 (t) within the operating process constantly changes.



Figure 20a–c shows the values of individual safety hazard states QZB(t) in a focused FAS, as in Figure 13, for individual B-type detection lines, which means audio and optical signaling device lines, manual call point lines and control module lines. The highest value is reached by the safety hazard component QZB1O(t) = 0.000155451, i.e., a line with optical and audio signaling devices. Signaling devices are operated under varying environmental conditions, external or internal, and when the alarm is triggered, they consume significant amounts of electricity from the power supply or battery bank, constituting backup power supply sources. They consume power also when monitoring. It is used to diagnose, e.g., FACU-device connection continuity, i.e., to determine the absence of a short circuit or open-circuit of the power supply line. Individual components of the safety hazard QZB(t) reach different values (Figure 21). This difference is sometimes significant, e.g., QZB1O(t) = 0.000155451, and QZB2O(t) = 1.53·10−8, which means that some components are dominant within the operating process, while other are negligible at the initial operating stage. This tells a given FAS operator which detection lines and elements within such a bus should be given special attention in terms of the operating process at its initial stage. In order to better illustrate individual safety hazard components QZB(t) on detection lines connected to the FACU, the 0Y axis in Figure 20a–c has a logarithmic scale. Please note a certain regularity in the graphs in Figure 20a–c; the second or third component of safety hazard QZB(t) reaches a minimum value, e.g., QZB2O(t) = 1.53·10−8, QZB4R(t) = 7.76·10−14 or QZB2S(t) = 1.04·10−8.




6. Conclusions


FASs are some of the most important electronic security systems operated in critical infrastructure facilities or the so-called intelligent buildings. FAS devices or elements, unlike the rest of electronic alarm systems, are governed by the Regulation of the European Parliament and of the Council (EU) No. 305/2011 of 9 March 2011 (CPR). For all FASs operated in facilities, this means that elements or devices constituting components of such systems are treated similarly to building products, e.g., a floor beams and building partitions (walls, doors, windows, etc.) that are permanently embedded into a given structure. Due to their function in a building, they are considered to be very crucial to safety, fire-related in this case. This is why it is very important to ensure operational reliability of an FAS within a given facility and to ensure a low (zero) probability of a false alarm. Appropriate technical and organizational solutions are applied in relation to these two very important issues. The article discussed two various FAS structures. Due to the scope of conducted tasks and fire controls, the reliability and operational structure of such FASs is most usually mixed.



FAS designs utilize all available organizational solutions and technical measures aimed at increasing reliability, e.g., redundancy, backups, etc. This article presents the results of operating process tests involving selected FASs and the determined intensity values for λ damage and μ recovery for selected elements and components of this system. The authors developed models of two FASs operated in critical infrastructure facilities. An operational and reliability analysis was conducted for selected system models, used later as a base to distinguish various operational states. Developed operating process models and the determined real values of λ and μ intensities enabled operational safety process indices to be determined for these systems. The A availability coefficient for a simple system consisting of a FACU and two detectors amounted to 0.999098569. This means that an FAS operated throughout the year is fit for 8752.104 h (or 99.91% of the entire year). Due to their complexity, the calculations for the second FAS, as in Figure 12, were conducted using the BlockSim simulation software by ReliaSoft. The FAS fitness probability R0(t) at the initial operating process decreases over time [0, 2400 h]; however, its further waveform has a constant value R0(t) = 0.9945. The authors of the article determined the values of individual QZB (safety hazard) functions for individual B-type detection lines hooked-up to FACU. Calculating individual QZB functions enables determination of the impact of B-type detection lines on the value of R0(t) of the entire FAS, or system fitness in other words. Individual safety hazard functions for selected detection lines increase and stabilize after an operation time of 180 h.



This corresponds approximately to seven first days of the FAS operating process. This is a so-called “breaking-in process” or FAS “infancy”, where users should pay particular attention to the operation of such an electronic system. All coefficients of the so-called zonal (partial) availability associated with safety hazard functions within the further operating process stabilize at constant levels. Quite often, the differences between individual FAS safety hazard functions are high, e.g., QZB1O(t) = 0.000155451, and QZB2O(t) = 1.53·10−8. For an FAS operator, this means that some components of the operating process associated with unfitness are dominant, while others, occurring within the initial operating process, are negligible. With the knowledge of such operating data, an FAS user knows which detection lines and elements within such a bus should be given special attention in terms of the operating process at its initial stage.
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List of Important Abbreviations and Symbols




	AWS
	Audio Warning Systems



	CPR
	Council Parliament Regulation



	PSP
	State Fire Service



	FACU
	Fire Alarm Control Unit



	ISL
	Internal Supply Line



	FFE
	Fixed Fire Equipment



	ARC
	Alarm Receiving Centre



	GSS
	Gas Suppression System



	CCTV
	Closed-Circuit TV



	ACS
	Access Control System



	IDS
	Intrusion Detection System



	ADSTD
	Alarm and Damage Signal Transmission Device



	λ
	Intensities of Damage



	μ
	Intensities of Repairs



	A
	Availability Coefficient



	MCP
	Manual Call Points



	QZB(t)
	Safety Hazard States



	Ro(t)
	State of Full Fitness



	QB(t)
	State of Safety Unreliability



	A
	Detection Circuit



	B
	Radial Line Connected to a Fire System Control Unit



	US
	Control Devices on Detection Line



	PS1S2
	Probability of Transition Between State S1 and S2



	PS1
	Ps1 probability of the FAS remaining in the distinguished states S1



	MPZ
	Mean Probability of Staying in a State of Full Fitness



	MZB
	Mean Probability of Staying in a State of Safety Unreliability



	MZ
	Mean Probability of Staying in a State of Safety Hazard
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Figure 1. Requirements in the field of FAS application in buildings pursuant to CPR 305/2011. 
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Figure 2. Configuration of fire alarm systems in buildings and structures of the so-called critical infrastructure: (a) simple-structure FAS, (b) distributed-structure FAS, (a,c) mixed-structure FAS, where Uz = 24 V—supply voltage for FAS, FAC 1, FAC 2, FAC 3, FAC 2a—power supply through fire alarm control units (FACU); building, warehouse, warehouse 1, warehouse 2—critical infrastructure building areas monitored by detection circuits and lines with fire detectors of successive addresses: 1, 2, n − 1, n; 1a, 2a, n − 1a, na,…,1n, 2n, n − 1n,…,nn; room No. n—monitored only by a B-type radial line as a separate fire zone, with a switching station supplying the entire vast facility of the so-called critical infrastructure. 
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Figure 3. Power supply of fire alarm systems for B1,B2,B3—focused power supply provided by FAS2 power supply device and a 24 V battery bank for B4 building, B1,B2,B3 buildings of the so-called critical infrastructure, located over a vast monitored area are supplied from a single power line in the distributed mode, where S1,S2,…,Sn fire detectors on A-type detection line No. 1, US1, US2, …, USn—control devices on detection line, B1,B2,B3,B4—critical infrastructure buildings, INFO1, INFO1—information (diagnostic signal) to alarm and damage signal transmission device (ADSTD) on the technical condition of primary and backup power supply systems, I1,I2—information on the technical condition of primary and backup power supply systems for the alarm receiving center, lines: A—detection circuit, B—radial line connected to a fire system control unit. 
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Figure 4. Repair times: line/circuit interference damage. Test results: mean repair time 268 min, minimum repair time 5 min, maximum repair time 578 min, repair time standard deviation 158 min. 
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Figure 5. Repair times: activated short-circuit isolator. Test results: mean repair time 176 min, minimum repair time 29 min, maximum repair time 590 min, repair time standard deviation 129 min. 
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Figure 6. List of failures for 10 studied FAS operated in various facilities, where L—detection line, C—detection circuit, Iso—short-circuit isolator. 
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Figure 7. Simplified FAS diagram. CSP (FACU)—fire alarm control unit, Cz1, Cz2—detectors within the system detection line. 
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Figure 8. The Markov chain for an FAS consisting of a single FACU and two fire detectors—Cz1, Cz2, where PS1S2 is the probability of transition between state S1 and S2, PS2S1 is the probability of transition between state S2 and S1, etc., Ps1, Ps2,…, etc. are the probabilities of the FAS remaining in the distinguished states S1, S2,…, etc. 
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Figure 9. Probability of FAS transitioning from state S1 to states S2 and S3. 
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Figure 10. Probability of FAS transitioning from state S1 to states S4 and S5. 
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Figure 11. Probability functions for a system staying in one of the three primary states. 
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Figure 12. Focused FAS time of residence in various safety states. 
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Figure 13. A focused FAS located in two different remote buildings—utility rooms, storage rooms, operation under various environmental conditions, where Tpm—temperature, Wpm—humidity, Ppm —pressure. 
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Figure 14. Operating states occurring in the course of operating a focused FAS with an addressable fire alarm control unit with detection and monitoring control on B-type radial lines, B-type audio and optical signaling device lines and MCPs, taking into account power supply unreliability—industrial mains and backup power supply. 
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Figure 15. Migration of possible states for a focused FAS with B-type open lines for detectors, MCPs and control modules, without sending alarm and damage signals to the State Fire Service (graph printout from the BlockSim diagram). 
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Figure 16. Probability for a focused FAS to stay in the state R0(t) with B-type open lines, without notifying the PSP, as a function of time (study based on computational data from the BlockSim software). 
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Figure 17. Probability of a focused FAS staying in the state QB—failure (unreliability) for the state S0—B—type open line system, without notifying the PSP, as a function of time (study based on computational data from the BlockSim software). 
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Figure 18. Probability of an FAS staying in distinguished safety hazard states QZB(t) in the case of the system in question. Zonal (partial) availability coefficients for separated technical states of a focused FAS QB,QZB1,QZB2,QZB3,…,QZB1r,QZB2r,QZB3r,…,QZB1s,QZB2s,QZB3s,…,QZB1o, QZB1o, i.e., safety unreliability and hazard. The figure does not show state R0(t) (for t = 0 R0(t) = 1) (study based on computational data from the BlockSim software). 
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Figure 19. Zonal (partial) availability coefficients for separated technical states of a focused FAS QB,QZB1,QZB2,QZB3,…,QZB29,QZB30,QZB31—safety hazard indices for a B-type detector line (own study). 
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Figure 20. Values of individual safety hazard states in a focused FAS, for individual B-type lines of the system: (a) audio and optical signaling line, (b) manual call point line, (c) control module line (own study). 
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Figure 21. Percent share of individual safety hazard states QZB of the FAS in question, at the beginning of system operation, for t = 9 h (own study). 
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