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and Tomasz Trapko

����������
�������

Citation: Majcher, K.; Musiał, M.;
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Abstract: A modern weapon, high power microwave (HPM) pulses, can have a profound effect on
the quality of functioning of society as the use of this weapon can result in damage to or destruction
of electronic equipment and computer and telecommunications systems, both military and civilian.
Protection against the energy of HPM pulses can be achieved in two basic ways: by using radiation-
absorbent materials (RAM) or artificial electromagnetic (EM) structures. If the object to be protected is
a building, protection based on RAM is used. Hence, this literature review focuses on the possibilities
of using HPM energy absorbers in building products and structures. Attention is concentrated on
four basic types of elements: claddings, concrete and mortar, small-sized elements (bricks, hollow
masonry units), and paint coatings. In each of the categories, examples of HPM radiation absorbers
having a high potential to be combined with basic construction materials are given on the basis of
the literature on the subject.

Keywords: building; materials; protection; HPM; review

1. Introduction

Today, digital technologies constitute the basis for the dynamic development of our
civilisation. Increasingly more areas of human activity (communications, banking, data
acquisition, navigation, etc.) depend on the ubiquitous Internet. The Information Age, in
which we currently live, brings with it many threats. One of them is a modern weapon in
the form of high power microwave (HPM) pulses. Even though it does not pose a direct
threat to human life, as it is a non-lethal weapon [1], it can have a profound effect on
the quality of functioning of society due to the fact that many spheres of our life depend
on electronic devices. Acts of terrorism or military activities can be directed against the
technical infrastructure used for data acquisition, information transmission, and so on.
HPM pulses are characterised by frequency in the range of approximately 1 to 100 GHz,
high power of the emitted pulses (with peak output power on the order of gigawatts),
very short duration of the pulses (hundreds of nanoseconds), and a speed of propagation
equal to the speed of light [2]. Modern weapons that use HPM pulses consist of a high-
frequency transmitter and an omnidirectional or directional antenna. The HPM pulse
induces high voltage in power and telecommunication networks and in electrical and
electronic equipment. The increased voltage causes a sharp increase in current intensity,
generating large amounts of heat and as a result damaging electronic components, electrical
circuits, and transmission lines. This means that the use of HPM weapons can pose a great
threat to the proper functioning of key infrastructure and, consequently, can contribute to
deterioration in the quality of life in a given country. Therefore, many interdisciplinary
research teams all over the world have undertaken research on ways of protecting against
electromagnetic (EM) pulses.
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Protection against HPM pulses can be achieved in two main ways [3]. One method
consists of using radiation-absorbent materials (RAM), while the other method is based on
the use of complex artificial electromagnetic structures [4]. Both methods are continually
being developed and improved by researchers all over the world. The chosen method
to protect against HPM should be fitted to the type of object. Regarding applications in
construction, e.g., when the aim is to design a building inside of which electronic equipment
(supercomputers, servers, etc.) sensitive to EM radiation will be placed, the method based
on RAM seems to be more suitable. RAM is defined as materials that have been specially
designed and shaped to absorb EM radiation in a specific frequency range as efficiently
as possible. In this sense, concrete with the addition of HPM absorbing materials, shaped
into various types of building partitions (walls, ceilings), should definitely be classified as
the first type of protection against HPM pulses, i.e., based on RAM. Therefore, this review
focuses mainly on this kind of solution for protecting buildings against HPM pulses. The
propagation of EM waves in a material depends on both the properties of the material and
the wave frequency. When it comes to HPM pulses with frequencies ranging from 1 to
100 GHz, the wavelength is greater than the distances between the particles of the material.
In a conductive material, the higher the conductivity, the more the wave is damped.
Therefore, in well-conducting materials, such as metals, waves of this length penetrate
to a limited depth and largely reflect. In a dielectric material, waves undergo changes in
speed and length during propagation. In the literature on the subject, the many studies
devoted to RAM indicate that researchers have already effectively identified the absorption
properties of these materials and demonstrate that research on this subject continues to
be developed and carried out by research teams around the world as new solutions, for
example, in the form of composites, are still being invented [5–10]. A review of the literature
on existing patented solutions shows that, in most cases, EM wave absorbing materials are
composites of materials having peculiar properties, such as ferrites—mixed oxides with
the generalised formula MFe2O4—and ferroelectrics—mainly titanates, metal powders,
and carbonic materials (e.g., soot, graphite, and carbon fibers), with lossless or low loss
materials [11]. Regarding microwave radiation, effective absorbers include various carbon
varieties; semiconductors, such as silicon carbide, titanium dioxide, ferrites and spinels;
some transition metals, such as nitrides; and polymers, such as polyaniline [11]. Besides
the strong shielding properties of the above mentioned materials, the latter show high
potential for being combined with building materials in order to develop new construction
solutions, such as cement mortars and concretes with RAM additions, or hybrid structures,
e.g., layered walls or composites (e.g., in the form of panels).

According to European law [12] and Polish law [13,14], a building product can be put
on the market if its performance meets the basic requirements concerning structural relia-
bility (load-bearing capacity and stability), fire safety, hygiene and health and environment,
operational safety, noise protection, energy savings and thermal performance, and the sus-
tainable use of natural resources. However, when developing composite building materials
intended for protection against HPM pulses, the main objective should be to obtain the
proper level of shielding effectiveness (SE) while maintaining the required mechanical
properties (flexural and compressive strength). An important criterion for the development
of this type of building materials is the low cost of their manufacture. There are many EM
wave absorbing materials (nanopowders of some metals, carbon nanotubes, etc.) on sale
that are characterised by a high shielding factor, but the cost of such additions to building
materials is so high that their use could be unprofitable. Therefore, when developing an
optimal composition of a composite material, taking into account the guidelines contained
in [12–14], special attention should be paid to the following basic criteria:

1. meeting the minimum requirements for physical and mechanical properties as well
as durability and sustainability (defined in the commonly used design standards),

2. meeting the minimum, pre-assumed requirements for shielding effectiveness (with
regard to the individual needs of a particular project),

3. achievement of a low manufacturing cost.
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This article is a sequel to a previous paper by the authors [15], which presented a
review of materials that absorb electromagnetic radiation and shield against it. [15] focused
mainly on EM radiation-absorbing additions that could potentially be used to modify
common building materials such as concrete, resins, or rubber. In particular, the following
groups of materials were considered: carbon-based materials [16–20], nickel powder [5–8],
iron powder [21,22], ferrites [23,24], magnetites [25–27], polymers and hybrid composite
structures [28–30]. By comparison, this paper focuses on the actual use as documented in
the literature of EM radiation absorbers in the manufacture of building products, especially
constructional ones. Thus, the aim of the paper is to systematise the available knowledge
on methods of protecting buildings against HPM pulses. For this purpose, a total of
74 works (64 scientific papers and 10 patents) from widely recognised databases such
as Web of Science, Scopus, Google Scholar, and others have been reviewed. The paper
addresses an overview of the available methods of protection against HPM that can be used
in civil engineering practice. This is mainly, but not limited to, military applications, e.g.,
bunkers, command centers. However, the reviewed solutions can also be applied to critical
civil infrastructure, such as server rooms, headquarters of banks, or other institutions.
This has emerged as a more and more important issue in the context of the development
of Industry 4.0 and, in particular, Banking 4.0, which are driven by digital integration
and automation [31]. Consequently, as key non-military institutions increasingly rely on
technology, ensuring their sustained digital security by providing protection against HPM
threats is gaining significance.

The survey conducted shows that RAM methods of protection against HPM can be
split into several basic groups. The first of them involves the use of specially designed
claddings, which are relatively simple and effective methods of protection against EM
radiation. This issue is addressed in Section 2. Another primary means of protection
consists of the use of appropriately modified construction materials. This group includes
concrete and mortar as well as small-sized elements such as bricks or hollow masonry
units filled with EM energy absorbing additives (Sections 3 and 4). Finishing materials,
in particular special paint coatings, constitute a separate group of methods described in
Section 5. Finally, Section 6 contains a recapitulation and frames the concept of a method of
manufacturing EM absorbers for buildings.

2. Claddings

The ability of metals to conduct electric current and heat is the main basis for their use
as shields, providing protection against the action of electromagnetic waves. The simplest
and at the same time most effective way of protecting buildings or their components against
high-frequency electromagnetic radiation consists of screening them with metal shields in
the form of, e.g., claddings [32].

Thick shields, best made of ferromagnetic materials, are used to achieve high shielding
effectiveness against magnetic fields. Higher shielding effectiveness is also achieved by
using two or more metal layers insulated with a dielectric material. This gives a better
field damping effect than the use of a single metal layer of the same thickness. Copper,
Mumetal, iron, aluminium, steel, and other materials characterised by a high electric field
reflection coefficient and a high magnetic field absorption coefficient can be used together
in the form of a hybrid solution [33].

An example of a chamber protected against radiation penetration or escape is shown
in Figure 1 (adapted from [33]). According to [30], the condition regarding the dimensions
of a shielding structure is as follows: L ≥ 5

√
H2 + W2 (denotations as in Figure 1).
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Figure 1. Exemplary structure shielding against high-altitude electromagnetic pulses (HEMP)
(after [33]).

Metal nets can be used for shielding purposes, as described in patent [34], which also
shows how to join individual wire mesh panels.

Paper [35] proposes a method for making gypsum plasterboards that absorb elec-
tromagnetic waves in bands S and C. Honeycomb plasterboard (see Figure 2, adapted
from [35]) was coated with carbon black (CB) particles and filled with gypsum. When the
plasterboard shielding effectiveness (SE) was tested, the effect of the CB content and the
geometric parameters of the carboard core was examined. The test results indicate that
the effectiveness of wave absorption by honeycomb plasterboards could be improved by
increasing the CB content and the height of the honeycomb, which resulted in enhanced
dielectric capacity and multiple reflections between the honeycomb walls. Furthermore,
by shortening the length of the side of a single cell, better absorptive properties could be
obtained as the electrical conductivity of the composite increased. For honeycomb cell
side length and height amounting to 6 mm and 9 mm respectively and a carbon content
of 0.6% wt., a reflection coefficient of 10 dB (90% electromagnetic wave absorption) in the
frequency range of 2.5–8 GHz was obtained. The tests were carried out according to the
Chinese standard GJB 2038a-2011.

Figure 2. Honeycomb structure and unit cell (after [35]).

Paper [36] describes a method of manufacturing mineral wool boards that absorb
microwave radiation. Similarly to paper [35] cited above, carbon black was used as
the absorber. The product was endowed with a layered structure. The electromagnetic
characteristic of the mineral wool boards was tested in the frequency range of 2–18 GHz
by means of scanning and transmission electron microscopy and a vector analyser. In
the case of a single-layer board containing 3% CB, the shielding effectiveness amounted
to 10 dB in the frequency ranges of 2–3 GHz and 7–18 GHz. The shielding effectiveness
of a double layer mineral wool board exceeded 10 dB in the whole frequency range
(2–18 GHz). The results show that mineral wool boards containing a carbon addition had
good absorptive properties and could be used to protect buildings against electromagnetic
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pulses. Furthermore, the adsorptive properties of such boards could be improved if they
were fabricated as double-layer.

Carbon fiber paper (CFP) is a thin-layer shielding material characterised by low density
and good adhesion and permeability. This type of absorber was used to produce plywood
characterised by good shielding effectiveness [37]. In the latter study, the optimal plywood
production parameters were found to be pressing pressure of 1.2 MPa, temperature of
110± 5 ◦C and glue quantity of 380 g/m2. It was also found that the shielding effectiveness
of the composite in the form of plywood with a single CFP layer could be further improved
by hot pressing, resulting in better bonding between the conductive carbon fibers. Plywood
composites laminated with two layers of CFP were found to have much better microwave
screening properties than composites with a single CFP layer. In the case of plywood with
two CFP layers, the distance between the absorbing linings had a significant effect on
shielding effectiveness. SE increased with increasing distance between the CFP layers. In
the frequency range from 30 MHz to 1 GHz an absorption level of over 30 dB was reached.
Thus, CFP is a promising material for the industrial production of wood composites
characterised by high shielding effectiveness [37].

A nanocomposite material is proposed in patent [11]. In the form of powder, the
material is suitable for use as a component in composites with resins and plastics and
as a filler for rubber, whereby an elastic magnetic wave-absorbing material is obtained.
According to the patent, it can also be used in the form of pressed boards independently
glued to building walls and as an electromagnetic wave absorbing layer placed inside
a stiff structural material. Considering the availability of raw materials and the simple
manufacturing method, the material can be freely produced.

The subject of patent [34] is an electromagnetic shield which can be used to protect
individual rooms or a whole building from electromagnetic radiation. This invention
provides strong damping in wide frequency bands. It is also used for protection against
nuclear electromagnetic pulses (NEMP), high-altitude electromagnetic pulses (HEMP),
and high power microwaves (HPM). According to the invention, the electromagnetic
shield consists of current-conducting rods or wires and panels, forming rectangular grids
or grid sections, usually made of stainless steel. The advantage of this solution is that
the grids can be installed, for example, between the structural layer of the wall and the
insulation. In addition, in combination with the building structure, the grid can be used as
a reinforcement.

The subject of the patent [38] is an electromagnetic wave absorber with a cementitious
matrix, containing 1–20 µm long carbon nanotubes (2–10% wt.). According to the patent
specification, the absorber shows excellent absorptive properties and is noncombustible
and resistant to high-power radiation. In the frequency range of 1–110 GHz, the absorber
is characterised by a complex relative permittivity (ε) of 2–10 and a dielectric loss angle
(tanδ) equal to or greater than 0.35.

The above range of ε is determined by the following facts. If the absorber’s ε value
were less than two, the absorber would be ineffective as most electromagnetic radiation
would penetrate through it. If the value of ε were higher than 10, the absorber would
also be ineffective as most of the incident electromagnetic waves would be reflected. The
absorber’s tanδ value greater than or equal to 0.35 ensures the effective conversion of the
energy of electromagnetic waves into heat. Possible exemplary shapes of the absorber are
shown in Figure 3 (adapted from [38]).
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Figure 3. Electromagnetic wave absorber with cementitious matrix, containing carbon nanotubes;
top view and perspective view: (a) sharp pyramid shape; (b) flat pyramid shape (after [38]).

The patent [39] is for electromagnetic wave absorbing panels for use in building
structures, containing an outer layer of protection plates (e.g., silicon matrix plates), an
absorber layer, a reflective metal layer, and a bearing layer made of a construction material,
e.g., concrete. Generalised and simplified diagrams of the patented absorber are shown in
Figure 4 (adapted from [39]). A computer simulation of reflection loss versus frequency
for an absorber panel whose 13 mm thick absorber layer consists of 50% polycarbonate
resin and 50% of BaTiO3 + BiFeO3 (at the weight ratio of 1/3) is shown in Figure 5 (adapted
from [39]).

Figure 4. Side view (top) and cross-sectional view (bottom) of the panel absorber. Denotations:
1—panel absorber, 2—bearing layer, 3—reflective layer, 4—absorber layer, 5—outer protective layer,
6—electromagnetic waves incidence surface, 7—direction of electromagnetic waves incidence (after [39]).
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Figure 5. Computer simulation of reflection loss versus frequency for an absorber panel whose
13 mm thick absorber layer consists of 50% polycarbonate resin and 50% BaTiO3 + BiFeO3 (at weight
ratio of 1/3) (after [39]).

In patent [40] the main microwave absorbing component is pure silicon carbide or
silicon carbide with titanium dioxide and carbon black additions. The components are
bonded together in an elastomer matrix. The damping range can be adjusted by changing
the amounts and proportions of the different microwave-absorbing components and by
changing the thickness of the material layer. According to the patent, when the microwave-
absorbing material is in the form of a sheet, the advantageous sheet thickness is 1–5 mm
(the most advantageous thickness being in the range of 1.35–2 mm). In the first example
provided in [40] the best damping was obtained for a 2.09 mm thick matrix with a density
of 2.04 g/cm3 at a frequency of 8.6 GHz. In the second example the best damping was
obtained for a 1.18 mm thick matrix with a density of 1.93 g/cm3 at a frequency of 17 GHz.

Patent [41] describes an invention in the form of a coating that absorbs the energy
of electromagnetic and mechanical waves. Two versions of the coating are proposed. In
the first version, the absorbent coating has a substratum in the form of a metal sheet or
a polymeric panel on which there is at least one layer of absorber in the form of loose
or pressed powder grains, pellets, beads or a gel, overlaid with a polymeric layer. In
the second version, the coating contains a substratum on which there is a polymeric
(polyurethane) layer, a layer of absorber with a grain size of 2–3 mm and a 44 wt.% content
of a ferromagnetic substance (FF), and a top layer (polyurea elastomer). The advantage of
the coatings is the ease of their installation in all kinds of building structures and also the
achievable reduction in EM radiation, amounting to 28–58.2 dB in the frequency range of
1–10 GHz.

The materials discussed above are presented with brief descriptions in Table 1.

Table 1. Summary of the products described in Section 2.

Ref. No. Year Product Description

[35] 2016 Honeycomb structured
plasterboards

6 mm and 9 mm thick boards containing carbon (0.6% wt.) absorb EM
waves in S and C bands. The reflection coefficient of 10 dB (90%
electromagnetic wave absorption) is obtained in the frequency range of
2.5–8 GHz.

[36] 2016 Mineral wool boards with
carbon black

SE amounts to 10 dB in the frequency ranges of 2–3 GHz and 7–18 GHz for
a single-layer board containing 3% CB. The SE of a double layer mineral
wool board exceeds 10 dB in the frequency range of 2–18 GHz.

[37] 2014 Plywood composite laminated
with carbon fiber paper

The absorption level reaches more than 30 dB in the frequency range
30 MHz–1 GHz. Optimal plywood production parameters are pressing
pressure of 1.2 MPa, temperature of 110 ± 5 ◦C, and a double amount of
glue, i.e., 380 g/m2.
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Table 1. Cont.

Ref. No. Year Product Description

[38] 2014 EM wave absorber with a
cementitious matrix

The absorber contains 1–20 µm long carbon nanotubes (2–10% wt.). It is
characterised by a complex relative permittivity (ε) of 2–10 and a dielectric
loss angle (tanδ) equal to or greater than 0.35 in the frequency range of
1–110 GHz.

[39] 1998 EM wave absorbing panels
The 13 mm thick absorber layer consists of 50% polycarbonate resin and
50% BaTiO3 + BiFeO3 (at weight ratio of 1/3). Reflection loss from −18.5 to
−24 dB is obtained in the frequency range of 1.1–1.3 GHz.

[40] 1995 Elastomer matrix composite
with TiO2 and CB additions

The main microwave absorbing component is pure silicon carbide or
silicon carbide with titanium dioxide and carbon black additions. The best
damping is obtained for a 2.09 mm thick layer (density of 2.04 g/cm3) at
the frequency of 8.6 GHz and for a 1.18 mm (density of 1.93 g/cm3) at the
frequency of 17 GHz.

[41] 2014 Coating absorbing EM and
mechanical waves

The product is characterised by the ease of installation in all types of
building structures. Reduction of EM radiation of 28–58.2 dB in the
frequency range of 1–10 GHz is achieved.

3. Concrete and Mortar

Suitably modified concrete can be used to protect buildings and rooms against the ac-
tion of high-frequency electromagnetic radiation. The main purpose of such modifications
is to endow concrete with electrical conductivity [42]. Conductive concrete is synthesised
by adding a certain amount of a conductive substance, such as steel, graphite, iron slag,
nickel, copper [43], carbon nanotubes or ferrites, usually in the form of powders or fibers,
which must be properly dispersed within the concrete volume.

Because of the skin effect, the size of the grains/fibers should be as small as possible.
To effectively utilise the conductive filler added to the concrete, the size of a single element
(the diameter of a particle or fiber) should be equal to 1 µm or less. However, thin fibers
are not widely available, and it is more difficult to disperse such fillers in comparison
with larger-diameter fibers. The difficulties involving the proper dispersion of fibers in
cement-based materials and selected methods of dispersing them are described in [44].

To avoid the above problems with filler dispersion, larger (polymeric) fibers or parti-
cles coated with a metal are also used, but the drawback of this solution is that the interior
of each fiber or particle does not contribute to protection against radiation. Consequently, a
higher filler content (volume) must be used [45,46].

Because cement is slightly conductive, it constitutes a better base for producing
shielding materials than the commonly used polymers. When a cementitious matrix is
used in the shielding composite, this results in better electrical connection between the
filler fibers/particles, which are not always in contact. Thus, the shielding effectiveness of
cementitious matrix composites is higher than that of composites with a polymeric matrix,
which, unlike a cementitious matrix, is a good insulator. In addition, cement is cheaper
than polymers and is commonly used in construction; therefore, this material with suitable
filler additions can be successfully used to protect buildings or their parts (rooms) against
electromagnetic radiation [45,46].

In addition to improving the absorption properties of electromagnetic waves [47],
the introduction of fibrous additions, e.g., carbon fibers, into cementitious composites can
contribute to an improvement in such properties as compressive strength, flexural strength,
and fatigue strength [48].

Paper [49] presents a review of cementitious matrix composites with fillers in the form
of short carbon fibers. The composites are characterised by good strength properties, small
drying shrinkage, good thermal properties (low thermal conductivity), high electrical con-
ductivity, and high resistance to corrosion. Furthermore, they facilitate cathodic protection
of reinforcement steel in concrete.
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The high shielding effectiveness of 40 dB at the frequency of 1 GHz in the case of
a cementitious matrix composite containing 1.5% (by volume) carbon fibers 0.1 µm in
diameter is documented in [45]. It was also found that carbon fibers 15 µm in diameter
are much more dispersible than carbon fibers 0.1 µm in diameter, but are less effective in
reflecting radio waves (electromagnetic interference (EMI) shielding).

The effectiveness of electromagnetic shielding and absorptive properties of a cementi-
tious composite reinforced with steel fibers, carbon fibers, and synthetic vinyl polymers
(PVA) were tested in [50]. The test results show that as the volume fraction of the fibers
increased, so did the shielding effectiveness. Moreover, when the volume fractions were
changed, the frequency ranges in which the electromagnetic waves were absorbed tended
to change. At a steel fiber content of 3% by volume, SE exceeded 50 dB for frequencies
above 1.8 GHz. In the range of 8–18 GHz, steel fibers, carbon fibers and PVA fibers could
improve the absorptive properties of concrete. Concrete containing 0.5% carbon fibers
attained the best absorptive properties: the minimum reflection coefficient amounted to
approximately 7 dB. The optimal steel fiber content amounted to 2%. The reflectivity of
concrete reinforced with PVA fibers changed with frequency and the minimum SE value
was less than 10 dB (see Figure 6, adapted from [50]). The results show that fiber-reinforced
concrete can be used to protect buildings against EMI due to the enhanced absorption and
reflection of electromagnetic waves.

Figure 6. Reflectivity curve for concrete reinforced with PVA fibers: (a) reflectivity of the S and C wavebands, and
(b) reflectivity of the X and KU wavebands (after [50]).

In [51] it was shown that the absorption capacity of electromagnetic waves of aerated
concrete moulded into truncated pyramids improved after adding carbon fibers. The
authors found that the absorptive properties of the concrete also strongly depended on
the height of the pyramids. The reflection coefficient increased when the height of the
pyramids increased from 45 to 80 mm. In the frequency range of 2–18 GHz an absorber
in the shape of an 80 mm high pyramid was characterised by a reflection coefficient of
−21 to −30 dB, while the reflection coefficient of an absorber in the shape of a 45 mm high
pyramid was in a range of −18 to −27dB.

Being characterised by good conductive properties, carbon black, one of the cheapest
carbon sources, can be used to produce electromagnetic wave absorbers [22]. Carbon black
can improve the electric permittivity of an absorber and reduce its thickness and weight.
CB can be used jointly with glass fibers. Because of their low electric permittivity, glass
fibers improve impedance matching and thereby absorptive properties. They also improve
the properties of a cementitious composite, i.e., its bending strength and permeability, and
reduce the risk that shrinkage cracks will appear [52]. The effect of the glass fiber content
(1–9% wt.) on the absorptive properties of cement filled with carbon black (5% wt.) and
glass fibers in the frequency range of 2–18 GHz was determined in [53]. It was shown that
as the frequency increased, so do the differences between the absorptive properties of the
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materials. The highest minimum reflection loss, i.e., −11.2 dB at 18 GHz, was registered for
the composite with the highest glass fiber content, i.e., 9% wt., and a thickness of 10 mm.

The shielding effectiveness of concrete samples containing graphite powder in various
proportions was compared in [54]. A 20 cm thick concrete element containing 12% wt. of
graphite powder was found to increase shielding effectiveness (SE) by 2.4 dB at 360 MHz
(see Figure 7, adapted from [54]). It was noted that reflection was the dominant mechanism
acting on the shielding effectiveness of concrete with a graphite powder addition.

Figure 7. Shielding effectiveness versus wave frequency for the elements tested (after [54]).

The possibility of increasing the electromagnetic shielding of cement-based composite
materials with additions derived from agricultural production waste was studied in [55].
Peanut and hazelnut shells were subjected to pyrolysis at the temperature of 850 ◦C under
an inert atmosphere, ground to a particle size below a micron and added to cement paste.
The dispersion of the carbon powder in water was assessed visually, whereas its dispersion
in the cement paste was assessed by means of a scanning electron microscope (SEM). The
carbon powder was found to be excellently dispersible in the cement paste. A quantitative
assessment of the effectiveness of radiation attenuation showed a significant improvement
due to the addition of pyrolysed nutshells to cement-based composites. At the 0.5% content
of this addition, the shielding effectiveness increased maximally by 353%, 223%, 126%
and 83% at 0.9 GHz, 1.56 GHz, 2.46 GHz and 10 GHz respectively. The experimental and
simulation results show that the considered addition was more dispersible than carbon
nanotubes (CNT) or graphene and highly effectively enhanced the EMI shielding properties
of cement-based composites.

As part of the study [56], four types of building materials were tested to ensure ade-
quate shielding effectiveness. The tests were carried out in a specially designed installation
in a fully anechoic room. Two by two meter walls, each weighing up to 3.5 t, were tested.
As expected, unmodified gypsum boards and concrete slabs were found to be ineffective
in protecting against electromagnetic radiation. In the case of the gypsum boards, when
the usual polyethylene sheeting was replaced with aluminium sheeting, the shielding
effectiveness considerably increased. In the case of concrete slabs, it was shown that a steel
fiber reinforcement addition extended the range of frequencies (to higher frequencies) for
which protection was more effective.

The high shielding effectiveness (amounting to 70 dB at the frequency of 1.5 GHz)
of a cement-based composite was documented in study [57]. The composite tested was a
cement paste containing 0.72% (by volume) of 8 µm in diameter and 6 mm long stainless
steel fibers and admixtures facilitating the dispersion of the fibers in the cement paste. The
electrical resistivity amounted to 16 Ωcm. In this case, shielding resulted from the reflection
of waves, as indicated by the low absorption of 1.7 dB (at the frequency of 1.5 GHz). It
should be noted that, already at a steel fiber content of 0.36% (by volume), shielding
effectiveness amounted to 58 dB at a frequency of 1.5 GHz and resistivity was 57 Ωcm. At
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the radiation frequency of 1.0 GHz the shielding effectiveness was lower, reaching 60 dB at
the fiber content of 0.72%.

The shielding effectiveness of a cement-based composite with a steel fibers and
graphite powder addition was tested in study [58]. Special attention was paid to SE
variation (mainly due to drying) during the curing of the samples. The results are of
interest for the manufacture of shields for buildings, as they showed SE decreasing during
the drying of the samples. Figure 8 (adapted from [58]) shows that the damping caused
by the water contained in the samples was particularly significant in the range of lower
frequencies (1–4 GHz). In the case of samples containing 20% graphite and those contain-
ing 10% graphite and 10% steel fibers, the effect of drying for 6 months on the shielding
capacity for waves in the range of 4–10 GHz was negligible.

Figure 8. Shielding effectiveness versus wave frequency for tested elements: (a) material with steel fibers addition,
(b) material with graphite addition (after [58]).

The study [59] dealt with the electromagnetic characteristic and shielding effectiveness
of cementitious matrix composites containing multi-walled nanotubes (MWNT) in the
frequency range of 0.1–8 GHz. In order to achieve proper dispersion of multi-walled
nanotubes in the composite, MWNTs were first mixed with a surface-active agent and then
subjected to sonication. The quality of the MWNT dispersion in water was assessed by
analysing the VIS absorption spectrum, the near-UV spectrum, and the near-IR spectrum.
The quality of MWNT dispersion in the cementitious matrix was assessed by examining the
fracture surface under a scanning electron microscope (SEM). Shielding effectiveness was
measured using a network analyser with a coaxial transmission line. The most effective
shields in a wide frequency range were obtained by adding 1.5% of MWNTs in proportion
to the cement content. The produced materials exhibited better EM waves screening in
band X, but a degradation of shielding effectiveness was observed due to air voids in
the materials. SEM examinations showed that most of the MWNTs were separated and
deposited in the cement hydration product. Therefore, one can conclude that composite
materials with a MWNT addition can be used as shields against electromagnetic pulses.

The shielding effectiveness of two and three-layer cementitious matrix panels con-
taining MWNT (10–20 nm in diameter and 10–30 µm long), Fe2O3 nanoparticles (20 nm)
and NiO nanoparticles (60 nm) for use in military and civil installations was evaluated in
study [60]. In addition to the components mentioned above, a polycarbonate superplasti-
ciser and a dispersant were used to produce the panels. In the case of the three-layer panels,
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ceramic granulate was introduced into its top layer. The composition of the composites is
shown in Table 2. The mechanical and absorptive properties of the panels were tested in the
frequency range of 2–18 GHz. The two-layer panels showed better mechanical properties.
Their compressive strength amounted to 61.2 MPa, i.e., 12 MPa higher than that of the
three-layer panels, but the latter panels had better absorptive properties (see Figure 9,
adapted from [60]). As the authors explain, this was mainly due to the presence of ceramic
granulate, characterised by low values of electromagnetic parameters and high porosity, in
the top layer. These properties of the granulate contributed to better impedance matching.

Table 2. Composition (in grams) of sandwich composite panels (after [60]).

Number
of Layers Layer Cement Fe2O3 NiO MWNT Water Superplasticiser Dispersing

Agent
Ceramic

Granulate
Thickness

[mm]

Two
top 945 - - 4.725 253 7.56 3.78 - 14

bottom 675 283 94 - 256.5 5.40 - - 14

Three
top 360 - - - 70 2.52 - 150 6

middle 540 - - 2.7 140.4 4.32 2.7 - 11
bottom 540 228 75.6 - 205.2 4.32 - - 11

Figure 9. Reflectivity versus frequency for two-layer panels (black) and three-layer panels (red)
(after [57]).

In study [61], dealing with the making of layered cementitious matrix composite
absorbers, rubber powder, manganese-zinc ferrite, and manganese-zinc ferrite together
with carbon fibers were used as porosity-increasing additions in, respectively, the top
layer, the middle layer and the bottom layer. Each of the layers was 10 mm thick. The
composition of the particular absorber layers is shown in Table 3. The presence of rubber
powder in the top layer was found to improve impedance matching with voids. As a result,
most of the incident electromagnetic waves entered the absorber, where they were damped
in the middle and bottom layers. The ferrite-containing middle layer was characterised
by high magnetic and electric permittivity, damping the energy of electromagnetic waves
because of magnetic and dielectric losses. Owing to the presence of conductive carbon
fibers in the bottom layer, the losses due to the multiple reflection mechanism increased.
The authors demonstrated that the absorber they created was characterised by reflection
losses below −10 dB in the frequency range of 8–18 GHz.

Table 3. Composition of the particular absorber layers (after [61]).

Layer Cement W/C Ratio Cement/Sand
Ratio

Superplasticiser
[% wt.] *

Rubber
[% wt.] *,**

Ferrite
[% wt.] *

Carbon Fibers
[% wt.] *

top 1 0.3 1/1.5 0.5 10 - -
middle 1 0.3 1/1.5 0.5 - 30 -
bottom 1 0.3 1/1.5 0.5 - 30 2

* of cement weight, ** replacing sand.
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The good properties of a layered resistive coating/absorbing layer/reflecting layer
system were demonstrated in study [62]. The absorber layers, each 1.4 cm thick, were
joined together using commercial adhesives. Each of the two layers of adhesive was
approximately 0.1 mm thick. The resistive coating was a carbon coating produced from
nitrocellulose lacquer filled with graphite and black carbon, using ethyl acetate as the
solvent. Foamed cement reinforced with polypropylene fibers (0.3% wt.) constituted the
absorbing layer. Hydrogen peroxide (5% wt.) was used as the foaming agent. Calcium
stearate (2% wt.) was used as the foam stabiliser. Chloride (1.5% wt.) was used as the
substance increasing the initial strength. Polyvinyl alcohol (2% wt.) was used as the binder.
The metal sheet constituted the reflecting layer. In the frequency range of 2–4 GHz the
absorption band of the produced composite was 100% below −10 dB and 95% below
−14 dB, with the maximum absorption of −19.6 dB at 2.45 Hz.

Extruded polystyrene (EPS) has good properties, such as low density, high strength,
low water absorbability, and high acid and base resistance, and is widely used in the
building industry [63]. As a kind of light aggregate, EPS beads can be easily introduced
into mortar or concrete to obtain light mortars or concretes, widely varying in their density.
Cement-based composites filled with EPS show good thermal performance, and moreover,
can be used to limit the interference of EM waves in rooms. In studies [63,64] the absorptive
properties of a cement-based composite filled with EPS were tested and the test results were
compared with those obtained for corresponding samples without EPS. It was shown that
the addition of EPS could improve the effectiveness of microwave damping. In addition,
the effects of the EPS filling ratio, the particle diameter, and the composite thickness on
absorption effectiveness were studied. The lowest shielding effectiveness in the frequency
range of 8–18 GHz amounted to approximately 15 dB for a 20 mm thick sample with a
volume fraction of EPS beads 1.0 mm in diameter amounting to 60%. It was also shown
that the damping of electromagnetic waves could be ascribed mainly to multiple reflection
and dispersion inside the composite material.

In study [65] the effect of carbon fibers on the resistivity of gypsum-based plaster
was examined. Owing to the 2.0% wt. addition of 3 mm long carbon fibers to gypsum-
based plaster, its resistivity was reduced to 0.02% of the resistivity of ordinary gypsum
plaster (without fibers). The effectiveness of shielding against electromagnetic interference
increased monotonically with the fiber content, reaching 22 dB at 1.5 GHz for a plaster
thickness of 4.35 mm and a fiber content of 2.0% wt. Furthermore, even at the lower fiber
content of 0.3%, shielding effectiveness amounted to 10 dB at wave frequency of 1.5 GHz
and plaster thickness of 3.85 mm. The additional use of chemical agents (sodium citrate,
cement, and aluminium sulphate) increased electric resistivity, only slightly affecting shield-
ing effectiveness. At the same time, the added chemical agents improved the mechanical
properties of the plaster.

The authors of patent [66] added, among other things, a very soft ferromagnetic
material (developed by the authors) to ferrite powder, obtaining a material with novel
properties. Depending on the type and amount of particular components used in accor-
dance with the patent instructions, the composite material can be produced in any physical
state, e.g., a solid, foamed solid, semi-solid, semi-liquid, gel-like, or liquid state. Material
in a semi-solid, semi-liquid, gel-like, or liquid state can be produced with any suitable
consistency or viscosity, e.g., in the form of paste or mastic, depending on the desired end
use. Another advantage of this material is that its mechanical and electrical properties can
be adapted to a large extent individually through the proper preparation of the components
of the composite. The proposed composite material exhibits strong electromagnetic energy
absorption in the range of radio and microwave frequencies and better magnetic and
dielectric loss properties in comparison with its components.

A summary of the individual products discussed in this Section, with their main
features, is presented in Table 4.
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Table 4. Summary of the products described in Section 3.

Ref. No. Year Product Description

[45] 2001 Cementitious matrix composite
with carbon fibers

SE of 40 dB is reached at the frequency of 1 GHz for 1.5% vol. of carbon fibers
0.1 µm in diameter.

[50] 2012

Cementitious composite
reinforced with steel fibers,

carbon fibers, and synthetic vinyl
polymers (PVA)

SE exceeds 50 dB at frequencies above 1.8 GHz for steel fiber content of 3% vol. The
minimum reflection coefficient amounts to approximately 7 dB for concrete
containing 0.5% carbon fibers in the frequency range of 8–18 GHz. The reflectivity of
concrete reinforced with PVA fibers changes with frequency and the minimum SE
value is less than 10 dB.

[51] 2008
Aerated concrete moulded into

truncated pyramids with addition
of carbon fibers

In the frequency range of 2–18 GHz, the absorber in the shape of an 80 mm high
pyramid is characterised by reflection coeff. of −21 to −30 dB, while the reflection
coeff. of an absorber in the shape of a 45 mm high pyramid is in the range of −18 to
−27 dB.

[53] 2014 Cement filled with carbon black
and glass fibers

The minimum reflection loss equals −11.2 dB at 18 GHz for glass fiber content of 9%
wt. and carbon black content of 5% wt.; the thickness of sample is 10 mm.

[54] 2013 Concrete samples filled with
graphite powder

The addition of graphite powder (12% wt.) increases the SE of a 20 cm thick concrete
element by 2.4 dB at 360 MHz; reflection is the dominant mechanism that has an
impact on shielding effectiveness.

[55] 2015

Cement-based composite
materials with additions derived

from agricultural
production waste

For 0.5% content of pyrolysed nutshells, the SE increases by 353%, 223%, 126% and
83% at 0.9 GHz, 1.56 GHz, 2.46 GHz and 10 GHz, respectively.

[56] 2007 Gypsum boards Shielding effectiveness increases considerably when the usual polyethylene sheeting
is replaced with aluminium sheeting.

[56] 2007 Steel fiber reinforced
concrete slabs

The addition of steel fiber extends the range of frequencies (to higher frequencies)
for which protection is more effective.

[57] 2004 Cement paste with stainless
steel fibers

SE reaches 70 dB at 1.5 GHz and 60 dB at 1.0 GHz for fiber content of 0.72% vol; fiber
diameter: 8 µm; fiber length: 6 mm.

[58] 2009
Cement-based composite with the

addition of steel fibers and/or
graphite powder

SE reaches over 70 dB in the frequency range 1.0–2.5 GHz for hybrid sample
containing both additions (10% wt each); SE decreases during drying, resulting in a
value of about 50 dB after 6 months.

[59] 2012
Cementitious matrix composites

containing multi-walled
nanotubes

Addition of 1.5% wt. results in improved SE across the overall frequency range
(45 MHz to 18 GHz), in particular, by 32% at 0.8 MHz.

[60] 2017

Sandwich cementitious matrix
panels containing MWNT, Fe2O3

nanoparticles, and NiO
nanoparticles

Reflectivity reaches −13 dB at a frequency of about 4.0 GHz for a two-layer panel
and −22 dB at about 4.5 GHz for a three-layer panel.

[61] 2011

Layered cementitious matrix
composite absorbers with rubber
powder, manganese-zinc ferrite

and carbon fibers

The three-layer absorber is characterised by reflection loss below −10 dB in the
frequency range of 8–18 GHz.

[62] 2013

Layered absorber made of carbon
coating (with graphite and black

carbon), foamed cement
(reinforced with polypropylene
fibers) and metal reflecting layer

In the frequency range of 2–4 GHz the absorption band of the produced composite
was 100% below −10 dB and 95% below −14 dB, with a maximum absorption of
−19.6 dB at 2.45 Hz.

[63,64] 2007 Cement-based composites filled
with EPS beads

Minimum SE amounts to about 15 dB in the frequency range of 8–18 GHz dB for a
20 mm thick sample with 60% vol. EPS beads 1.0 mm in diameter.

[65] 1989 Gypsum plaster reinforced with
carbon fiber

SE increases with fiber content, reaching 22 dB at 1.5 GHz for a plaster thickness of
4.35 mm and a fiber content of 2.0% wt. For fiber content of 0.3% and plaster
thickness of 3.85 mm SE amounts to 10 dB at 1.5 GHz.

[66] 2003 Energy absorbing material

The composite material exhibits strong electromagnetic energy absorption in the
range of radio and microwave frequencies and better magnetic and dielectric loss
properties compared to its components, among other things, very soft ferromagnetic
material (developed by the authors of patent [66]) and ferrite powder.
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4. Bricks and Hollow Masonry Units—Small-Sized Elements

The possibility of using a mill scale as an admixture in the manufacture of ceramic
bricks with enhanced shielding effectiveness was investigated in study [67]. The admixture,
amounting up to 20% wt., improved the properties of ceramic bricks owing to its melting
action and formation of magnesioferrite in the sintered ceramic body fired at a temperature
of over 900 ◦C. Ceramic bricks, in the manufacture of which a 15–20% wt. addition of mill
scale with a particle size of 0.5 mm was used, exhibited an average shielding effectiveness
of up to 4 dB. Sandwich ceramic tiles of the same dimensions, containing a similar amount
of scale, exhibited a higher average shielding effectiveness of up to 8 dB in the same X
band frequency range. The reflection effect was almost independent of the addition. The
physical and mechanical characteristics (absorption capacity, fire shrinkage, modulus of
elasticity and compressive strength) of the sandwich ceramic tiles were within acceptable
limits. Furthermore, a leaching test showed that all toxic elements tested were stabilised
in the sintered ceramic structure of the ceramic bricks and ceramic tiles. The bricks/tiles
tested and the larger elements made up of them are shown in Figure 10 (adapted from [67]).

Figure 10. Tested: (a) bricks, (b) tiles, and larger elements made up of them (after [67]).

Ceramic elements containing a metallurgical slag admixture were tested in study [68].
Tests carried out in the X-wave range (8–12 GHz) showed a shielding effectiveness of up to
2 dB or 3 dB, depending on the slag used, at slag content of 10–20% wt. Similarly to the
case of study [67], the physical and mechanical characteristics of the material (absorption
capacity, fire shrinkage, modulus of elasticity, and compressive strength) were within
acceptable limits.

As part of study [69], double-layer cementitious tiles that absorb microwaves were
designed based on the theory of impedance matching and the law of electromagnetic
wave propagation. Ferrite and carbon fibers were used as an admixture to improve the
absorptive properties and band width. A double-layer cementitious microwave absorber
was produced and its absorptive properties were evaluated in the frequency range of
8–18 GHz. Compared to the single-layer structure, the reflection coefficient of the double-
layer tiles decreased by about 6–8 dB. The maximum shielding effectiveness of the double-
layer tile containing ferrite and carbon fibers reached 16.2 dB.

Table 5, summarising the materials described in Section 4, is presented below.
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Table 5. Summary of the products described in Section 4.

Ref. No. Year Product Description

[67] 2011 Ceramic bricks and tiles with
mill scale admixture

- 20% MS brickwall, frequency range 8–12 GHz, SE = 4–5 dB;
- 20% MS tilewall, frequency range 8–12 GHz, SE = 5–12 dB

[68] 2011 Ceramic elements with
metallurgical slag admixture

- 10% slag, frequency range 8–12 GHz, SE = 2–2.5 dB;
- 20% slag, frequency range 8–12 GHz, SE = 2.5–3 dB

[69] 2009
Double-layer cementitious

tiles with ferrite and carbon
fibers admixture

- frequency range 8–18 GHz,
- reflectivity = 6–8 dB,
- maximum reflection loss −16.2 dB

5. Paint Coatings

As part of study [70], ferrites containing single- and double-layer paints absorbing
microwave radiation were developed. Theoretical and experimental results for the Ku band
were compared. The single-layer absorbing paint was found to exhibit a peak absorption
of 12.3 dB at 17.4 GHz for a layer thickness of 1.12 mm. The use of two layers of paint (with
a different ferrite content) resulted in band widening, but at the expense of absorption.

Paper [71] presents a method of manufacturing paints and sheets designed to protect
against EM radiation along with their specifications. This method was based on poly-
meric matrices, in which magnetic and dielectric materials were dispersed. In particular,
polyurethane was used as a matrix in paints, producing different types containing carbonyl
iron or polyaniline. Tests were performed to determine the electric permittivity and mag-
netic permeability of the materials. Paints and silicone sheets absorbed 60–80% and 90% of
electromagnetic radiation, respectively. This indicates that these materials can be used for
protection against penetration of EM waves through space enclosures.

In patents [72,73], carbon fibers cut such that their length corresponds to half the
wavelength to be absorbed are proposed as materials absorbing electromagnetic waves in
the high radio and microwave frequency ranges. The fibers are randomly dispersed and
embedded in a dielectric binder (Figures 11 and 12, adapted from [72,74]).

Figure 11. Electromagnetic wave-absorbing material acc. to patent. Designations: 1—fibers,
2—material with low loss factor, e.g., epoxy resin or neat resin, 3—resinous matrix, 4—protected
surface, 5—composite coating (after [72]).

According to [72], the fibers can be aluminium, but other materials, such as copper,
iron, titanium, and graphite, can also be used. The patent [74] proposes the use of at least
two different types of fiber, so that electromagnetic waves can be absorbed in a wider
frequency range. The materials described in the patents form an absorbing coating which
is easier to apply onto conductive surfaces by spraying, laminating, and painting with a
paintbrush. The materials are mainly used in the military sector to protect airplanes, rocket
missiles, and other equipment against radar, but they are also used in industry to protect
airports and seagoing vessels.
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Figure 12. Electromagnetic wave-absorbing material acc. to patent. Designations: 1 and 4—dielectric
binding material, such as resin or polymer; 2 and 3 and 5, 6, and 7—fibers with different physical and
electrical properties (after [74]).

In patent [73] it is proposed to use aluminosilicates thoroughly mixed with aluminium
nitride and then held at a temperature of 800–1000 ◦C for an hour. This material can be
used as a colourless coating for various structures or machines or to create protective
panels shielding structural facades from electromagnetic interference. The material has
good mechanical properties and good resistance to a wide range of chemicals, and is
easily mouldable.

The materials described in this section are listed in Table 6.

Table 6. Summary of the products described in Section 5.

Ref. No. Year Product Description

[70] 2002 Ferrite-containing single- and
double-layer paints

Single-layer paint (thickness of 1.12 mm):

- absorption: 12.3 dB at 17.4 GHz.

Double-layer paint:

- band widening, lower absorption.

[71] 2010 Paints and sheets based on
magnetic and dielectric materials - attenuation: 60–85% at 8–12.5 GHz

[72,74] 1971, 1997 Composite coating: fibers in
dielectric binder

- the patents present broadband radar absorbing materials;
- the materials used include aluminium, copper, iron,

titanium, and graphite fibers;
- application by spraying, laminating, or painting with

a paintbrush

[74] 1988
Coatings based on

aluminosilicates mixed with
aluminium nitride

- material for coatings or protective panels for structures
and machines;

- the material protects from electromagnetic interference;
- electromagnetic field shielding composite in the GHz

frequency range

6. Final Conclusions
6.1. Summary of Review

This review of the literature focused on the possible uses of HPM radiation absorbers
in building products and structures. The attention was concentrated on four principle
types of elements: claddings, concrete and mortar, small-sized elements (bricks and hollow
masonry units), and paint coatings. On the basis of literature on the subject, examples of
HPM radiation absorbers having high potential to be combined with basic construction
materials were given in each of the categories. In the case of structural elements (concrete,
mortar, bricks, and hollow masonry units), the main criterion for selecting absorbing
additions, besides their shielding effectiveness, was no (or minimal) adverse effect on the
basic mechanical and non-mechanical properties of the building materials.

This survey shows that the simplest and at the same time most effective way of
protecting buildings or their rooms against the harmful action of HPM is shielding with
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claddings. The shielding effect can be achieved using metal shields [32] in the form of plates
or nets [34], but to improve their effectiveness, it is worth considering multilayer shields that
contain combinations of various metals or alloys (e.g., copper, Mumetal, iron, aluminium,
steel) [33]. In addition, the use of composite boards, such as carbon-containing honeycomb
gypsum plasterboards [35], mineral wool boards with carbon black addition [36], sandwich
boards [38], or carbon fiber paper as used successfully in plywood production [37], can be
an effective solution.

Regarding concretes and mortars, the literature review indicates that various admix-
tures and additions, which must be properly dispersed in the volume of concrete or mortar,
are used to obtain the desired level of shielding effectiveness. Steel, graphite, metallurgical
slag, nickel, copper, carbon nanotubes, ferrites, and carbon black are the additions most
frequently mentioned in the literature. To achieve maximally high effectiveness against EM
radiation, it is recommended that the size of individual particles be equal to 1 µm or less,
but in the case of such small particles, their proper dispersion in concrete is difficult [44].
Larger fibers or particles are also used, but in this case the drawback is that the interior
of each fiber or particle does not contribute to radiation protection, therefore requiring
the use of higher fiber or particle contents (volumes) [45,46]. An addition of carbon or
steel fiber not only improves the absorption of electromagnetic waves [47], but can also
improve mechanical characteristics (compressive strength, flexural strength, and fatigue
strength) [48], physical characteristics (thermal conductivity and electrical conductivity)
and deformability (shrinkage) [49]. Furthermore, a change in the proportions of the ce-
mentitious composite components results in a change in the frequency ranges in which
waves are absorbed [50]. A carbon black addition to concrete or mortar improves electric
permittivity, as a result of which the thickness and weight of the absorber can be reduced.

Another group of building materials are small-sized elements in the form of bricks and
hollow masonry units. The authors of the articles dealing with such elements with respect
to protection against EM radiation proposed the use of, i.a., a mill scale admixture in the
manufacture of ceramic bricks with enhanced shielding effectiveness [67], a metallurgical
slag addition to ceramic elements [68] and a ferrite and carbon fiber addition to double-layer
cementitious tiles [69].

The last considered group of materials that ensure protection against HPM pulses
comprises paint coatings. This review covered the following materials belonging to this
group: microwave radiation-absorbing single- and double-layer paints based on ferrite [70],
paints and sheets based on magnetic and dielectric materials dispersed in polymeric
matrices [71], dielectric binders with an addition of carbon fibers cut such that their
length corresponds to half the wavelength to be absorbed [72,74], and colourless coatings
produced from aluminosilicates mixed with aluminium nitride [73].

6.2. Implications for Practice

Based on this review of the literature and the experience of the authors gained from a
vast research project aimed at developing a technology to manufacture anti-HPM building
absorbers, the following general conclusion can be drawn: the development of a building
material (concrete, mortar) or element (a brick, a masonry unit, a wall) is a complex
problem and requires an interdisciplinary approach. Collaboration between scientists from
the fields of, i.a., chemistry, electronics, and building engineering is essential. Each of the
teams should supervise the respective component of the project. The task of chemistry
specialists would be to select proper HPM-absorbing materials as additions to building
materials. The task of electronics engineers would be to test the prototypes of manufactured
building materials with regard to HPM protection. The team of building engineers would
be responsible for the manufacture of prototypes, ensuring their desired mechanical and
non-mechanical properties. When undertaking the interdisciplinary research project (as
mentioned in the Funding section) the authors formulated the following procedure for
developing construction materials for the protection of buildings against HPM pulses:
(1) carry out preliminary studies to obtain information about promising absorbers which
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could be added as fillers to cement-based materials, (2) prepare composites and carry out
tests on building absorber prototypes, (3) develop a hybrid solution (e.g., for a multilayer
wall) by combining several different protection methods, (4) obtain approvals, certificates,
etc., and (5) implement industrial scale production.

As stated in the Introduction, the solutions being developed need to meet the three
criteria concerning requirements for building products, suitable shielding effectiveness,
and reasonable costs. These criteria set basic limitations on any products designed to
protect against HPM pulses. Therefore, development of such products should always be
a result of multi-criteria analyses and/or optimization. Furthermore, one should bear
in mind that the development of building materials providing a barrier against HPM
pulses is not enough to ensure the full protection of buildings. The walls of buildings have
door openings and often window openings, which are the weak points in the shielding.
Furthermore, the wiring systems (e.g., mains power supply, lighting, data transmission
systems) and plumbing systems (e.g., air conditioning, ventilation, water and drainage
piping) pose a problem. In order to achieve the desired shielding effectiveness for the whole
building and so eliminate discontinuities in the EM barrier, various kinds of EM shields
are usually used. Regarding windows and doors, protection can be achieved using metal
nets with a suitably matched mesh size, or metallised glass panes. Moreover, it is essential
to use special electromagnetic seals (e.g., copper-beryllium finger door seals). Ventilation
openings can be protected using EM barriers in the form of damping waveguides or metal
nets with variously shaped meshes (e.g., orthogonal, honeycomb) [33].

The patent solutions and scientific papers cited in this review give grounds for for-
mulating the following basic conclusion concerning a hybrid anti-HPM building absorber:
the development of a space-dividing element in the form of a multilayer wall, providing
effective protection of a building against EM pulses in a wider frequency range, is a com-
plex but achievable task. The task can be achieved through combining the attributes of
the particular materials that comprise the layers of a hybrid building absorber. Ensuring
the continuity of the EM barrier by matching proper absorber layers and protecting all
openings in the wall, one can achieve comprehensive protection of buildings against HPM.
The development of a solution in the form of a hybrid multilayer wall is the subject of the
R&D investigations currently conducted by the authors. The results of these investigations
will be presented in future articles.
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