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Abstract: The aim of the article is to present key mechanisms for shaping the safety culture of high
reliability organizations through digital transformation, which is now a key challenge for the entire
global economy. It is particularly important in processes conducted by so-called high reliability
organizations. From this cognitive perspective, it is important to define the place and role of digital
transformation in shaping the safety culture of high reliability organizations. The comparison of
the issues of the safety culture and digital transformation of high reliability organizations seems
to be an important cognitive aspect resulting from technological progress in the area of the digital
economy. The socio-technological system in which high reliability organizations exist is organized in
such a way that all technical, operational and organizational aspects, including the participation of
many entities involved in the operation of this complex system, are coherent. This coherence can be
influenced by the digital transformation solutions that are implemented and used. The article used
the analytic hierarchy process (AHP) and Vester methods, which were used for research by railway
undertakings operating on the Polish railway market, to solve the scientific problem. A ranking
of specific issues responsible for building safety culture and the identification of factors that are
important for the effectiveness of the process of shaping the expected safety culture was created.

Keywords: safety culture; high reliability organization; digital transformation; digital economy

1. Introduction

Digital transformation is now a key challenge for many sectors of the economy and
affects many aspects of the functioning of an organization. The processes of digital transfor-
mation are also important in the context of shaping organizational culture where changes
in behavior determine other ways of building interpersonal relationships, especially in
socio-technological systems. Safety culture within the framework of complex system theo-
ries is fundamental to ensure the sustainable development of organizations where many
activities should be integrally coherent and shared by key personnel underpinning the
smooth operation of the organization. The socio-technological systems of high reliability
organizations appear particularly important for observing the impact of digital transfor-
mation on the development of the safety culture. These organizations are cognitively
interesting research subjects, especially because of the importance of these organizations to
their economies at regional, national and international levels. The digital transformation
of these organizations must influence the processes of shaping safety culture within their
scope. How, to what extent and how deeply it affects this safety culture has become the
subject of scientific research discussed in this article. The research problem presented in
this article is an assessment of the processes for shaping the safety culture of high reliability
organizations through digital transformation, which now seems to be a determinant of
changes in a significant number of areas of business activity. The aim of the article is
to present the results of research into mechanisms for shaping the safety culture of high
reliability organizations through digital transformation.
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The subject of the article concerns the place and role of digital transformation in
shaping the safety culture of high reliability organizations. The scope of the article covers
theoretical aspects, analytical theories and the results of scientific research conducted in the
rail transport sector representing a group of high reliability organizations. High reliability
organizations (HROs) have a distinctive attribute and operate almost flawlessly in dan-
gerous, complex and uncertain environments [1]. HROs constantly search for errors that
indicate that they can lead to major failures, and believe that if they are identified and the
response to these warnings is appropriate, such disasters may be prevented [2]. High re-
liability organizations (HROs) are such organizations that usually operate in hazardous
environments where the consequences of failure are extremely high [3].

Comparing the issues of the safety culture and digital transformation of high reliability
organizations seems to be an important cognitive aspect resulting from technological
progress in the area of the digital economy. The determinants resulting from digital
transformation processes should be taken into account in shaping safety culture due
to the change in the nature of work and the role of safety-critical workers when the
share of digital solutions in operational processes is increasing. The socio-technological
system in which high reliability organizations operate is organized in such a way that
all technical, operational and organizational aspects, including the participation of many
entities involved in the operation of this complex system, are coherent. This coherence can
be achieved through the implementation and use of the effective and efficient solutions of
the digital economy.

The approach used in the article presents an important research gap, which concerns
the relationship between important components in the interdependence system of safety
culture—digital transformation—high reliability organizations. It can be assumed that the
principles and requirements of high reliability organizations in terms of “Zero Accidents”
can be fulfilled by building and developing a safety culture supported by innovative so-
lutions for the digital transformation of technologically and socially complex interactive
and dynamic systems. Innovation is particularly important in this case. It includes open
and closed organizational and technological innovations at the level of a wide stream
of processes and projects conducted by high reliability organizations. The research gap
is particularly important when it comes to shaping a positive safety culture and creat-
ing a well-configured, effective and efficient architecture of complex socio-technological
systems.

The structure of the article is as follows. The article is divided into two logically
linked sections, namely the theoretical and research sections. The article begins with the
introduction. In the theoretical section, the place and role of high reliability organizations
as key entities embedded in socio-technological ecosystems is discussed first. Subsequently,
digital transformation and the specificity of a high reliability organization are presented.
In the next part, the focus of the scientific discussion is on human and organizational
factors—HSIs (human-system interfaces) in the digitalization processes of high reliability
organizations. Then, the safety of the technical systems of high reliability organizations
and process safety based on digitalization and the safety culture of a high reliability
organization are discussed. Occupational health and safety in shaping the safety culture
and the digitalization of high reliability organization processes are also important issues
discussed herein. The research section presents the research methodology and the research
results, including prioritizing key factors in the process of shaping the safety culture of high
reliability organizations through digital transformation by means of the analytic hierarchy
process (AHP) method, identifying key factors in the process of shaping the safety culture
of high reliability organizations through digital transformation using the Vester method,
quantitative research—surveys. The article ends with the conclusions and bibliography.

2. High Reliability Organizations as Key Entities Embedded in
Socio-Technological Ecosystems

The multidimensional observation of dynamic social and technological changes shows
a specific ecosystem which, through exposure to many disruptions in both social and
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technological dimensions, creates a picture of today’s organization of the future. Undoubt-
edly, these are the so-called high reliability organizations. This ecosystem has a particular
design because the set of aggregate components that constitute it provides an effective
and constructive comparison of technical and social components aimed at fulfilling nu-
merous functions in a given achievement of the objectives of the organization that create
it. One of the key goals is to ensure a high level of safety in achieving the organization’s
business objectives.

Management of high reliability organizations is characterized by five key principles
that facilitate, in particular, problem detection and analysis. In order to detect the problem
of high reliability organizations, the following should be taken into account:

(a) the area affected by the failure: the use of a failure and a direct failure as a means of
gaining insight into the strengths and weaknesses of the system;

(b) reluctance to simplify: avoiding tendencies to minimize or explain problems;

(c) vulnerability to action: awareness of the “big picture” and, in particular, how all
elements of work fit together and how problems in one area can spread to other areas.

In the case of problem management, the high reliability organization takes into
account:

(a) resilience: developing the ability to deal with unexpected events;
(b) respect for specialist knowledge: understanding where specialist knowledge is in the
organization and ensuring that experts make decisions on how to solve problems.

The design of resilient technical systems in the reliability criterion is a priority [4].
Resilience becomes the dominant issue in research on safety and organizational practice [5].

By introducing these principles into a set of everyday processes and practices, HROs re-
peatedly and continuously shape and transform the binding safety culture. Reference
should be made to the fact that, firstly, high reliability is not a state that an organiza-
tion can ever fully achieve; rather, it is something the organization seeks and strives for.
Secondly, reliability is of fundamental importance as a dynamic set of properties, actions
and responses [6].

High reliability organizations are the best example of a system approach. They predict
the worst and are prepared to deal with it at all levels of the organization. It is difficult,
even unnatural, to remain chronically anxious, so their organizational culture takes on
a deep meaning. People may forget fear, but the culture of a high reliability organization
provides them with important reminders as well as such tools that help them to remem-
ber them. In the case of these organizations, the pursuit of safety is not so much about
preventing individual human or technical failures but making the system as reliable as is
practically possible in the face of threats to humans and the system. Safety culture, then,
is an organizational aspect of the national culture, which is intended to influence the atti-
tudes and behavior of members in relation to the organization’s current health and safety
performance [7]. High reliability organizations are not immune to adverse events but have
learned to transform these occasional failures into increased system resilience [8]. Any in-
dication by personnel performing safety-critical tasks of any event that could eliminate any
disruption that could be a source of loss of health or human life is appreciated. Not all
organizations view this as a positive factor [9]. A positive and just safety culture should
therefore be developed [10]. Understanding and conscious management of organizations
that satisfy the criteria described above makes it possible to harness complex technological
processes and their relationships with the internal and external environment and give them
an ontological character.

3. Digital Transformation and the Specificity of a High Reliability Organization

Operating in a dynamic, interactive socio-technological ecosystem, companies man-
aged in a modern way are obliged to use organizational and management mechanisms and
create innovative technological solutions to perform their key business functions. For many
sectors, these business functions should generate high efficiency of organizations on the one
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hand and high reliability on the other. From this perspective, the constructive comparison
of simultaneous, cumulative fulfilment of the criteria of efficiency and reliability shapes the
image of safe organizations. The fulfillment of these assumptions requires the application
and use of the latest trends in the economy, especially due to the fast-growing digital
transformation. Digital transformation nowadays affects every sector of the economy
and industry, but it is particularly visible in sectors composed of high reliability organi-
zations, where dynamic processes and projects ensure the ability to achieve economic
objectives in a secure way. Digitalization of processes is defined here as the integration
of digital technologies into process operations in order to achieve greater efficiency and
better product quality [11]. It is not necessary to mention that the implementation of the
digital transformation in an often difficult organizational space requires considerable prior
preparation and a great number of guidelines. However, this implementation remains
the most specific phase of the entire transformation of the project. The change will be felt
and visible to different types of stakeholders. How quickly this change will be concrete
depends on how motivated and committed stakeholders are to the common issue of digi-
talization [12]. It should be borne in mind, however, that digitalization also entails new
and increased risks pertaining to the implementation of innovations of business models
resulting from interdependence in the ecosystem [13]. It can even be concluded that the
digital transformation and the resulting innovation of business models have fundamentally
changed consumer expectations and behavior, exerted pressure on traditional companies
and distorted many markets [14]. The creation and implementation of digital technological
solutions in every process and project determines their operational continuity and techni-
cal capacity and their safe integration. From this perspective, the digital transformation
and its models of creating solutions can become a powerful accelerator of change and an
accelerator of new values in many types of organizations, aiming to fulfill their refined
principles, criteria and attributes of a high reliability organization. However, the problem
of capturing value for innovators in the digital economy poses some other challenges than
in the industrial economy. It inevitably requires an understanding of the dynamics of
platforms and ecosystems [15]. In this context, the digital supply chain ecosystem is of
particular importance, which should accurately reflect the needs and circumstances of
the economy sector concerned [16]. It must be safe in terms of the performance of both
safety-critical tasks and protection against cyber-attacks and any interference with secure
technical systems. The mechanisms of these links must be strongly integrated [17].

4. Human and Organizational Factors—HSIs (Human-System Interfaces) in the
Digitalization Processes of High Reliability Organizations

The most important resources of an organization are its people. Human consciousness
determines their behavior [18]. People in the organization are its most important subject
and strategic link. It allows organizational, technical and operational resources to transform
into the value generated and delivered to the customer. In this context, a person in an
organization should be viewed through the prism of his or her actions and personal and
individual behavior and through the prism of human relationships from a team-based
perspective. Work processes are influenced by technical, organizational and human factors.
Technical factors include the construction and technical condition of machines, devices and
equipment, workstations and the material working environment. Organizational factors
include working methods, supervision, workstation organization and the organization
of operational processes. The human factor, on the other hand, is preparation for work
(qualifications and competencies), adaptation to work, state of health, psychophysical
condition and attitude to work [19]. The human factor should also be considered in
terms of the human ability to learn in their professional life cycle. The inability to learn
from experience can lead to a chain of errors that can in turn lead to catastrophe [20].
The problem of human error can be considered in two ways: according to the individual
and system approaches. Each of these approaches has its own model of causality of errors
and each model gives rise to a completely different philosophy of error management [8].
In practice, the following phrase is popular: an unreported error is an error that will
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happen again. Therefore, all incidents must be handled responsibly as they precede
disasters. People management therefore requires a high level of managerial competency,
not only at the level of fundamental principles of building human behavior, but the ability to
understand and shape complex decision-making processes at all levels and in all functions
of the organization. This requires a systemic approach where human and organizational
factors are at the center of the organization’s attention. The human factors analysis and
classification system (HFACS) concept can be used here. One of the main applications
of HFACS is the classification of causal factors of incidents/accidents into the HFACS
causal relationship by category. This classification or coding process is often performed on
pre-existing causal factors related to events that were not originally investigated by means
of HFACS [21]. Subsequently, decision-making processes are supported today primarily
through multi-dimensional and multi-criteria digitalization of processes and projects in
the organization. Digitalization supported by effective and efficient human management
systems in the organization is becoming a new, specific platform for the development
of new, different organizational and management methods and concepts. In this respect,
the interdependence and coherence between human and organizational factor management
processes is strongly supported by broad digital instruments. This should also include
an ergonomic approach when participating in the design of the system, which consists
of examining the real situation in order to look at the possible features of the system in
the future [22]. In addition, in sociological terms, the principles of effective and efficient
problem-solving within human and organizational factors should be used. Problem solving
consists of searching the problem space of candidate states that are encoded as symbol
structures generated from other states by using operators and which are tested with pattern
matching methods [23].

5. The Safety of the Technical Systems of High Reliability Organizations

Accidents and the causes thereof remain key topics within many processes in orga-
nizations. Research efforts are strongly focused on the human factor worldwide. It is
now widely accepted that accidents are a complex systemic phenomenon, and causal
factors at all levels of complex sociotechnical systems and interactions [24]. The safety
of technical systems results from the tight architecture of these systems. This includes
safety and security aspects of technical systems. However, they consist of two different
groups of functional requirements [25]. This architecture is materialized through the in-
terdependence between the various components of the system, together with designing
interface management mechanisms between them, creating a mutual, compact, integral
and functional configuration of the technical system. The architecture is non-physical; it is
a set of standards that allow for meaningful communication between components [26].
The principles of building safe technical systems are a compendium of knowledge for orga-
nizations in need of implementing unique solutions that determine their search for sources
of competitiveness, efficiency and reliability. This triad may not only allow for survival in
difficult market conditions but can also ensure the dynamic development and building of
competitive potential and competitive advantage while maintaining the operational capac-
ity equipped with safe organizational processes. However, it is important to be aware that
in this context safety management systems are not a revolutionary concept or a measure
that emerged spontaneously. Their appearance is closely linked to the evolution of safety
thinking [27]. It is important that technical / technological and organizational changes are
combined in the organization, so changes should be managed in an integrated way [28].
It is important to be aware that specific, materialized technological solutions, both those
which develop safety potential and those aimed solely at strengthening security systems,
are of particular importance. It is therefore crucial to create dynamic digital capabilities
in organizations [29]. This should include both solutions related to the interoperability of
technical systems within the framework of their technical compatibility and the safety of
these systems as part of their safe integration [30]. This is where the so-called architectural
compatibility is created [31].
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6. Process Safety Based on Digitalization and the Safety Culture of a High
Reliability Organization

Processes in high reliability organizations have a special dimension. Their input data
must be sufficiently complete to ensure a safe and functional structure that generates the
results of these processes, which are acceptable in terms of organizational, management,
social and technological criteria. These criteria and their fulfilment, which are suitable for
today’s widespread socio-technological systems, fulfil the potential for optimally managed
high reliability organizations. A proper architecture of a safe technical system is therefore
needed. Safety-related systems usually require the provision of redundant resources in the
system and have a logical method of reconfiguration in the event of failure detection. One of
the problems inherent in this approach is that it may be very difficult to properly design,
implement and test this reconfigurability. The dynamic architecture of the system describes
it, which helps to avoid some of these difficulties. This architecture takes advantage of
the fact that the processing is linked to any input data set and has a limited duration at
any time. By organizing sufficient parallel redundancy; it is possible that the system is not
exposed to a failure of a single process element, then recovery after error becomes very
easy [32]. The architecture of the system fits into the assumptions of the systems theory,
the attributes of which allow for the capture of many components. One of the crucial
architectures is the system of systems architecture (S50S). This requires the simultaneous
analysis of a set of individual but interconnected systems to build a communicative SoS that
can provide the necessary capabilities and functionality. In general, systems can ensure a set
of functions and an SoS architect must decide which systems to include in the SoS so that
each possibility is ensured by at least one system. In this case, the systems are inflexible,
i.e., the chosen system will bring all possible benefits to the SoS [33]. An important
approach to the implementation of system integration architecture is the model called the
system architecture skeleton (SAS). SAS provides a model environment that imitates the
actual physical architecture of the system. Commercial equipment can be used to create
SAS if it improves its distribution. SAS enables early implementation and verification of
the hardware and software infrastructure and provides an environment for component
verification and the incremental integration of subsystems. SAS also enables early, specific
milestones, which can be formally presented to the customer. It allows for the verification
of the subsystem by the observer before the whole system is implemented [34]. In this
respect, it is important to link the principles of shaping and implementing complex, secure
technical systems with the safety culture of high reliability organizations. Safety culture is
an important component of the organizational culture of companies. It plays a particular
role in high reliability entities where personnel management is related to treating them
as personnel performing critical tasks to ensure the safety of the organization concerned.
Safety culture is part of an organizational culture which is believed to have an impact
on members’ attitudes and behavior in relation to the organization’s ongoing safety and
hygiene activities [7]. As a result, this functional organizational culture affects all the
links of the organization’s functioning, mainly because of the complex, multidimensional
and interdisciplinary nature of the concept of safety itself. Safety culture is “a model of
fundamental assumptions, values, standards, rules, symbols and beliefs that influence
the perception of challenges, opportunities and/or threats, as well as the way of feeling
and thinking about safety and the related manner of behavior and action/cooperation of
entities, in different ways by those individuals learned and/or articulated in the processes
of a broad sense of education, including in the natural processes of internal integration
and external adaptation and in other organizational processes, as well as in the process of
strengthening widely defined defense, serving the reasonably harmonious development of
these entities and their achievement of the most widely understood safety, for their benefit,
but also for the environment” [35]. Safety culture means all material and non-material
elements of a person’s well-established achievements for cultivating, recovering (when
lost) and raising the level of safety of certain entities. It can be considered in an individual,



Energies 2021, 14, 4721

7 of 21

mental-spiritual dimension, social dimension and physical (material) dimension [36]. Safety
culture is a phenomenon that allows people to achieve the following goals:

1.  Effective control of possible hazards of an entity, resulting in an optimal level of
hazards at a given location and time.

2. Recovery of the entity’s safety when lost.

3.  Optimizing the levels of the multisectoral development process of the safety entity,
aiming at the harmony of the safety sectors in the context of the hierarchy of the
entity’s objectives.

4.  Effective social and individual stimulation, awareness of the highest human need,
self-improvement and the creation of trichotomous mental, social and material devel-
opment, by supporting beliefs, motivations and attitudes strengthening individual
and collective actions for the potential of autonomous defense (self-defense) of indi-
vidual and group security entities [37].

Safety culture can be considered in the context of the so-called resilient organization.
Different levels of this resilience can be considered, from adapting to change, through
resilience, to the creation of high reliability organizations (HROs), characterized, among
others, by a culture of reliability [38]. The way in which the issue of safety is perceived,
appreciated and taken into account in the organization’s priorities reflects the actual
commitment to safety at all levels of the organization. Therefore, it is also important for
railway undertakings and infrastructure managers to identify actions and behaviors that
can shape a positive safety culture and to promote a culture of mutual trust, confidence
and learning through their safety management system, where employees are encouraged
to contribute to the development of safety by reporting dangerous incidents and providing
safety-related information [39].

7. Occupational Health and Safety in Shaping Safety Culture and the Digitalization of
High Reliability Organization Processes

The safety of personnel, particularly those performing safety-critical tasks, is the basis
for building management systems based on high efficiency and reliability. A strongly
built and developed safety culture should be a platform for such an approach. If it is
supported by dynamically designed and implemented solutions aimed at digitalization
processes, the result will be to ensure the high reliability of existing organizations in
a difficult, complex and uncertain system. The system is a set of interrelated activities or
entities (hardware, software, buildings, spaces, communities and people), for a common
purpose, links between entities that can have a state, form, function and causality and
which change and modify their state and interaction therein in given circumstances and
events and which is conceptualized as existing within limits; they have inputs and outputs
that can be connected in many-to-many mappings; the whole is usually larger (more useful,
more powerful, functional, etc.) than the sum of the parts [40]. The interdependence
between the different processes presented in a dynamic sense ensuring an acceptable safety
status of the system can be indicated. The observed advantages of the proposed method
are as follows:

- Complexity management through the hierarchical decomposition of the system and
development of modules and interfaces using a computational tool.

- Consistency of system descriptions at different levels.

- Hierarchy, e.g., lower-level decisions should result from abstract higher-level concepts
such as functions.

- The possibility of redesigning and developing multiple system architectures to facili-
tate the development of the product platform and the product itself and modelling of
the entire product family [41].

It is also worth mentioning that today’s smart products and modern digital systems
are characterized by network integration, in particular the Internet of Things (IoT) and/or
the Industrial Internet of Things (IIoT). Such cyber-physical systems (CPPs) increasingly
take control of the basic functions of a system with added value, which are often critical.
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This means that any failures related to these functions can harm human health and life.
This leads to the need to undertake functional safety analysis when designing these systems
and their infrastructure which they depend on. At the same time, their integration into
integrated technology networks (IT) exposes them to cybersecurity threats, i.e., malicious
intrusions aimed at modifying intended, established network behavior and /or connected
devices [42].

8. Research Methodology

Research into digital transformation in the context of shaping the safety culture of
high reliability organizations covered the following issues:

- process safety;

- occupational health and safety;

- human and organizational factors—HSIs (human-system interfaces);
- safety management system.

Based on the proposed assessment criteria, which were identified on the basis of
a broad review of the relevant literature, a research model was designed which consisted
of four areas. In the first place, relevant literature in the field of scientific research was
systematically reviewed and the reference titles that were most relevant to the defined
areas of interest were selected. They were also the most significant in terms of solving the
scientific problem. Subsequently, the proposed criteria for assessing the safety culture of
high reliability organizations through digital transformation were ranked. For this purpose,
the AHP method was used, which is a method of hierarchical analysis of the problem.
This method is primarily used to support decision making. It was used to classify the
proposed criteria in terms of their importance for shaping digital transformation processes
aimed at improving the safety culture of high reliability organizations. In the next step,
a comprehensive problem-solving method—the Vester method—was used to identify such
factors that are most important for the effectiveness of the implementation of the principles
of safety culture. It is also used to determine the force of impact of individual factors on
others. In the final stage of the research under the proposed model, quantitative research
was conducted among the selected population of railway undertakings who meet the
definition of a high reliability organization. The designed research model is presented in
Figure 1.

Review of the relevant Ranking
literature — systematic review of criteria based on AHP
of literature analysis
1 2
3 4
Determination of the force of Quantitative research among
the impact of individual the selected population of
factors rallway undertakings meeting
on cther factors the definition of a high
reliability organization

Figure 1. Adopted research model. Source: own study.



Energies 2021, 14, 4721

9of21

From among railway undertakings operating on the Polish railway market, the largest
railway undertakings were selected, which were assessed in terms of the impact of the
digitalization criterion on the level of their safety culture. The surveyed population was
25% of 100 railway undertakings and 12 infrastructure managers operating on the Polish
railway market. The result of the survey was an analysis of the responses pertaining to
the extent to which the digital economy solutions used support the process of building the
safety culture of the companies surveyed. Each research area had a set of questions. These
questions were closed single-choice questions included in the Likert scale—from 0 to 7.

8.1. Prioritizing Key Factors in the Process of Shaping the Safety Culture of High Reliability
Organizations through Digital Transformation by Means of the Analytic Hierarchy Process
(AHP) Method

In 1970, American scientist T.L. Saaty developed the analytic hierarchy process (AHP)
method, which is a method of hierarchical problem analysis. This method is mainly used to
support decision making. In each of the four thematic areas of the safety culture mentioned
above, a total of 40 factors were compared in pairs. They are compared with the level of the
maturity of digital transformation processes. The above criteria were compared in pairs
and their degree of fulfilment was considered. The criteria were compared in pairs using
the following scale (Table 1).

Table 1. Saaty’s scale used to compare criteria in pairs (own study based on [43]).

Significance Scale Explanation
1 No criterion has an advantage over the other in achieving the goal.
3 Criterion A has a moderate advantage over option B.
5 Criterion A has a strong advantage over option B.

8.2. Determination of Weights for the Criteria Specified

Using the Saaty scale, a matrix of pairwise comparisons for the adopted criteria was
constructed. A n X n matrix was made where # stands for the number of criteria. In this
case n = 40 because eight criteria were adopted. The matrix represents the predominance
of one criterion over the other and the final comparison resulted in arranging the criteria in
terms of final weights.

It should also be noted that there is a reversal of the assessments in the AHP method.
This means that the matrix is consistent in pairs, i.e.,

w,] i =1
w]‘l'

The matrix of rankings was normalized by dividing individual ratings from the criteria
(in columns) by the sum of the ratings of a given criterion (sum of the column ratings) and
the matrix was obtained. With a normalized matrix, the values of each row are summed
up. The values obtained were divided by the number of existing criteria (i.e., number 40),
resulting in weights for each criterion. The weights obtained are ranked from the highest
to the lowest values, which are then shown in Table 2.
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Table 2. The level of impact of factors in Vester analysis (own study).

Ranking Group Question Level of Impact of Factors
1. The company monitors the needs of employees and other stakeholders
1 . . . 0.0596
using digital solutions
1 3. The company monitors occupational risks using digital solutions 0.0596
4. The company consults employees on issues of safety at work using
1 . . 0.0596
digital solutions
Y 5. The company monitors dangerous situations in safety-critical processes
1 . . . 0.0596
using digital solutions
1 8. The company manages change using digital solutions 0.0596
9. The company ensures readiness and response to emergencies using
1 L . 0.0596
digital solutions
9. The company applies process risk assessment methods with proposed
7 technical and organizational safeguards and risk control measures using 0.0269
digital solutions
3 8. The company assesses risks to safety-critical facilities using digital 0.0266
solutions :
7. The company develops plans and programs to prevent failures using
9 X . . 0.0263
digital solutions
10 6. The company reports on process safety using digital solutions 0.0260
5. The company manages information on process safety using digital
11 . 0.0257
solutions
12 4. The company identifies the risks of digital solutions 0.0254
13 3. The company monitors functional safety by means of digital solutions 0.0250
2. The company supports leadership in the field of safety at work using
14 . . 0.0249
digital solutions
14 6. The company monitors employee behavior using digital solutions 0.0249
14 Y 7. The company monitors communication processes in the organization 0.0249
using digital solutions '
14 10. The company monitors a culture of safe work with digital solutions 0.0249
8. The company ensures the expected physical and psychological capacity
14 V4 . . ) 0.0249
using digital solutions
2. The company monitors safety policy and objectives using digital
14 . 0.0249
solutions
3. The company monitors operational, organizational and technical risks
14 . . . 0.0249
using digital solutions
6. The company monitors criteria for risk acceptance and safety measures
14 . . . 0.0249
using digital solutions
14 T 7. The company monitors risks associated with operational processes 0.0249
throughout the value chain using digital solutions '
8. The company monitors the performance of partners and suppliers in the
14 o L . 0.0249
context of safety criteria using digital solutions
9. The company manages in crisis situations, monitoring these processes
14 . . . 0.0249
using digital solutions
10. The company monitors the conclusions from accidents and incidents
14 . . . 0.0249
using digital solutions
2. The company supports the process of technical risk management using
26 . . . 0.0247
digital solutions; if so, to what extent
1. The company monitors the system life cycle by means of digital
27 X . . 0.0244
solutions; if so, to what extent
28 10. The company manages processes related to technical rescue using 0.0100

digital solutions
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Table 2. Cont.

Ranking Group Question Level of Impact of Factors

28 1. The company monitors human errors using digital solutions 0.0100
3. The company manages the competences of personnel performing

28 o ; . . 0.0100
safety-critical tasks using digital solutions
5. The company identifies and monitors risks associated with the

28 construction and use of equipment, tasks and working conditions using 0.0100

4 digital solutions

9. The company takes into account the integration of human and

28 organizational factors in the process of change management using digital 0.0100
solutions
10. The company monitors the level of human reliability using

28 . : 0.0100
digital solutions
1. The company creates the management intentions of top managers and

28 o : . . 0.0100
leadership in terms of safety using digital solutions
4. The company builds and monitors the awareness of human limitations

28 T : oo . - . 0.0100
in the organization using digital solutions
5. The company controls a professional process of conduct within the

28 . 1 o : . . 0.0100
processes identified in the organization using digital solutions
2. The company identifies and monitors interfaces—human-system

37 . . - . 0.0057
interfaces using digital solutions

37 4. The company monitors human limitations using digital solutions 0.0057

37 z 6. The company monitors work ergonomics with digital solutions 0.0057

37 7. The company monitors employee fatigue and related risks using 0.0057

digital solutions

The following issues from all 40 analyzed issues obtained the highest weights by

creating their ranking:

The company monitors the needs of employees and other stakeholders using digital
solutions.

The company monitors occupational risks using digital solutions.

The company consults employees on work safety issues using digital solutions.

The company monitors dangerous situations in safety-critical processes using digi-
tal solutions.

The company manages change using digital solutions.

The company ensures readiness and response to emergencies using digital solutions.

All these questions are included in the group of questions “Y—Occupational Health

and Safety” and achieved a weight value of 0.0596. The following issues obtained the
lowest weights:

The company identifies and monitors interfaces—human-system interfaces—using
digital solutions.

The company monitors human limitations using digital solutions.

The company monitors work ergonomics using digital solutions.

The company monitors employee fatigue and related risks associated using digital
solutions.

They received a weight of 0.0057. These are questions from group Z—human and

organizational factors—HSIs (human-system interfaces).

8.3. Identifying Key Factors in the Process of Shaping the Safety Culture of High Reliability
Organizations through Digital Transformation Using the Vester Method

The purpose of analysis using the Vester method is to identify key factors in the

process of shaping the safety culture of high reliability organizations through digital
transformation in order to identify such factors that are essential for the efficiency and
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success of shaping the expected safety culture. The F. Vester method of solving complex
problems was used [44—49].

In the first step of this method, it is necessary to make a list of factors that have the
greatest impact on a given problem. Therefore, selected factors were defined that have
a significant impact on the components of the process of shaping the safety culture of
a high-reliability organization through digital transformation in Supplementary Materials:

X—process safety;

Y—occupational health and safety;

Z—human and organizational factors—HSIs (human-system interfaces);
T—safety management system.

This method is based on the assumption that not only factors affect the system tested,
but also the environment of the system affects the factors examined. A direct impact is
then determined between the predefined elements. To this end, a matrix is constructed
that determines the force of one factor on the other on a scale of 0 to 3 where 0 means no
impact and 3 is very strong impact one factor has on another. The measure of the impact
of a given factor on the system is the so-called active sum (AS), determined as the sum
of the points of the row corresponding to the given factor. The higher the value of the
active sum, the stronger the impact on the system and at the same time it means that the
factor is more susceptible to external impacts. The measure of the system impact on a given
factor is called the passive sum (PS). This is the sum of the points in the column for a given
factor. The higher the value of the passive sum, the more the system affects a given factor.

For these sums and for each factor, two subsets have been created:

- the first contains factors with low impact (below the arithmetic mean of the sum),
- the second set includes factors that are more susceptible to the system.

Table 3 shows active and passive factors.

Table 3. Profile of the factors constituting the active sum and the passive sum (own study).

Active Sum

Passive Sum

& Low High Low High
No. 2 Factors
5] Impact Impact
0 15 30 15 30
1 1. The company monitors the system life cycle using digital solutions; if so, to what extent. 11 8
2 2. The company supports the process of technical risk management using digital solutions. 11 8
3 3. The company monitors functional safety using digital solutions. 11 8
4 4. The company identifies threats to digital solutions. 1 8
5 5. The company manages information on process safety using digital solutions. 11 8
6 X 6. The company reports on process safety using digital solutions. 11 8
7 7. The company develops plans and programs to prevent failures using digital solutions. 11 8
8 8. The company assesses risks to safety-critical facilities using digital solutions. 11 8
9 9. The company applies process risk assessment methods with proposed technical and organizational 1 8
safeguards and risk control measures using digital solutions.
10 10. The company manages processes related to technical rescue using digital solutions. 0 27
11 1. The company monitors the needs of employees and other stakeholders using digital solutions. 17 5
12 2. The company supports leadership in the field of safety at work using digital solutions. 3 21
13 3. The company monitors occupational risks using digital solutions. 17 5
14 4. The company consults employees on work safety issues using digital solutions. 17 5
15 5. The company monitors dangerous situations in safety-critical processes using digital solutions. 17 5
16 Y 6. The company monitors the behavior of employees using digital solutions. 3 21
17 7. The company monitors communication processes in the organization using digital solutions. 3 21
18 8. The company manages change using digital solutions. 17 5
19 9. The company ensures readiness and response to emergencies using digital solutions. 17 5
20 10. The company monitors a culture of safe work using digital solutions. 3 21
21 1. The company monitors human errors using digital solutions. 16 7
22 2. The company identifies and monitors interfaces—human-system interfaces using digital solutions. 3 21
23 3. 1The company manages the competences of personnel performing safety critical tasks using digital 16 7
solutions.
24 4. The company monitors human limitations using digital solutions. 3 21
25 Z 5. The company identifies and monitors risks associated with the construction and use of equipment, 16 7
tasks and working conditions using digital solutions.
26 6. The company monitors work ergonomics using digital solutions. 3 21
27 7. The company monitors employee fatigue and related risks using digital solutions. 3 21
28 8. The company ensures the expected physical and psychological capacity using digital solutions. 27 0
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Table 3. Cont.

Active Sum

Passive Sum

& Low High Low High
No. 5 Factors
<] Impact Impact
0 15 30 0 15 30
29 9. The company takes into account the integration of human and organizational factors in the process of 16 7
change management using digital solutions.
30 10. The company monitors the level of human reliability using digital solutions. 16 7
31 1. The company creates the management intentions of top managers and leadership in terms of safety 5 23
using digital solutions.
32 2. The company monitors safety policy and objectives using digital solutions. 15 6
33 3. The company monitors operational, organizational and technical risks using digital solutions. 15 6
34 4. The company builds and monitors the awareness of human limitations in the organization using 5 23
digital solutions.
35 5. The company controls a professional process of conduct within the processes identified in the 2 23
T organization using digital solutions.
36 6. The company monitors the criteria for risk acceptance and safety measures using digital solutions. 15 6
37 7. The company monitors risks associated with operational processes throughout the value chain using 15 6
digital solutions.
38 8. The company monitors the performance of partners and suppliers in the context of safety criteria using 15 6
digital solutions.
39 9. The company manages in crisis situations, monitoring these processes using digital solutions. 15 6
40 10. The company monitors the conclusions from accidents and incidents using digital solutions. 15 6
The so-called quotient and product are used to determine the interdependence be-
tween various factors and the system. The quotient is a measure of the relationship between
the force of impact of a factor on the system and its susceptibility to the system and is
determined for each factor by multiplying the active sum determined for a given factor by
100 and dividing the result by the passive sum of the factor. The product is a measure of the
importance of the factor in the system. The product of a given factor is the multiplication
of its active sum by the passive sum of this factor. In the case of a quotient greater than 100,
the tested factor affects the system with more force than the system affects it. On the other
hand, the high value of the product of a given factor offers an indication of its importance
in the system and vice versa. After ordering the increasing product values and dividing
40 factors into three groups (by the number of factors), a percentage of the products was
created. Table 4 shows the results of the quotient and product calculations for factors.
Table 4. Calculation of the quotient and product for factors (own study).
Quotient
) - Product
No. 2 Factors Low  High
© <100 >100 Low 33% 33% High 33%
1 1. The company monitors the system life cycle using digital solutions. 138 88
2. The company supports the process of technical risk management using
2 L . 138 88
digital solutions.
3 3. The company monitors functional safety by means of digital solutions. 138 88
4 4. The company identifies risks using digital solutions. 138 88
5 X 5. The company manages information on process safety using digital solutions. 138 88
6 6. The company reports on process safety using digital solutions. 138 88
7 7. The company develops plans and programs to prevent failures using digital solutions. 138 88
8 8. The company assesses risks to safety-critical facilities using digital solutions. 138 88
9. The company uses process risk assessment methods with proposed technical and
9 o . . L N 138 88
organizational safeguards and risk control measures using digital solutions.
10 10. The company manages processes related to technical rescue using digital solutions. 0 0
1. The company monitors the needs of employees and other stakeholders using
11 digi . 340 85
igital solutions.
12 2. The company supports leadership in the field of safety at work using digital solutions. 14 63
13 3. The company monitors occupational risks using digital solutions. 340 85
14 4. The company consults employees on work safety issues using digital solutions. 340 85
5. The company monitors dangerous situations in safety-critical processes using
15 Y dici . 340 85
igital solutions.
16 6. The company monitors the behavior of employees using digital solutions. 14 63
7. The company monitors communication processes in the organization using
17 L . 14 63
digital solutions.
18 8. The company manages change using digital solutions. 340 85
19 9. The company ensures readiness and response to emergencies using digital solutions. 340 85
20 10. The company monitors a culture of safe work using digital solutions. 14 63
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Table 4. Cont.

Quotient
& " Product
No. 2 Factors Low  High
© <100 >100 Low 33% 33% High 33%
21 1. The company monitors human errors using digital solutions. 229 112
2. The company identifies and monitors interfaces—human-system interfaces using
22 L . 14 63
digital solutions.
3. The company manages the competences of personnel performing safety-critical tasks
23 . . . 229 112
using digital solutions.
24 4. The company monitors human limitations using digital solutions. 14 63
5. The company identifies and monitors risks associated with the construction and use of
25 z . . o . L . 229 112
equipment, tasks and working conditions using digital solutions.
26 6. The company monitors work ergonomics using digital solutions. 14 63
27 7. The company monitors employee fatigue and related risks using digital solutions. 14 63
8 8. The company ensures the expected physical and psychological capacity using o o 0
digital solutions.
9. The company takes into account the integration of human and organizational factors in
29 . . . 229 112
the process of change management using digital solutions.
30 10. The company monitors the level of human reliability using digital solutions. 229 112
1. The company creates the management intentions of top managers and leadership in
31 . . ¢ 9 46
terms of safety using digital solutions.
32 2. The company monitors safety policy and safety objectives using digital solutions. 250 90
3. The company monitors operational, organizational and technical risks using
33 diei . 250 90
igital solutions.
34 4. The company builds and monitors the awareness of human limitations in the 9 46
organization using digital solutions.
5. The company controls a professional process of conduct within the processes identified
35 X R . s . 9 46
T in the organization using digital solutions.
6. The company monitors the criteria for risk acceptance and safety measures using
36 L . 250 90
digital solutions.
7. The company monitors risks associated with operational processes throughout the
37 R . . 250 90
value chain using digital solutions.
8. The company monitors the performance of partners and suppliers in the context of
38 oL . . 250 90
safety criteria using digital solutions.
9. The company manages in crisis situations, monitoring these processes using
39 . . 250 90
digital solutions.
40 10. The company monitors the conclusions from accidents and incidents using 250 90

digital solutions.

The boundaries between these ranges of factor division into those with a quotient
greater than 100 and less than 100 points, and those with the highest, average or smallest
product in the graph are, in the first case, a line starting at the beginning of the coordinate
system and symmetrically dividing the coordinate system, and in the second case a curve
based on points determined by factors with the largest and lowest passive sums. In this
example, only two factors are at the boundary of the product line. These factors have the
greatest impact on the process of shaping the safety culture of high reliability organizations,
and they include the following:

- The company ensures the expected physical and psychological capacity using digital
solutions;
- The company manages processes related to technical rescue using digital solutions.

On the basis of the graph (Figure 2), a visual presentation of the division into factors
is created, which is indicated in the table below (Table 5). They include no critical factors.

Twelve factors are active factors, 16 are buffering factors and 12 are passive factors.
This means that a large proportion of the factors studied (which are active factors) have an
impact on the digital transformation in shaping the HRO safety culture. On the other hand,
the buffering factors are characterized by a slight impact on digital transformation and
limited flexibility in shaping the HRO safety culture. Passive factors have limited impact
on digital transformation in shaping the HRO safety culture, while they themselves are
heavily influenced by safety culture.
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Figure 2. A matrix of factors. Source: own study.

Table 5. Groups of factors in Vester analysis (own study).

No. Group Factors Factors
28 7 8. The company ensures the expected physical and psychological capacity using
digital solutions.
1 1. The company monitors the needs of employees and other stakeholders using
digital solutions.
13 3. The company monitors occupational risks using digital solutions. Active
14 Y 4. The company consults employees on work safety issues using digital solutions.
15 5. The company monitors dangerous situations in safety-critical processes using
digital solutions.
18 8. The company manages change using digital solutions.
19 9. The company ensures readiness and response to emergencies using digital solutions.
32 2. The company monitors safety policy and safety objectives using digital solutions.
33 3. The company monitors operational, organizational and technical risks using digital solutions.
36 6. The company monitors the criteria for risk acceptance and safety measures using

digital solutions.
T 7. The company monitors risks associated with operational processes throughout the value Buffering

37 chain using digital solutions.

38 8. The company monitors the performance of partners and suppliers in the context of safety
criteria using digital solutions.

39 9. The company manages in crisis situations, monitoring these processes using digital solutions.

40 10. The company monitors the conclusions from accidents and incidents using digital solutions.

21 1. The company monitors human errors using digital solutions.

23 3. The company manages the competences of personnel performing safety-critical tasks using
digital solutions.

25 Z 5. The company identifies and monitors risks associated with the construction and use of Active
equipment, tasks and working conditions using digital solutions.

29 9. The company takes into account the integration of human and organizational factors in the

process of managing change using digital solutions.
30 10. The company monitors the level of human reliability using digital solutions.
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Table 5. Cont.

No. Group Factors Factors
1 1. The company monitors the system life cycle with digital solutions.
2 2. The company supports the process of technical risk management using digital solutions.
3 3. The company monitors functional safety using digital solutions.
4 4. The company identifies threats to digital solutions.
5 X 5. The company manages information on process safety using digital solutions. ]
6 6. The company reports on process safety using digital solutions. Buffering
7 7. The company develops plans and programs to prevent failures using digital solutions.
8 8. The company assesses the risks to safety-critical facilities using digital solutions.
9 9. The company uses process risk assessment methods with proposed technical and
organizational safeguards and risk control measures using digital solutions.
12 2. The company supports leadership in the field of safety at work using digital solutions.
16 6. The company monitors the behavior of employees using digital solutions.
17 Y 7. The company monitors communication processes in the organization using digital solutions.
20 10. The company monitors a culture of safe work using digital solutions.
» 2. The company identifies and monitors interfaces—human-system interfaces using digital
solutions.
24 4 4. The company monitors human limitations using digital solutions.
26 6. The company monitors work ergonomics using digital solutions.
27 7. The company monitors employee fatigue and related risks using digital solutions. Passive
31 1. The company creates the management intentions of top managers and leadership in terms of
safety using digital solutions.
34 T 4. The company builds and monitors the awareness of human limitations in the organization
using digital solutions.
35 5. The company controls a professional process of conduct within the processes identified in
the organization using digital solutions.
10 X 10. The company manages processes related to technical rescue using digital solutions.

Source: own study.

8.4. Quantitative Research—Surveys

The average results obtained in terms of the role of digital transformation in shaping

the HRO security culture ranged between 0.75 and 1.50 (Figure 3). The highest values
were obtained for the group “Occupational health and safety”—between 1.25 and 1.50.
The highest values of 1.5 were for the following;:

the company monitors the needs of employees and other stakeholders using digi-
tal solutions,

the company monitors occupational risks using digital solutions,

the company consults employees on work safety issues using digital solutions,

the company monitors dangerous situations in safety-critical processes using digi-
tal solutions,

the company manages change using digital solutions,

the company ensures readiness and response to emergencies using digital solutions.

On the other hand, the lowest values were obtained by the group of questions from

the category “Human and organizational factors”—between 0.75 and 1.25. The lowest
values were obtained for the following issues:

the company identifies and monitors interfaces—human-system interfaces—using
digital solutions,

the company monitors human limitations using digital solutions,

the company monitors work ergonomics using digital solutions,

the company monitors employee fatigue and related risks using digital solutions.

This means that the average of all survey results obtained was 1.18 of a possible 7.

Therefore, the companies examined are characterized by a very low level of development of
a safety culture of high reliability organizations through digital transformation. Companies
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use simple solutions in the field of the digital economy—Dbasic process-supporting software,
e.g., Excel (corresponding to 1 in the survey). At the same time, however, the results reveal
that to a certain extent, companies take into account the monitoring of the issues examined,
i.e., process safety, occupational health and safety, human and organizational factors—HSIs
(human-system interfaces) and the safety management system. However, the average value
of 0.75 points to responses where the company does not use any digital economy solutions.

The accumulation of results around the value of 1 (Figure 4) shows that a long road
remains to the full process of shaping the safety culture of high reliability organizations
through digital transformation, and companies should continue working to improve their
safety culture.

Results of surveys
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Figure 3. Results of the surveys. Source: own study.
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Figure 4. Distribution of survey results. Source: own study:.

9. Conclusions

The results of research into shaping the safety culture of high reliability organizations
through digital transformation clearly show that this is one of the areas of research that are
in the early stages of development. The digital transformation slightly influences the devel-
opment of safety culture. This is not due to the lack of a strong relationship between these
issues, but the low level of implementation of digital solutions in terms of safety issues in
general. Safety culture affects numerous areas of high reliability organizations. These areas
belong to different categories and areas of operation of these organizations. A broad,
holistic view of the processes of shaping the safety culture of a high reliability organization
requires a search for the possibility of applying digital transformation processes in each of
the many areas of operation of such organizations and, subsequently, assessing the maturity
of these solutions and their impact on this safety culture. A broad and systematic literature
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review, consistent with the accepted issues responsible for building safety culture, showed
that this topic is interdisciplinary and the authors of works represent different points of
view on the subject presented. The ranking of individual issues responsible for building
safety culture using the AHP method showed that the most digitalized elements concern
occupational safety and health issues, human and organizational factors and process safety
related to the operation of socio-technological systems. The results of Vester analysis used
to identify such factors that are essential to the effectiveness of the process of shaping the
expected safety culture by demonstrating the relationship between the variables forming
this culture showed that there are no critical factors. This means that the elements which
have a very important impact on other elements were not exposed. Most aspects studied
by means of this method have similar mutual relationships, which means that according to
its essence, safety culture is a set of relatively consistent factors which, together, without
demonstrating particularly important elements, should only build a positive safety culture
of high reliability organizations. Quantitative research on a defined research sample of
companies active in the rail transport sector recognized as representative of high reliability
organizations showed that companies are currently applying basic solutions in the field of
the digital economy. Their maturity in this area is still low. At the same time, it is demon-
strated that companies take into account, to some extent, the monitoring of the issues
examined, i.e., process safety, occupational health and safety, human and organizational
factors—HSIs (human-system interfaces) and the safety management system. In these
areas, they attempt to apply solutions to implement the digital transformation process in
the context of determinants responsible for safety culture.

Based on scientific research related to assessing the impact of the digital transformation
process on shaping the HRO safety culture, the following assumptions for the theory in
this respect have been identified:

1.  Digital transformation processes are taking place in many sectors of the economy and
include specific organizations such as the high reliability organization.

2. Theranking of criteria describing the safety culture of a high reliability organization in
the context of the digital transformation showed that the main priorities are focused on
monitoring the needs of employees and other stakeholders, monitoring occupational
risks, consulting workers on occupational safety issues and monitoring hazardous
situations in safety-critical processes.

3. Based on the literature review criteria, Vester analysis showed that out of 40, 12 factors
are active factors, 16 are buffering factors and 12 are passive factors. This means that
most of the important factors of safety culture are not affected by digital transforma-
tion processes.

4. Quantitative research among the selected companies showed that digital transfor-
mation processes currently only support the change and development of the HRO
security culture to a very limited extent.

On the basis of observations of the technological development in the area of the safety
management of high reliability organizations, the role of digital transformation processes
will grow, indicating the need to re-examine and study this issue in the future.

The limitations to be identified in the first place are the conditions for the specific
functioning of a high reliability organization, which is based on the assumptions of the
socio-technical system, where digital transformation processes should be built up in tech-
nological processes. Particularly in terms of safety culture, this issue is holistic and requires
the implementation of comprehensive solutions rather than the dedicated tools of the
digital economy related to specific areas. Therefore, a noticeable limitation is a wide range
of topics pertaining to the issue of safety culture. Many processes are still conducted
in an analogous way, as demonstrated in the conclusions confirming the low impact of
digital transformation processes on the development of safety culture. This relationship
will certainly change in the future. The above statement now points to key limitations in
this regard.
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To sum up the scientific discussion, it is important to refer to the contribution made
by the article and the results obtained to scientific knowledge in management and qual-
ity sciences.

This reference has a multifaceted dimension due to the interdisciplinary nature of
the scientific problem posed. This applies in particular to the place and role of shaping
safety culture in high reliability organizations and the degree of the use of digital trans-
formation solutions to enhance the safety culture of high reliability organizations. In the
first case, the impact on the development of management and quality science concerns,
inter alia, the cause-and-effect relationship between raising the level of safety culture
and eliminating the possibility of disasters, accidents and incidents through mechanisms
for shaping it. In the second case, there is a relationship between management methods
and concepts used to shape safety culture and digitalization in the field of technology,
and processes and project control that increase the reliability and safety of dynamic, in-
teractive socio-technological systems. The resulting platform and the determinant of
improving the management mechanisms of high reliability organizations in this case is the
constructive comparison of technological and social factors. It materializes in the form of
socio-technological impact generated for the benefit of different stakeholder groups living
in the ecosystem of real relationships and the digital ecosystem of virtual connections. This
creates a further basis for the development of management and quality sciences and opens
wider cognitive perspectives for the multidimensional exploration of this scientific problem.

It is important to hold a discussion on the relationship between the foundations of
the theory related to the scientific problem raised and the research results. Undoubtedly,
the digital transformation and the complex digitalization of processes and projects have
opened a wide range of opportunities to improve safety and reliability. This applies both to
the scientific discussion and to the interdisciplinary application of management and tech-
nological solutions. The construction of complex technical systems requires an appropriate
selection and comprehensible logic of the theory used, in this case, inter alia, the theory
concerning the principles of safe integration, technical compatibility, a configuration ap-
proach along with the definition of the interfaces taking place and criticality analyses in
technical systems. With regard to management principles, this materializes in the form of
a proper understanding of the safety culture, safety management mechanisms, the proper
understanding of the specificity of the functioning of high reliability organizations and
the place and the role of the human and organizational factors in management processes,
among other things. This theoretical approach clearly paves the way for the analysis
and synthesis of the results of scientific research, which, by means of this platform, open
transparent space for further scientific research and translating it into the results of specific
entities embedded in the economy.

It should be noted that this topic, as well as the scientific problem of shaping the safety
culture of high reliability organizations through digital transformation, is relatively new
and cognitively interesting. It is important in both theoretical and practical terms due to its
strong applicability and embedment in the realities of modern expectations for the economy.
However, there is very little research in this area. It refers to different approaches but is
often partial and fragmented. This article uses a holistic approach relevant to complex
systems in order to develop optimal mechanisms for shaping safety culture through digital
transformation. It is also worth noting that there is little research involving both social
and technological factors in the context of high reliability organizations using modern
digital solutions. It can therefore be a visible space and a broad perspective for the further
development of this important issue. The authors believe that this topic is vitally important
to an understanding of the processes of digital transformation in the specific context of the
HRO safety culture. The content of the article is consistent with the objectives, orientation
and readership of the scientific journal (Energies).

Supplementary Materials: The following are available online at https:/ /www.mdpi.com/article/
10.3390/en14164721/s1.
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