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Abstract: This article introduces new roles in future peer-to-peer electricity trading markets. Follow-
ing a qualitative approach, firstly, the value network of the current electricity market is presented. To
do so, service streams, critical roles, activities, and their setting in the electricity market are identified.
Secondly, in order to identify the main sources of uncertainty, the business model matrix framework
is utilized to analyze peer-to-peer electricity trading. Thirdly, four future scenarios are built based on
user involvement and customer ownership. The outcome of the scenario building is the emergence
of new roles, brokers, and representatives in the future peer-to-peer electricity markets. Fourth,
based on the four future scenarios, changes in the value network, new roles, and emerging/evolving
activities are identified. Finally, the two new roles are discussed from grid structure, security and
privacy, legal, and data protection perspectives. The data is gathered by conducting semi-structured
interviews with stakeholders in the current electricity market as well as potential disruptors. This
article elaborates on the configuration of the value network in the electricity market and highlights
the changes that peer-to-peer trading imposes to the status quo. Through the outcomes of the value
network analysis, it assists policy makers to consider the requirements and current market players to
reconsider their business models.

Keywords: energy transition; peer-to-peer; smart grid; value network; electricity market; business
model; electricity trading; future scenarios; smart cities; business ecosystem

1. Introduction

Electricity surpluses as the result of applying affordable renewable energy sources
(RES, e.g., solar panels) combined with installation of storage devices (e.g., home batteries,
electric vehicles, etc.) at citizens’ sites have increased the probability of self-consumption.
As a result, local (distributed) energy production is complementing or substituting the
traditional pattern of central electricity generation in power plants and delivery through
transmission and distribution grids [1]. Fine-grained electricity metering and bidirectional
communication are possible due to the deployment of Internet of Things (IoT) devices, such
as smart meters and home energy management systems (HEMS), which are penetrating
citizens’ lives and are said to make systems smarter. The technological push has played an
inevitable role in “smartening up” cities. Over the last decade or so, cities have responded to
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the call to “smarten up”, and whereas the focus seems to have been on normative framings,
where technology has been found to play a primary facilitating role, a shift can be detected
in contemporary academic and popular debates in the framing of citizen roles [2]. In fact,
it is believed that having better insights into citizen’s needs, preferences, patterns, and
so forth will support the development of sophisticated services as well as results tailored
to their needs, and which may contribute to, for example, planning initiatives, and the
design and expansion of digital infrastructure [3]. Public and private organizations can
tap value from this evermore complex urban ecosystem, such as via emerging service
models and tailored interventions. At present, however, many smart city initiatives assert
to be “citizen-focused” or “citizen-centric”, which, arguably, may be more of a theoretical–
normative instead of a materiality, unpinned by the increasing challenge associated with
a data-centered discourse in urban space, where the collection of information seems to
speak on behalf of citizens [4]. In combination with the mentioned trends and other forces
(e.g., market liberalization, technological breakthroughs, sustainability efforts, etc.), an
important change in the electricity market can be detected—the emergence of peer-to-peer
electricity trading.

Peer-to-peer electricity trading is a new paradigm that enables citizens, in the same
or neighboring geographical areas, to trade electricity with other citizens or (small) busi-
nesses [5]. It is said to generate value for stakeholders at different levels of the business
ecosystem [6]. Table 1 presents the potential of peer-to-peer electricity trading of value gen-
eration at four different levels: consumer, business, collaborative, and socio-environmental.
Firstly, at the consumer level, it for example decreases the costs of electricity, provides
a sense of community identity, and provides a means for a more sustainable lifestyle.
Secondly, at the business level, it makes electricity less expensive by making renewable
energy more profitable and supporting new (and better than existing) mechanisms for
return-on-investment beyond government subsidies. Thirdly, at the collaborative or net-
work level, it helps electricity grid balancing and stability, and it decreases transmission
losses. Hence, local energy communities are more robust against failures of the electricity
grid. Last but not least, at the socio-environmental level, it provides more socially equitable
and cleaner energy systems, involves sharing, provides intangible returns, and generates
environmental benefits.

Considering the increasing share of renewable resources in electricity production, the
rationale for an increasing interest in peer-to-peer trading points to the intertwined trend of
keeping the electricity produced at a local level as well as decreasing transmission losses, so
rendering the local communities more robust to grid failures. Accepting this, peer-to-peer
electricity trading is said to offer the promise of more efficient use of dispersed resources,
increase social resilience, and enhance sustainability [7].

In this view, peer-to-peer electricity trading is changing the value creation paradigm
in electricity markets [8], thereby challenging the current activities of various stakeholders
in the value network and, likely, to change/disrupt some existing roles and lead to the
emergence of some new roles in electricity markets [9]. Currently, technological, economical,
and legal barriers still exist for a smooth roll-out for such often market-disruptive (local)
trading paradigms.

Given this context, this article seeks to answer this question: “What are the new roles
and their activities in peer-to-peer electricity trading in comparison to the current electricity
market?” In order to examine this, the following sub-questions are tackled sequentially:
What is the current construct of the value network of the electricity market? What future
scenarios are imaginable for peer-to-peer electricity trading? What is the reflection of future
scenarios on the value network of the electricity market?

This article, extends previous research [10] (the preliminary results of this study
were presented at the sixth energy conference (EnerCon. 2020)) by conducting systematic
scenario building, providing a privacy and security angle, and improving the discussions
on impacts of peer-to-peer electricity trading on the grid structure and legal aspects. This
article adds three new contributions to our previous research [10]. First, it utilizes the
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business model matrix to systematically analyze the electricity market to identify main
sources of uncertainty. Hence, it introduces a novel systematic approach to identify sources
of uncertainty about the future through an ecosystem perspective. Second, privacy and
security angles are utilized to reflect on the changes in the value network in future scenarios
for peer-to-peer electricity trading. Third, discussions on impacts of peer-to-peer electricity
trading on the grid structure and legal aspects are improved with more detail.

Table 1. Value proposition of peer-to-peer electricity trading at different levels reproduced from [6], Halmstad University
Press: 2021.

Levels of Value Generation Type of Value References

End customer value

− Autarky, self-sufficiency, or independence of energy supply [11–17]

− Autonomy [11,15,18–23]

− Green energy [13,15,24]

− Lower electricity costs [22–26]

− Positive attitude to regionality [13,19,20,22,23]

− Sense of community identity [27]

− Intangible returns (built upon the notion of togetherness, friendship,
love, solidarity, and different ways of bonding with others) [28,29]

− Responsibility to future generation [15]

− Sustainable lifestyle [21]

− Desire for greater agency (active participation) in the energy transition [13,21,30,31]

− Social comparison [13,15,30]

− Perceived importance of shared generation and consumption and
easy implementation [20]

Business value
− Make electricity less expensive, including making renewable energy
more profitable and “supporting new and better mechanisms for
return-on-investment beyond government subsidies”

[13,21–23,32]

Collaborative value

− Electricity grid balancing and stability [15]

− Transmission losses are minimized, making local energy communities
more robust against failures of the electricity grid [7]

Socio-Environmental value

− More socially equitable energy system [30,31]

− Cleaner energy system [31]

− Involves sharing electricity, underlining that not only monetary but
also ideological reasons motivated participation [20,23]

− Intangible returns are built upon the notion of togetherness,
friendship, love, solidarity, and different ways of bonding with others [29]

− Environmental benefits [13,20,27]

Note: Autarky refers to self-sufficiency or the proportion of energy demand met by the prosumers [33] consuming their own energy [34], or
independence of energy supply [19]. Autonomy refers to a way for individuals and communities to take ownership of sustainability; it
implies the sense of oversight and decision-making power [20]. Green energy refers to more environmentally-friendly produced energy [24].
Positive attitude to regionality [20] refers to benefits for local communities or regions [31]. Sense of community identity refers to intangible
returns built upon the notion of togetherness, friendship, love, solidarity, and different ways of bonding with others [29]. Responsibility to
future generations refers to environmental benefits that are often cast in ethical terms [15]. Sustainable lifestyle refers to environmental
benefits in cultural terms [21]. Desire for greater agency (active participation) in the energy transition refers to new roles and relationships
that the participant can have in these models [31]. Social comparison refers to people comparing themselves with their peers [13]. Perceived
importance of shared generation and consumption and easy implementation are mentioned in contrast to financial factors [20,35].

The remaining part of the article is organized as follows: Section 2 gives details on the
methodology; value network, scenario building, and business model matrix are introduced
as the three utilized tools to study current and future electricity markets in order to identify
new activities and roles. Section 3 explains the result of the value network analysis on
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the current electricity market. Then main sources of uncertainty are identified through
analyzing the electricity market by using the business model matrix. This is followed by
building four future scenarios based on consumer involvement and customer ownership as
the main sources of uncertainty. Then, based on the four future scenarios, the value network
of the future electricity market incorporating peer-to-peer electricity trading is introduced.
Furthermore, new roles and activities, thanks to peer-to-peer trading of electricity, are
introduced. Section 4 investigates the two new emerging roles, brokers and representatives,
from grid structure, security and privacy, legal, and data protection perspectives. Finally,
Section 5 concludes the article.

2. Materials and Methods

This is a qualitative research study that followed a future-oriented approach. The
study utilized different methods to address the research question. Figure 1 shows the
research methods in sequential order.

Figure 1. Research methods in sequential order.

First, the data for identifying the value network (see Section 2.1) of the current elec-
tricity market was primarily collected through a systematic literature review, which covers
state-of-the-art publications in the field of peer-to-peer electricity trading by incorporating
books, journal articles, and conference papers. A first version of the value network was
built and then revised, improved, and validated in an evolutionary process through inter-
views. Considering that the structure of the electricity market is not identical in different
countries, the electricity market in Flanders was selected as the research context.

The second utilized method in the study was a critical analysis of the electricity
market by use of the business model matrix framework (see Section 2.2). The purpose of
the analysis was to identify the main sources of uncertainty in future peer-to-peer electricity
trading. A ten to fifteen year time horizon was selected to discuss the future. Having the
purpose and time horizon of the analysis in mind, the twelve elements of the business
model matrix [36] were critically analyzed.

Thirdly, a scenario building technique (see Section 2.3) was utilized to build four future
scenarios based on the two main sources of uncertainty, which were identified by use of the
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business model matrix. Scenario narratives were developed through expert interviews, and
new roles in peer-to-peer electricity trading were identified from the scenario narratives.

Finally, the most inclusive scenario, the one that introduces the most new actors, was
used to study the changes in the activities and roles in the value network in comparison to
the current value network of the electricity market, which was identified in the first part of
the study.

Twenty-three semi-structured interviews were conducted between September 2019
and May 2020 in the context of the SNIPPET project [35]. Interviews were planned to
cover several aspects of the current and future electricity markets, including the structure,
actors, responsibilities/activities, objectives, resources, etc. To obtain a comprehensive
view, interviewees were recruited from different stakeholders in the electricity market,
potential disruptors, and researchers whose work focuses on different aspects of peer-to-
peer electricity trading. Seven interviewees were researchers who study different aspects
of the peer-to-peer electricity trading. At least one researcher with expertise in grid
structure, security and privacy, legal, and data protection was interviewed. The rest of
the interviewees were selected from the current roles in the market. Energy communities
and platform developers were also interviewed as potential disruptors. Interviews were
conducted face to face and online via Skype. Interviews lasted for forty-five minutes on
average. The overarching strategy was comparison and evaluation of data from multiple
sources, and eventually formation and reasoning of the research team’s interpretation.

The preliminary results of this study were presented at the sixth energy conference
(EnerCon. 2020). Based on the reviewers’ comments, the research was further developed.
Furthermore, the final results were validated by four experts from the Global Observatory
on Peer-to-Peer, Community Self-Consumption, and Transactive Energy Models, which is
a technology collaboration program of the Users TCP of the International Energy Agency.

2.1. Value Network Analysis

While the value creation paradigms in the industrial age were more linear in compari-
son to the more intertwined setting of stakeholders today, value chain analysis was able to
show the way value was being generated and delivered. Value chain thinking is gradually
being replaced by new models of the value network to analyze value creation when there
is a network of stakeholders involved in generating value for consumers [37]. Furthermore,
consumers themselves are also involved in value creation.

Value network analysis is a generally-accepted technique for organization science,
the roots of which can be traced back to Porter’s value chains [38], combined with the
more recent insights from the schools of Industrial Organization and Resource Based
Management [39,40]. Value networks generate value through complex dynamic exchanges
between one or more stakeholders. These networks engage in more than just transactions
around goods, services, and revenue. The two other currencies are knowledge value and
intangible value or benefits. Revenue-generating value exchanges are just a part of the
picture in a value network. The flow of knowledge value and intangible value are of
equal importance [37]. The outcome map of the value network analysis shows how critical
business interactions occur between the concerned stakeholders throughout the entire
business ecosystem and what meaningful service streams are recognizable.

Roles, Transactions, and Deliverables

Transactions are represented by a one directional arrow in the value network map.
The arrow represents the directional movement of the deliverable from one role to another.
Transactions are temporary and transitory in nature.

Deliverables are the actual things that move from one role to another. A deliverable
can be something physical or non-physical. In the analysis of the electricity market, it could
be electricity, money, or information.
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2.2. Business Model Matrix

A business model as a means to explain the “architecture of a business” [41], which
serves two important functions, value creation and value capture [42–44], has evolved
since its inception in academia. The concept has developed to be able to incorporate several
aspects of a business. While in earlier stages business models were used to discuss revenue
streams of a single firm, the domain of business model analysis has expanded to cover
other aspects of the business, and the unit of analysis has extended towards business
ecosystems [36,45,46]. Expectations from business modelling have increased to provide
ecosystem level (or at least network level) insights rather than being used as a strategic
tool for marketing purposes of a single firm [47]. The two core questions which business
modelling pursues answers for in an ecosystem level are “who controls what?” and “where
is the value being generated?”. In this view, a harmonious combination between control
and value aspects is expected from business modeling [36].

Conceptualizing the design of a business model as configuration of value and control
aspects, the business model matrix is an integrative tool [36]. It was initially developed for
the telecommunication industry [45] to explain business models’ design options for ICT
products/services. The business model matrix framework was later utilized and developed
for platforms in the context of smart cities [48], newspaper publishing [49], open data [50],
and other sectors.

As shown in Figure 2, the business model matrix framework incorporates four groups
of parameters (value network, functional architecture, financial model, and value propo-
sition) under value and control categories. It identifies three critical design parameters
in each group. The twelve elements of the business model matrix are combination of
assets, vertical integration, customer ownership, modularity, distribution of intelligence,
interoperability, cost (sharing) model, revenue model, revenue sharing model, positioning,
user involvement, and intended value. Analyzing the elements of the business model
matrix framework provides a comprehensive view of the whole value network, i.e., the
viewpoint that it provides is not just from the perspective of a single firm, but it has an eye
on all involved stakeholders in value creation and capture.

Figure 2. Business model matrix framework. Reproduced from [51], iMinds-SMIT, VUB: 2009.

2.3. Scenario Building

There is an inherent dilemma in business-related decision making; Most of the knowns
are about past events, but all the decisions are made for the future [52]. Hence, it does
not come as a surprise that future-oriented studies based on conjecture rather than facts.
Scenario building is a technique that is said to enhance the quality of present decisions.
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The idea behind scenario building is to provide an inclusive view of all the possibilities in
the future, thus making it possible to attribute expected consequences to current decisions.

Although different understandings of scenarios have been prevalent throughout the
applications of the technique, scenario building as a means to explore the future in advance
has been a dominant method for over fifty years [53]. The application of the technique
originally goes back to the military. It paved its road to different private and public
sector applications from the technological, industrial, financial, and market related to
global-environmental uses.

The main rival for scenario building has been forecasting based on happening-
probability. The main difference between the two approaches is while the latter is focused
on finding the most probable happening, the former concentrates on the sources that
can form the future. To do so, it focuses on identifying the main sources of uncertainty
and probable answers to those [54]. Exploring the trends is one of the frequently used
(bottom-up) approaches to identify and prioritize sources of uncertainty. This article takes a
network perspective and uses the business model matrix framework to identify the sources
of uncertainty.

3. Results
3.1. Value Network of the Current Electricity Market

This section briefly describes the roles and activities in the current electricity markets.
Then the status quo value network of the electricity market is introduced. This is followed
by applying a value network analysis to identify the main sources of uncertainty for
the future. Four future scenarios for peer-to-peer electricity trading are built, and the
value network of the peer-to-peer electricity trading is introduced. Through comparing
the current and future value networks, two new roles are identified: the broker and
the representative.

3.1.1. Roles and Activities in Current Electricity Markets

In the past, the entire process of electricity delivery was managed and controlled by
a single (usually state-owned) company. This company was responsible for generating,
transporting, delivering, and selling electricity to consumers, as well as keeping the grid
in balance. However, in recent years liberalized electricity markets have been introduced.
The aim was to bring competition in a market (i.e., to have different actors undertaking
different roles in the electricity generation and distribution process), which could lead to an
increased quality of service and decreased electricity prices. The main actors in the current
electricity market are as follows.

• Consumers are parties that are connected to the grid and consume electricity. If the
consumers also own electricity generation units (e.g., solar panels), then they can not
only withdraw but also inject electricity to the grid, and they are called prosumers.
Consumers/prosumers can be two types: residential or non-residential.

• Suppliers are responsible for buying and selling electricity. They buy the electricity
from the producers, with whom they have bilateral contracts, or from power ex-
changes. Then, they resell this electricity to their customers, i.e., consumers, who they
invoice individually.

• Distribution System Operators (DSOs) manage, develop, and maintain the medium to
low voltage grid, called the distribution network, for a specific territory. They provide
new connections to the network and are responsible for reading consumers’ electricity
meters. They receive electricity from the transmission networks, local production sites,
or neighboring DSOs and distribute it to small businesses and residential houses [1].

• Transmission System Operator (TSO) transfers electricity at high voltages, via trans-
mission lines from generators and across borders to the distribution network. The
TSO develops, builds, and maintains the transmission grid according to long term
needs. It monitors the electricity system in real time. It offers market players opportu-
nities to optimize their electricity management by selling their surplus electricity or
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temporarily reducing consumption. They can request balancing or ancillary services
from consumers and generators alike, through flexibility and available capacity, re-
spectively [1].

• Producers are the generators of electricity, ranging from large nuclear, gas, or coal
power plants, to smaller distributed generators such as residential solar panels. They
are usually rated by their generating capacity and their operational flexibility [55].

• Aggregators are the parties that support the TSO in balancing the grid by managing
the available flexibility (assets) of large consumers in return for monetary rewards.

• Regulators monitor and regulate the liberalized electricity markets, ensuring their
efficient and reliable operation as well as compliance with environmental and social
public service obligations.

3.1.2. Status Quo Value Network of the Electricity Market

Considering the above-mentioned roles and their responsibilities in the current elec-
tricity market, three service streams are recognized: (1) Electricity stream, (2) Infrastruc-
ture/grid connectivity, and (3) Flexibility stream. Critical activities and deliverables are
shown in Figure 3. Figure 4 shows the same value network by assigning the activities to
current market players to identify their roles better in the value generation.

Figure 3. Service streams, critical activities, and deliverables in the current electricity market. Reproduced from [10],
Institute of Electrical and Electronics Engineers (IEEE): 2020.

The value network represents the footprint of different actors who are involved in
value generation. To capture this the value generation is split in three phases: service de-
velopment, service distribution, and service consumption. Considering the three identified
service streams and three phases in value generation, critical activities and deliverables are
mapped in Figure 4. The activities are assigned to the responsible actors in Figure 4.

3.2. Analyzing the Electricity Market to Find Sources of Uncertainty

In the following, twelve elements of the business model matrix are analyzed for the
electricity market by considering the peer-to-peer electricity trading as the phenomenon
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under study. Figure 5 illustrates the outcome of the business model matrix analysis. Ellipses
are used to show the dominant choice in the future between the options. If an ellipse has a
double color, it shows an uncertainty between the possible situations. An inward arrow
shows that a transition to a new situation is already happening, and an outward arrow
shows that a transition to a new situation is expected.

Figure 4. Roles in the current electricity market (note that the diagram represents only roles and actions, not actual physical
connections). Reproduced from [10], Institute of Electrical and Electronics Engineers (IEEE): 2020.

Figure 5. Results of analyzing the electricity market by using the business model.

1. Combination of assets: There are two extreme conditions imaginable for combination
of assets in a network of firms. The combination of assets is categorized as distributed
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if important resources are in control of several actors. On the opposite extreme, if they
are concentrated in the hands of a limited number of actors and the rest only possess
generic resources, asset combination is concentrated. The majority of electricity is still
centrally generated in power plants. Thanks to the widespread use of RES and an
increasing number of batteries, the electricity market is experiencing a transition from
concentrated to distributed combination of assets. The overall number and the share
of distributed electricity generation are both increasing, which indicates the transition
from a concentrated combination of assets to distributed settings.

2. Vertical integration: Markets are considered vertically integrated if most of the value
is generated and captured by a limited number of actors. Liberalization attempts
to break such vertical integrations. The electricity market has experienced several
steps towards liberalization, and some tasks have been delegated by governments
to competitive enterprises, but still, there are critical roles in the hands of monopoly
actors (e.g., governments, etc.) [56]. Figure 4 shows the current value network of the
electricity market, highlighting the actors and their activities. Peer-to-peer electricity
trading enforces in favor of more liberalization in the electricity market. Furthermore,
it introduces new roles in electricity markets (see Section 4).

3. Customer ownership: This explains which actor in a value network has direct contacts
with customers and has direct access to their information. In the case of the electricity
market, this parameter represents the access to consumers/prosumers’ information
(including their consumption and production patterns).

4. The main two options for customer ownership are direct and indirect choices. In
the former, a producer is in direct contact with customers, whereas in the latter
there is one or more intermediaries between producers and customers [57]. In the
current electricity market, retailers are in direct contact with consumers. Knowing
that retailers are not commonly the producer of the electricity and considering scale
constraints, which limit the possibility of direct customer ownership, they play the
intermediary role between generators and customers. Thus, the customer ownership
situation in the current electricity market is intermediated. Smart local energy systems
with numerous prosumers equipped with RES (who are not tied to a minimum
capacity to be efficient), storage devices, and smart IoT devices with the possibility
to trade electricity in peer-to-peer settings make it possible to have direct customer
ownership as well in the future. The high value of customer information imposes
privacy and security considerations, which make prediction about the future of
customer ownership in the electricity market uncertain. Thus, customer ownership is
considered as one of the main sources of uncertainty for the future [58].

5. Modularity: From a technical perspective, a system is modular if distinct modules can
connect to each other via predetermined interfaces. In a modular system, changing
a module does not affect others. If the independence of artifacts is not the case in a
system, it is considered integrated. Considering the constraints imposed by the grid
infrastructure, modularity is the case before smart meters and integrity is the case
after smart meters.

6. Distribution of intelligence: This represents how the processing power is spread and
how a system is being controlled/managed to deliver a specific product/service. A
shift is expected from a centralized network topology towards a more decentralized
one in the future peer-to-peer trading market (e.g., by applying Distributed Ledger
Technologies [59,60]).

7. Interoperability: This refers to the possibility of direct exchange of information be-
tween different technological systems and to the compatibility of products/services
coming from different sources. Interoperable and stand-alone architectures are the
main two options for this element. There is a common platform (electricity grid)
in place, which every system in the electricity grid tends to be compatible with. It
justifies considering the system to be interoperable.
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8. Cost (sharing) model: The question is whether investments are made by one (or by
a limited number of) actors, or if they distributed over various actors. Most of the
required investments in the electricity market (large-scale generation investments,
grid infrastructure, maintenance, smart meters, etc.) are still made by a limited
number of actors (TSO, DSO, or other monopoly actors). By investing in RES, batteries,
HEMS, etc., other actors are getting involved and the cost (sharing) model is going to
be more distributed.

9. Revenue model: This is a very contextual element in the business model matrix
framework. A traditional trade-off in this regard is between direct and indirect
revenue models. In the former model, consumers are the payers for the service which
they receive, while in the latter, third parties (e.g., advertisers, subsidies, etc.) are the
payers. There is still no observable motivation for third parties to pay on behalf of
consumers in pursuit of a profit. Thus, the revenue model in the electricity market
can be classified as direct. Indirect revenue models are expected to be justified by
utilizing trading platforms.

10. Revenue sharing model: This refers to arrangements on whether and how actors in a
value network share revenues with each other. The two main options are having a
revenue sharing model in place or not. While in the former option revenues are spread
amongst several actors, in the latter revenues are concentrated with a single actor and
other actors are involved through direct market mechanisms, licenses, etc. Revenues
are concentrated with a limited number of actors, and a set of agreements among
actors are in place which clarify how revenues are being shared between actors in the
current electricity market. The emergence of the peer-to-peer markets will increase
the number of involved actors in revenue sharing. Thus, the revenue sharing model
in the electricity market is classified as having a revenue sharing model in place.

11. Positioning: The trade-off is to position a product/service as a complement to a par-
ticular set of existing ones, or a substitute for them. Distributed generated electricity
(which is the case for trading in the peer-to-peer market) seems to play the role of
complement for the centrally generated electricity. Moreover, there are still other
important services that consumers are receiving by being connected to the electricity
grid (e.g., flexibility services).

12. User involvement: It is a defining success factor of business models, especially for
the case of products/services with information ingredients. Active users can be a
source of new services. Passive users’ behaviors can open up opportunities for new
actors in a market to represent them. The main trade-off regarding user involvement
in business modelling is to classify it as high or low. It is high when customers are
actively involved and low when they are passive towards value creation and capture
through their involvement. Users’ involvement in the electricity market is going to
increase as a result of the emergence of peer-to-peer trading. Nevertheless, how active
citizens decide to be in future peer-to-peer markets is influenced by several factors
(expected monetary returns, etc.). Level of citizen activeness (or passiveness) builds
different scenarios for the future. Thus, user involvement is considered as one of the
main sources of uncertainty about the future [58].

13. Intended value: Actors in a market adjust their strategies to maximize customer value
as one of their objectives. Strategies can be simplified in their roots to price/quality
versus custom-made solutions. Price and quality (e.g., stability of service in the
electricity market) of the services are more valued by customers in general rather than
custom-made solutions in the electricity market.

3.2.1. Building Future Scenarios for Peer-to-Peer Electricity Trading

In order to discuss the future of the electricity market, based on the results of the
Business Model Matrix analysis, four future scenarios were built [58]. To have a manage-
able number of scenarios, two main sources of uncertainty from the conducted analysis in
the previous section were selected. The two scenario building parameters were customer
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ownership and user involvement. A two-dimensional framework was built by the inter-
section of two axes, which represent the two scenario building parameters. Knowing that
any position in this two-dimensional area can represent a future possibility, for sake of
simplicity, the two extreme situations of each parameter were chosen for the purpose of
scenario building. Hence, four future scenarios were distilled. Figure 6 shows the scenario
building axes and four areas that represent the four scenarios. Figure 7 presents four future
scenarios for peer-to-peer electricity trading. The four future scenarios are as follows:

(S1) Direct peers: Active citizens and direct customer ownership.
(S2) Direct customers: Passive citizens with direct customer ownership. In other words,

representatives trade on behalf of their clients.
(S3) Indirect customers: Passive citizens with intermediate customer ownership. Trade

is facilitated by an intermediary party (i.e., broker) who accesses the involved par-
ties’ information.

(S4) Indirect peers: Active citizens with intermediated customer ownership.

Figure 6. Future scenarios based on customer ownership and user involvement. Reproduced
from [58], In Proc. of Workshop on Decentralized IoT Systems: 2020.

In the following, a brief version of narratives for different scenarios is presented.
The selected time horizon for scenario building is ten to fifteen years, which means the
scenarios are built and scenario narratives are developed for 2035. In the presented
narratives consumers are considered prosumers who do not sell electricity. Hence, the term
prosumer represents both prosumers and consumers.

(S1) Direct peers (5a): This scenario is built on the intersection of high user involvement
and direct customer ownership. Prosumers actively participate in peer-to-peer electricity
trading. Prosumers directly interact with each other to sell or buy electricity. As a result
of direct contact between the market participants, they access each other’s information.
This information covers a wide range, which in some cases are personal data. The com-
mercial part of the trading happens directly between peers but the traded electricity goes
to the distribution grid. Hence, it highlights the requirement of the connection to the
distribution grid.

(S2) Direct customers (5b): This scenario is built on the intersection of low user
involvement and direct customer ownership. Low user involvement is remedied by
recruiting a representative to actively participate on behalf of the client in the peer-to-peer
electricity trading. A representative may represent one or several clients in the market.
Considering the direct trading between peers in this scenario, direct access to fellow peers’
information is possible. The main difference between this scenario and the first one is the
emergence of a new actor, a representative, in the electricity market.

(S3) Indirect customers (5c): This scenario is built on the intersection of low user
involvement and indirect customer ownership. As in the second scenario, low user in-
volvement is remedied by recruiting a representative to actively participate on behalf of
the client in the peer-to-peer electricity trading. Although in the second scenario direct
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trading happens between peers, in this scenario, it happens through an intermediary. The
intermediary, which is named a broker in this article, has access to involved parties’ in-
formation in peer-to-peer trading. The main functions of the broker’s role are facilitating
trade between involved parties, and market clearance.

Figure 7. Future scenarios based on customer ownership and user involvement. Reproduced
from [58], In Proc. of Workshop on Decentralized IoT Systems: 2020: (a) (S1) Prosumers participate
directly in p2p electricity trading; (b) (S2) Representatives for passive prosumers participate in
p2p trading; (c) (S3) Representatives for passive prosumers trade electricity via a broker; (d) (S4)
Prosumers trade electricity with each other via a broker.

(S4) Indirect peers (5d): This scenario is built on the intersection of high user involve-
ment and indirect customer ownership. This scenario entails the intermediary party to
facilitate peer-to-peer electricity trading between highly-involved prosumers. As in the
third scenario, access to involved parties’ information is through the broker.

3.2.2. Value Network of the Future Electricity Market: Incorporating the Peer-to-Peer
Electricity Trading

Considering the future scenarios, Figures 6 and 7 represent important possible changes
in the value network setting. Figure 8 shows the new required activities for peer-to-peer
electricity trading in yellow. The new activities are incorporated in the value network,
which is presented in Figure 3. Figure 9 presents the two new roles in green. It locates
the new roles in the value network of the electricity market in Figure 4. The following
section introduces and discusses emerging new roles and their functions in the peer-to-peer
electricity markets.

Considering the above-mentioned scenarios, the electricity market expects the emer-
gence of two new roles, namely the broker and representative.

• Broker is an intermediate actor who facilitates (i.e., supports prosumers to perform)
trading in the peer-to-peer electricity markets. It has access to information of all
involved parties in the peer-to-peer trading and their transactions. It is reasonable to
assume that brokers share this information with the DSOs and the TSO, contributing
towards balancing the grid. There are several candidates to undertake this role;
amongst the current players, suppliers can be mentioned.
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• Representatives represent their clients (prosumers) in electricity markets (including
the peer-to-peer electricity markets). To do so, they manage their clients’ assets
(i.e., battery, solar panels, flexibility) and information. In other words, they transform
passive citizens to active players in the market. Amongst the current market players,
aggregators and suppliers seem to have the required expertise for this role.

Figure 8. New activities and deliverables in the future electricity market. Reproduced from [10],
Institute of Electrical and Electronics Engineers (IEEE): 2020.

Figure 9. New roles in the future electricity market. Reproduced from [10], Institute of Electrical and
Electronics Engineers (IEEE): 2020.
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4. Discussion

In order to provide a comprehensive view of the new identified roles in peer-to-peer
electricity trading, brokers and representatives’ roles are discussed from four different
perspectives. Grid structure, security and privacy, legal, and data protection perspectives
are utilized to reflect on the new roles.

4.1. Impact on the Electrical Grid

The electrical grid is one of the most complex man-made systems, with specific techni-
cal constraints. The stability of the grid requires electricity generation and consumption to
be balanced at all times. The electrical grid is also bound by frequency, voltage, and power
quality limitations. Additionally, the amount of power flowing through any particular part
of the network is limited by capacity constraints, and as a result, losses incur inevitably [61].
Therefore, before peer-to-peer trading, and especially grid-connected peer-to-peer trading,
can be opened to a larger public, a thorough investigation on the impact that it will have
on the grid needs to be carried out. In those areas where peer-to-peer is found to have a
detrimental effect on the grid, new solutions have to be developed and deployed to ensure
the reliability of the system. More precisely, a shift in control paradigm for the grid from
centralized to decentralized or distributed control may be witnessed. Peer-to-peer trading
is usually deployed over the medium to low voltage grid. Traditionally, this part of the
network is managed and controlled centrally by the DSO. Depending on the degree of
customer involvement in future electricity markets, the DSO might lose visibility on parts
of the grid. Moreover, even if a system operator has full knowledge about the transac-
tions taking place on the grid, as the number of participants grows, centralized control
runs into scalability issues. Therefore, depending on the scenario and the actors involved,
decentralized control can offer the type of flexibility that future smart grids require.

Scenario 1 (see Section 3) is identified to fully decentralized peer-to-peer trading, where
peers have the possibility to engage in transactions directly with each other. They might
establish bilateral contracts [62], or meet in a virtual market place. Since the number of
interactions between individual prosumers is quite large, a decentralized control approach
can be suitable for this type of scenario. It can either take the form of local control, where
each user adjusts its behavior according to certain grid parameters, such as frequency, or a
peer-to-peer form, where a user can communicate with his/her neighbors.

In scenarios 2 and 3, the prosumers are passive, and representatives carry out transac-
tions on their behalf. Representatives can act on behalf of several prosumers, and therefore
they can be regarded as intermediaries between the DSO and end-users. Therefore, a
hierarchical control approach [63] can be used, where the representatives or the brokers are
responsible for managing the production and consumption of their customers according to
the status of the grid.

In Scenario 4, active buyers and sellers are matched by a broker in the peer-to-peer
market. In this scenario, the broker can still serve as an intermediary in the control layer
of the system. However, since the prosumers manage their own assets, the broker cannot
directly control their behavior. Consequently, a market-based approach to control, either by
integrating the grid constraints into the market clearing process, or by imposing network
fees on the transactions based on the state of the network, is suggested.

4.2. Security and Privacy

In peer-to-peer electricity markets, the main commodity that is being traded is users’
electricity or flexibility. In both cases, in order to participate in the market, users first need
to calculate their respective amount of electricity/flexibility available for trade, i.e., to
devise their bids/offers. This process involves collecting and processing information about
the users’ fine-grained consumption patterns, predicted demand, predicted generation
from any RES they own, etc.

As demonstrated earlier [64], this information is considered to be personal information,
and hence it needs to be protected from unauthorized entities, and the access to these data
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should be limited only to the entities that have a legitimate right to do so and have obtained
necessary user consent. To highlight the risk of this data being leaked to unauthorized
parties, consider a scenario where an eavesdropper gains access to the electricity usage
data of a prosumer. As discussed in [64], in addition to the eavesdropper gaining an
unfair advantage in the trading market, this sensitive information can also be used to
infer if the targeted prosumer is at home or not. Consequently, this could lead to potential
harmful activities, such as burglary. In the case of direct customer ownership (scenarios
1 and 2 from Section 3), assuming the availability of a secure local data storage, the risk
of users’ privacy data is minimal, as the users themselves process the data and devise
their bids/offers. Since this data does not need to be transferred to any trusted third party,
the risk of data breaches can also be minimized, assuming that a single customer is a less
lucrative target than an intermediary that stores data of several customers. In the case of
indirect customer ownership (scenarios 3 and 4 from Section 3), the bid/offer generation as
well as the bidding in the market is outsourced to a third-party entity, i.e., a representative.
In such cases, to minimize the privacy risks on users, the bid/offer generation should
also take place locally, within the users’ premises using user-owned or supplied-by the
representative’s hardware/software. In such cases, the user’s data is processed locally, and
only the computation outcome, the devised bid/offer, is provided to the representative.

Once the user bids/offers are generated, they are submitted either directly to other
users or to a central third-party, i.e., the broker, where the bids and offers are matched.
Note that as bids might contain information about volume of electricity, location, user
preferences, etc., they might expose users’ privacy [64]. To minimize the risk of privacy
exposure, the user bids/offers should be modified, such that minimum private information
about users can be extracted from them. One way to achieve this is the use of advanced
cryptographic techniques such as homomorphic encryption and multiparty computation,
which would allow performing operations such as addition, multiplication, and compari-
son on encrypted data. If users’ bids/offers are protected using these techniques, they could
be broadcasted to all users who could perform comparison operations on these protected
bids/offers to identify if a bid/offer can satisfy their needs without really having access to
other users’ bids/offers. If a broker is used, similar operations can be used to match users’
bids and offers. The application of such cryptographic techniques had already been shown
to be practical in the smart metering and peer-to-peer electricity trading context [65–68].

4.3. Legal Perspective on Emerging Roles

From a regulatory point of view, it remains to be seen how the actors and their tasks,
as delineated in the above scenarios, will be translated in the legal frameworks governing
the electricity markets. On the one hand, both in the federal as well as regional legislations,
the evolution of the markets led to certain market roles and tasks being currently more
strictly defined (e.g., “DSO”, “consumer”, “supplier”, . . . ), whereas recent developments
have induced more broadly defined roles (e.g., energy service providers). On the other
hand, legal concepts such as, for example, “active citizenship” for which behavioral aspects
seem detrimental, have not yet materialized.

It is probable of course that the recent developments will lead to changes in these
legal frameworks. The EU’s CleanEnergy for all Europeans package envisions increased
consumer participation and amended certain provisions as well as several new concepts
to the electricity market in this regard. An electricity user may either act as an individual
(“active customer”) or collectively. When acting in a group, the active customer will be
considered as “jointly acting”, or as part of a citizen energy community.

Firstly, it could be considered how the role of a broker can be qualified, acting as an
interface between the user and the market. With regards to the grid operators taking up
this role, it could be noted that since the electricity market liberalization, the grid operators
have evolved to a more neutral role in the operation and management of the electricity grid.
As such, it seems at this moment rather unlikely that these operators will soon be involved
in more commercial energy services such as aggregation and demand response [69] without
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the proper regulatory framework enabling this more clearly. At least as the DSO would
presumably be aware of all electricity consumption and generation on its grid from a more
value-oriented perspective, proper consideration should be given to the power of this
information in a competitive market environment.

Legal questions may further arise as to whether such a broker activity can be per-
formed by electricity customers either jointly acting or in an energy community. In principle,
a group of customers can be considered “jointly acting” if it is located on the same premises.
Generally, such an association would not be organized as a separate legal entity, but this
might need to be reconsidered in view of the role of a broker. In contrast, a citizen energy
community is a legal entity, with stricter membership and control requirements.

Secondly, the representative is an agent of the user, to which control over the user’s
assets is delegated. As described above, it might be envisioned that an aggregator or
supplier will take up this role. At first sight it does not seem that the legal framework
surrounding these actors would preclude them taking up such a role. However, they
might not be the only potential actors. A similar argument could be made for the energy
communities. However, there might be more barriers for aggregators (or other new service
providers) than for suppliers.

4.3.1. Data Protection Application

Electricity data may encompass a wide array of types of data: names, addresses,
account number, smart meter ID/IP address, consumers’ profile, billing data, electrical
appliances, generation and storage devices, production, consumption (load graphics),
messages’ metadata, kind of data (metering or tampering alert) [70,71].

These data do often fall under the definition of “personal data” under the General
Data Protection Regulation (here-in after “GDPR”) [72]. Personal data are qualified by
Article 4.1 GDPR as “any information relating to an identified or identifiable person”.
The identification can be direct or indirect. As hinted at in Recital 26 of the GDPR, the
concept of identification of an individual is not limited to knowing her name or address but
expands to the concept of “singling out” or isolating. Article 29 Working Party in Opinion
no. 5/2014 states that not even pseudonymization (encryption included) prevents one
from assigning the “personal data” label [73].

4.3.2. Roles Provided by Data Protection Law

Coming to the roles identified by the GDPR in the scope of processing such data, they
are, respectively, the data controller and the data processor.

• Data controller: the one who “alone or jointly with others determine[s] the purposes
and means of the processing of personal data” (Article 4.7 GDPR). A controller’s
decision establishes why and how data shall be processed.

• Data processor: someone who processes personal data on behalf of a controller (Article
4.8 GDPR). The activities entrusted to a processor may be limited to a very specific
task or context or may be quite general and comprehensive. Data controller and
data processor relations must be embodied by a contract or other legal act (Article
28.3 GDPR).

The role assignment is not trivial, as each different role corresponds to different legal
obligations. The European Data Protection Supervisor Opinion of 8 June 2012 urged for
clarification on the terminology of the actors involved in the smart metering roll out,
indicating in the Data Protection Impact Assessment (DPIA) Template the right document
where to accomplish such a task [74]. The DPIA Template includes a comprehensive list of
subjects that might handle personal data, with the caveat that it could change depending
on the different member states’ electricity systems. In each distinct system, in fact, some
entities could cover multiple positions or even not exist at all. The list includes the DSO,
the TSO, the generator, i.e., the decentralized electricity producer, the centralized electricity
supplier, and the metering operator, focused only on the meter reading and management.
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Finally, there are the Energy Services Companies (ESCs) [75–77], an increasing category of
companies offering their consultancy in electricity supply to the public [14].

It is fair to say that representatives and brokers, as providers of services different from
electricity production, transportation, and distribution or metering, would be classified
as ESCs.

In this regard, Article 29 Working Party states that “where personal data are disclosed
to the ESCs in order for them to provide a service either to the consumer or to another
party, such as a supplier, then the ESCs will assume the role of a data controller” [22]. As
data controllers, then, actors such as brokers and representatives would have to comply
with all the due obligations. Among them some are particularly central, such as ensuring
compliance and the existence of a legal basis (Articles 5 and 6 GDPR), providing informa-
tion (Articles 12–14 GDPR), making contracts with eventual processors (Article 28 GDPR),
keeping records of processing activities (Article 30 GDPR), taking adequate security mea-
sures (Article 32 GDPR), and following up and effectively addressing data subject requests
(Articles 15–22 GDPR). The data controller must act as a prompt contact point for the data
subjects to exercise their rights.

On the other hand, the categorization of the data subject is controversial. To the
question of who the electricity data holder is, there are three possible answers: (i) the one
who signed the electricity supply contract; (ii) all the members of the family/housemates
as a group; (iii) each individual living in the house. Article 29 WP has opted for the first
answer in its Opinion 11/2012 because the smart meter is associated with unique identifiers,
which in turn are “inextricably linked with the individual responsible for the account”.
This option does not adhere to the complex reality: the energy contract signer could rent
his/her house and then the tenants’ energy data would be collected and processed, or, even
assuming that the signee of the contract lived inside the house him or herself, the other
inhabitants would not be considered and represented.

The second option is in contradiction with the definition of the data subject, which in
the GDPR refers to a natural person and never to a group of natural persons. Part of the
doctrine sustains an extensive interpretation of data subject in situations with a group of
people as well. This solution would provide a single voice, but at the same time it would
make the actual representation of will more difficult; just think of the impracticality of a
cohabitant giving the consent and the other cohabitant refusing it; a single answer would
irredeemably affect one’s rights.

In any case, given the high granularity and preciseness of smart meters, it is arguable
that the presence of a number of people would hinder the identification of every single
member of a group, especially during a long period of collection and with the possibility of
linking different databases. Thus, it is the idea of EDPS, which in its 2012 Opinion affirms
that “Profiles can thus be developed and then applied back to individual households and
individual members of those households”. What has been ultimately said better matches
with the data subject identification with every single dwelling inhabitant. The last answer
would align with the data subject definition provided by the GDPR and would bring out
the complex reality of distinct cohabitants, whose rights would be represented, but, on the
other hand, there would be fragmentation in terms of a chance to exercise data protection
rights. Considering the business point of view, having multiple subjects to deal with for
each dwelling would be a complicated issue to face.

As has been noted, the current legislation does not unequivocally individuate the
“data subject” in the smart grid and smart meter environment yet. In the GDPR, the
rights’ attribution is correlated to the definition of “data subject”, so clear and authentic
individuation in the text of the law in this particular sector, possibly at a national level,
would be very useful.

The activity of representatives and brokers as envisaged in the presented scenarios
could, if operated by third parties, add more than one layer between the customers and the
actors in charge of distribution and transportation of electricity, themselves data controllers
for different activities and purposes. Such a plurality of data controllers could be an
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inconvenience, generating fragmentation and confusion in the data subjects’ willingness
to advance their legitimate requests. To this would also be added a constant stream of
information regarding data protection from a number of firms [23].

5. Conclusions

Through the outcomes of the value network analysis, the article has shown how
peer-to-peer trading associated with the current smart city trend of inclusiveness of citizens
(thereby drawing out a value network of “power” in managing the city so as to understand
who is influencing and who is in charge) challenges and seemingly changes roles and
activities in the future electricity markets. It likely opens up opportunities for the emergence
of new roles and requires policy makers to consider the requirements and current market
players to reconsider their business models. Various avenues of future scenarios are drawn
out. Furthermore, the article provides critical reflections, such as in terms of impacts on the
structuring of the value network in the electricity market.

The article answers the research questions by introducing the brokers and represen-
tatives as the new roles in the peer-to-peer electricity market. It compares the current
electricity market with peer-to-peer electricity market, underpins the new roles and activ-
ities in the peer-to-peer electricity market, introduces the current construct of the value
network of the electricity market, identifies customer ownership and user involvement
as the main sources of uncertainty in the future, builds future scenarios by taking an
ecosystem lens through utilizing the business model matrix for analysis, and last but not
least, reflects on the two new roles from grid structure, security and privacy, legal, and
data protection perspectives to reflect the future scenarios on the value network of the
electricity market.
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