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Abstract: In this paper, a predictive model is developed to characterize the impact of high-frequency
electromagnetic interference (EMI) on the leakage current of CMOS integrated circuits. It is shown
that the frequency dependence can be easily described by a transfer function that depends only
on a few dominant parasitic elements. The developed analytical model is successfully compared
against measurement data from devices fabricated using 180 nm, 130 nm, and 65 nm standard CMOS
processes through TSMC. Based on the predictive model, the impact of EMI on leakage current in a
CMOS inverter is reduced by increasing the frequency from 10 MHz to 4 GHz.
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High-Frequency Leakage Current 1. Introduction

Model for Characterizing Failure Power dissipation in electronics has always been one of the major concerns of the
Modes in Digital Logic Gates. massive growth in portable computing and wireless communication technologies. The
Energies 2021, 14, 2906. https:// exponential relationship between power consumption and the square of the power supply
dot.org/10.3390/en14102906 voltage has led to the scaling down of CMOS transistors to reduce dynamic power draw

and offset reliability issues [1,2]. Transistor threshold voltages are also reduced to maintain
a high drive current and achieve performance improvements [3]. However, these measures
result in an exponential increase in leakage current when the transistor’s size is in the
nanometer range. Consequently, leakage current becomes a significant portion of CMOS
circuit’s total power consumption [4]. Although enormous efforts have been made to
mitigate leakage current, such as MTCMOS Power Gating, Super Cutoff CMOS Circuitry,
Forced Transistor Stacking, and Sleepy Stack techniques [5], the design of such leakage-free
nanoscale CMOS circuits turns out to be very challenging.

Moreover, as the device size enters the nanometer scale and the bias voltage is reduced,
the integrated circuits and systems become more vulnerable to EMI [6,7]. A low level of
electromagnetic coupling from an external EMI source can still disrupt the operation of a
circuit by causing soft, reversible upset, or hard, permanent damage, even when numerous
techniques for reducing the effect of EMI are implemented, such as shielding and filtering
of the digital modules and power supplies [8,9]. Although the modeling of the EMI
susceptibility of digital circuits related to delay time and power supply current [10], or
upset of CMOS inverters in static operation [11], is recently attracting attention, there is no
model to predict the impact of EMI on the leakage current.

Leakage or static power dissipation occurs due to the presence of various leakage
conditions of the Creative Commons _Currents, such as subthreshold leakage, reverse-bias source/drain junction leakages, gate
Attribution (CC BY) license (https://  ©Xide tunneling leakage, and Gate-Induced Drain Leakage (GIDL). Because subthreshold
creativecommons.org/licenses /by / leakage current is the dominant leakage in sub-100 nm circuits [12], we focus on evaluating
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the said current’s changes when an RF signal is injected onto the gates of CMOS inverters,
which are the fundamental units in electronic ICs and systems.

Subthreshold leakage is the drain-source current of a transistor during operation in
the weak inversion regime. Unlike the strong inversion regime, in which drift current
dominates, subthreshold conduction is due to the diffusion current of the minority carriers
in the channel for a metal oxide semiconductor (MOS) device. The magnitude of the
subthreshold current is a function of temperature, supply voltage, device size, and the
process parameters [13,14]. A CMOS device comprises both PMOS and NMOS transis-
tors; therefore, its leakage current will be determined based on which MOSFET is in the
OFF state.

In our previous work, we reported on a predictive model to estimate the impact of EMI
on the leakage current of a digital integrated circuit at the low frequency of 10 MHz [15].
Based on our developed predictive model, we found that the rate of increase in leakage
current, as a function of injected RF power, is independent of transistor scaling, technology
node, or power supply voltage.

This paper’s main contribution is to extend our predictive, analytical model to higher
frequencies, focusing on elemental CMOS inverters. Our predictive model for the de-
vice’s leakage current under such high frequency injected interference is validated with
experimental results.

The remainder of this paper is organized as follows: In Section 2, the high-frequency
model of the leakage current under EMI is established and the main factors that affect
the leakage current are discussed. Section 3 presents the experimental setup and the test
chip prototype. The measured results and comparisons are shown in Section 4. Finally, we
conclude by summarizing the key results uncovered through this research.

2. Predictive Model for Leakage Current under EMI

In this section, we develop an analytic model to predict the inverter’s leakage suscepti-
bility as a function of the frequency and power of the injected EMI. Our initial experiments
and research have focused on large-signal injection at a low frequency of 10 MHz, where
the impact of parasitic device capacitances was negligible [16,17]. Figure 1a depicts the
leakage current of a CMOS inverter with and without RF injection at its input terminal.
In an inverter, the leakage current will be determined with the transistor in the OFF state.
For example, if the applied voltage to the gate is zero and the NMOS is OFF, the leakage
current is due to the NMOS; however, if the applied voltage to the gate is set to Vpp, then
the PMOS is OFF, and the leakage current is due to the PMOS. In both cases, leakage
current appears due to diffusion between the source and the drain of MOSFET and can be
calculated using the following expression [18]:

Isubthreshold = logre™T |1 —e YT |, (1)

where I is the OFF state current, Vg is the gate-source voltage, Vpg is the drain-source
voltage, VT = KT/q is the thermal potential (=25 mV at room temperature), and n is the
subthreshold swing coefficient.
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Figure 1. Leakage current of a CMOS inverter in standby mode (a) with (b) without RF injection.

Since Vg voltage is zero, Vpg can be estimated by the power supply voltage, Vpp.
Therefore, by substituting Vs = Vy, sin(wt) and Vpg ~ Vpp in Equation (1), the leakage
current under EMI over one cycle of the RF injection (T = %‘), and knowing Vpp > Vt
will yield (see [15])

A

P V.
[ieak = Logr - Ip (n&;) ’ (2)

where Ij is the modified Bessel function of order zero.

Our previous study revealed that leakage current is very sensitive to EMI at low
frequency, where only a few hundred millivolts of noise can increase the leakage current
by a factor of 1000. However, here we must consider the effect of parasitic loading and
capacitance of the test circuit by extraneous instrumentation devices because of high RF
frequency injection. Therefore, to further investigate the correlation between RF injection
and leakage current, a deeper study of the “transfer function” is required. Here, we propose
modeling the frequency response of the device under test (DUT) using assumptions and
approximations that will be substantiated by comparing to experimental data.

2.1. Assumptions

One of the basic assumptions of experiments with RF injection is that the characteristic
impedance of the system’s transmission line is 50 (2. Although the injected EMI can be
applied to any inverter terminal, we assume the excitation is fed to the input, which is
typically the most sensitive terminal of the device and, in many practical applications, the
most likely input of the RF signal [19].

2.2. Predictive Model

The basic building block in CMOS digital logic devices is the inverter. Although the
inverter in different series and parallel configurations is used in logic topologies, a single
inverter stage is analyzed here for ease of analysis. Moreover, to achieve precise control
of the coupled voltage characteristic at the device input, we apply an RF signal directly
onto inverter pins using microwave probes. Because the parasitic impedances have a more
significant influence on device performance, the model developed here explores high-
frequency injection, where the parasitic impedances arise in the inverter, transmission line,
and source.

2.3. Transfer Function

The cascaded combination of frequency-varying transfer functions of the system, cou-
pling to cables, and component susceptibility often means that the total transfer function
from the incident field to the malfunction of an internal component shows a significant vari-
ation as a function of frequency. As shown in Figure 2, the transfer function is responsible
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for defining the peak injection received by the input of the inverter. The transfer function is
given by:
H(s) = ==, 3)
Vin

where Vot is the phasor showing the level of RF signal coupling into input of device and
Vin is the voltage of the RF source, which can take several forms depending on the physical
property of the cables, connectors, probes, or DUT. The effective voltage then is

A A

Vegs = H(s)Vn 4)
S
RF Source | V; Transt?er Vout Ver| DUT
Function

Figure 2. Schematic of the voltage transfer function.

Here, because we use the precision ground-signal-ground (G-S-G) probes for RF signal
injection, the dominant elements of the equivalent circuit will be the parasitic resistance of
the RF source, the transmission line (Zy), and substrate (Rq), and the parasitic capacitance
of the pad (Cp,q), as shown in Figure 3.

P-Substrate

<

Figure 3. Cross-section of the pad capacitance and substrate resistance.

2.4. Pad Capacitance

Although the device size has reduced substantially in advanced CMOS technology, the
contact metal size still needs to be relatively large to ensure bonding reliability. As a result,
the pad capacitance cannot be decreased by scaling the CMOS technology. Therefore, in
most RF applications, the pad capacitance is considered part of the matching network. The
cross-sectional view of the pad capacitance is depicted in Figure 3. The first plate is formed
using My, M3, My, and M;, which are Ohmic contacts and connected through a via. It is
worth mentioning that different metals (or alloys) are used to decrease the Schottky barrier
height and, therefore, the contact resistance. The oxide layer SiO, between plates 1 and 2,
which is a p-type substrate (P-Substrate), can be used as an insulating dielectric between
the parallel plates. Therefore, using a metallic parallel-plate model, the pad capacitance is
given by:

A
Et (5)

where €, and d are the relative permittivity and thickness of the insulator, respectively,
€p is the permittivity of free space, and A is the area that will be determined from the

Cpad = €Q€r
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smaller areas of plates 1 and 2, which in this case is the area of the M. The area of M;
on a fabricated test chip is 150 pm x 360 um, and the relative permittivity of SiO, is 3.9.
Therefore, the value of pad capacitance, which is determined by the thickness of the oxide
layer, will be in the range of 2 pF to 8 pF.

2.5. Substrate Resistance

The bottom plate of the pad capacitor is the silicon substrate, which introduces some
Ohmic resistance to the ground terminal depending on its doping concentration. At high
frequency, this substrate resistance, which is typically around 20 to 30 (), must be taken
into consideration. In this circuit model, the substrate resistance (Rq,,) is the resistance
between the pad capacitor and the reference ground terminal.

2.6. Frequency Response of Equivalent Circuit

According to the equivalent circuit (Figure 4), the peak injection received by the input
of the inverter can be calculated as:

¢ Xe + Reub ¥
=—-—"""V, 6
eff Zy+ Xc + Rsub " ( )

where Xc is the pad capacitor impedance is X¢ = 1/(jwCpaq), and jw = s. Therefore:

. 1 + ijpadRsub A
1+jwCphaq(Zo + Rap)

A

N

@)

and:

\/ 14 (ZT[pradRsub)z

\/ 1+ <2ﬂprad(Rsub + zo))

[Vest| = > V| (8)
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Figure 4. Simplified schematic of the experimental test circuit showing Z, Cpad, and Rgyp.

The zeros and poles of the system are defined as the roots of the numerator and the
denominator of the transfer function, respectively. According to Equation (8), the zeros
and poles of the system will be at frequencies fy and f, respectively, given by:

1

f() :]m an

d )
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1
[
P = J2nC(Zy + Ry

The voltage transfer functions of 180 nm, 130 nm, and 65 nm technologies relative
to frequency are calculated and plotted in Figure 5. This is analogous to the insertion
loss typically determined from the S11, but easier to experimentally obtain given the high
impedance of the gate inputs, which is not conducive for S-parameter measurements with
a Vector Network Analyzer. Table 1 shows the physical properties and cutoff (—3 dBm)
frequencies of the fabricated devices.
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Figure 5. Voltage transfer versus frequency.

Table 1. Cutoff frequencies of 180 nm, 130 nm, and 65 nm technology node.

Technology Cpad Rsub Cutoff Frequency
Node (pP Q) (GHz)
180 nm 3.27 26 15
130 nm 4 24 1.2
65 nm 5 26 0.95

This model’s advantage is its ability to calculate the frequency response of leakage
current using a transfer function for the circuit. The transfer function can be varied
according to the measurement setup, fabrication process, and dominant elements at high
frequency. The leakage current is given by:

A

— Vet
Iteak = Logs - Io(n\e,T )- (11)

Note that the transfer function can be developed for any other applications depending
on the test setup. Typically, 50 Ohms matching termination cannot be implemented in
digital applications, where the gate input is high impedance. Therefore, in practical digital
circuits, the transfer function will be dependent on the interconnect capacitance/resistance
as well as the substrate resistance. The presented methodology is a guide for designers to
generate their own transfer function depending on their test setup.

3. Experimental Setup and Methodology

To understand the impact of EMI on leakage current and compare the experimental
data with the developed predictive model, several test chips were designed and fabricated
using various TSMC’s standard CMOS technology nodes, including 180 nm, 130 nm, and
65 nm. To investigate the effects of EMI on leakage current, measurements both with and
without microwave injection are performed on a test chip at the input of 1X INV using
G_S_G probes having a 350-um pitch on a coplanar probe station. A photograph of the test
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chip under the probes is shown in Figure 6. The three RF probes provide Vj,, Vpp, and
GND connections for the 1x inverter on the test chip, respectively. The RF probes have
three pins with ground-signal-ground configuration, as shown in Figure 6.

Figure 6. Photograph of the test chip and the RF probes setup used in the measurements [15].

A RF signal generator (Keysight, Santa Rosa, CA, USA) is used to excite the input
of the 1x inverter. To measure the leakage current due to NMOS, the inverter input is
not biased (no dc gate voltage); however, for leakage current of PMOS, DC voltage and
RF signal are injected onto the input using a bias tee. The carrier frequency ranges from
10 MHz to 4 GHz, and the input signal amplitude is set to less than the threshold voltage
to satisfy leakage current condition. The leakage current is measured using a Keithley
semiconductor analyzer with fixed Vpp, and a controlled RF signal injected onto the
device’s input.

The experimental setup is shown in Figure 7. The entire system in our experimental
setup is controlled via LabView (National Instruments, Austin, TX, USA), where the
voltages and RF injection power are parametrically swept, and the device leakage current is
measured and stored. To avoid exciting photocurrents, all measurements are performed in
a darkened room. Figures 8 and 9 show the dependence of leakage current on the RF power
and frequency based on measurement data of 180 nm, 130 nm, and 65 nm technology.
As expected, the leakage current of the inverter increases as the amplitude of RF signal
increases; however, this change is smaller at high frequencies.

LabVIEW |
Program

Keysight
RF Signal
Generator

Keithley
Semiconductor
Analyzer

Keithley
"l Semiconductor
Analyzer

LabVIEW

Keysight
RF Signal

Generator

@) (b)

Figure 7. The block diagram of the experimental setup with the LabVIEW control program, measuring
leakage current of (a) NMOS; (b) PMOS.

Since power is an important priority in the design of submicron technology in an
integrated circuit, the increase of leakage current of the inverter due to EMI could result
in serious disruption in the total power budget distribution of the entire system [20].
Therefore, the entire integrated circuit may experience logic failure. In addition, at higher
power injection, leakage current is more sensitive to the change in the peak power of the
interference. At fixed RF power, leakage current decreases by increasing RF frequency from
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10 MHz to 4 GHz. RF power effects are strongly suppressed at frequencies above 1.2 GHz.
This indicates that the inverter is more susceptible to EMI at the low-frequency range.

After the RF injection event, the devices are measured again in order to determine
whether there were permanent changes in their operating characteristics. No permanent
damage was observed. Therefore, these effects should be considered as “soft” error effects
where the device can return to its normal operation without permanent damage; however,
they are able to decrease the battery life of the device.
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Figure 8. The measured leakage current due to a NMOS for a 1x inverter fabricated in the (a) 65nm, (b) 130 nm, and (c) 180
nm standard CMOS technology node.
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Figure 9. The measured leakage current due to a PMOS for a 1x inverter fabricated in the (a) 65 nm, (b) 130 nm, and (c)
180 nm standard CMOS technology node.

4. Comparison of Predictive Model with Measured Data

To validate the accuracy of the proposed predictive model, the analytical model is
compared against measured data from the fabricated test chips using TSMC’s 180 nm,
130 nm, and 65 nm standard CMOS processes. Figures 10 and 11 depict the calculated
effective voltage V¢ that gets injected into the input of the inverter using Equation (8).
Figures 12 and 13 illustrate the predictive model in solid line and the normalized leakage
currents (If ¢ak /Logr) of PMOS and NMOS.

The leakage current of the devices under investigation is measured based on the
electrical system shown in Figure 7. Then the measured leakage current at different
powers is fitted to the model with fit parameters of I, n, Cpad, and Rgyp. Lo and n are
responsible only for defining the initial point. Cpaq and Ry, are the parameters of the
transfer function that are dominant in determining the trend of model at high frequency.
Cpad is the dominant fitting parameter for the middle range of frequency, while Ry, adds a
zero to the transfer function and plays the main role in frequencies higher than 1 GHz. The
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pertinent device parameters are extracted by comparing the measurements to the model
and given in Table 2.
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Figure 10. Calculated Veff for NMOS in the inverter (a) 65 nm, (b) 130 nm, and (c) 180 nm technology node.
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Figure 11. Calculated Veff for PMOS in the inverter (a) 65 nm, (b) 130 nm, and (c) 180 nm technology node.
g gy
— 1,000 e
§ 10 o Measirement = ‘ ® Measurement §100Y000 e Measurement
g - Model 2 —— Model = 2dBm — Model
8 8 dBm 8 810000 Te oo,
° B .
S, {-10dBm S 1004 -4dBm <) LIS s S ?
g g s £ 1,0004=7ggm L5
< [-12dBm < i prr \\t‘
E g -6 dBm 3 jool4dEm AN
L Mkl (J o
B [redem 3 1048%n N 3 o %\KN
= = -10 dBm \ = b
S S 5 (X Tl \‘_ g
£ = v v \ IS 1 e
S S NERED 5‘;.‘;3 S o1
107 10° 10° 107 10° 10° 107 108 10°
Frequency (Hz) Frequency (Hz) Frequency (Hz)
(@) (b) (0

Figure 12. Comparison between the analytical model and the measured data for leakage current of NMOS for (a) 65 nm, (b)
130 nm, and (c) 180 nm technology node.

In general, the model, to first-order, predicts the values and behavior of the measured
leakage current of devices. At low frequencies around 10 MHz, the model predicts a small
slope in the change of leakage current, which measurements also confirm that leakage
current is a weak function of applied RF frequency in the low frequency regime. In the
high frequency range, the model predicts the change in the slope of leakage current, while
there is a mismatch in the absolute values of I}, at some frequencies and powers.
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Figure 13. Comparison between the analytical model and the measured data for leakage current of PMOS for (a) 65 nm, (b)
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130 nm, and (c) 180 nm technology node.

Table 2. Transistor sizes and parameters.

Device Width Length Vin Vbb Loss n Cpad R

Type (nm) (nm) \% \% (A) (pF) Q)

180 PMOS 900 180 0.59 1.8 45 x 10713 1.25 4 20
nm NMOS 450 180 0.44 18 1.1 x 10712 1.26 3.27 26
130 PMOS 650 130 0.39 1.2 112 x 1071 1.32 54 23
nm NMOS 330 130 0.32 1.2 5.7 x 1011 13 4 24

- PMOS 325 65 0.13 1 12 x 1078 1.61 7 20
nm NMOS 173 65 0.24 1 5.6 x 1078 1.57 5 26

The purpose of our research is to generate simple rule-of-thumb guidelines for MOS
design engineers who have to design their products to operate in extreme EM environments.
While we acknowledge the “quantitative” mismatch between the model and data, for
reasons cited above, these parasitic aspects can be characterized and can lead to system-
specific EM susceptibility curves. However, the general trend in the data is still captured by
our simple and elegant model thereby paving the way for a quick assessment of damage
thresholds in MOS circuits, where there are billions of transistors in a single chip.

5. Conclusions

To the best of our knowledge there has not been any previous predictive model
for leakage current under EMI. Our previously published model captures the leakage
model only at low frequencies [15]. The new predictive model presented in this paper
extends our previous model by taking frequency into consideration. The model uses only a
few primitive device and system parameters to successfully predict the behavior of EMI
injection on the leakage current in a CMOS inverter over a wide range of frequencies up to
4 GHz. Although the model is developed for a CMOS inverter, it can also be applied to any
other complex logic gates using the leakage current of the equivalent transistor in the logic
gate. The developed analytical model is successfully compared against measurement data
for devices fabricated using 180 nm, 130 nm, and 65 nm standard CMOS process through
TSMC. This simple model can be utilized by EMI/EMC engineers to quickly ascertain the
soft and hard error decision limits for their circuits under external RF interference.
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