
energies

Article

IEC 61850-Based Centralized Busbar Differential
Protection with Data Desynchronization
Compensation

Myeong-Hoon Song 1, Sang-Hee Kang 1 , Nam-Ho Lee 2 and Soon-Ryul Nam 1,*
1 Department of Electrical Engineering, Myongji University, Yongin 17058, Korea;

mhs7234@gmail.com (M.-H.S.); shkang@mju.ac.kr (S.-H.K.)
2 Korea Electric Power Research Institute, Daejeon 34056, Korea; namho.lee@kepco.co.kr
* Correspondence: ptsouth@mju.ac.kr; Tel.: +82-31-330-6361

Received: 5 January 2020; Accepted: 17 February 2020; Published: 21 February 2020
����������
�������

Abstract: This paper proposes an IEC 61850-based centralized busbar differential protection scheme,
in which data desynchronization between intelligent electronic devices (IEDs) leads to differential
current errors. As the differential current errors could result in erroneous operation of the centralized
busbar differential protection, data desynchronization should be compensated for. The main causes
of data desynchronization are subdivided into measurement timing and time synchronization
errors. In this paper, the first-order Lagrange interpolation polynomial is used to compensate for
measurement timing errors and the voltage angle differences between IEDs are used to compensate
for time synchronization errors. The centralized busbar differential protection is tested using a
real-time digital simulator and IEC 61850-based IEDs, which are implemented with the MMS-EASE
Lite library and Smart Grid Infrastructure Evaluation Module. The test results show that the data
desynchronization compensation can significantly reduce differential current errors, and thus prevent
erroneous operation of the IEC 61850-based centralized busbar differential protection.

Keywords: centralized busbar differential protection; IEC 61850; data desynchronization
compensation; measurement timing error; time synchronization error

1. Introduction

Today, IEC 61850 is considered as the mainstream in communication networks for digital
substations. The first version focused only on communication networks and systems in substations.
However, the second edition was expanded to cover communication networks and systems for power
utility [1]. The standard mandates integration of all protection, control, measurement, and monitoring
functions of a power system network at both the process and station levels. In addition, several
new features impact protection system design. For example, the authors of [2,3] used IEC 61850 to
(respectively) adapt the 67/67N protection of main ring systems featuring distributed energy resources
and to improve the fault detection times of protection relays in different substations. IEC 61850 has also
been usefully applied to microgrids and distribution networks [4–7]. The authors of [4,5] proposed
centralized protection strategies for microgrids and the authors of [6] proposed the design of microgrid
plug-and-play functions in accordance with IEC 61850. In [7], the three-level coordinated control
was proposed for voltage regulation in distribution networks and its effectiveness was validated by
experiment through a real communication link. In South Korea, the Korean Electric Power Corporation
(KEPCO) has already applied IEC 61850 to more than 52 digital substations [8].

IEC 61850-based centralized protection has been widely studied over the past several decades [9–19].
Synchronization of data received from intelligent electronic devices (IEDs) located in substations is
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essential. Although the methods of [9–11] enhanced protection system performance using centralized
data have been described, synchronization was not addressed. The authors of [12,13] used a global
positioning system (GPS) to maintain data synchronization. Although this worked well, additional
investment was required. Moreover, error is possible if the GPS is jammed. The recent IEC/IEEE
61850-9-3 defined an IEEE Std 1588 Precision Time Protocol (PTP) to increase data synchronization
precision [20]. The methods of [14–19] utilized this PTP to synchronize IED data precisely. However,
the PTP is costly to implement and the possible jamming problem remains in its master clock.

Busbars on a substation transmission side are usually protected by differential protection but
busbars on the distribution side are protected by only overcurrent protection because differential
protection on that side is costly to implement and hardware complexity exists due to the large number
of distribution feeders and their flexible configuration. Although the centralized busbar protections
of [18,19] deal with hardware complexity, the PTP mentioned above remains costly and subject to GPS
jamming. In this paper, we use conventional time synchronization employing a simple network time
protocol (SNTP); such synchronization can sometimes create an error of approximately 1 ms [21–23],
in turn creating significant errors in the current differential. Even in the absence of such errors, data
desynchronization may occur if there are measurement timing errors between IEDs. Here, in the
first step of data desynchronization compensation, we use a Lagrange interpolation polynomial to
compensate for measurement timing errors assuming that time synchronization is in fact perfect. The
polynomial has been used to estimate missing data [24,25] and can compensate for measurement
timing errors by approximating values lying between two data points. In the second step, time
synchronization errors are compensated using the voltage angle differences between IEDs. IEC 61850
deals with Sampled Values (SV) and Generic Object-Oriented Substation Events (GOOSE) [26–28].
Typically, voltage and current data are transmitted from merged units on a process bus to IEDs on
a station bus [29,30]. Here, we develop centralized, busbar differential protection using the IEDs on
the station bus, where phasor data are transmitted as SVs. Network traffic is reduced when phasor
data rather than instantaneously sampled data are transmitted. The centralized busbar differential
protection with data desynchronization compensation is tested using IEC 61850-based IEDs and a
Real-Time Digital Simulator (RTDS). The IEC 61850-based IEDs are implemented using the MMS-EASE
Lite library (SISCO, Inc., Sterling Heights, MI, USA) and the Smart Grid Infrastructure Evaluation
Module (SGIEVM; Texas Instruments, Inc., Dallas, TX, USA) [31,32].

The details of the data acquisition, proposed protection scheme, and test results will be discussed
in the following sections. Section 2 will describe the IEC61850-based data acquisition, while centralized
busbar differential protection with data desynchronization compensation will be covered in Section 3.
Results and the conclusion will be provided in Sections 4 and 5, respectively.

2. Data Acquisition for Centralized Backup Protection

GOOSE and SV can be used as protocols for the acquisition of phasor data by a central IED, in
which centralized protection is implemented as backup protection. It is difficult to periodically transmit
phasor data using GOOSE, as these data are typically transmitted in response to an event; however, the
retransmit function of GOOSE can improve the reliability of data transmission [33]. As GOOSE cannot
be used to specify the transmission period, to transmit the phasor data periodically, they should be
updated based on a fixed interval. For this, phasor data can be updated using a statistical calculation
model defined in IEC 61850 (2nd Edition), which generates maximum, minimum, average, and total
data during a specified period [34]. Compared with GOOSE, SV does not have a retransmission
function, but the sampling period can be specified, and multiple data points can be transmitted in a
single frame [35]. Although each protocol has advantages and disadvantages, phasor data exchange
based on SV is used in this paper to improve compensation accuracy by transmitting multiple data
points in a single frame.
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2.1. Centralized Backup Protection

Centralized backup protection will be slower than main protections. Therefore, frequent data
exchanges are inefficient, and can have negative effects on the protection functions of existing IEDs
under conditions of increased network traffic. In addition to the low rate of data exchange, it is
beneficial for centralized backup protection to exchange voltage and current phasor data rather than
instantaneously sampled data. Phasor measurements require that the signal is sampled over a certain
period, and the phasor cannot be measured correctly when any of the instantaneously sampled data are
lost. If each IED transmits its phasor data instead of the instantaneously sampled data, the total data
volume will be reduced as the phasor data describes the entire period of the instantaneously sampled
data, and the computational burden of the central IED will also be reduced. In addition, phasor data
can be transmitted with a relatively long period, and with the centralized backup protection still
maintained within the timescale of backup protection. Figure 1 shows the structure of the centralized
backup protection. Each local IED transmits its phasor data to the central IED using SV, and the central
IED provides backup protection based on the phasor data received.
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Figure 1. Centralized backup protection with phasor data exchange.

2.2. Phasor Data Acquisition Using IEC 61850-9-2

The SV protocol is typically used to exchange voltage and current data; its dataset includes not
only the data of the common data classes (CDCs) [36] in the voltage and current transformers (TCTR
and TVTR, respectively) [37], but also the data of other CDCs. The IEC 61850-9-2 light edition (LE)
defines an SV scheme that follows the guidelines published by the Utility Communication Architecture
International Users Group (UCAIug) [38]. The SV protocol, in conformance with IEC 61850-9-2LE
as summarized in Table 1, is dictated by a pre-defined dataset on the merging unit connected to the
voltage and current transformers (CTs), which produces instantaneously sampled data at a rate of
80 or 256 samples per cycle and transmits 8 samples per frame. For example, 80 samples per 60 Hz
corresponds to a frame transmission interval of 1.67 ms, according to the number of application service
data units (ASDUs).

Table 1. Comparison of IEC 61850-9-2 and IEC 61850-9-2LE.

Area IEC 61850 9-2 IEC 61850 9-2 LE

Sampling rate Free parameter 80 samples/period (protection and metering)
256 samples/period (power quality)

Dataset Configurable 3 phase current + neutral current
3 phase voltage + neutral voltage

Time synchronization Not defined Optical pulse per second (1PPS)
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In this paper, the centralized backup protection uses the phasor data instead of the instantaneously
sampled data defined in IEC 61850-9-2LE. Therefore, the SV protocol in conformance with IEC 61850-9-2
is selected, as phasor data can be exchanged, and the sampling rate can be configured.

Phasor data were transmitted every 50 ms by setting the sampling mode (SmpMod) to
“SAMPLES_PER_SECOND,” and the sampling rate (SmpRate) to 100. The number of units (nofASDU)
was set to five to transmit phasor data measured at 10-ms intervals. As shown in Figure 2, the oldest
data are stored in ASDU1, and the next most recent are stored in ASDU2, as determined by SmpRate.
Typically, three-phase voltage and current readings are included in the dataset, but the dataset in this
paper included only the A-phase data for the purpose of simplification.
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3. Centralized Busbar Differential Protection

Differential protection utilizes the vector sum of current phasors with a minimum pickup
offset to prevent improper operation. If the minimum pickup offset is increased considering data
desynchronization, the detection sensitivity will be decreased. In the existing busbar protection
scheme shown in Figure 3a, as analog current signals are measured simultaneously, current phasors
are naturally synchronized. However, for the phasor-driven centralized protection scheme shown in
Figure 3b, data synchronization should be carefully considered. In this case, local IEDs transmit phasor
data through a network, so differential current errors can occur if their phasor data are not synchronized.
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Figure 3. Comparison of the (a) existing and (b) centralized busbar differential protection schemes.

The phasor data measured at each IED may represent different timeframes, which can cause the
central IED to operate erroneously. Usually, millisecond-scale errors can occur in SNTP; an error of
1 ms results in a 21.6◦ phase shift in a 60 Hz system, which would be sufficient to activate current
differential protection.



Energies 2020, 13, 967 5 of 15

3.1. Data Desynchronization Compensation

The main causes of data desynchronization can be classified as measurement timing and time
synchronization errors. Measurement timing errors occur when data sources update at different times,
and time synchronization errors occur when there is an error in the associated timestamp. Even
when there is an external fault or no fault, differential current protection can be triggered due to data
desynchronization, which should be compensated for.

If local IEDs are updated simultaneously, it is not necessary to compensate for measurement timing
errors. Unfortunately, the measurement time is dependent on local timers or an external trigger signal.
In this paper, the first-order Lagrange interpolation polynomial is used to compensate for measurement
timing errors. After compensation of the measurement timing errors, time synchronization errors can
be calculated by comparing the voltage angles received from each local IED, which should be equal if
there is no time synchronization error.

3.1.1. Compensation for Measurement Timing Errors

In this paper, the first-order Lagrange interpolation polynomial was used to compensate for the
measurement timing errors; this is because a higher-order Lagrange interpolation polynomial would
cause some additional errors when there is a sudden change in the data measured. Generally, the
Lagrange interpolation polynomial is defined as:

fn(x) =
n∑

i=0

(Li(x) × f (xi)) with Li(x) =
n∏

i=0, j,i

x− x j

xi − x j
(1)

where x is the time axis and xi is the ith datum. Therefore, the first-order Lagrange interpolation
polynomial is given by:

f1(x) =
x− x1

x0 − x1
× f (x0) +

x− x0

x1 − x0
× f (x1) (2)

Figure 4 illustrates the compensation for the measurement timing errors using interpolation.
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Figure 4. Compensation for the measurement timing errors among local intelligent electronic
devices (IEDs).

A phasor is composed of magnitude, angle, and timestamp. A first-order Lagrange interpolation
can be easily used to determine the magnitude, but the angle is discontinuous as it wraps from 180◦

to −180◦, which complicates the angle compensation. The angle between the n–1th and nth datum is
linearized by adding an offset angle to the angle of the nth datum before the angle interpolation is
implemented. Equations (3) and (4) describe how the offset angle was calculated. While the angle at
the nth datum, θn is measured, it can be also calculated using the time interval and the angle at the
n−1th datum.
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δn = θn−1 + (tn − tn−1) ×
1

60
× 360◦ (3)

where δn is the calculated angle at the nth datum and θn−1 is the measured angle at the n−1th datum.
Assuming that the timestamp is correct, the offset angle will be a multiple of 360◦. Therefore, it is
obtained in integer multiples of 360◦ degrees:

offsetn = TRUNC
(
δn − θn

360◦

)
× 360◦ (4)

where the TRUNC function removes the fractional part of a number and truncates a number to an
integer. Figure 5 illustrates that the offset angles are in multiples of 360◦ at the angle discontinuities.
Angle interpolation is performed after this offset angle is added to θn.
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3.1.2. Compensation for Time Synchronization Errors

Figure 6 shows that the voltage angles of three local IEDs have time synchronization errors after
the measurement timing errors have been compensated for.
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As the potential transformer supplies the same voltage signal to each local IED, their voltage
angles should be identical. However, time synchronization errors lead to voltage angle differences,
which are used to compensate for time synchronization errors. Thus, a reference IED is defined as the
local IED that has the voltage angle with the greatest lag, which is selected by:

Index M o f IEDre f = Maxn
(
θv

1, · · · , θv
n, · · · ,θv

N

)
(5)

where θv
n = ∠(V1 ×V∗n) indicates the voltage angle difference between the first and nth IED. After

selecting the reference IED, any time synchronization error can be calculated based on the voltage
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angle difference between the reference IED and a leading IED. The time synchronization error of each
IED is compensated for by interpolating its current phasor.

In a 60 Hz system, the time point used for interpolation is calculated by:

tintp−n = tn +
1
60
∠(VM ×V∗n)

360◦
(6)

Figure 7 illustrates how to calculate the time synchronization errors.
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3.2. Centralized Busbar Differential Protection with Desynchronization Compensation

Figure 8 shows a flowchart of the centralized busbar differential protection proposed herein.
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As the first step in data desynchronization compensation, the first-order Lagrange interpolation
polynomial is used to compensate for the measurement timing errors, assuming that the time
synchronization is perfect. For the second step, the time synchronization errors are compensated for by
using the voltage angle differences between local IEDs. The centralized busbar differential protection
is applied when data desynchronization compensation is completed.

4. Performance Evaluation

4.1. Simulation Tests

Figure 9 shows a typical Korean 154 kV digital substation modeled in PSCAD/EMTDC. The
primary side of the 154/22.9/6.6 kV transformer is grounded via a lightning arrester (LA); the secondary
side is grounded via a neutral grounding reactor (NGR); and the tertiary side is ungrounded. A 40
MVA initial load is applied to the 22.9 kV busbar. Table 2 lists the modeling parameters used in
PSCAD/EMTDC, which are defined in the RTDS-based procedure for testing the IEDs to be used in
KEPCO 154 kV substations [39].
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Figure 9. A typical, Korean 154 kV digital substation modeled in PSCAD/EMTDC.

Table 2. Modeling parameters of a 154/22.9/6.6 kV digital substation.

Type Parameter (%Z, 100 MVA Base)

Source (154 kV) R1 + jX1, R0 + jX0 0.081 + j0.866, 0.384 + j1.956

Transformer
(Y-Y-D)

154/22.9/6.6 kV (3-phase 60 MVA)
%Z12 = j31%
%Z13 = j50%
%Z23 = j13%

LA, NGR grounding NGR (j34%) = 0.6 Ω

Feeder(22.9 kV) R1 + jX1, R0 + jX0 0.1 + j34, 0 + j47

Load 20 MVA * 2, P.F = 0.9 R = 47.61 Ω
L = 0.0611 H

Figure 10 shows the effect of data desynchronization on the differential current when an external
fault develops in FLT2 of Figure 9. The simulation result for a data synchronization error of 0 ms
corresponds to conventional differential protection; the result is the same as that of the centralized
differential protection proposed in this paper. Please note that no additional investment is required if
the proposed protection is implemented; in contrast, conventional differential protection requires an
IED and several current transformers. If the data synchronization error is 0.5 ms, 10% of the external
fault current is calculated as the differential current; if the data synchronization errors are 1.0 and 5.0 ms,
the differential currents are approximately 30 and 150% of the external fault currents, respectively.
As the minimum pickup offset is set to 10% of the external fault current, the centralized differential
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protection without data desynchronization compensation will be erroneously operated when the
data synchronization error is larger than 0.5 ms. Therefore, data desynchronization compensation is
essential to prevent erroneous operation of centralized differential protection.
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4.2. Hardware Tests

4.2.1. Test Environment

IEC 61850-based local IEDs were implemented using the Smart Grid Infrastructure EValuation
Module (SGIEVM), which is a development platform for smart grid infrastructure applications that
includes a data concentrator, protection scheme, and substation automation. The SGIEVM is based on
an OMAP-L138 processor, which is a dual-core system-on-a-chip (SoC) with one Acorn RISC Machine
(ARM) core and a digital signal processor (DSP). To consider time synchronization errors, an SNTP time
server was implemented, which transmitted a time signal to local IEDs. Each local IED synchronized
its time reference according to the time signal and transmitted its phasor data with a timestamp to
a central IED every 50 ms using SV. As mentioned in Section 2.2, five ASDUs were contained in
each SV frame. As shown in Figure 11, the test environment includes a Real-Time Digital Simulator
(RTDS), three local IEDs, and a central IED. Although the analog-to-digital converter (ADC) on the
SGIEVM accepted inputs between 0 and 240 V, the RTDS can produce voltage signals only below 10 V
corresponding to the fault currents. Therefore, some additional errors could be caused by the limited
resolution of the ADC across the input range used.
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Figure 12 shows the Korean 154 kV digital substation modeled in the RTDS, including a schematic
of data exchange. The RTDS used the same system configuration and modeling parameters as the
PSCAD/EMTDC. The testing in this paper was proceeded according to the RTDS-based procedure for
testing the IEDs to be used in KEPCO 154 kV substations [39].
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Figure 12. Schematic for testing the centralized busbar differential protection.

4.2.2. Case Studies

The 22.9 kV centralized busbar differential protection was tested under normal and fluctuating load
conditions. Figure 13 shows the differential current ratios under normal load conditions. Since there was
no fault, the differential current ratio should be zero; however, when the centralized busbar differential
protection was applied without data desynchronization compensation, considerable differential current
ratios were calculated over the pickup ratio, leading to erroneous operation. Fortunately, the data
desynchronization compensation reduced the differential current errors to considerably below the
pickup ratio and enabled successful operation of the centralized busbar differential protection.
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Figure 13. Test case under normal load conditions.

Figure 14 shows the differential current ratios under fluctuating load conditions. The total load
was increased by 20% for 1 s, and then decreased by 20% for the next 1 s. Similar to the normal
load conditions, the data desynchronization compensation reduced the differential current errors to
considerably below the pickup ratio.
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Figure 14. Test case under fluctuating load conditions.

Figure 15 shows the results of an external fault that occurred on the feeder side. When the
external fault occurred, the centralized busbar differential protection experienced a transient state with
a duration of about 0.08 s. During the transient state, differential current errors occurred due to the
interpolation errors between local IEDs. Although the differential current ratio was increased over the
pickup ratio during the transient state, it was decreased to below the pickup ratio when the post-steady
state was reached.
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Figure 15. Test case for a line-to-ground external fault on the feeder side under normal load conditions.

Figure 16 shows the results of an external fault that occurred on the secondary side of the
transformer. Similar to the external fault on the feeder side, the external fault caused a transient state
with a duration of about 0.08 s. Although the differential current ratio was increased over the pickup
ratio during the transient state, it was decreased to below the pickup ratio when the post-steady state
was reached.
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Figure 17 shows the results of an internal fault on the 22.9 kV busbar. As the differential current
ratio converged to a stable value over the pickup ratio, the centralized busbar differential protection
was operated, and the internal fault was detected successfully.
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Figure 17. Test case for a line-to-ground internal fault on the 22.9 kV busbar under normal
load conditions.

Figure 18 shows the compensation errors in the case of the internal fault. After the transient
state, the centralized busbar differential protection scheme detects the internal fault successfully.
Therefore, the centralized busbar differential protection scheme can be used as backup protection in a
centralized environment.

Energies 2019, 12, x FOR PEER REVIEW 12 of 15 

 

Figure 17 shows the results of an internal fault on the 22.9 kV busbar. As the differential current 
ratio converged to a stable value over the pickup ratio, the centralized busbar differential protection 
was operated, and the internal fault was detected successfully. 

 
Figure 17. Test case for a line-to-ground internal fault on the 22.9 kV busbar under normal load 
conditions. 

Figure 18 shows the compensation errors in the case of the internal fault. After the transient state, 
the centralized busbar differential protection scheme detects the internal fault successfully. Therefore, 
the centralized busbar differential protection scheme can be used as backup protection in a 
centralized environment. 

  
(a) (b) 

Figure 18. Analysis of the compensation errors due to an internal line-to-ground fault: (a) magnitude 
and (b) phase angle compensation errors 

5. Conclusions 

This paper has proposed a centralized busbar differential protection scheme as backup 
protection for centralized environments, such as a digital substation where data desynchronization 
occurs among IEC 61850-based IEDs. The centralized backup protection can provide additional 
protection for 22.9 kV busbars that at present are simply protected by over-current protection in South 
Korea. In this paper, measurement timing and time synchronization errors were considered as the 
main causes of data desynchronization. The first-order Lagrange interpolation polynomial was used 
to compensate for the measurement timing errors, and the voltage angle differences between local 
IEDs were used to compensate for the time synchronization errors. As exchange of instantaneously 
sampled data could lead to severe network traffic, each local IED transmitted its phasor data to the 
central IED every 50 ms using SV. Five ASDUs were contained in each SV frame to improve the 
accuracy of interpolation used to compensate for the measurement timing errors. The central IED 

Figure 18. Analysis of the compensation errors due to an internal line-to-ground fault: (a) magnitude
and (b) phase angle compensation errors

5. Conclusions

This paper has proposed a centralized busbar differential protection scheme as backup protection
for centralized environments, such as a digital substation where data desynchronization occurs among
IEC 61850-based IEDs. The centralized backup protection can provide additional protection for 22.9 kV
busbars that at present are simply protected by over-current protection in South Korea. In this paper,
measurement timing and time synchronization errors were considered as the main causes of data
desynchronization. The first-order Lagrange interpolation polynomial was used to compensate for
the measurement timing errors, and the voltage angle differences between local IEDs were used to
compensate for the time synchronization errors. As exchange of instantaneously sampled data could
lead to severe network traffic, each local IED transmitted its phasor data to the central IED every 50
ms using SV. Five ASDUs were contained in each SV frame to improve the accuracy of interpolation
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used to compensate for the measurement timing errors. The central IED compensated for the data
desynchronization and then performed the centralized busbar differential protection.

The centralized busbar differential protection was tested using a real-time digital simulator and
IEC 61850-based local IEDs. To consider the desynchronization environment, SNTP was used for time
synchronization, and no external trigger signal was used for measurement timing synchronization. The
test results showed that the data desynchronization compensation can significantly reduce differential
current errors and consequently prevent erroneous operation of the IEC 61850-based centralized busbar
differential protection scheme. In the future, it is expected that the methodology used in this paper
would be expanded to cover the centralized backup protection in digital substations.
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