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Abstract: Modern power systems must provide efficient, reliable, and environmentally responsible
energy. Recently, the inclusion of Microgrids (MGs) has allowed us to overcome some difficulties
and face important challenges in this direction, especially related to the use of alternative energy
sources. Increased and probabilistic demand, as well as limited energy supply, pose the need to
evaluate the reliability of any distribution system (DS) when MGs are introduced. Here we reviewed
and classified the state-of-the-art of reliability assessment (RA) in MGs. Initially, we contextualize
RA in distribution systems. Next, each of the MGs subsystems components are introduced and the
questions (1) why is it important to evaluate the reliability in Microgrids? (2) how do Microgrids
influence the reliability of distribution systems? and (3) how does each of its subsystems influence the
reliability of the Microgrids? are addressed. A total of 1395 research studies were published between
2002 and 2020. Using the PRISMA model, 147 met the inclusion criteria (71% correspond to research
papers and 29% to reviews; 62% were published in journals, 34% were conference papers and 4%
were books). The first study dates from 1971. Despite immense advances in MGs, we identified
that (1) real test systems constitute an emerging trend; (2) although new MG configurations sound
promising, the development and application of new RA techniques are a necessary step towards
the identification of potential pitfalls of such architectures; (3) new RA methods or variations of
the existing ones, whether analytical or simulation-based, are constantly being proposed, but their
comparison for a particular DS, including MGs, are yet to be performed; and (4) more research studies
are needed to assess how new control strategies and information and communications technology
impact MGs reliability. Future lines of research could build upon these gaps to enhance reliability,
especially when alternative energy resources are available.

Keywords: reliability assessment; distribution systems; Microgrids; smart grids; distributed
generation; Monte Carlo simulation; Markov

1. Introduction

Modern power systems face great challenges due to the growing energy demand, which is
expected to double in 20 years, the aging of current transmission and distribution electricity networks,
and global warming, since electricity generation currently causes 24% of greenhouse gas emissions [1].
These problems, as well as their possible solutions, affect the reliability of distribution systems (DSs).
To overcome the challenges of modern power systems, reliability evaluation is a fundamental tool.
From the operators’ point of view, based on the performance of the power system, this evaluation is
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necessary to determine investments in infrastructure, establish the quantity of energy not supplied
because of interruptions, calculate network availability as well as maintenance management policies,
manage demand, and comply with national regulations, etc. From the customers’ perspective, the
economic benefits of any change in the power system can be evaluated to improve service continuity [2].

In response to these challenges, the concept of Smart Grids (SGs) was born. SGs integrate the
conventional power systems with renewable energy distributed generation (DG) systems, energy
storage systems (ESS) and electric vehicles, employing systems of automatic protection, intelligent
control, information and communication technology (ICT), and power electronic devices [3]. Within SGs,
Microgrids (MGs) play a key role because they constitute a small piece of SGs, and involve almost all
the components of the SGs but in a smaller size version.

MGs are a fundamental component of the SGs; their implementation is expected to improve the
system’s reliability and quality of supply, increase efficiency and provide cheaper and cleaner energy.
However, despite the advantages of MGs, major technological challenges arise when introducing MGs
to modern power systems [4]. Thus, a large amount of research on MGs is currently taking place with
the aim of establishing a dependable theoretical framework to support their inclusion. Due to the
potential of MGs to increase the reliability of a system’s load points, reliability evaluation is a current
areas of great interest.

The exponential growth of publications in the area creates the need for review articles organizing
and classifying information. We queried the words “Microgrids” and “Reliability” in the Web of
Science (WOS) database. Figure 1 shows that publications have grown exponentially from 2002 to
2020, with a total of 1395 publications (244 publications only in 2019), providing evidence that many
developments and changes have occurred in the last two decades.
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Figure 1. Search results for the words “Microgrids” and “Reliability” in the Web of Science (WOS)
database. A total of 1395 publications were retrieved.

Several publications addressed the state-of-the-art of MGs [4–10]. Regarding reliability evaluation
in DSs, few papers were published between 1964 and 1999 covering the most relevant probabilistic
methods [11–15]. Existing approaches and how they can be used and/or adapted to meet the needs of
modern power systems, in relation to distribution systems, are reviewed in [16]. A general description
of reliability models and methods for DSs with renewable energy DG is provided in [17]. Furthermore,
a review of studies that evaluate the impact on the reliability of the power system when ESS are
integrated is reported in [18]. On the other hand, [19] reviews studies assessing the reliability of the DS
with and without MGs when renewable DG systems are available. In [20], the authors provide a review
of reliability evaluation techniques used for the evaluation of DSs, emphasizing the importance of a
greater penetration of DG resources and a more widespread application of control, protection and ICT.

After conducting the first bibliographic search in the WOS database, the next step was to select
the papers covering the topic. We used the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) model [21]. A total of 302 articles in English were chosen. Only papers
(1) evaluating reliability in MGs or in any of their subsystems, (2) modeling the DG and type of
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DG, (3) load and type of load, (4) ESS and type of ESS, (5) performing reliability assessment when
protection systems and control systems were used, and (6) included ICT were selected for further
analysis; techniques and indexes used for reliability assessment were also registered.

We identified only two research studies reviewing the state-of-the-art of reliability evaluation of
modern DSs considering MGs [19,20]. With the aim of deepening this line, this document presents the
concept of MG in detail, and integrates a literature review on reliability evaluation in DSs when MG is
introduced. In addition, a classification of the state-of-the-art is offered, analyzing different parameters
(i.e., the reliability evaluation techniques used among others). A total of 147 met the inclusion criteria
and were selected for further analysis (Supplementary Materials); the first study dates from 1971 [11],
71% correspond to research papers and 29% to reviews. According to the number of papers published
in the topic, the top three journals are Renewable and Sustainable Energy Reviews (n = 15, 17.2%),
IEEE Transactions on Power Systems (n = 12, 13.8%) and Electric Power Systems Research (n = 4,
4.6%), and the more prolific years were 2015 (n = 23, 15.6%) and 2016 (n = 31, 21.1%) (Supplementary
Material). Furthermore, 62% of selected studies were published in journals, 34% as conference papers
and 4% as books. Out of the selected studies, 80% analyzed MGs, and 84%, 54%, 38%, 11%, 7% and
8% modeled the DG, load, ESS, protection system, the control system and CIT, respectively. Among
papers modeling DG, 54% modeled photovoltaic systems, 46% modeled wind turbine systems and 35%
modeled both. Among papers modeling ESS, 11 included batteries and five used electrical vehicles.
Regarding the technique used for reliability assessment, we identified that only 85 (57.8%) used either
analytical (n = 41; 48.2%) or Monte Carlo simulation (MCS) techniques (n = 44; 51.8%). Among research
studies using MCS, 40 (90.9%) used sequential MCS and 4 (9.1%) utilized nonsequential MCS.

The remaining of this review is organized as follows: Section 2 defines the basic concepts of the
conventional power system and how the reliability assessment is performed. In Section 3, SGs, MGs
and each of their subsystems are defined. In Section 4, research papers assessing reliability of the DSs
in the presence of MGs are reviewed and classified. In addition, research articles assessing reliability of
MGs for each of these systems are classified. Finally, the discussion is presented in Section 5.

2. Theoretical Framework

As mentioned above, MGs were born in response to the challenges faced by current power systems.
Therefore, before analyzing the impact of MGs on reliability, we briefly examine the structure of the
conventional power system (CPS) and how reliability in such systems is evaluated.

2.1. Structure of the Power System

Under the traditional approach, the main function of the CPS is to provide electric power
to customers at an optimal operating cost, guaranteeing a certain level of reliability and quality.
In principle, the CPS is comprised of three basic subsystems: the generator system, the transmission
system and the distribution system. These three subsystems are interconnected in such a way that
energy generated in the generating system is transmitted through the transmission and distribution
networks to the consumers with the required quality and reliability levels [22–26].

Out of the three systems, the most important for this study is the DS; MGs are part of it. The DS
is the last section of the energy system and supplies a connection between end consumers and the
rest of the system. The most important components of a DS are consumer connections, distribution
transformers, primary and lateral feeders, distribution substations, and subtransmission circuits.
The most common DS has a single-circuit main feeder and is known as radial DS. There are also
numerous DSs that, even if they were built using mesh circuits, are operated as radial systems using
protection systems in the mesh circuit [22,25,26].

2.2. Reliability Assessment in the Power System

Reliability assessment in the CPS is defined as “the probability that it performs its functions
properly, without any failure within a stipulated period of time, when it is subjected to normal operating



Energies 2020, 13, 6189 4 of 31

conditions” [24,26,27]. This is divided into two basic aspects of the system: adequacy and security.
The first is the capacity of the CPS to satisfy customers’ load needs and operational constraints in a
range of technical values, related only to static conditions of the CPS; the latter is the capacity of the
CPS to respond to transient phenomena or dynamic disturbances that arise in the system [22,24,25].

2.3. Adequacy Indexes of the Distribution Systems

Most of the research reviewed herein is in the domain of the adequacy assessment. Adequacy
indexes imply the calculation of indexes in customers’ real load points. For a radial DS, these indexes
the average failure rate λi, the average time of annual interruption Ui, and the average interruption
time ri of the ith load point, which are calculated as follows [23–25]:

λi =
∑n

j=1
λ j, (1)

Ui =
∑n

j=1
λ jr j, (2)

ri =
Ui
λi

, (3)

being n is the total number of components that affect the load point i, λ j is the average failure rate of
component j, and r j is the average recovery time to restore the load at point i due to the failure of the
component j [23].

Using these basic indexes, the performance indexes for the DS can be calculated. Some of these
performance indexes are the System Average Interruption Frequency Index (SAIFI), the System Average
Interruption Duration Index (SAIDI), the Customer Average Interruption Frequency Index (CAIFI)
and Customer Average Interruption Distribution Index (CAIDI), the Energy Not Supplied (ENS),
the Expected Energy not Supplied (EENS), the Average Energy Not Supplied (AENS) indexes, and
the Availability of the Average Service Index (ASAI). The SAIFI, SAIDI and ENS can be calculated
as follows:

SAIFI =
∑

iεR λiNi∑
iεR Ni

, (4)

SAIDI =
∑

iεR UiNi∑
iεR Ni

, (5)

ENS =
∑

iεR
PaiUi, (6)

where λi, Ui and Ni are the average failure rate, the average time of annual interruption (in hours/year)
and the number of customers at load point i, respectively. In addition, R is the set of load points in the
system, and Pai is the average load (in kW) connected to the load point i. A wider explanation about
these indexes is presented in [23,24]. We identified that, out of the 147 research papers included in this
review (Supplementary Material), 54% calculated the SAIFI, 50% the SAIDI, 7% the CAIFI, 11% the
CAIDI, 17% the ASAI, 24% the ENS, 11% the AENS, 32% the EENS, and 27% calculated other indexes.

2.4. Test Systems

For assessing the reliability of power systems, the IEEE Reliability Test System (IEEE-RTS) and
the Roy Billinton Test System (RBTS) have been mainly used over time. However, some authors either
use their own test systems or perform reliability assessment directly in real systems [24].

2.5. Reliability Assessment Techniques of DS

Techniques for a reliability assessment of DS can be classified as (1) analytical methods, and (2)
methods based on MCS [22–25]. Analytical techniques represent the system through mathematical
models to calculate reliability indexes using solutions based on the probability theory. Generally
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speaking, these techniques are used to evaluate the average values of such indexes, which are extremely
useful and have been utilized for years. However, an average value does not provide any information
about the variability of the reliability index per se. In order to overcome this and take into account the
variability inherent to the reliability index, the probability distributions are derived; such distributions
provide important information about events that, though occurring very rarely, can have very serious
effects on the DS. The inability of the analytical methods to provide such probability distributions is
one of its main disadvantages [22–25].

MCS is the general designation for a stochastic simulation using random numbers. When assessing
reliability of the DS using MCS, reliability indexes are estimated by simulating the real process and the
system’s random behavior. Therefore, the MCS method treats the problem as a series of experiments.

There are mainly two types of MCS: sequential and the non-sequential MCS [22–25]. The former is
based on sampling the state duration for each system’s component from its corresponding probability
distribution. In this technique, the chronological state transition processes of each system component
are simulated first using sampling. The next step is to combine these results to create the chronological
state transition process for the complete system. This is accomplished by using the probability
distributions of the state duration for each component. In a two-state component representation,
for instance, these are the probability distribution functions, generally assumed to be exponential,
of the duration of each component in the operation and repair states. The main advantage of sequential
MCS is that they can be used to calculate the actual reliability indexes in addition to the associated
probability distributions [24].

Assuming that the time to failure follows an exponential distribution with parameter λ > 0
representing the failure rate, it follows that the probability density and cumulative probability
distribution functions are given by:

f (t) = λ e−λt , (7)

F (t) = 1− e−λt, (8)

Applying the inverse transformation method in Equation (8), it would be possible to randomly
generate time to failure (TTF) numbers from such distribution using the following expression [24]:

TTF = −
1
λ

ln(1−U), (9)

where U is a uniformly distributed random number obtained from a pseudo-random number generator.
Since 1−U is uniformly distributed in the same way as U in the interval [0, 1], it follows that [24]:

TTF = −
1
λ

ln(U). (10)

The expression above is used when the component is in active state and λ is the component failure
rate. When the component is in idle state, λ is replaced by µ (i.e., the component repair rate) and TTF
is replaced by the time to repair (TTR). Thus,

TTR = −
1
µ

ln(U). (11)

3. Microgrids and Their Subsystems

In this section we introduce the concept of SGs and define MGs and their subsystems. Defining
SGs is important as MGs are a key component of them.

3.1. Smart Grids

Following the definition by the United States Department of Energy (DOE), an SG is “a grid that
is intelligent, efficient, accommodating, motivating, opportunistic, quality-focused, resilient and green” [28].
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For the European Regulators’ Group for Electricity and Gas, SGs “are an electricity network that can cost
efficiently integrate the behavior and actions of all users connected to it (generators, consumers and prosumers)
in order to ensure economically efficient, sustainable power system with low losses and high levels of quality and
security of supply and safety” [1].

The SGs concept has considerably developed in recent years. This can be evidenced by several
research and review papers on the topic. In these papers, the concept of SGs and their components is first
defined [29], and then other characteristics of the SG are considered. In a review of critical parameters of
SGs, reliability comes up as the first critical parameter, which demonstrates its relevance [30]. Authors
have also discussed some characteristics of SGs, such as MGs, and some difficulties with the integration
of DG [31]. Finally, other authors investigated the initiatives led by several countries and their vision for
the future of SGs, addressing in detail the current scenario in the United States, Canada, China, Republic
of Korea, India, Australia and countries of the European Union [32,33]. Based on these articles, three
conclusions are derived. First, SGs will be designed to handle the unpredicted load and distributed
energy resources (DER) using ESS, protection systems, control systems, and ICT systems [34]. Secondly,
despite the numerous advantages, SGs face many barriers including bidirectional communication
systems, the integration into the grid with renewable energy resources and the inadequate network
infrastructure and storage [1]. Thirdly, reliability is one of the main critical parameters of SGs. To face
all these challenges, MGs are key.

3.2. Microgrids

The inclusion of many DGs in the power system can cause more problems than they can solve;
MGs are born with the purpose of solving those problems. Thus, MGs are an instrumental part of
SGs and constitute a small piece of a larger network, which involves almost all the components of the
SGs in a smaller size version. While SGs take place on a larger scale, such as large transmission and
distribution lines, MGs are smaller in scale and can operate independently of the electric grid [1].

Many theoretical studies define the concept of MG; the first study dates from 2004. This study
developed a conceptual solution of the MGs and defined several of its components [35]. In the following
years some authors focused on founding the bases for the MGs by discussing recent advances in their
development [36]. However, no specific definition about MG exists nowadays. According to the
DOE [37], MGs are “a group of interconnected loads and DER with clearly defined electrical limits, which acts
as a single controllable entity respectively to the network and can connect and disconnect from it, so that it can
work both in connection to the network and in island mode”.

To determine the current status of MGs, we reviewed research studies on the state-of-the-art
presenting the main lines of research currently in progress. For instance, Reference [4] offers an
overview of the activities of MGs being carried out within the United States Office of Distribution
of Electricity and Energy Reliability and its Research and Development SG program. Also, in [5],
they present the activities and Research and Development projects in the European Union, Japan and
the USA. On the other hand, Reference [6] identified common barriers for the implementation of MGs
in the real world, grouping them into four categories: technical, regulatory, financial and stakeholders.
The most common technical barriers include problems with technological components, dual modes of
operation (ranging from the mode connected to the network to the island mode), quality and control of
energy, and problems of the protection systems.

In [38], authors define the role of MGs in the future of DS, and identified the following challenges:
new business models, operation plans to coordinate the different actors, hierarchical and robust
control, flexible, fast and reliable communication infrastructure, and to improve the use of local DERs.
Moreover, Reference [8] provides a review of all the key issues of MGs and their potential solutions.
The author concluded that, despite the progress made in recent years, technologies are still immature
and are not yet ready for the commercial phase due to the large number of different methods, strategies
and current policies. Therefore, many research, development and engineering efforts are still necessary
to transform current MGs into a fully commercial, reliable and profitable electricity grid.
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In summary, it is expected that, in the future, the MGs will allow DGs to be close to the loads,
reducing the transmission of electrical energy in the system. At the same time, MGs will have the
capacity to separate from the system during the disturbances and operate in island mode without
problems, with little or no interruption, improving the quality of the energy and the reliability in the
load. In addition, MGs will include electricity storage and controllable local loads, which will increase
the efficiency of renewable energy supply and reduce both electricity costs and the carbon footprint in
electricity grids.

A great variety of systems are essential to meet the operating conditions of a MG. These systems
are, first of all, a combination of DER, which can be a DG unit, an active load or an ESS. Secondly,
a physical network to connect them all. This network includes intelligent protection systems, advanced
control systems and ICT systems [39,40]. Figure 2 shows a typical architecture of MGs, which will be
used as the basis for this work. In the following sections a more detailed description of each of the
systems presented in Figure 2 is provided.
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MG; PV—photovoltaic; WTG—wind turbine generator; EV—electric vehicles; LC—local controls;
CDG—control of the DG; CCMG—central control of the MG; CCP—common coupling point; CB—circuit
breaker; SCB—sectionalizer CB.

MG Architectures

The most used MG architecture is the alternating current (AC) since it provides a direct way to
integrate the DG units in the current public grid with minimal modifications and has a high capacity of
fault management. However, it has some drawbacks such as the need to synchronize DG units or the
reactive power circulation, which increases the power losses in the transmission system, due to the
high penetration of DG and ESS units, and direct current (DC) loads [7,41–44].
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These disadvantages opened the door to the DC configuration. Its main advantages are a greater
overall efficiency, since fewer interface converters are used and there is no reactive current circulation
in the grid, and that there is no need to synchronize the DG units. However, in this configuration the
cost increases drastically as it requires a great modification of the current distribution grid [41–43,45].
To overcome this, hybrid AC/DC MGs architectures have been proposed [41].

3.3. Distributed Generation

Distributed Generation (DG) can be defined as the generation of electrical energy within the DS
or on the customer’s grid side [46]. Figure 3 shows how DG units could be introduced to the DS
(i.e., RBTS-BUS 2). DER, defined as demand and supply resources that can be implemented through a
DS to satisfy the needs of energy and reliability of the clients served by that system [46], is an important
concept within the DG. One of the great advantages DGs is that many of the generation technologies
developed so far make use of renewable energy resources (RERs).
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According to the International Energy Agency, RERs are “resources that are generally not subject to
depletion” (i.e., heat, sunlight, wind force, biomass, rain, ocean energy and geothermal heat). Among
others, DG could include the combination of photovoltaic (PV), wind turbine generation (WTG), fuel
cell (FC), micro turbines (MT), and combined heat and power (CHP), among others [46,47]. Of these,
PV and WTG are the most frequently used for reliability assessment in DS and MGs.

3.4. Loads

There are diverse types of load to which MGs can supply electrical power, among which are
industrial, commercial and residential loads. Furthermore, such loads can be classified as critical and
non-critical loads. Typically, most residential loads are rated as non-critical. On the other hand, due to
the high degree reliability and quality of the service required by commercial and industrial users,
such loads are classified as critical [1]. Ideally, an advanced forecast of these loads should be made to
control them and hence provide more flexibility in adjusting the demand to the supply. In addition,
load classification is important to achieve the expected operative strategy to: (1) comply with the net
power of import/export in the “connected to the grid” mode, and stabilize the voltage and frequency
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in island mode by facilitating the dumping of charge/generation, and (2) improve the quality of energy
and the reliability of critical and sensitive loads [6].

3.5. Energy Storage Systems

Energy storage devices in MG applications are used to correct problems associated with DG and
load matching, improving power imbalance, power quality, and reliability and stability between loads
and the production of DG resources. This is a consequence of the ability of the storage system to
provide power when generation deficiencies take place, provide conduction capacity for short periods
of time, and reduce grid losses, thus helping to avoid failure currents [6,48]. Storage devices include
batteries (B), flywheels, super-capacitors, but EVs are also seen as an alternative option for storing
energy [1,6].

3.6. Protection Systems

The flexibility of MGs to commute between the modes connected-to-the-network or in island,
allows to provide auto-recovery, improving quality and reliability. However, this produces large
changes in the current protection systems. Therefore, one of the main technical problems in the
practical application of a MG is the design of the appropriate protection scheme. New schemes must be
capable of satisfying the basic protection requirements of selectivity, sensitivity and reliability, not only
in the connected-to-the-network mode, but also in the island mode. Since the introduction of MGs,
many researchers have proposed new protection schemes to be incorporated in medium and low
voltage MGs. Figure 4 presents the classification of the most developed protection schemes. For further
reading on protection systems, see [5,7,42,43,45,49,50].
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3.7. Control Systems

Control schemes must guarantee flexible and safe transitions between the connected to the
network, island and resynchronization modes, in addition to the regulation of voltage and frequency,
load rapid release, power flow control and an economical operation. Several control schemes have
been proposed, including centralized, decentralized and hierarchical structures. The control center in
the centralized system plays a fundamental role in the management of all local controllers. However,
if it fails, the result may be the loss of control capacity of the entire MG. Conversely, no control center is
needed in the decentralized system, where multiple local controllers are used. The hierarchical system
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combines the two previous types, hence operating more efficiently due to the bidirectional power flow
between MGs and the main power network. As shown in Figure 5, hierarchical control consists of
primary, secondary and tertiary control [5,7,38,43,51,52].
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3.8. Information and Communication Technology Systems

An ICT system is essential to operate an MG efficiently and reliably. For example, it is needed
for communication between controllers, which integrate the components of the MG as a controllable
and functional entity and allows advanced control algorithms that improve the MG economically and
optimally. Likewise, modern meters and protection devices also depend on communication links to
record data, forecasts and diagnostics. Finally, the MG Supervisory Control and Data Acquisition
(SCADA) systems collect real-time status and configuration through communication systems that
interact with the MG management software and system operator to perform an advanced operation of
the MG (that is, intelligent elimination of the load, the response to the demand, the readjustment of the
grid, the generation of islands, etc.). Figure 6 shows the different communication links and protocols
currently used in MGs [7]. To expand the concepts of communication systems in MG, see [7,53–55].
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Protocol/Internet Protocol; PLC—Power Line Carrier; GSM—Global System for Mobile; HSPA—High
Speed Packet Access; LTE—Long Term Evolution; LTE-A—LTE-Advanced; WiMAX—Worldwide
Interoperability for Microwave Access; DNP3—Distributed Network Protocol.
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3.9. Power Electronic Devices

Power electronic devices are highly integrated into MGs and are found in almost every subsystem
that composes them. For example, modern protection systems are power electronic systems. In addition,
all DG systems and ESS will be connected to the existing DS through power electronic converters.
These converters are mainly made up of switching devices (i.e., insulated gate bipolar transistors
(IGBTs), diodes and capacitors) [56,57].

4. Reliability Assessment in Distribution Systems with Microgrids: Issues and Opportunities

In this section we address why the reliability assessment of a distribution system with MGs is
important. Then, each of the systems exposed in the previous section are analyzed from the reliability
point of view.

4.1. Why Is the Reliability Assessment of DS with Microgrids Important?

A large amount of research on MGs is currently taking place with the aim of establishing a
dependable theoretical framework to support the idea. The improvement of the MGs concept involves
the identification of the benefits that these can bring. Among other aspects, the use of MGs simplifies
the implementation of many of the functions of the SGs, including reliability, auto-recovery, and load
control. MGs have the potential to increase the reliability and quality of energy at system load points
due to the decentralization of supply; this is caused by the proximity of the DG with the load, which
could decrease the duration and frequency of interruptions, as well as the level of energy not supplied.

Therefore, reliability assessment is of vital importance to determine the reliability increase of
the power system in the presence of MGs. In addition, the appearance of MGs in the energy supply
systems has posed additional technical, economic and regulatory problems. For example, with the
coincidence of generation and load, important technical problems arise in the operations of MGs such
as maintenance management, the management of the reactive power, and the regulation of the voltages
and minimizing energy losses; these problems are of greater relevance when MGs are used in island
mode [39]. Therefore, MGs have their own reliability problems, which must be evaluated every time
that some of the systems comprising them are modified.

Finally, reliability will play a crucial role in the management of demand. For example, when MGs
are connected to the grid, interruptions of the main grid may lead to operation of MGs in island mode.
In this mode, the master controller is based on production and storage in the MGs to balance the load
with the generation and avoid load cuts. Decisions to balance the loads with the generation in the MGs
in island mode can depend on the priority and reliability requirements of the loads [39], which makes
reliability assessment necessary to make these decisions.

4.2. Reliability Assessment in SGs

Although it is not the main goal of this study, we also reviewed some articles focusing on reliability
assessment in SG (Table 1). For instance, in [58], they analyze the effect of SGs on improving the
reliability of energy distribution networks when the behavior of the protection systems and the DG are
considered. The authors use the IEEE-RTS test system and compare the reliability indexes when (1) an
automatic recloser is placed in different arbitrary positions; and (2) instead of an automatic recloser,
several DGs were placed. Using the analytical method implemented in the distributed industrial system
reliability (DISREL) evaluation algorithm, the behavior of the SAIFI, SAIDI, and CAIDI reliability
indexes was assessed.
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Table 1. Classification of research papers assessing reliability in Smart Grids (SGs).

Reference Systems Analyzed Implemented
Technique

Calculated
Indexes Test System

[58]
DG Analytical

(DISREL)
SAIDI, SAIFI,
CAIDI, ASAI

IEEE-RTS 34 nodes
Protections

[59]
DG

SMCS SAIDI, SAIFI,
CAIDI, ASAI

IEEE-RTS 34 nodes
Protections

[3]

DG (PV, WTG)

Pseudo SMCS SAIDI, SAIFI RealICT

Control

[60] ICT (Cybernetic) NSMCS EENS, Others RBTS

[61] ICT (cloud storage) NSMCS EENS IEEE-RTS 79 nodes

[62]
DG (PV, WTG, Diesel)

SMCS EENS, SAIFI,
New Indices

RBTS-Bus 6
Optimization

4.3. Reliability Assessment in DS When MGs Are Introduced

We also reviewed papers addressing the state-of-the-art of reliability assessment (RA) and
quantifying how MGs influence DS reliability. Papers were characterized based on whether the load,
DG and ESS were modeled, which RA techniques and reliability indexes were used, and the test
system where it was applied. A total of 18 research papers were identified (Table 2). For example,
Reference [63] quantified reliability improvement in the DS in the presence of MGs, using no MGs,
MGs in island mode without load prioritization, and MGs in island mode with load prioritization.
The authors developed an analytical method to model the load, the DG, and the storage, applied this
method to the RBTS and assessed the system’s reliability using the SAIFI, SAIDI and CAIFI traditional
reliability indexes. Figure 7 shows a flow chart for the reliability evaluation of distribution systems
using the SMCS method, when MGs are introduced, considering the DG and load models.

Table 2. Classification of reliability assessment (RA) articles when introducing MGs.

Reference Model RA Techniques Reliability Indexes Test System

[63] Load, DG, ESS

Analytical

SAIFI, SAIDI, CAIFI RBTS

[64]
Load, DG

SAIFI, SAIDI, ASAI, ENS Others

[65] SAIFI, SAIDI RBTS

[66]
DG

SMCS Others Real

[67] Analytical SAIFI, SAIDI, ASAI, ENS RBTS

[37] Load, DG
SMCS

ENS Real

[40] Load, DG, ESS Others Others

[68] DG, ESS SAIFI, SAIDI, EENS
Real

[69]
Load, DG, ESS

SMCS

AENS, EENS

[70] ENS, EENS IEEE-RTS, RBTS

[71] Load
SAIFI, SAIDI

Real

[72] Load, DG
IEEE-RTS, RBTS

[73]
Load, DG, ESS

SAIFI, SAIDI, ASAI, EENS

[74]
Analytical

Others

Others[75] DG SAIFI, SAIDI, ASAI, ENS, AENS

[76] Load, DG
SMCS

SAIFI, SAIDI, ASAI, EENS

[77] Load, DG, ESS Others IEEE-RTS, RBTS
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Table 2. Cont.

Reference Model RA Techniques Reliability Indexes Test System

[78] Load, DG

Analytical

SAIFI, SAIDI, CAIFI, ASAI, ENS,
Others

Others[79]

Load, DG, ESS

SAIFI, SAIDI, ENS

[80] Others

[81] ENS, EENS
Real

[82] SMCS ENS

[83] Analytical SAIFI, SAIDI, ASAI, ENS
Others

[84] SAIFI, SAIDI, ENS
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Research studies performing optimization considering reliability as an objective function were
not classified in Table 2. For instance, in [85], authors presented a systematic and optimized approach
considering the adequacy and security of the DS by defining a combined probabilistic reliability index
that includes both the real and reactive power balance. In this study, the PG and E69 bus distribution
system were used as a test system, loads were variable, and different DG technologies were considered.
In addition, the authors of [86] propose a structure where MGs are in interconnected mode and
an energy exchange is allowed between them. The authors applied a particle swarm optimization
algorithm to determine the optimal energy dispatch and compared their results using sequential MCS
(SMCS). On the other hand, Reference [87] considered the safety of the DS and use the weighted graph
partition method to create MG clusters. The authors defined new indexes to assess the reliability
in terms of real and reactive power and proposed an interactive diffuse method and test it in the
IEEE-RTS system. Finally, the authors of [76] introduced the concept of “Energy Hub” to capture the
coupling between multiple energy forms in an Integrated Energy System (IES). The authors presented
a reliability assessment approach based on the SAC algorithm and the “Energy Hub” model combined
with SMCS.

Reliability Assessment of MG Architectures

In [88], authors perform a reliability evaluation study in MGs analyzing different architectures,
namely AC, DC, AC/DC hybrids and an architecture called 3-NET. The article compares the benefit of
each of these MG architectures based on economic performance in market models and their reliability
characteristics. For the latter, the authors used four reliability indexes, employed the SMCS reliability
assessment technique, and applied their approach to a customized test system.

4.4. Reliability Assessment in Distribution Systems and MGs with Distributed Generation

As mentioned in Section 3.4, renewable WTG and PV distributed generation units are frequently
used in RA. In this section, we present some reliability models of said DG units and reviewed papers
addressing RA in such DG units are classified.

4.4.1. Reliability Models of Renewable DG Units WTG and PV

The physical and statistical models below are two available in the literature for modeling energy in
PV and WTG units. For example, for wind energy, the wind speed model is established first, and then
wind power simulation data are obtained through energy conversion. Under statistical modeling,
historical data on wind energy production is used directly to simulate the energy output sequence.
For the reliability evaluation, statistical modeling is more appropriate since it ignores the energy
conversion and simplifies the modeling process, while improving the accuracy of the data [89].

4.4.2. Probability Model of the WTG Output Power

The output power of a wind turbine (Poutw) depends on the wind speed. The relationship between
output power and wind speed (Figure 8) can be expressed with the following equation [90]:

PoutW =


0,(

A + B×Vt + C×V2
t

)
× Pr,

Pr,

0,

0 ≤ Vt ≤ Vci

Vci ≤ Vt ≤ Vr

Vr ≤ Vt ≤ Vco

Vt > Vco

, (12)

where A, B and C are constants that can be calculated in terms of Vci and Vr [90], Pr is the nominal output
power, Vci is the wind cut-in speed, Vr is the nominal wind speed, and Vco is the wind cut-out speed.

Figure 8 represents the power curve of a turbine of 600 kW with cut-in, nominal and cut-out
speeds of 4, 15 and 25 m/s, respectively. When the wind speed is between the nominal and cutting
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speeds, nominal power will be generated. Conversely, when the wind speed is lower than the cut-in
speed or higher than the cut-out speed, the output power of the turbine would be zero. Thus, the actual
power generation capacity of a renewable DG unit can be modeled as a stochastic parameter. A Markov
model could be used to describe a stochastic process such as transitions between probable states,
in which each state represents a discrete value [90–92].
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To develop the WTG reliability model, the output power is divided into finite states, which reflect
certain characteristics of wind energy production (i.e., seasons, weather conditions and time of the
day). However, the number of states is arbitrary and depends on the required precision of the model.
For example, the output power of the turbine of 600 kW can be divided into five states, namely 0, 150,
300, 450 and 600 kW.

Figure 9 shows a 5-state reliability model of the WTG. States WT1 to WT5 represent 600, 450, 300,
150 and 0 kW for the WTG, respectively, and generate a matrix P for n states given by [90–92]

P =


p11 p12

p21 p22
· · ·

p1n
p2n

...
. . .

...
pn1 pn2 · · · pnn

, (13)

the entries of which represent the transition probability between different states in the Markov chain.
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4.4.3. Probability Model of the Output Power of the PV

PV devices are robust, simple in design and require little maintenance. PV generation directly
converts sunlight into electricity without the interference of any thermal engine. The main advantage
of PV generation is its construction as independent systems to provide outputs, ranging from micro to
megawatts. The solar cell is the basic unit of the PV generator, and converts the rays or photons of the
sun directly into electrical energy. A solar cell is usually represented by a circuit diagram as shown in
Figure 10 [91–93].
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Figure 10. Circuit diagram for the photovoltaic (PV) model. Rs—Resistance of the module series;
Rsh = derivation resistance of the module; Ipv —PV current; Io—dark saturation current; Iph—photo
generated current; Vpv—PV voltage.

The model of the PV system can be developed according to the characteristic of current (I) and
voltage (V) of the modules. The characteristic I −V of the solar cell is based on the diode model is
given by:

IPV = Iph − I0

(
eq(

VPV+IPV×Rs
K×T×a )

− 1
)
−

(
VPV + IPV ×Rs

Rsh

)
, (14)

where Iph is the photo generated current, I0 is the dark saturation current, Rs is the resistance of the
module series, Rsh is the derivation resistance of the module, a is the quality factor of the diode, K is
the Boltzmann constant, T is the absolute temperature of the cell, and q is the electron charge [91–93].
The power is then calculated as:

PoutPV = VPV × IPV, (15)

For the statistical model, the modeling process is similar. However, failure states can be added
to the model. Figure 11 shows a diagram of three Markov states for a PV system with intermittent
failures and repair. The model stipulates that the system can go from a normal state (NS) to a state of
permanent failure (PF) or intermittent failure (IF) at rates λ1 and λ2, respectively. From the IF state,
the PV system can go to the NS state at an automatic repair rate µ1, or to the PF state at a failure rate
λ3; the system can also switch from the PF state to the NF state at a manual repair rate µ2 [94].
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4.4.4. Classification of Reliability Assessment Studies in Modern Power Systems Focused on DG

One of the biggest problems of integrating the DG into the power system is that, in certain
scenarios, reliability worsens [95]. Given the importance of the DG in modern power systems and its
direct influence on reliability, it is expected that most of the RA research in current power systems
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considers the DG. In what follows, we review research articles analyzing the impact of introducing DG
into either the MGs or the CPS. Research considering DGs combined with other systems of the MGs
will be analyzed in the following sections.

In [90], authors present the reliability assessment of a DG in the presence of MGs; such MGs
include PV, WTG and diesel turbine generators (DTG). These DGs help to supply part of the load
when in “connected to the network” mode but could also provide 100% of the load when the MG is in
island mode. RA was accomplished via SMCS using the SAIFI and SAIDI indexes of the conventional
distribution system, and the EENS, an index of the conventional generation system.

Table 3 summarizes all research studies performing RA in modern power systems analyzing DG.
We found that most papers follow the methodology proposed in [90], and were performed on the field
of system’s adequacy. The relevant aspects considered in this classification were whether the load
and/or the ESS were modeled, the type of DG being used, and the system where the DG was integrated.
In addition, we included which types of RA techniques were used, which reliability indexes were
calculated, and the test system utilized.

Table 3. Classification of RA articles analyzing the DG.

Reference Model DG Type IS 2 RA Techniques Reliability Indexes Test
System

[96]

CPS

SMCS SAIFI, SAIDI, CAIFI,
AENS

Others[97] Analytical SAIFI, SAIDI, CAIFI,
AENS, EENS

[98] Others EENS

[99]

Load

PV, WTG SMCS

SAIFI, SAIDI, ASAI,
EENS RBTS

[100] EENS IEEE-RTS

[47] PV Analytical,
SMCS

SAIFI, SAIDI, ASAI,
ENS, AENS RBTS

[101] Others ENS Real

[102]

Load, ESS

PV, WTG

MG

Analytical
Others

Others[89] New Indexes

[91] SMCS Others

[90] Others SAIFI, SAIDI, EENS RBTS

[103] PV NSMCS AENS, EENS

Others
[104] PV, WTG SMCS EENS

[92] PV, WTG, CEG 1,
Others

Analytical SAIFI, EENS, New
Indexes

[105]
PV, WTG, CEG

Others SAIFI, SAIDI

[106]

Load CPS

Analytical EENS RBTS

[107]

PV

Analytical,
NSMCS ASAI, EENS, Others IEEE-RTS

[94]

Analytical[108] Load

MG

SAIFI, SAIDI, EENS RBTS

[109]
Load, ESS PV, WTG

SAIFI, SAIDI, ASAI,
New indices, Others

IEEE-RTS,
RBTS, Real

[110] CPS SMCS SAIFI, SAIDI, EENS RBTS

[111]
Load WTG

Others EENS, New indices IEEE-RTS

[112] MG Analytical SAIFI, SAIDI RBTS
1 CEG—Conventional energy generators, 2 IS—system where the DG was integrated.
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4.5. Reliability Assessment in MGs Analyzing the Influence on Loads

4.5.1. Load Probability Model

The behavior of loads in the DS is a frequent pattern during normal conditions. Consequently,
a variable loading model over time can be developed using historical data [90]. Therefore, in the
proposed modeling method, monthly and hourly weight factors are used to build a load model over
time. The estimated load for each load point i at any given time for different sectors (i.e., residential,
commercial and industrial), can be calculated as follows [113]:

Li(t) = wh(h) ×wm(m) × Pli, (16)

where Li(t) is the load value at time t, wh(h), wm(m) and Pli are the hourly weight factor, the monthly
weight factor and the peak load value for the load point i, respectively [24,90,96].

4.5.2. Classification of RA Studies in MG focused on the Load

Almost all reviewed papers consider the DG model and analyzed the load type. Since all the
articles studied were in the field of system adequacy and RA was performed to determine the impact
of loads on the MGs, a classification was performed. Table 4 summarizes our findings. For example,
in [113] authors studied the stochastic effects of integrating intermittent energy sources, WTG and PV,
into a distribution system. The authors used SMCS and executed simulations over a 10-year period
at a load point consisting of multiple scenarios, and three different types of loads (i.e., residential,
commercial, and industrial). For each type of load, four different simulations were performed: no DG,
using PV as DG, using WTG as DG, and using PV and WTG as a combined DG. All DGs were used as
a backup to the grid, tests were carried out in the RBTS system and the ENS index was calculated.

Table 4. Classification of reliability assessment studies in MG focused on the load.

Reference Load
Type Model DG Type RA

Techniques
Reliability

Indexes
Test

System

[113] Residential,
commercial,
industrial. DG

PV, WTG
SMCS ENS

RBTS

[37] PV, WTG,
others Real

[114] Residential,
commercial, others. PV, WTG Analytical SAIFI, SAIDI, CAIFI,

ENS, AENS. RBTS

[115]

Others.
DG SMCS

EENS, others. IEEE-TS

[116]

PV

SAIFI, SAIDI, ENS. Others

[117] DG, ESS
Analytical

ENS. IEEE-TS

[118] DG SAIFI, SAIDI. Others

[63] Residential. DG, ESS Analytical SAIFI, SAIDI, CAIFI. RBTS

4.6. Reliability Assessment in MGs, Analyzing the Influence of the ESS

4.6.1. Probabilistic Model for Batteries

In reliability studies, batteries require a particular probabilistic model that considers their
operational characteristics, which do not follow a Markovian process, and the load state, which depends
on the system’s operation and batteries lifetime. Also, a possible failure unrelated to battery lifetime
use, such as a failure caused by a battery defect, should also be considered in the model [119]. Hence,
formulating such a model is a difficult task. However, these characteristics are not necessary when it is
of interest to quantify the impact on reliability when, in order to supply the energy that the generators
cannot supply for any reason, batteries are put in parallel with the DG. In this scenario, the battery’s
availability is used to quantify the influence on the reliability indexes if the battery would not be
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available 100% of the time. Figure 12 shows a 3-state Markov process in which states represent 100%,
50% and 0% battery’s availability [120].Energies 2020, 13, x FOR PEER REVIEW 19 of 33 
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4.6.2. Classification of Reliability Assessment Studies in MG, Focused on ESS

One of the main objectives of introducing storage systems in MGs is to improve reliability,
especially when the MG works with renewable DGs. Table 5 summarizes research papers quantifying
the effect on MGs reliability when ESS are introduced. All papers were framed in the field of system
adequacy, and most of them followed the organization proposed by in [120], who investigated the
impact of adding PV generation and ESS (i.e., batteries) to a MG. To model the PV, ESS and the
DS, the authors used the analytical and Markov methods, and testing was performed in the RBTS
system through different indexes [120]. Furthermore, most research papers assessing reliability in
MGs evaluating the impact of the storage system considered batteries. However, vehicle-to-grid (V2G)
technology has recently emerged as a suitable alternative [121].

Table 5. Classification of reliability assessment studies in MG focused on ESS.

Reference ESS Type Model DG
Type

RA
Technique Reliability Indexes Test

System

[122]

Batteries

DG

PV

Analytical Others Others

[47] DG, Load. Analytical
and SMCS

SAIFI, SAIDI, CAIDI, ASAI, ENS,
AENS.

RBTS
[123] DG, Load. PV, WTG. Analytical SAIFI, SAIDI, AENS, Others.

[120]

DG

PV SAIFI, SAIDI, CAIDI, ASAI, ENS.

[119] PV, WTG,
Others.

Analytical,
Others. SAIFI, SAIDI, ASAI, ENS, AENS.

[124]

DG, Load.

WTG Others EENS, New Indices. IEEE-TS

[78] PV Analytical,
SMCS.

SAIFI, SAIDI, ASAI, ENS. Others

[125] WTG CAIDI, EENS. IEEE-TS

[126]

Electric
vehicles

SMCS SAIFI, SAIDI, ASAI, EENS. RBTS

[121] PV, WTG,
Others. NSMCS SAIFI, AENS. IEEE-TS

[127] SMCS SAIFI, SAIDI, ASAI, EENS. Others

[128] WTG Others Others Others

[39]

Batteries

PV, WTG.

SMCS

SAIFI, SAIDI, CAIDI, Others.

Real
[129] WTG,

Others. CAIDI, Others.

[130]
PV

Analytical Others. Others

[131] SMCS SAIFI, SAIDI, EENS. RBTS

4.7. Classification of Reliability Assessment Studies in MG Focused on Protection Systems

We classified research literature quantifying the effect of including protection systems on MG
reliability. Results are presented in Table 6. This classification was based on the fact that all research
studies were in the field of system adequacy, and included the (1) type of analysis performed on the
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protection systems, (2) RA techniques, (3) test system where it was applied, (4) DG type, and (5) the
reliability indexes used. For example, the authors of [132] investigated the effects of the protection
system on the reliability of an MG integrated with DG. The authors developed a stochastic model to
simulate the existing challenges in the current protection schemes, and considered different operating
conditions (i.e., over-current, over-voltage and sub-voltage). For the analysis, the authors proposed
three new indexes of diffuse reliability. Simulations were performed in a modified version of the test
system proposed in [133]. Finally, an evaluation strategy, combined with diffuse simulation and load
restoration is presented as a solution tool.

Table 6. Classification of RA Studies in MG, focused on protection systems.

Reference Analysis Performed
on the Protection Systems RA Techniques Test

System DG Type Reliability
Indexes

[134]

Test system includes Fuse, Circuit Breaker,
Sectionalizer, Interconnection Protection, Recloser,
Overcurrent Protection and Relays as protection

components. Their impact on the reliability of the
system was evaluated.

SMCS.

IEEE-TS PV SAIFI, SAIDI,
CAIDI, AENS,

[135]
Normally open switches (NOS) are placed in the test

system. Authors assessed their impact on the
reliability of the system. Own

PV, WTG,
MT, FC

LOLE, LOEE,
Others.

[136] A circuit breaker is located in the test system and its
impact on the reliability of the system is evaluated.

Non
specified

SAIFI, CAIDI

[137]
Reliability of the power system is assessed in the

presence of MGs. Further, the influence on reliability
of switches state and failure time are analyzed.

Analytical model,
connection and
influence matrix

RBTS
Bus 6

SAIFI, SAIDI,
CAIDI, ASAI,

EENS

[138]

An algorithm for the optimal allocation of automatic
switching and sectionalization devices (ASSDs) is
improved and their impact on system’s reliability

is evaluated.

Dynamic
programming,

SMCS.
Real. SAIFI, SAIDI,

EENS.

[132]

The abnormal operating conditions of the protection
systems (i.e., Overcurrent, Overvoltage and

Sub-Voltage) are analyzed, and their impact on
system’s reliability is evaluated.

Analytical model
combined with a

diffuse model.

Taken
from
[133]. PV, WTG.

Three diffuse
indexes given

by the authors.

[139]
Authors assessed the impact of the protection systems

and their operating conditions on the reliability
indexes of a MG.

Grid mesh method
combined with

enumerative
analysis.

SAIFI, SAIDI,
ENS.

[140]
The effects of deficient protection schemes (focusing

on the overcurrent protection scheme and monitoring)
on reliability indexes are evaluated.

Integrated strategy
for analysis of

operating
condition.

[141] A protection coordination algorithm is proposed and
its impact on the reliability of the system is assessed.

Analytical method
with SMCS

RBTS-
bus 6.

SAIFI, SAIDI,
ENS, Others.

4.8. Classification of Reliability Assessment Studies in MG Focused on Control Systems

The island operation of MGs helps to improve the local and general reliability. However,
the interruption time of the load point of the MGs and the interruption frequency are directly affected
by the control strategy. Here, we classify research papers quantitatively analyzing the impact of several
control strategies on MG reliability. Only studies modeling the load, DG and ESS, and in the scope
of the adequacy of the system, were included. Our results are summarized in Table 7. A specific
example of such research is [142], which proposed a probabilistic methodology to evaluate the impact
of control strategies in the MG on the reliability of the distribution network. This evaluation is
conducted considering the primary and secondary controls of the MG when it operates in island mode.
The optimal power flow (OPF) and the power flow with slack bus distribution (PFDS), combined with
OPF, were used for the primary and secondary controls, respectively. The SMCS was used to select the
system scenarios, which considered some of the uncertainties associated with the system (i.e., load
fluctuations, load forecast errors, unavailability and intermittency of the WTG). This methodology
allows to estimate the impact on the operation of the MG island at a load point based on the ASIDI,
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ASIFI, SAIDI, and SAIFI reliability indices. Tests were carried out on a 33-nodes modified IEEE-RTS
system [142].

Table 7. Classification of RA studies in MG focused on control systems.

Reference Type of Control DG Type RA
Techniques

Reliability
Indexes

Test
System

[143]

Authors analyzed load control system
considering the fluctuation and correlation

characteristics of the renewable DGs and the load
demand (advanced forecast). Three control

strategies are proposed, the first one taken from
other studies in which the elimination decisions
of loading are obtained through the optimization

of the island. When available power is not
sufficient for all loads, interruptible loads will be
eliminated first. A greater deficiency of energy

would lead to the release of moderate loads and
then to critical loads. Interrupted loads will not
be restored during the period of the island until
the MG is reconnected to the power grid. The

other two strategies are modifications of the first,
proposed by the authors.

PV, WTG. SMCS

SAIFI, SAIDI,
ASAI.

IEEE-TS,
RBTS

[144]

A comprehensive energy management strategy
(HEMS) is proposed for the management of
Multi-MG systems with multiple generation

resources, fixed and mobile energy storage units,
as well as interruptible and
non-interruptible demands. SAIFI, SAIDI,

CAIFI
RBTS

[145]

Three different types of MG power mode
controls for clients were used: constant power
control mode, power control mode considering
the DG power limit, and optimal power control

mode set.

PV

Analytical[146]

The Spanning Tree Search algorithm is used to
optimize the DS restore process, maximizing the

restored load and minimizing the number of
switching operations. The breadth-first search

technique is used to set the time needed to
restore clients.

Non
specified

SAIFI, SAIDI. Real

[147]

A decentralized control is presented as a resource
to avoid reliability degradation over time.

Authors analyzed the centralized and
decentralized control architectures for MG, from

the reliability point of view.

Others Others

4.9. Classification of Reliability Assessment Studies in MG Focused on ICT Systems

Here we classify research articles quantitatively analyzing the impact of ICTs on MG reliability.
Our findings are summarized in Table 8. A total of three studies were included, all of which were
in the field of system adequacy, and model the load, DG and ESS. For instance, the authors of [148]
performed RA of systems with DG considering the inherent uncertainties of renewable energy sources,
load and energy price. Their main contribution was the analysis of the impact of the degradation
of communication networks on system’s performance. The degraded behavior of communication
networks is modeled considering the two most common types of failures (i.e., stochastic continuous time
transmission delays and packet abandonments). The authors also developed an OPF computational
framework with MCS (MCS-OPF), which can generate consecutive operating scenarios dependent on
entire system time. This framework was applied to a modified 13-node IEEE-RTS test feeder and uses
the ENS and EENS reliability indices.
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Table 8. Classification of RA studies in MG focused on ICT systems.

Reference ICT Where Analysis
Was Applied DG Type RA

Techniques Reliability Indexes Test
System

[2] Telecontrol/automation
systems of switching devices. Analytical SAIFI, SAIDI.

Others[149] Direct cybernetic power
interdependencies PV, WTG Others EENS, Others.

[150]
Cyberphysical System

Analytical SAIFI, SAIDI, CAIDI.

[151] WTG SMCS SAIFI, SAIDI, EENS. RBTS

4.10. RA Studies in MGs Analyzing the Influence the Power Electronic Systems

Power electronic systems are found in the vast majority of the MGs subsystems. However,
there are few studies evaluating the impact of such systems on MGs reliability. Nevertheless, the impact
of power electronic systems on the reliability of some of the MG subsystems has been addressed,
especially in renewable DG subsystems such as PV [56,93,152–154] or WTG [155,156]. For example,
authors in [93] classify components that fail the most in a large-scale PV system, and conclude that
the inverters are the most critical component. Further, Reference [56] states that capacitors are the
most critical elements of inverters. These findings highlight the importance of analyzing the impact of
power electronic systems on the reliability evaluation of MGs. In this line, the authors of [79] evaluate
the reliability of island MGs with high penetration of renewable DGs, taking into account failures
in the power electronic equipment. The authors build an analytical model of the integral failure
rate of said system, applied in a modified reference system and calculate the SAIFI, SAIDI and ENS
reliability indices.

5. Discussion

Among the modern electric power systems, MGs are fundamental since their implementation
would improve the reliability of the system and the quality of supply. Therefore, RA plays an important
role in the development of MGs. Under this perspective, this paper presented a wide literature review
and a categorization of the most relevant research studies in the field. With the aim of offering an
introduction to readers new to the subject or for those professionals who do not belong to the field
of electrical engineering, the concept of RA in MGs was introduced. First, a contextualization of
RA in the electrical system was first presented since many of these concepts are the bases of the
reliability evaluation in MGs. Then, the MGs and each of their subsystems were defined. In this context,
we addressed two question: (1) why is it important to assess reliability in MGs? and (2) how do MGs
influence the reliability of distribution systems? In addition, we analyzed how each of the subsystems
of an MG affects reliability. We also discussed the most common reliability models currently in use and
outlined future lines of research.

From a general point of view, we identified that 40 countries from all continents, led by China
and the United States, have made contributions regarding RA in distribution systems with MGs,
demonstrating the intense research efforts carried out worldwide. Such research efforts are focused,
among other aspects, on modeling the random characteristics of each of the subsystems of the MGs.
Among these subsystems, in this review we identified that the tendency is to integrate the DGs, the load
and the ESS to the MGs model, in order to represent the complexities of the system. Regarding DGs,
the most widely used are those of renewable nature, namely PV and WTG. In terms of ESS systems,
the most frequently used are batteries (BESS), although there is a recent trend to analyze hybrid ESS
(HESS) and electric vehicles as storage systems. On the other hand, the RBTS test system is the most
widely used, although real systems constitute an emerging trend.

We witnessed first-hand the considerable number of research papers on RA in MGs reported in
literature (Figure 1). A potential research line oriented by topics such as distribution systems in the
presence of MGs, MGs in the presence of DG, advanced forecasting of loads, ESS, protection systems,
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control systems and ICT systems, allows a better representation of the state-of-the-art in the field.
However, more research, development and engineering work are required to transform a current MG
into a fully commercial, reliable, and profitable electrical network.

Despite considerable advances in MGs, one common problem is the large number of MG
configurations (i.e., Multi-MGs, Nanogrids, rural MGs, community MGs, among others). This implicates
that, although a new MG configuration could sound prominent or promising, it must necessarily
undergo RA.

We identified that SMCS is the most widely used method for RA. However, new methods
or variations of the existing ones, whether analytical or SMC methods, are constantly being
proposed. Some examples include dynamic fault tree analysis, network equivalence techniques,
universal generating function method, Semi-Markov Models, hybrid SMC, Discrete-event Simulation,
and artificial intelligence techniques. Based on these findings, comparing different RA methods could
represent an interesting line of research.

MGs need flexible protection systems, which should be able to operate both in a grid-connected
mode and in an island mode, with appropriate relay trip currents considering the operational state of
each component. Consequently, future protection systems must have overcurrent relays, fault detection
and diagnosis systems (FDDS), switches and remote-controlled disconnectors. We observed that few
research studies assessed MG to evaluate the reliability of MGs in the presence of such systems; some
of these studies focused on the quantifying of the impact locating protection components (i.e., fuse,
circuit breaker, sectionalizer, interconnection protection, recloser, overcurrent protection, and relay)
on a system’s reliability, but not on the protection systems per se. Despite the fact that many types
of protection systems for MGs are available in the literature, References [122,139,142] only include
overcurrent protection systems and more in-depth RA analysis. Thus, RA in MGs with different
protection systems are a line of research of great potential.

The MGs need hierarchical, decentralized and robust control systems that can monitor large areas.
In addition, controls are needed for the generation units, the ESS and the local control systems of the
MG, which include voltage control and optimization, the optimal power flow control, the demand
response control and multi-agent control, among others. Although the control strategies for MGs have
been widely studied, we only identified five studies comparing new control strategies in MGs from the
reliability point of view (Table 7). Therefore, more research studies are needed to assess how these new
control strategies impact MGs reliability.

Similarly, MGs need flexible, distributed, fast and reliable communication infrastructure, in relation
to reliability. Although some communication infrastructure has been evaluated considering failures of
the communication system and intentional failures caused by intruders, only four research studies
were identified in this review where the impact of ICT on the reliability of MG was assessed (Table 8).
Therefore, more research works are necessary to evaluate the reliability of MGs in the presence of ICT.
This implies that defining a robust communication protocol could represent a better remote connection,
and further become an important open issue.

Finally, we identified that MGs require power electronic devices for their systems protection
and control. Research studies assessing the impact of power electronic devices on the reliability of
distribution systems with applications of MGs are scarce, despite the use of these devices in almost all
the MGs subsystems. Therefore, we suggest paying close attention to the low reliability of the electronic
power systems in some of the subsystems of the MGs (i.e., converters in photovoltaic systems).
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