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Abstract

:

This paper qualitatively evaluates the application of blockchain technology for three energy efficiency use cases. To achieve the Sustainable Development Agenda, energy efficiency improvements have to double by 2030. However, the adoption of energy efficiency interventions is slow due to several market barriers. Blockchain technology is a nascent technology with the potential to address these barriers or even fundamentally change energy system designs, by enabling transparent, decentralised, and tamper-resilient systems. Nevertheless, a blockchain application comes with trade-offs and needs to be considered on a case by case basis. In this paper, we examine the benefits and constraints of a blockchain application for three different approaches to achieving energy efficiency: (i) peer-to-peer (P2P) energy trading; (ii) White Certificate Scheme (WCS); and (iii) Energy Service Companies (ESCOs). For each of these cases, we apply a decision framework to assess blockchain feasibility and outline a potential blockchain-based design. The analysis shows that blockchain functions are case dependent and that an application creates different governance and system designs due to varying case characteristics. We discuss how the identified blockchain adoption barriers can be overcome and stress the need for policy action to advance the development of pilot studies. By decentralising system governance, blockchain enables innovative designs that can accelerate the implementation of energy efficiency interventions.
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1. Introduction


Accelerating the adoption of energy efficiency interventions is critical to meet two objectives: First, to double the global rate of improvement in energy efficiency by 2030, as put forward by the Sustainable Development Agenda [1]. Second, to achieve the objective of the Paris Agreement of limiting global average temperature to well below 2 °C [2]. The most significant reduction in global greenhouse gas emissions is expected to come from energy efficiency savings [3]. However, the adoption of efficiency interventions is stalling as the primary energy intensity only improved by 1.2% in 2018, which is the lowest growth rate since 2010 [4]. Similarly, the number of technical efficiency improvements almost halved between 2015 and 2018 [4]. This progress is insufficient for meeting the goals of the Paris Agreement and the 2030 Agenda [5].



Presently, investments in efficiency interventions are constrained by economic, financial, informational, and regulatory barriers. Barriers like lack of access to capital, high investment costs, inflated risk perceptions, and high transaction costs [5,6,7,8,9] impair the financing of efficiency interventions in many countries. As a consequence, efficiency investments have largely stalled since 2014 [4], while investments would need to double by 2025 to comply with the goals of the Paris Agreement and the 2030 Agenda [5]. Private investment is critical for pushing efficiency investments forward, especially in developing countries where access to financing is extremely limited [10,11]. Informational barriers related to the cost and benefits of an efficiency intervention and a lack of comprehensive measurement and verification methodologies [8,12] lead to a lack of credible information [6,9]. This lack of credible information inhibits the development of policies and limits investments to accelerate the implementation of efficiency interventions. Peimani [13] showed that due to the low availability and trustworthiness of information, financial institutions perceive the investment in efficiency interventions as high risk and low return.



Considering these barriers, blockchain technology could provide an innovative approach to create transparency and reduce transaction costs of energy efficiency interventions. Downes and Reed [14] consequently propose that blockchain technology could disrupt difficult and time-consuming traditional governance models to improve sustainability outcomes. By distributing data across a network of actors, blockchain can eliminate information asymmetry and create novel platforms for interactions. In the context of energy efficiency, the literature suggests blockchain technology to be relevant in mainly three application areas. First, blockchain could enable innovative energy trading systems, such as P2P energy trading [15,16,17,18,19,20,21,22,23,24,25,26,27,28,29,30], electric vehicle charging [15,31] and energy markets [22,27,32,33,34,35]. Second, blockchain could serve as a distributed accounting and trading platform for the energy efficiency White Certificate Schemes (WCS) [15]. Third, blockchain could enable decentralised financing mechanisms for Energy Service Companies (ESCOs) [15,36,37].



Although there is agreement on the general potential of blockchain technologies for the different energy efficiency application areas, no study conducts a systematic assessment and comparison of these different application scenarios. Given the scenario diversity, it is critical to understand when a blockchain application is beneficial and how different criteria lead to changes in the blockchain design and governance. This paper presents the first step towards academic energy efficiency research to evaluate the potential and unclear effects of this potentially disruptive technology. For this, incremental research is required to better understand, predict and design blockchain applications that benefit energy efficiency interventions [38]. The paper seeks to initiate a discussion by educating policymakers and practitioners on the potential benefits of the technology. This discussion is important for opening up this field of research to keep up with state-of-the-art research in other disciplines, such as healthcare [39,40] or supply chain [38,41]. For this discussion, the paper provides the following contributions: It uses a decision framework to qualitatively evaluate whether a blockchain application is technologically feasible for each case. The findings from these analyses are then compared to show the differences in system organisation and governance, as well as benefits and barriers, among the cases. Furthermore, we illustrate a possible blockchain design for each application area. Finally, we discuss how the identified blockchain adoption barriers can be overcome and stress the need for policy action to advance the development of pilot studies.



The paper is divided into four sections. Section 2 presents general blockchain concepts relevant to the theoretical background of the paper. Section 3presents the analysis of each use case and illustrates a potential blockchain design. Section 4 compares the case findings and discusses the differences. Section 5 concludes this paper with recommendations on how to develop the application of this nascent technology in the energy sector.




2. Blockchain Concepts


Blockchain (also known as Distributed Ledger Technology, or DLT) is a novel form of data storage where all data is shared across the network participants. These participants are represented by network nodes that store, verify, transfer, and communicate data [34]. Through these nodes, each participant has access to the ledger, i.e., the full history of network transactions [42,43]. Nodes operate under the consensus rules of the blockchain network. The mechanism establishes consensus among the network nodes if a new transaction complies with the network rules and is valid considering the ledger history [44]. In blockchain systems, the valid transactions are aggregated in a “block” and then cryptographically linked to the existing chronological “chain” of blocks in the ledger [45]. The combination of cryptography, time-stamping and hashing of all transactions makes the ledger history tamper-resilient and very difficult to defraud [27,46].



There exists a range of blockchain archetypes with diverse governance mechanisms, ranging from private permissioned to public permissioned, to public permissionless blockchains [47,48,49]. The distinction between permissioned and permissionless blockchain systems is determined on the accessibility of the consensus mechanism [50]. In a permissionless blockchain, there are no restrictions on who can become a network node, whereas in private and permissioned systems, only preregistered nodes approved by a central authority can communicate and validate network transactions [51]. The categorisation between public and private depends on the access to the ledger information. In a private system, the information is only available to predefined users [51]. These different blockchain archetypes not only differ in their governance design, but also in their performance features [15,32]. In general, private and permissioned systems consist of fewer nodes, which increases their performance in terms of throughput and scalability. Permissionless systems consist of a higher number of network nodes, which makes the system more decentralised.



Blockchain acts as a platform for combining different emerging technologies into a trusted data layer. Internet of Things (IoT) can automate the data capture from the source or remotely (e.g., using smart meters or remote sensing technologies [52,53,54]), while machine learning can improve data verification, the identification of data errors, and fraudulent behaviour [55,56,57,58]. Blockchain automates the dissemination and synchronisation of this trusted data across a network of participants and provides a tamper-resilient and immutable log. These features enable parties to transact directly, eliminating the need for a trusted, authoritative third party, and thereby eliminating the single point of control over the entire ledger [14].



Smart contracts are an essential part of this blockchain-based platform as they enable the integration of other emerging technologies and enable the automated execution of contract actions if specific predefined requirements are satisfied [42,52,59]. These smart contracts are programmable computer codes formulated as ‘if this is true, then...’ statements and can automatically and consistently enforce regulations and methodologies to ensure transparency and accountability [60]. This automation further reduces costs and increases the flow of information by removing intermediaries such as verifiers and auditors [61].




3. Use Case Analysis


Based on the blockchain application areas suggested in the literature, we select three dominant energy efficiency use cases to test whether a blockchain application is feasible and outline a possible blockchain design. The selected cases are P2P energy trading, as it is by far the most prominent research topic within the energy trading systems [15,16,17,18,19,20,21,23,24,25,26,27,28,29,30]. We consider P2P energy trading as a valid case, as the inserting of renewable energy increases system efficiency, particularly regarding the significant potential of IoT devices to improve grid and load management [15,30,49,62,63]. We complement the P2P trading case with the White Certification Scheme (WCS) and ESCO financing of energy efficiency interventions [9,15,64]. Such an assessment and comparison of energy use cases is a novel contribution to the literature on energy efficiency.



It is essential to consider that blockchains are not a panacea for all use cases, but an application needs to be carefully evaluated as the application comes with considerable costs and trade-offs. Compared to a centralised database, blockchain is a highly inefficient technology because of its much slower and stricter developing and updating processes [48,65,66]. Additionally, blockchain technology has the inherent trade-off between maximising for scalability, security and decentralisation, the so-called trilemma [55,67]. This blockchain trilemma connotes that it is possible to increase any one or two of these objectives, but this will, in return, inevitably reduce the third objective.



To assess the feasibility of a blockchain application each of the three use cases, we apply a decision pathway developed by Schletz et al. [55]. This pathway consists of eight distinct classifiers phrased as consecutive questions. The first three questions assess the general applicability of a blockchain, which are followed by three questions regarding the governance and data-accessibility specifications, and the last two questions determining the most suitable type of blockchain system.



3.1. Peer-to-Peer (P2P) Energy Trading


Traditional power systems follow a centralised approach, which is primarily challenged by the changing dynamics between prosumers [16,19,27,63,68]. In this context, prosumers are proactive consumers that actively manage their consumption, generation and storage of energy [21,69]. Prosumers can thus appear as both consumers and producers during different times, depending on their energy production and consumption patterns.



Traditional centralised systems cause pricing inefficiencies, as customers are charged with a single, fixed-rate, despite actual energy costs varying depending on supply and demand dynamics in real-time [30,33]. Additionally, energy systems are increasing in complexity with different forms of energy production and a higher number of participants, which poses challenges related to the control and management of distributed sustainable energy forms [33]. The increasing complexity of actors and possible actions, leading to a demand for advanced communication and data exchange, makes central management and operation of energy systems more and more difficult [27].



By enabling decentralised energy production, consumption, and P2P transactions, consumers may be better incentivised to invest in efficient and clean technologies [70]. The blockchain-enabled decentralised grid operation leads to much lower costs due to a simplified trading framework, sets up real-time energy markets and enables privacy-preserving transactions [71,72,73]. Distributed energy systems can re-introduce competition along the energy supply chain, which promotes efficiency and reduces costs [49,74,75,76]. Such a system can reduce power outages by providing decentralised local alternative sources to the central utility provider [49]. Innovative decentralised approaches and designs may offer the advantage of enabling the proliferation of prosumers, resulting in reduced electricity costs and increased price competitiveness of distributed power sources [17]. Through the integration of P2P mini-grids, local generation and demand are better managed and balanced, which also facilitates the penetration of larger volumes of renewable energy resources in the grid [77]. The declining costs of rooftop solar and battery combined with smart devices, which give prosumers the ability to manage their energy needs and have already resulted in a decline of the total load demand [78]. In a developing country context, with energy access limitations, decentralisation based on solar or wind is often the way to electrify remote parts of the country, because it is cheaper, more flexible and faster than centralised power plant construction and grid extensions [79,80,81].



In this context, emerging technologies such as IoT devices and blockchain are considered enablers for the creation of decentralised and democratised energy systems [15,82]. The integration of IoT devices reduce the need for human resources and improve accuracy by creating intelligent systems that can monitor and communicate with each other [71]. Emerging IoT smart metering devices provide live energy demand and supply data and are capable of reacting to pre-set or real-time energy production and consumption [17,27,33]. An alternative example of a non-blockchain-based application of time of use tariffs is, for example, the Octopus.energy system (more information available at: https://octopus.energy/agile/ (accessed on 25 October 2020)). Better information on expected energy transaction constitutes valuable information for more efficient grid supervision from distributed system operators [68]. However, this interconnection of suppliers and consumers in the form of decentralisation P2P energy trading currently suffers from issues of trust, security and inefficiency [30]. These constraints are suggested by the literature to be addressed by blockchain technology and smart contracts. [19,23,26,28,30,32,33]. In addition, blockchain provides more robust privacy features. While in other examples the utility or Octopus.energy has access to the prosumers own smart meter. Blockchain protects this sensitive IoT data [83,84] while simultaneously mitigating issues of data integrity and availability arising in the IoT [85,86]. For example, Aitzhan and Svetinovic [29] developed a blockchain prototype to enable private decentralised energy trading, which provided higher privacy and security compared to the traditional centralised trading solutions.



The combination of IoT devices with smart contracts can autonomously enforce the terms of the contract and automates the settlement, which significantly reduces transaction costs and introduces near real-time settlement [15,28,33,85,87,88]. The energy trading process contains security risk such as fake energy bids, selling unavailable energy, a false commitment by buyers, double spending energy/money, or not delivering an already sold energy [16]. The blockchain can enforce the terms of the contract by verifying the validity of energy bids, and that claimed energy exists before posting the sales order. After the order is settled, the smart meter receives a message from the smart contract to automatically release the energy to the buyer [16].



Figure 1 illustrates our proposed design for a blockchain-based P2P energy trading system.



The IoT devices collect and assess the real-time energy demand and generation of the prosumer. When the prosumer generates surplus energy, this surplus is transmitted to the local grid and sold on the blockchain-based market place to another local prosumer in demand for energy. When the prosumer has energy demand, the IoT devices automatically purchase the needed energy on the blockchain market or reduce the energy demand by powering down and turning off devices. The IoT devices react to the energy price dynamics by using more energy during low-cost periods and using less energy during high-cost periods. In this way, the IoT devices allow adjusting energy use over the day while delivering end-user services (e.g., cold or warm air, hot water, electric vehicle charging) at the same or better quality and with lower costs associated.



The consumption adjustments result in a continuous reshaping of the prosumer’s demand profile [89]. The reshaping is invisible to the prosumer but leverages more granular rate structures that monetise demand flexibility’s capability to reduce costs both for the prosumers and the grid [17,90]. Through the reshaping, the grid increases energy efficiency as the expensive and inefficient peak load periods are reduced and shortened.



The blockchain ledger records all energy kilowatt-hour transactions and enables flexible prices. Consequently, prosumers are no longer charged with an average price but specifically with a flexible price according to the time of use. This flexible cost provides direct feedback to prosumers, possibly leading to improved energy consumption behaviours.



To assess the feasibility of applying a blockchain solution to this design, we apply the decision framework developed by Schletz et al. [55], which is shown in Table 1.



The assessment presented above shows that a blockchain application is generally feasible. Although this application area is the well discussed in academic literature as an attractive use case (see, e.g., [15,19,23,26,27,30,33,70,91]) blockchain-based P2P energy trading is still only at a concept or prototype stage concerning its actual application in practice [15]. The main technical challenge for this system is to balance the blockchain trade-offs to provide the required scalability and transaction throughput, while simultaneously not compromising the systems cost-efficiency, decentralisation and security [19,23,27]. In the decision framework analysis, we find that a private permissionless blockchain is most applicable. With this, we mean that everyone has access to the network, but the specific transaction data is anonymous or private. Most P2P case studies currently use a form of Ethereum with privacy features [15,16,23,28]. Di Silvestre et al. [22] further outline and discuss multiple other blockchains, such as Tendermint, Multichain and Hyperledger Fabric for this case. An alternative is the Power Ledger platform (more information available at: https://www.powerledger.io/ (accessed on 23 May 2020)), where every prosumer can get access through the Power Ledger Token (POWR) token. However, these blockchains are only examples, and we seek to remain blockchain agnostic due to the rapidly evolving blockchain ecosystem, which might render any specific blockchain soon outdated.



For now, as P2P energy trading mainly improves local energy systems [27], so that scalability considerations do not pose a severe limitation. However, if a large-scale adoption of P2P trading occurs, scalability might become a limiting factor. Additionally, blockchain scalability is continuously improved. As an example, the most recent Ethereum 2.0 design uses a different consensus mechanism (Proof of Stake instead of Proof of Work) and ‘sharding’ as a mechanism to ‘drastically’ improve the throughput of the Ethereum blockchain [92]. Similarly, based on several architectural optimisations, Hyperledger Fabric can improve the end-to-end throughput from 3000 to 20,000 transactions per second [93].



Given the advantages presented for this use case and its general technical feasibility, we evaluate a blockchain application as promising.




3.2. White Certificate Scheme (WCS) Case Study


The white certificate scheme (WCS) creates a flexible market-based mechanism to incentivise energy efficiency improvements. The regulatory authority of the WCS creates an obligation for energy and gas distributors with more than 50,000 clients to annually increase their energy efficiency rate [9,64]. In the European Union, the Energy Efficiency Directive [94] introduces an energy efficiency target of 32.5% for 2030 and establishes the objective of reducing energy demand by 1.5% per year. The WCS is a vital incentive mechanism and is applied in several European countries, such as France, Italy, Denmark [95], and the Australian states of New South Wales and Victoria, which have the oldest schemes in place. Figure 2 illustrates a traditional national WCS model.



The national regulatory authority is a government institution (e.g., the Ministry of Environment), which sets an energy efficiency target for each of the obligated distributors. To comply with these targets, the distributor has two choices: a) to implement energy efficiency interventions in the energy production facilities, or b) to acquire white certificates on the WCS market. If the implemented interventions (option a) generate efficiency savings in excess of the individual distributor’s target, these excess savings can be converted to white certificates and sold on the WCS market. The unit of the white certificate is one ton of oil equivalent (toe), and the price of these certificates varies based on the market dynamics [64]. The WCS market enables the most cost-effective achievement of the national targets by allowing all operators to exchange certificates.



Other market operators selling certificates on the WCS market are non-obligated distributors, ESCOs, or another company conducting efficiency measures. ESCOs alone supplied 78% of all certificates in the Italian scheme in 2015 [96]. The regulatory authority selects a technical certifier that validates and certifies the energy efficiency interventions of obligated distributors and the other market operators and issue the respective WCS. The regulatory authority also sets the rules for the certifier and punishes obligated operators that fail to comply with their efficiency targets.



Presently, the certificates are suffering from a lack of transparency in the measurement and verification process [15], as well as from a lack of credible information sources [6,9]. These information barriers have multiple adverse effects: First, the lack of quality information hinders investors in conducting a proper analysis of revenue potentials from certificate sales, which are significantly negative for investments in small and medium-sized enterprises (SMEs) [6,9]. Second, the transaction costs associated with centralised information collection, evaluation, and control for certificate issuance are high. The public company operating the Italian WCS alone incurred costs of Euro 14 million in 2016 [64]. Finally, several WCS frauds were recently unveiled. In Italy, a WCS fraud with a provisional value of Euro 700 million was discovered in 2017, of which Euro 105 million were already obtained [64]. In France, a large number of fraud cases was found in 2017, with “tens of millions of Euros at stake” [97]. This traditional centralised system requires trust in the system operator and poses the risk of outages and data losses [98,99,100].



In contrast, blockchain-based systems provide a reliable database for multiple parties with properties such as data integrity, availability, accessibility, efficient reading, and immutability [100]. In addition to these blockchain features, the technology also facilitates the integration and management of IoT device data without centralised control [85,101]. The programmable logic enforced by blockchain-based smart contracts automatic enforces the network rules for awarding white certificates, based on the data inputs provided by the IoT devices. The automation of data collection (IoT devices) and automatic issuance of certificates reduce administration transaction costs significantly. Through this, it facilitates the issuance and transaction of certificates among obligated distributors operating, for example, in a Europe-wide WCS market. Figure 3 illustrates our proposed model of blockchain-based WCS.



Blockchain-based smart contracts can address the lack of transparency and reliable data by automating data collection through the integration of a smart meter that measures the energy consumption of the facility [102,103]. This improved transparency increases the availability of credible information and enables the traceability of the origin of the white certificate and the corresponding energy consumption data. The smart meter continuously collects the energy consumption of the facility and automatically generates the certificates based on the energy savings calculated from the data collected by the smart meter in comparison to the energy consumption baseline. However, IoT devices are currently costly, and their application can be limited by a lack of skilled people and limited internet access in rural areas [65]. Furthermore, smart meters and the transmission of data from these smart meters can be manipulated and need to be protected from tampering [29,45].



The regulatory authority has full access to all current information, which allows proactive policy action to achieve energy efficiency targets. Using a blockchain-based market place reduces costs, increases transparency as each certificate can be traced back to the specific smart meter data, and the process is faster as data does not have to be transferred manually between different entities [15]. Additionally, the blockchain-based system prevents double-counting as the ownership is deterministic, meaning that one actor can only own the certificate at each point in time. This deterministic ownership makes it very easy for the regulatory authority to identify non-compliant distributors.



Similarly to the P2P energy use case, we systematically assess the feasibility of applying a blockchain solution, which is shown in Table 2.



The assessment shows that a blockchain application is technologically feasible. However, there remain several technological challenges, such as standardisation, complexity, costs, and skill requirements [15]. Blockchain, in combination with smart meters, can enhance traceability, accountability, and data visibility, which reduces the risk of fraud and provides investors with more reliable information. As pointed out in classifier 5, there remains a need for a trusted third party or auditor to identify tampering [27]. However, the auditing can be improved through blockchains transparency and auditability features to spot fraudulent activities [42,107,108,109]. Ideally, data collection and verification processes are automated through emerging technologies, like IoT sensors and machine learning. With the growing availability of data, machine learning can conduct automatic tampering tests and detect fraudulent behaviour at an increasing rate.



A blockchain-based WCS can create a more dynamic market place by shortening the data feedback cycle, preventing the double-spending problem and potentially reducing intermediary costs. Given the increasing amount of pilot projects and the great potential to address the present barriers of the traditional system, a blockchain-based WCS system appears to be promising. Based on the framework analysis, we find a private permissioned blockchain most suitable. Examples for such blockchain types are Hyperledger Fabric or Ethereum Proof-of-Authority (more information available at: https://www.hyperledger.org/use/fabric and https://azure.microsoft.com/en-us/blog/ethereum-proof-of-authority-on-azure/ (both accessed on 27 October 2020)). Franke et al. [50] provided an in-depth comparison between these two blockchains. However, these specific blockchains are only examples, and we seek to remain blockchain agnostic due to the rapidly evolving blockchain ecosystem that might render any specific blockchain soon outdated.




3.3. Energy Service Companies (ESCOs)


ESCOs operate through energy performance contracting with their customers. The ESCO assesses the potential for renewable energies or energy efficiency interventions and finances the project, which may be the object of a loan by the ESCO. With the energy savings accrued, the customer will repay the project fees to the ESCO [110]. In the traditional model (Figure 4), the customer does not have to cover any upfront costs, as the ESCO finances the costs for equipment purchases and installations of the energy efficiency intervention. The ESCO is then reimbursed by the customer over time, based on the energy savings incurred. However, raising capital for energy performance contracting is a significant hurdle to the growth of many ESCOs. A bank or financial institution may be involved in financing the upfront investment for the purchase and installation. In this case, the bank is also receiving a share of the payments made by the customer. Only 10% of all ESCOs incorporate external financing, as banks appear to be hesitant to lending for the purpose and view associated transaction costs as being too high [111]. Consequently, limited access to finance remains a significant barrier to scaling up the activity of ESCOs [9,36].



In this case, a blockchain-based system can enable new financing mechanisms by enabling access to a global investor base. Blockchains enable this disintermediation of the bank as the sole potential investor as a reliable database for multiple parties with properties such as data integrity, availability, accessibility, efficient reading, and immutability [100]. These so-called tokenisation mechanisms can facilitate access to finance for the ESCO company. Blockchain-based tokenised securities represent the legal ownership of an asset, a debt-instrument or an equity share [45]. Tokens have emerged as a blockchain artefact to digitally represent an asset, a utility or a claim inherent to a blockchain project [112]. These tokens are freely divisible and transferable, which makes them ideal for executing transfers of ownership and value [113].



By enabling the aggregation of investments from a large number of investors, tokenisation can facilitate the flow of private financing to small companies. This aggregation of investments allows for a more efficient allocation of capital and increases inclusiveness because private investors, including retail investors, can directly or indirectly fund small companies that are unable to access funding otherwise [114]. The investors receive security tokens representing their share in the ESCO project, which is equivalent to their financial contribution to the particular project. The coupon payments are automatically transferred through smart contracts back to the token holders, reducing transaction costs (Figure 5).



The ESCO raises funds for the project through a so-called Security Token Offering (STO). Once the required funds are collected, the smart contract transfers the funds to the ESCO company. The ESCO performs the energy efficiency service, and a smart meter takes stock of the energy savings accrued. The facility owner pays a fixed amount for the energy bill, and the savings accrued from the energy efficiency intervention are used for the coupon repayment and the service fee of the ESCO. A smart contract connected to the smart meter regularly transfers the coupon to the token holders, following the contractual terms. The contract expires when the facility owner pays the service fee to the ESCO and fully repays the initial funds invested, plus the interest to the STO investors. Smart meters can pose a weak link for manipulation and need to be sealed to achieve tamper resistance [29]. The registry with all the transactions is replicated through the blockchain network, which makes it traceable, secure, and tamper-proof [115].



For an assessment of the feasibility of applying a blockchain solution, we again follow the systematic decision framework, which is shown in Table 3.



The assessment shows that a blockchain application is technologically feasible and fits the use case requirements. Tokenised securities facilitate financial inclusion of a variety of actors and reduce the transaction costs for the ESCO project. Moreover, these tokens allow private (retail) investors to access financial investments that otherwise would not be available for them due to their insufficient investment size. The disintermediation of commercial banks reduces the cost of lending and diversifies access to funding by making a global investor base available [45]. Additionally, SME issuers receive access to capital, for smaller investment sizes and at affordable rates, which is not sufficiently offered by the currently available options. Tokenisation can thus address both supply and demand-side issues to accelerate investments into energy efficiency interventions related to ESCO projects. Similarly to the WCS case, we find a private permissioned blockchain like Hyperledger Fabric or Ethereum Proof-of-Authority most suitable.



A private blockchain is used to protect the sensitive IoT data [83,84], while simultaneously mitigating issues of data integrity and availability [85,86]. The application of zero-knowledge proofs enables the granular specification of data access and allows identity verification and transaction processing without the need for revealing any information [116]. Smart contracts are used for cost-efficient microtransactions that are automatically triggered by specific events, i.e., when the repayment of the coupon is due [85,87,88]. Through this, even small amounts of coupon sizes can be disseminated to a global investor base at a significantly lower cost compared to fiat alternatives [45,117]. In this way, blockchain technology creates an entirely new distributed economic model by connecting a global investor base with the ESCO project developer.





4. Discussion


The decision framework qualitative evaluation shows that the use cases differ in regards to their governance systems, namely in terms of openness of network participation (i.e., permissionless and permissioned) and data privacy (Figure 6). In the cases of P2P energy trading and the ESCO financing system, blockchain technology enables novel decentralised governance and organisational models. Through the direct connection of actors, incumbent intermediaries like utilities or banks are removed as centrally facilitating entities, potentially resulting in greater efficiency of the overall system. In the WCS system, blockchain is integrated as an incremental improvement to the system by replacing the data management component. This improvement leads to increased data transparency and reduced costs but does not create a novel governance system.



All three cases use private blockchain applications to protect sensitive data. Data privacy can be achieved by using private blockchains like Hyperledger Fabric or Corda, where reading access is authorised to selected network participants [52,118]. Additionally, other technical encryption methods such as zero-knowledge proof and Zero-Knowledge Succinct Non-Interactive Argument of Knowledge (zkSNARK) can be applied [55,119].



In the current literature, the term blockchain frequently covers a vast array of different blockchain architectures and functions. As each blockchain application is restricted by the blockchain trilemma, the exact balancing of costs and trade-offs needs to be carefully considered. The analysis conducted in this paper shows that each blockchain application varies and is defined by the requirements of each use case. Furthermore, the analysis shows that the blockchain trilemma does not restrict any case application and that the higher costs of an application are more than compensated for by disintermediation gains. Table 4 illustrates the importance of applying a problem–solution fit when considering blockchain so that the appropriate functions and system design are achieved.



In addition to the general benefits of a blockchain application, such as enhanced transparency and reduced transaction costs, the decentralised or democratised organisation of actors can lead to a more efficient allocation of capital due to the inclusion of private (retail) investors and SMEs [114]. It also creates new incentive structures for prosumers to invest in renewable energy sources and purchase locally generated green energy. Moreover, the interactive nature of the P2P grid leads to higher resilience and efficiency, as it incentivises prosumers to adjust their behaviour, rather than being charged an average price.



However, there are, of course, also uncertainties and barriers to the adoption of these nascent technologies. The integration of IoT sensors can introduce vulnerabilities to the system if it is the primary source of data collection. It is, therefore, essential to triangulate the data with other independent sources to verify the data. Nonetheless, IoT sensors have great potential to mitigate the ‘garbage-in, garbage-out’ problem due to insufficient data quality [52,54,120], while simultaneously eliminating costly third-party intermediaries [45]. The integration of IoT devices is a key enabler for trusted and reliable distributed monitoring systems by preventing tampering and injection of fake data and enabling the immutable and transparent information sharing among involved untrusted parties [82].



The biggest challenge to blockchain adoption, in general, is the surrounding regulatory uncertainty. While regulatory bodies generally support the active participation of prosumers in the energy market, present regulatory frameworks do not permit the energy trading from prosumers to consumers nor support blockchain as a potential technology [71]. Energy is a critical resource for society, and the transactions in the energy market have always been regulated in order to reduce the risk of potential accidents or blackouts. Accordingly, the regulation of the energy market is conservative to safeguard the supply of this crucial resource for society.



As the energy value chain is global, it will be necessary for national or regional governments to coordinate their domestic law and regulation with that of other governments. This interconnection of law and regulation will have an impact on energy actors and regulators in other states, which gives rise to questions related to legitimacy and authority [14,121]. Awareness raising and capacity building on the part of policymakers are necessary to develop coherent national and international regulatory frameworks. Researching and piloting of promising blockchain applications provide useful information for policymakers and policy frameworks, while also enabling the maturation of the technology and addressing of current shortfalls.



For this piloting, regulatory sandboxes offer a flexible approach to test and consult with regulators, even though the present regulation might otherwise prohibit implementation of innovative systems [45]. Such regulatory sandboxes “allow practitioners to test innovative products, services, business models and delivery mechanisms in a live environment while being exempt from all the normal regulatory consequences” [122]. An example of such a project in a regulatory sandbox is the T77 P2P energy trading project in Bangkok (more information available at: https://medium.com/power-ledger/case-study-learn-more-about-our-live-project-with-bcpg-in-bangkok-thailand-ab7a31c8b464 (accessed 25 May 2020)).




5. Conclusions and Future Research


We show that a blockchain application for accelerating energy efficiency interventions is promising. However, the application has to satisfy the specific use case requirements, and the resulting functions and systems design vary significantly between cases. Hence, we add to the literature by not only enthusiastically promoting new technological options but also advocating for the design of technology and related governance systems to meet the specific requirements of the use cases. This case-driven design is often neglected in the present literature, which uses blockchain mostly as a universal term, but fails to specify among the great variety of blockchain flavours. In this paper, we apply a systematic approach, which can guide the concrete system design, when implementing such systems. This paper aims to raise awareness among energy efficiency practitioners and encourages the development and implementation of pilot studies for the different use cases.



A decentralised system may bring new challenges to the existing framework of energy regulation. However, the results presented in this paper show that blockchain applications offer novel organisational forms and benefits that have the potential to improve and reshape present energy systems significantly. Blockchain technology could stimulate the deployment of energy-efficient products and services for small and large-scale businesses alike, introducing new business models that could improve energy efficiency in the developing world. As depicted in Table 4, we outline the benefits of a blockchain application compared to the traditional systems. By the disintermediating or decentralising of authority in these systems, blockchain can enhance transparency and cost-efficiency. Trust is an essential factor associated with the use of blockchain technology that could reduce investment risk and thus accelerate investments.



This paper demonstrates that blockchain technology can address legacy system constraints that are currently limiting the scaling up of energy efficiency interventions, such as lack of transparency, information asymmetry, high transaction costs, and limited access to finance. Ultimately, in the highly regulated energy market, it will largely depend on regulators, if and how blockchain-based energy systems will evolve.



Research Limitations and Future Research


Our results illustrate that a blockchain application for all three use cases is promising and how a blockchain-based architecture could accelerate energy efficiency interventions. Despite the great potential, blockchain remains a nascent technology with limited use cases and little empirical data available. Most blockchain propositions are currently only at a conceptual stage. This lack of pilot study data limits this paper to a mostly conceptual discussion of potential benefits and constraints of a blockchain application. To date, there are only very few pilot cases available for P2P energy trading, and none for the WCS and ESCO cases. Particularly when dealing with a nascent technology such as blockchain, empirical testing is essential to analyse the true potential. Following Treiblmaier [38], we agree that the theoretical use cases might face additional adoption challenges in practice, which is why the development of blockchain solution requires the incorporation of experiences from practice. To address this, empirical data from pilot studies are essential to validate the suggested conceptual mechanisms and provide evidence of actual system improvements. We therefore strongly recommend the development of pilots, particularly for the WCS and ESCO use cases, for future research to gain insights for both practitioners and policymakers.
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Figure 1. Blockchain-based decentralised P2P energy trading system. 
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Figure 2. The traditional model of a national WCS. 
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Figure 3. Blockchain-based model of a national WCS. 
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Figure 4. The traditional model of an ESCO. 
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Figure 5. Blockchain-based mode of operation of an ESCO. 
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Figure 6. Comparison of governance models of the blockchain case studies. 
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Table 1. Evaluation of the feasibility of applying a blockchain solution for P2P energy trading.
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	Question
	Response





	1. Are there multiple actors with distinct interests contributing?
	Yes. There is a (potentially) high number of individual energy prosumers participating in a network. Additionally, other actors, like the local utility and public actors, can be part of the network.



	2. Is there a digitally representable asset?
	Yes. The energy data collected from the IoT devices are digital and can be processed by the blockchain-based smart contracts.



	3. Is there a need for a final and immutable transaction record?
	Yes. As the network acts as a decentralised energy market for the prosumers, there is a need for complete transaction history. The immutable transaction history can also be used for auditing purposes and the monitoring and certification of renewable energy certificates.



	4. Are there high expected transaction volumes?
	No. For the considered P2P mini-grids, the transaction volumes do not pose a scalability challenge. In potential future large-scale blockchain P2P systems, there could be scalability limitations as per the blockchain trilemma. However, such scalability limitations are continuously improved. Additionally, it is essential to consider, for example, the frequency of smart meter data uploads to reduce the transaction volume in the system design. It is further recommended to only store small-sized numerical data on the blockchain.



	5. Is there a potential for removing intermediaries?
	Yes. The role of the utility is reduced through decentralised blockchain-and IoT-based coordination, which provides valuable information for more efficient grid supervision from distributed system operators [68]. This interconnection of prosumers through P2P energy trading offers close to real-time energy production and consumption for more efficient grid coordination [17,27,33].



	6. Are there conflicting incentives or interests between actors?
	Yes. The seller and the buyer of energy have contrary incentives to alter the amount of documented energy in their favour. The issuance of renewable energy certificates creates another potential incentive to increase the amount of documented energy generation further.

Besides, the utility has an incentive to reduce P2P transactions to keep its margin and in some cases, its energy production monopoly.



	7. Should there be full data transparency towards external actors?
	No. The transactions are primarily private between prosumers, with interest to protect this sensitive data. Additionally, public authority and the utility should have access to the data to determine the status of the energy network and identify potential shortfalls.



	8. Should there be permissioned access to the system?
	No. For a decentralised energy system to evolve, it is essential to keep the barrier to entry for prosumers as low as possible. Every prosumer interested in P2P energy trading should have access to the network.

Of course, this needs to comply with regulatory requirements, so based on national circumstances, it is unlikely for prosumers to be able to stay anonymous or pseudonymous.










[image: Table] 





Table 2. Evaluation of the feasibility of applying a blockchain solution to the WCS case.
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	Question
	Response





	1. Are there multiple actors with distinct interests contributing?
	Yes. As illustrated in Figure 2, there are multiple actor groups involved in the network.



	2. Is there a digitally representable asset?
	Yes. The WCS certificates are digital and can be reproduced on a blockchain.



	3. Is there a need for a final and immutable transaction record?
	Yes. To secure transparency and accountability of all WCS network actors, a complete and immutable transaction record is essential. IoT devices, such as smart meters, can automate the data collection and blockchain enables the data dissemination among all network actors to eliminate information asymmetry.



	4. Are there high expected transaction volumes?
	No. The Italian WCS issued approx. 24 million certificates in 2016. Conservatively assuming that each certificate would be an individual transaction (which is not the case in reality), this would translate in 0.76 transactions per second. In comparison, a permissioned blockchain like Hyperledger Fabric can achieve an ‘end-to-end throughput of more than 3,500 transactions per second’ ([104], p.1).

Accordingly, even in the case of a Europe-wide WCS, a blockchain solution would be feasible in terms of scalability.



	5. Is there a potential for removing intermediaries?
	Yes. The role of the certifier can be minimised and focused on preventing tampering through automated data collection with IoT devices, such as smart meters. Furthermore, the market place operator is removed as the function is directly integrated into the blockchain-based data system. Disintermediation increases the speed of data flow and eliminates information asymmetry between the various actors.

By reducing the roles of multiple intermediaries, and thus reducing transaction costs, the higher resource cost associated with a blockchain application is more than offset [52,105,106].



	6. Are there conflicting incentives or interests between actors?
	Yes. Particularly the facilities and obligated distributors have an economic incentive to increase their number of certificates for complying with their efficiency targets and selling excess certificate on the market. Enhanced transparency and auditability features are particularly important in light of the recent WCS frauds.



	7. Should there be full data transparency towards external actors?
	No. As the system handles sensitive commercial data, the transaction data should not be publicly accessible. All information only needs to be available for the certifier and the regulatory authority so that they can verify and issue the correct amount of certificates. It is also essential to protect sensitive operational data from the facilities and obligated distributors.



	8. Should there be permissioned access to the system?
	Yes. Only the defined group of actors in Figure 2 need to have access to the network. A permissionless system is often too risky for a governmental system or system with highly regulated actors, as any authority does not control the system [50,52]. There are also no benefits to allowing network access for external actors, as the regulatory authority has the decision-making authority over the network.
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Table 3. Evaluation of the feasibility of applying a blockchain solution for the ESCO case study.
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	Question
	Response





	1. Are there multiple actors with distinct interests contributing?
	Yes. There are at least three actor groups involved; the customer, the ESCO company and the investor.



	2. Is there a digitally representable asset?
	Yes. The asset is energy efficiency savings that are settled through the transfer of a cryptocurrency. The documentation and transfer are conducted on a blockchain platform.



	3. Is there a need for a final and immutable transaction record?
	Yes. As the network acts as a financial platform between the customer, the ESCO company and the investor. Accordingly, there is a need for complete transaction history. This transaction log can also be used for auditing purposes and the monitoring and certification of related white certificates.



	4. Are there high expected transaction volumes?
	No. Depending on the frequency of documentation of energy efficiency savings (usually monthly to quarterly), the transaction volume does not pose a limiting factor.



	5. Is there a potential for removing intermediaries?
	Yes. The dependence on commercial banks is alleviated by including a larger investor base of (private) investors. Additionally, auditing and certification costs can be reduced through automated data collection and enhanced transparency. This disintermediation reduces transaction costs significantly, which offsets the higher resource costs of the blockchain consensus protocol [52,105,106].



	6. Are there conflicting incentives or interests between actors?
	Yes. As the investors are distributed globally, they are relying on traceable and transparent to verify the accurate repayment of their investment. Without a robust transparency system, customers might be incentivised to engage in fraudulent behaviour to reduce the amount of repayment.



	7. Should there be full data transparency towards external actors?
	No. The transactions are primarily private between the customer, the ESCO company and the investors. These actors have an interest to protect these sensitive financial data. Additionally, a public authority might have access to the data, e.g., to monitor and issue white certificates for efficiency savings.



	8. Should there be permissioned access to the system?
	Yes. Only the actors involved in the ESCO project should be able to transact on the network. All actor groups involved in setting up a new ESCO project need to be verified and approved. Private investors that are polled together in a fund might not be individually participating but represent as a fund.

As this is a novel financial mechanism, there is much regulatory uncertainty surrounding security tokenisation, and it is important to stay aligned with regulatory developments.
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Table 4. Use case comparison for blockchain-based approaches.
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	Category
	P2P Energy Trading
	WCS System
	ESCO Financing System





	System organisation
	Enabling novel interaction between prosumers
	Incremental improvement of a component in the existing management system
	Enabling novel interaction between prosumers



	Governance
	Private permissionless
	Permissioned (private)
	Permissioned (private)



	Application
	Market place for energy trading
	Certification and market platform
	Financing mechanism



	Legacy system limitations
	
	
Pricing inefficiencies;



	
Monopolised systems that primarily benefit the utilities;



	
Prosumer integration suffering from distrust, low security and inefficiency;



	
Lack of dynamic grid energy production and consumption adjustments;



	
Lack of incentives for prosumers.





	
	
Lack of transparency;



	
High monitoring and certification costs;



	
Information asymmetry among actors;



	
Fraudulent behaviour of actors;



	
Availability of reliable investment data.





	
	
Access to investments;



	
High transaction costs;



	
Inhibitive access to funding for SMEs;



	
Counter-party risk for the repayment of the loan.








	Benefits
	
	
Reduced transaction costs and enhanced transparency;



	
Incentives for prosumers to use renewable energy sources;



	
Reshaping of prosumer demand profiles leading to increased grid efficiency.





	
	
Reduced transaction costs and enhanced transparency for certification



	
Improved fraud resistance and tracking;



	
Real-time data for the regulatory authority to adjust policy actions.





	
	
Reduced transaction costs and enhanced transparency



	
Access to funding for SMEs;



	
Access to green investments for private (retail) investors;



	
The democratisation of finance.








	Barriers
	
	
Regulatory uncertainty;



	
IoT tamper vulnerability;



	
Potential scalability limitations;



	
Potentially opposing incumbents (e.g., utility).





	
	
Regulatory uncertainty;



	
IoT tamper vulnerability.





	
	
Regulatory uncertainty;



	
IoT tamper vulnerability;



	
Potentially opposing incumbents (e.g., commercial banks).
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