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Abstract: In Wireless Sensor Networks (WSNs), server clusters, and other systems requiring
secure transmission, the overhead of data encryption and transmission is often not negligible.
Unfortunately, a conflict exists between security and efficiency in processing data. Therefore,
this paper proposes a strategy to overcome this conflict, called Client-Aware Negotiation for Secure
and Efficient Data Transmission (CAN-SEAT). This strategy allows a client with different security
transmission requirements to use the appropriate data security transmission without modifying
the client. Two methods are designed for different clients. The first method is based on two-way
authentication and renegotiation. After handshakes, the appropriate data security transmission
scheme is selected according to the client requirements. Another method is based on redirection,
which can be applied when the client does not support two-way authentication or renegotiation.
For the characteristics of different architecture, this paper classifies and discusses symmetric key
algorithms, asymmetric key algorithms, and hardware encryption instructions. In four application
scenarios, the CAN-SEAT strategy is tested. Compared with the general transmission strategy,
when only software encryption is used, the data processing and transmission cost can be reduced
by 89.41% in the best case and by 15.40% in the worst case. When supporting hardware encryption,
the cost can be reduced by 85.30% and 24.63%, respectively. A good effect was produced on the
experimental platforms XiLinx, FI-2000+, and Intel processors. To the best of our knowledge,
for Client-Aware Negotiation (CAN)), this is the first method to be successfully deployed on a general
system. CAN-SEAT can be easily combined with other energy-efficient strategies.

Keywords: SSL/TLS protocol; data security transmission; two-way authentication; client-aware
negotiation; energy saving

1. Introduction

As a security layer protocol, the Secure Socket Layer (SSL) and the subsequent Transport
Layer Security (TLS) are widely used in TCP/IP networks. SSL/TLS is often combined with
the Hypertext Transfer Protocol (HTTP) to ensure the security of data transmission; in this case,
HTTP is also known as Hypertext Transfer Protocol Secure (HTTPS). Compared to the traditional
transmission mode, data transmission based on SSL/TLS needs to introduce additional security
control overhead. The efficiency and security are closely related. Usually, more efficiency means less
security; conversely, more security means less efficiency and, more broadly, higher energy consumption.
In practical applications, different control strategies can be set for data transmission with different
security requirements.
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1.1. Background and Motivation

In Wireless Sensor Networks (WSNs), encryption is usually used to ensure the integrity
and security of data transmission. We can consider an application scenario where multiple
levels of secure data transmission strategies are set for different sensors to reduce the cost of
security control, thus reducing node energy consumption and ultimately prolonging the lifetime
of the WSN. Meanwhile, the server in server clusters can set the different security strength for different
transmissions to reduce the resource consumption of the server. When the load of the server cluster is
reduced, power consumption can be reduced by shutting down the machine.

In WSNs, many studies are related to energy saving transmission. We can combine these
approaches to apply the Client-Aware Negotiation for Secure and Efficient Data Transmission
(CAN-SEAT) strategy. Mehmood et al. [1] designed an energy-efficient routing protocol to extend
the lifetime of a WSN called LEACH-VH, which can save energy using selective sleeping nodes and
backup nodes. Kuila et al. [2] focused on two main optimization problems in WSNs: energy-efficient
clustering and routing. They used an efficient particle encoding scheme and a multi-objective fitness
function to solve the routing and the clustering problems by load balancing the energy conservation of
the nodes. Wei et al. [3] considered that the hybrid Software-Defined Wireless Rechargeable Sensor
Networks (SDWRSNSs) will last for a long time and introduced an Energy-saving Traffic Scheduling
(ETS) algorithm to improve the energy efficiency of this network. Liu et al. [4] were motivated
by the requirement of heterogeneity in the Internet of Things and discovered several regularities.
Ebrahimi et al. [5] studied data gathering problems. Specifically, they optimized the joint application
of compressive sensing and network coding by optimally constructing forwarding trees to carry
compressed data to projection nodes. Afterwards, Yu et al. [6] used a sparse random matrix as the
sensing matrix to solve the issue of compressive sensing. At the same time, they greedily constructed
a sequence of a data gathering tree to collect linearly combined measurements, and their method
was proven to be near-optimal. Qiu et al. [7] creatively presented a design principle called talk more
listen less to reduce idle-listening in neighbor discovery protocols. They designed an energy-efficient
asynchronous neighbor discovery protocol named Nihao for both symmetric and asymmetric cases.

The CAN-SEAT strategy is also applicable to the server cluster, and it can be combined with the
server’s energy-saving approach described below. Yin et al. [8] proposed a strategy that switches
servers between on and sleep in groups based on multi-server vacation queuing theory. Kuehn et al. [9]
provided a model to manage the energy consumption of the server via load-dependent server activation
and sleep modes. They defined a multi-server queuing model controlled by a finite state machine to
analyze the energy efficiency and performance. Numerical result were provided, and the applicability
of the model was proven. Nguyen et al. [10] studied the queuing system of a data center. They provided
two methods for active thresholds to minimize power consumption depending on the current queue
size relative to the threshold, and the data center switches specific groups of servers to on or off.

To implement client-aware secure transmission, the ideal approach is to achieve customization,
i.e., to modify both the client and the server. However, in the actual deployment process, the client is
often difficult or impossible to modify. For example, when the client accesses the server through the
browser, due to the variety and version of the browser and as the browser has become general software,
the CAN-SEAT strategy can only be deployed on the server in this case. However, servers using the
HTTPS protocol currently do not provide support for client-aware secure transmission. Therefore,
for the system where only part of the data has higher security requirements, there will be more
computing overhead and energy consumption. To solve this problem, this paper proposes two
client-aware negotiation methods: one based on renegotiation and the other based on redirection.
The CAN-SEAT strategy aims at reducing the cost of the existing secure transmission protocols. It can
be incorporated into many practical systems. The CAN-SEAT strategy is only described as an example
built on the HTTPS protocol and can be deployed with other protocols depending on the specific
implementation of the protocols.
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1.2. Related Work

The CAN-SEAT strategy is based on an authentication mechanism. In different application
scenarios, the authentication mechanism is not exactly the same. For most systems that require
authentication, there are some authentication mechanisms based on Public Key Cryptography (PKC),
which is called a full handshake in SSL/TLS. At the same time, in SSL/TLS, there will be some
authentication mechanisms for quick recovery. The usual purpose of these mechanisms is to reduce
the overhead and response time for authentication on the basis of ensuring security. The traditional
approach is session resume [11], and information from both communicating parties is stored locally
for a period of time to speed up authentication. In addition, some new technologies are used in the
new version to reduce overhead, such as 0-RTTand pre-shared key [12].

Security and privacy issues are also some of the major challenges in the Internet of Things (IoT).
Authentication, as an important part of ensuring security, uses the certificate to confirm the identity
in the IoT. The traditional authentication methods are enhanced with authentication based on the
user’s location. Gergely et al. [13] suggested base authentication on attributes, rather than identities,
to enhance privacy. Kumar et al. [14] considered that the biometric information of the owner should be
used for authentication. Pinto et al. [15] proposed a mechanism of HTTP(S)-based authentication for
IoT devices using a hash-chain generated between the server and the client. However, no matter how
the identity is verified, the authentication process is based on PKC.

There are many energy-efficient strategies for secure data transmission. Gai et al. [16] investigated
the problem where the current implementations of intelligent transportation systems are restricted by
the conflicts between security and communication efficiency. Therefore, they proposed a security-aware
efficient data sharing and transferring model to obtain secure real-time multimedia data sharing and
transfer. Shang et al. [17] designed a special secure transmission scheme called Energy-Efficient
Transmission (EET) for the Internet of Things by considering the direct link that can be adopted in
practical applications as an additional strategy. Zhang et al. [18] studied a Secrecy Energy Efficient (SEE)
optimization problem in a multiple-input, multiple-output non-orthogonal multiple access network
system. They proposed several iterative algorithms to solve the original SEE maximization problem
based on Dinkelbach’s algorithm and the difference of concave approximation method. To solve the
same problem, Wang et al. [19] proposed a fractional programming approach embedded with the
difference of convex functions programming to manage the non-convexity of the formulated problem.
The core idea is that the primal problem can be translated into a series of convex subproblems and then
be solved by convex programming.

Although all of the above work suggests some energy-efficient strategies for secure data
transmission, their methods are more dedicated and difficult to apply to the server or HTTPS.
Therefore, research on HTTPS is still necessary. In related work, the authors did not find a system
that uses the method described in this manuscript. More related research is based on algorithms and
protocols. However, distinguishing users is indeed an effective and feasible solution for reducing
transmission overhead.

2. System Description

The CAN-SEAT strategy is based on HTTPS, which consists of HTTP and SSL/TLS. Its main purpose
is to provide authentication to the server and ensure the security and integrity of data transmission.
Existing mainstream HTTP servers include Apache, Nginx, IIS, and so on. As an open-source project,
the Apache server has always maintained a high market share [20]. The SSL/TLS implementation has
OpenSSL, GunSSL, wolfSSL, and so on. As an open-source implementation of SSL/TLS, OpenSSL has
become the de facto standard for secure data transmission. The SSL/TLS implementation usually is
comprised of two main parts: the SSL protocol library and the cryptographic algorithm library. The SSL
protocol library mainly includes various SSL/TLS protocol implementations, and the cryptographic
algorithm library contains many kinds of algorithms for data encryption.
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2.1. Message Exchange

The SSL protocol library contains a variety of protocols. Among them, the handshake protocol
is necessary to ensure the security of data transmission, being used to negotiate secure transmission
parameters before secure data transmission. There are three common handshakes: (1) a full
handshake, named one-way authentication, where only the server is authenticated; (2) a full handshake,
named two-way authentication, where both the client and the server are authenticated; and (3) a short
handshake, named session resume, which is used to restore the previous session with a small cost.

Figure 1 shows the message exchange of a full handshake; it can be used to describe both one- and
two-way authentication. They both require server authentication. The solid line indicates the process
of one-way authentication; the dotted line describes the message passing that is unique to two-way
authentication, which needs to authenticate the client. The messages with * represent messages that
are used only during two-way authentication. Both the client and server are authenticated by means of
a certificate; the failure of authentication directly leads to the failure of the handshake, which will then
terminate the connection. The specific meanings and the latest details of the protocol can be found
in [12].
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Figure 1. A flow diagram of client-aware secure data transmission methods. The messages with **" are

for two-way authentication.

Figure 1 shows the processing phase of the CAN-SEAT strategy. After the first handshake,
according to the identity of the client, the corresponding secure transmission scheme is deployed.
The strategy aims at the data transmission encryption algorithm, mainly at the asymmetric encryption
and symmetric encryption algorithm. In addition to the method shown here, this article provides an
alternative method based on redirection to support different clients. Finally, as shown in Figure 1,
after the completion of the deployment of the CAN-SEAT strategy, the secure data transmission starts.

2.2. Encryption Algorithm

In the process of handshake and secure data transmission, different encryption algorithms are used
in different phases. For HTTPS, encryption algorithms are required for key exchange, authentication,
data encryption, and signature, but the encryption algorithms applied to each part are different.
The strength of the algorithm is closely related to the efficiency of encryption. The CAN-SEAT strategy
differentiates clients by differentiating these encryption algorithms.
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Key exchange: In the SSL/TLS protocol, the key exchange is used to generate the key for data
transmission encryption. Because of the higher security requirements, key exchange requires the use of
asymmetric encryption algorithms. The algorithms actually used are RSA, Diffie-Hellman Ephemeral
(DHE), and Elliptic Curve Diffie-Hellman Ephemeral (ECDHE).

Authentication: At the start of the session, the SSL/TLS protocol may require both
communicating ends to prove their identity, typically using digital signatures for authentication.
Asymmetric encryption is also required for authentication. The actual algorithm includes RSA and
ECDSA. In practice, to avoid the cryptographic operations being repeatedly performed, authentication
and key exchange are generally used in combination before data transmission.

Data encryption: After establishing the connection, it is necessary to encrypt the data transmission.
Because the amount of data is usually large, the data are encrypted using an efficient symmetric
encryption algorithm, including the Triple Data Encryption Algorithm (3DES), the Advanced
Encryption Standard (AES), CAMELLIA, ARIA, and ChaCha20, which remain relatively secure.
There are three encryption methods: stream encryption, block encryption, and Authentication
Encryption with Associated Data (AEAD). At present, ChaCha20 is the only secure stream encryption
algorithm currently in use for SSL/TLS. Regarding block encryption, because of the low encryption
efficiency of 3DES, the actual algorithm used are AES, CAMELLIA, ARIA, etc. Among them, AES is
still the most common algorithm. Compared with the same algorithm in the previous two methods,
AEAD is more efficient and secure, but it is only supported in the new version (TLSv1.2 and subsequent
versions). Currently, in TLSv1.3, the algorithms only include ChaCha20 and AES [21].

Signature: In SSL/TLS, the common hash signature algorithms include the Message-Digest
Algorithm (MD5), Secure Hash Algorithm 1 (SHA1), SHA, SHA256, and SHA384 with the Hash-based
Message Authentication Code (HMAC). In previous versions of TLSv1.2, the signature algorithm was
applied to the Message Authentication Code (MAC) and the Pseudorandom Function (PRF) algorithm.
In later versions, the PRF algorithm must be used.

2.3. Security Strength

The security strength of the encryption algorithm is related to the encryption overhead,
so knowing the strength of the encryption algorithm can help to better select the appropriate
encryption algorithms in the actual system. Table 1 illustrates the minimal security key sizes for
different algorithms. The common symmetric encryption algorithms are AES, CAMELLIA, ARIA,
etc. The common factoring modules algorithms include RSA, and the common algorithms for elliptic
curves include ECDSA. Hash functions are implemented in TLS with SHA, for example. The key size
of the algorithm is mostly reflected in the name of the algorithm, and some key sizes of the algorithms
that are not clearly reflected can be found in [22].

Table 1. The minimal key sizes for security (bits) [23].

Factoring Elliptic

Protection Symmetric Modulus Curve Hash
Legacy standard level
Should not be used in new systems 80 1024 160 160
Near-term protection
Security for at least 10 years (2020-2028) 128 3072 2% 2%
Long-term protection 256 15360 512 512

Security for 30 to 50 years (2020-2068)

3. Methodology

Using the CAN-SEAT strategy, clients may need to provide a valid digital certificate to identify
themselves. The client is represented as C = {n, ¢,s, v}, where 1, ¢, s, and v represent the client’s name,
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e-mail, issuer information, and the certificate validity data, respectively. This section describes two
methods of client-aware negotiation based on renegotiation or redirection.

3.1. CAN Based on Renegotiation

Typically, in the SSL/TLS protocol, the data transmission can begin once the handshake completes,
but due to the limitation of the handshake protocol, it may take two handshakes before the data can be
transmitted. The specific reason is shown in Figure 1. Negotiation of the encryption algorithm
is completed in the server hello message. However, the client’s certificate is sent to the server
in the certificate message. Therefore, the identity information of the client cannot be obtained
before negotiation.

The flowchart of CAN based on renegotiation is shown in Figure 2. Firstly, the methods need
to determine whether the handshake is completed, which means, in the near future, whether the
session still needs to negotiate the way of communication. If the handshake is completed, the data
transmission begins immediately after the session resume is completed. Session resume is used for the
low-cost and fast resume of sessions, and data transmission can be carried out directly.If the handshake
is not completed, the method needs to determine how many handshakes have been completed. If the
current handshake is the first handshake, the client’s certificate needs to be obtained, and the client’s
identity information needs to be obtained from the certificate. If the client being accessed needs the
highest security strength of data transmission, renegotiation is not needed because the encryption
security strength of the first handshake in the strategy is the highest. After completing the above
operations by the client needing the highest security strength, the strategy considers the handshake as
finished, and the data transmission starts.

The client requests the
data transmission

A

Handshake
completes?

A

Determine a unique connection
based on IP and port

v

Set the transport strategy Gets the handshake information Handshake
based on the user identity from the connection information table

1 1

Handshake
First handshake number +1
A
Yes
A 4
Client identity Two-way
check authentication
A 4
Client Gets the client's

information table encryption strategy

y

Yes The handshake
Valid client failed, and the client
was added to the

firewall blacklist

A 4

Handshake completes

le

| Secure data transmission [«

Figure 2. A flowchart of client-aware negotiation based on renegotiation.
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If a client does not need the highest level of security, first, the number of handshakes is changed
in the corresponding position of the handshake information table. After that, the client information
table is searched, then the corresponding encryption scheme is found and deployed. Finally, the server
initiates the renegotiation, asking the client to re-initiate the handshake. When the client allows the
renegotiation, the client initiates a second handshake. After a series of message exchanges, the client
and server complete a second two-way authentication. Then, if the certificates of both parties meet the
requirements, data transmission begins.

The server cannot obtain the client’s certificate before the handshake, so it cannot obtain the
client’s identity information. At this point, a unique connection can be determined by the IP and
port of the client. During the server cache time, which means some client’s information such as the
number of handshakes is still stored in the server, a client corresponds to only one connection, and a
connection serves only one client. Thus, clients can be differentiated by a connection, which makes it
possible to determine how many handshakes the connection has completed with the second handshake.
The connection information is stored in the handshake information table.

Both the handshake information table and the client information table have their own processing
mechanisms. The handshake information table maintains clients” handshake information, which is
used to record the handshake number of the connection and whether the handshake was successful.
This table needs to periodically remove redundant data; the storage time of the handshake information
is the same as the server cache time. When the system deletes some cached data, the clients” handshake
information is also deleted.

The client information table records the client’s corresponding secure data transmission scheme.
Unlike the handshake information table, the client information table is stored as a file in the shared area.
If the administrators want to change user information, just the file needs to be changed. The user
information is not stored on the server.

Take the actual scenario of deploying OpenSSL on the Apache server as an example. To handle
HTTPS transmission, the Apache server interacts with OpenSSL through the default module of Apache:
mod_ssl. In OpenSSL, an SSL structure is used to represent an SSL connection. The structure preserves
the information during a handshake and cleans up some messages after a handshake is complete.
After a certain amount of time, the connection information is cleared by the server.

The implementation of the SSL/TLS handshake protocol is controlled by OpenSSL, specifically
by the function SSL_Accept in OpenSSL. This function is responsible for the overall processing of
the handshake protocol and realizes the handshake message exchange through the state machine
mechanism. One-way authentication, two-way authentication, and session resume are all realized by
function SSL_Accept through the state machine mechanism.

In theory, the CAN method based on renegotiation can be implemented by modifying SSL_Accept
in OpenSSL. However, because the implementation of OpenSSL is not inherited and varies widely from
version to version, it is less compatible due to the large differences between versions. For example,
there are considerable differences between OpenSSL 1.0.2, OpenSSL 1.1.0, and OpenSSL 1.1.1.
The implementation at the Apache server level is inherited, so this method can be applied to different
versions of OpenSSL. The scenario discussed in this section was deployed on the Apache server and
revolves around the handshake.

The Apache server controls the handshake through the Input Output (I0) module in mod_ssl,
which is used at the beginning of both receiving and sending data. For the server, the handshake
is the first behavior initiated by the client, so the handshake function is executed first in the input
function. In the first handshake, the client certificate is sent to the server via a certificate message.
For standard client certificates in X509 format, Apache stores certificate information in the SSL
structure. In the client’s certificate, the subject_name field contains the client identity information
C = {n,e,s,v}. Therefore, this field can be used to obtain the identity information of the client and
the corresponding security transmission policy of the client through the client information table.
These secure transmission schemes are embodied in OpenSSL as cipher suites and certificates for
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clients to set up key exchange, authentication, data encryption, and signature. The CAN-SEAT strategy
ensures that the corresponding secure transmission scheme is used for the next SSL handshake and
data transmission by setting the corresponding cipher suite for the SSL connection and encrypting the
certificate using the asymmetric encryption algorithm of the corresponding security strength.

Renegotiation can only be performed during the full handshake phase. However, it cannot
be performed in the session resume stage with only partial handshake behavior, as the system
security will be seriously affected. First, we need to set the renegotiation flag to “allow” before
invoking the renegotiation. Renegotiation can operate against SSL structures. After the operation
is invoked, the server requests the client to perform the renegotiation by sending a hello request
message. During the second handshake, the cipher suite negotiation is completed after the server
sends the server hello message. At this point, a client-aware set of secure transmission strategies is
implemented. However, since the client still needs to provide the certificate for the second handshake,
the two submitted certificates still need to be compared at this point. If the client refuses to submit
the certificate the second time or if it is different from the first certificate, the connection will fail
to handshake. Finally, the renegotiation flag needs to be banned to avoid security issues.

After the previous steps are completed, CAN based on renegotiation is fully deployed.
Let us consider the design of an encryption scheme. Firstly, a default encryption scheme needs
to be set for the first handshake. Because transmission requiring the highest security tends to have the
highest transmission overhead, the scheme described here sets the default encryption scheme to the
maximum security, so that clients that need the highest security can reduce the overhead by avoiding
the overhead of renegotiation and a full handshake. When a client does not need the highest security,
the renegotiation will be needed. The message sequence diagram is shown in Figure 3, in which there
are four parts. Part 1 is a full handshake of two-way authentication, in which the server gets the client
certificate and sets the encryption scheme. Then, in Part 2, a renegotiation is executed. Part 3 is also
a full handshake, in which the server uses the new encryption scheme to negotiates with the client.
Finally, Part 4 shows the data security transmission after the negotiation.

Client Server
ClientHello
(1) A full handshake of
ServerHello, Certificate, two-way authentication:
Certificate Request, =+ Server gets the client
> certificate and sets default
Certificate*, ===, Finished encryption scheme.
< —
===, Finished
< (2) Renegotiation.
Hello Request
- >
ClientHello
<< (3) A second full handshake
ServerHello, Certificate, of two-way authentication:
Certificate Request, =+ The server uses the new
P>| encryption scheme to
Certificate*, --+, Finished negotiate with the client.
< —
=== Finished
< L
. L (4) After the negotiation, data
[Data security transmission] security transmission starts.
< >
v v

Figure 3. A message sequence diagram of client-aware negotiation based on renegotiation.
The messages with **" are for two-way authentication.
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3.2. CAN Based on Redirection

Redirection means to jump from one website to another. In this manuscript, it refers to a jump from
an HTTP site to an HTTPS site. This method is suitable for clients that do not support renegotiation
or two-way authentication. Its overall idea is to prove the identity of the client by transmitting
some information that does not require encryption and to use this client information to complete the
CAN-SEAT strategy. After the server verifies the client’s identity, the secure data transmission begins.

The overall process of this method is similar to the renegotiation-based method. This section
briefly describes the different steps: First, the client logs in using the HTTP protocol with the
identity information. The server can identify the client by the client’s IP and port information,
or it can retrieve the information provided by the client from the Uniform Resource Locator (URL).
Then, the server sets different secure data transmission schemes according to the client’s information.
When a client is redirected to a connection using the HTTPS URL, a handshake is first performed,
and the server compares the certificate submitted by the client at this time to the identity information
in the client information table. If the user’s identity information meets the criteria, the handshake
completes, and the data transmission begins. For systems that do not require a client to provide a
certificate, the identity of the client is not checked. The following provides a feasible example of a
practical deployment.

As shown in Figure 4, we set the redirection that converts the HTTP URL to an HTTPS URL
in the Apache configuration file and then specify that the clients can only log in through the HTTP
URL and need to provide the client identity in the URL when logging in. After the server receives
the connection request of the client, it obtains the URL when the client logs in and obtains the client
identity information from the URL. Then, according to the client’s identity information, the server sets
the corresponding cipher suite. Clients are then redirected to sites using the HTTPS protocol. The next
step is to perform a secure handshake, at which point, the client needs to set the corresponding secure
transmission scheme for the client. After the first full handshake, the server also needs to match the
identity from the certificate submitted by the client at this time with the previous identity information.
The client is allowed to log in only if the identity information is consistent. If not, the client will fail
to log in. If the server does not require a certificate, the client’s identity is not detected. The secure
transmission scheme is set according to the client identity information in the URL. The message
sequence diagram of CAN based on redirection is similar to CAN based on renegotiation. The first two
parts were replaced by three handshakes, while the last two were the same. Therefore, the message
exchange procedure is not described here in too much detail.

Unlike the renegotiation-based method, which involves only SSL modules, the CAN based on
redirection involves HTTP modules, as well as SSL modules. The server needs to obtain the URL in the
HTTP module and set the cipher suite in the SSL module, so the method needs to coordinate the two
modules. The CAN based on renegotiation can obtain the client information in the second handshake
because the thread handling the two handshakes does not change. However, the method based on
redirection cannot ensure that the two sessions are based on the same process, let alone the thread.
This means data cannot be transferred directly between two modules. We solve this problem by storing
the information table needed in the shared zone. These tables’ data are also cleaned regularly to avoid
increasing retrieval time due to there being too much information.



Energies 2020, 13, 5777 10 of 18

Aclient HTTP SSL/TLS module
request was detected
¢ Get IP from Three-way handshake Identify clients by IP or
other technology
Get the client information N A
from IP or URL P| Redirection ¢
] Get client identity A
Read from file from table
—
Write to file Handshake ¢
information table Gets the client’s
HTTP module ;
EN—— | encryptuI strategy
Client Set the transmission strategy
information table based on the client identity
X Sharing Zone
HTTP redirects to HTTPS Two-way authentication

Configure File

Get client identity B from
client certificate

The handshake failed,
the client was added to |«
the firewall blacklist No

Prohibit unauthorized
clients access
Firewall Blacklist

Data security transmission

Figure 4. A flowchart of client-aware negotiation based on redirection.

4. Result and Analysis

4.1. Experimental Environment

The deployment scheme of Apache + OpenSSL was adopted in the experiment. The versions
used were httpd-2.4.37 and openssl-1.1.0K, corresponding to TLSv1.2. There were three comparison
platforms used. The first was the XiLinx’s high-performance board card XiLinx Zynq UltraScale+
MPSoC ZCU104, which adopts the RISC instruction set and ARM architecture inside the processor.
The second was the FT-2000+ processors on the prototype Tianhe-3 cluster [24], which integrates
64 cores and has a homogeneous many-core ARM architecture with a multilevel internal structure.
Its operating system is YHKylin 4.0-1D. The processor is divided into eight panels that access memory
individually. The third was Intel(R) Core(TM) 17-6700 CPU@3.4 GHz with the CISC instruction set and
x86 architecture, whose performance is generally better than that of the ARM architecture processor,
but it consumes more energy; different architectures are the main reason for the differences in energy
consumption and performance. The compiler optimization instruction uses -O2.

4.2. Message Exchange

The message exchange procedure of the CAN method based on renegotiation under two-way
authentication was tested. The CAN procedure based on redirection is the same as the common
redirection message exchange procedure, so it was not tested here. XiLinx Zynq UltraScale+ MPSoC
ZCU104 was used as the server machine. The Firefox browser (Version 50.0.1) was used to log in,
and the processor of the client machine was an Intel(R) Core(TM) i7-6700.

As shown in Figure 5, if a client needs data transmission with the highest security strength, there is
no need to renegotiate. After the handshake, the data transmission begins. The server hello message
has the highest security strength cipher suite (Frame 8) using the symmetric encryption algorithm
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AES-256-Galois Counter Mode (GCM) and the asymmetric encryption algorithm RSA. The key size of
RSA is determined at the time of certificate issuance and is not reflected in the cipher suite, where 3072
bits are used.

6 18:10:37.822173 202.117.10.228 202.117.10.235 TLSv1.2 246 Client Hello

8 18:10:37.837765 202.117.10.235 202.117.10.228 TLSv1.2 1514 Server Hello |
9 18:10:37.837766 202.117.10.235 202.117.10.228 TLSv1.2 1065 Certificate, Server Key Exchange, Certificate Request, Server Hello Done

11 18:10:40.037686 202.117.10.228 202.117.10.235 TLSv1.2 1354 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Finished

12 18:10:40.037866 202.117.10.228 202.117.10.235 HTTP 431 GET / HTTP/1.1

14 18:10:40.048200 202.117.10.235 202.117.10.228 TLSv1.2 105 Change Cipher Spec, Finished

Frame 8: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface @
Ethernet II, Src: Xilinx 00:22:02 (00:0a:35:00:22:02), Dst: Micro-St 7b:fe:39 (4c:cc:6a:7b:fe:39)
Internet Protocol Version 4, Src: 202.117.10.235, Dst: 202.117.10.228
Transmission Control Protocol, Src Port: 443, Dst Port: 62921, Seq: 1, Ack: 193, Len: 1460
Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 108
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 104
Version: TLS 1.2 (@x@303)
» Random: 3@b39eb475ca50cchaed824b27e9277b6e8798a3344667¢...
Session ID Length: 32
Session ID: f133@3db34a5lace8507b7cc918ebef2edb5ade87b10030...
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc03@)

Figure 5. The message exchange procedure of client-aware negotiation based on renegotiation with
highest security strength requirement.

If a client needs data transmission without the highest security strength, renegotiation is needed.
Figure 6 shows the whole message exchange procedure, which is divided into three parts: the first
handshake, the server request for renegotiation, and the second handshake. The actual deployment
of the secure transmission scheme occurs in the server hello message. In the server hello message of
the first handshake, the cipher suite at the highest security strength is used (Frame 6). In the server
hello message of the second handshake, the corresponding cipher suite is used by the client (Frame 17),
after which, data transmission begins. In the second handshake, the port and IP do not change, which is
the premise upon which this method can be used.

s = = = =
4 19:16:01.793881 192.168.232.1 192.168.232.152 TLSvl.2 258 Client Hello
| 6 19:16:01.794835 192.168.232.152 192.168.232.1 TLSv1l.2 1514 Server Hello
7 19:16:01.794838 192.168.232.152 192.168.232.1 TLSv1.2 1070 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
9 19:16:03.156111 192.168.232.1 192.168.232.152 TLSvl.2 1384 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Finished
10 19:16:03.156251 192.168.232.1 192.168.232.152 HTTP 364 GET /favicon.ico HTTP/1.1
12 19:16:03.157077 192.168.232.152 192.168.232.1 TLSv1.2 1396 New Session Ticket, Change Cipher S_pec, Finishﬂ
13 19:16:03.157286 192.168.232.152 192.168.232.1 TLSv1.2 99 Hello Reguest H 1
14 19:16:03.157479 192.168.232.152 192.168.232.1 HTTP 534 HTTP/1.1 404 N&mﬁggn@ﬁ!pn
16 19:16:03.158077 192.168.232.1 192.168.232.152 TLSv1.2 272 Client Hello
| 17 15:16:03.158859 192.168.232.152 192.168.232.1 TLSv1.2 1514 Server Hello
18 19:16:03.158869 192.168.232.152 192.168.232.1 TLSv1.2 1199 Certificate, SPpver Key Exchange, Certificate Request, Server Helld Done
20 19:16:03.176640 192.168.232.1 192.168.232.152 TLSv1.2 1424 Certificate, Cllient Key Exchange, Certificate Verify, Change Cipher Spec, Finished
24 19:16:04.609706 192.168.232.1 192.168.232.152 TLSv1.2 89 Alert (Level: Perning, Description: Close Notify)
\ V

Frame 17: 1514 bytes on wire (12112 bits), 1514 bytes captured (12

Frame 6: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112
Ethernet II, Src: Xilinx_00:22:02 (00:0a:35:00:22:02), Dst: Micro-St
Internet Protocol Version 4, Src: 202.117.10.235, Dst: 202.117.10.22
Transmission Control Protocol, Src Port: 443, Dst Port: 62776, Seq:
Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (©x0303)
Length: 84
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 8@
Version: TLS 1.2 (@x0303)
Random: 08724d8636bc1f4b4587f8cc9ba8cf83511706ee6b11479...
Session ID Length: @
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc03@)

Ethernet II, Src: Xilinx_00:22:02 (00:0a:35:00:22:02), Dst: Micro-!
Internet Protocol Version 4, Src: 202.117.10.235, Dst: 202.117.10.
Transmission Control Protocol, Src Port: 443, Dst Port: 62776, Seq
Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x@303)
Length: 117
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 89
Version: TLS 1.2 (@x@303)
> Random: d5b@9fSe3daaee31c6cB804ad8bf1382af78921d140881c20...
Session ID Length: @
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (

Figure 6. The message exchange procedure of client-aware negotiation based on renegotiation without

the highest security strength requirement.

4.3. Encryption Efficiency

Generally, the power consumption of the processor is related to its running time. In the
server cluster, the power consumption can be reduced by shutting down the servers. In WSNS,
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energy consumption can be reduced by using sleeping computing nodes. If data processing and
transmission cost can be reduced, then the above two methods can be used to indirectly reduce
energy consumption. Therefore, this section indirectly reflects the contribution of this method to
energy consumption reduction by measuring data processing and transmission time. Here, the data
processing time refers to the time required to prepare the secure data to be sent on the server side.

The data processing overhead (T;(m)) can be divided into three parts, namely asymmetric
encryption overhead (T,;), symmetric encryption overhead (Ts(m)), and the rest overhead (o).
Symmetric encryption overhead is proportional to the amount of data transferred (m). The asymmetric
encryption overhead is constant. However, the rest overhead can be treated as a fixed value because it
is variable, but much smaller than the other two parts. When the overhead of the CAN-SEAT strategy
is not taken into account, the expression of T;(m) is as follows:

Ti(m) =0+ T, + Ts(m) (1)

When the overhead of the CAN-SEAT strategy is taken into account (T (m)), the overhead of the
second full handshake and renegotiation is considered. However, the overhead of renegotiation is so
little that it can be taken into account in the rest overhead. Now, the expression of T,(m) is as follows:

T.(m) =042 x T, + Ts(m) (2)

In the process of secure data transmission, the main overhead of the processor comes from
asymmetric and symmetric encryption and decryption. We compared the efficiency of encryption and
decryption to analyze the contribution of the CAN-SEAT strategy to the actual system. The asymmetric
encryption and decryption algorithm was tested using the RSA algorithm, which can be used
in key exchange and authentication. In asymmetric encryption, the speed of the encryption is
called the signature speed, whereas the speed of the decryption is called the verification speed.
The encryption efficiency is described by the number of times the algorithm is executed per second.
Symmetric encryption and decryption were tested by AES and ChaCha20-Poly1305, and the encryption
efficiency is described by the amount of encrypted data per unit time. As not all machines support AES
hardware instructions, the use of AES hardware instructions was analyzed in the experiment. As the
block size of symmetric encryption affects the encryption efficiency, we only tested the block size
(16 bytes) actually used in OpenSSL, and the experimental results are shown in Figure 7. The signature
algorithm (such as SHA) is often used in these algorithms, so we did not test the encryption efficiency
of the signature algorithm.

The ratio of the lowest security strength to the highest security strength in the experimental results
is shown in Table 2. In the experiment, the highest strength key size of the RSA algorithm was 7680 bits,
and the lowest was 512 bits. Figure 7a,c,e compares the signature and authentication efficiency of the
asymmetric encryption algorithm. As the RSA algorithm key size increases, the encryption efficiency
of the asymmetric encryption algorithm decreases. If the CAN-SEAT strategy is adopted, the overhead
of the asymmetric encryption can be considerably reduced. For systems with less data transmitted in a
fixed time, the time spent for data processing and transmission can be markedly reduced as well.

Figure 7b,d,f compares the encryption efficiency of AES and the stream encryption algorithm
ChaCha20-Poly1305 [25], where AES New Instructions (AES-NI) denotes AES using hardware
instruction, AES denotes AES without hardware instruction, and Cipher Block Chaining (CBC) is the
block encryption method that is still widely used at present. ChaCha20-poly1305 is a widely-used
stream encryption algorithm with 256 bit symmetric encryption strength, and the strength of other key
sizes is not implemented in OpenSSL, so it could not be tested. Process performance is improved using
AES hardware instructions, but not all machines support AES hardware instructions; these machines
can only use software algorithms. Symmetric encryption is used to encrypt the transmitted data and is
the most time consuming part of encryption for systems that need to transmit a large amount of data
in a fixed period of time.
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Figure 7. Comparison of encryption efficiency of the asymmetric encryption and the symmetric
encryption algorithm in these platforms: Xilinx Zynq UltraScale+, FT-2000+: FTC662, and Intel
Core i7-6700. (a) RSA in Xilinx Zyngq; (b) AES in Xilinx Zyng; (c¢) RSA in FT-2000+: FTC662; (d) AES in
FT-2000+: FTC662; (e) RSA in Intel Core i7-6700; (f) AES in Intel Core i7-6700.

Compared with the AES algorithm, which does not use hardware instruction, ChaCha20-Poly1305
has higher encryption efficiency on these processors. Therefore, the ChaCha20-Poly1305 algorithm
can be used against the client when the client does not support AES hardware instructions. When the
version of the client’s SSL/TLS protocol is older, only the AES algorithm can be used at this point.
For clients that do not support AES hardware, only AES software encryption can be used on three types
of processors. However, for processors that support AES hardware instructions, the AES algorithm
is the preferred option over ChaCha20-Poly1305. As shown in Figure 7, the use of AES hardware
instructions can yield improved performance for different block algorithms. In practice, if the client
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supports the AES hardware instruction, different AES encryption strengths can be set according to the
client’s identity information.

Table 2. The ratio of the lowest security strength to the highest security strength encryption overhead
in the experiment.

Experimental Platform Xilinx Zynq FT-2000+:FTC662 Intel 17-6700
RSA signature speed 3.07% 2.13% 2.20%
RSA authentication speed 8.79% 7.35% 9.95%
AES software encryption speed 76.08% 76.99% 74.48%
AES hardware encryption speed 87.12% 95.48% 87.49%

4.4. Encryption Scheme and Security Analysis

In the SSL/TLS protocol, cipher suites are used to handle encryption schemes. Two common
cipher suites, ECDHE-RSA-AES256-GCM-SHA384 and ECDHE-RSA-AES128-GCM-SHA256,
with different security strengths are used to illustrate. The cipher suite describes the algorithm
of key exchange (ECDHA), the algorithm of authentication (RSA), data encryption (AES128, AES256),
and signature (SHA384, SHA256) used in the current session. The algorithm strength of symmetric
encryption is shown in Figure 7b,d,f. In addition, there is a factor that affects the encryption overhead,
that is the algorithm and strength of asymmetric encryption used by the certification authority when
issuing certificates to clients. The encryption efficiency of asymmetric encryption algorithms is shown
in Figure 7a,c,e. Using different algorithms (such as ECDSA or RSA) or different algorithm strengths
will result in different security and encryption efficiency. The algorithm strengths are shown in Table 1.

However, sometimes, in order to reduce the overhead of the full handshake, the encryption
scheme used by each IP can be stored locally. In this way, the next time the client logs in, because the
IP is available in the client hello message and the cipher suite is set after this message, the cipher suite
setting can be completed without the second handshake. At this time, there will be no overhead for
the second handshake. If the client needs to modify the encryption scheme, they can also perform a
second handshake to change the encryption scheme.

Therefore, the CAN based on renegotiation will only generate some small processing overhead
in some cases (the method described in the previous paragraph), and in some cases, it will generate
the overhead of a full handshake. The redirection-based method will produce a three-way handshake
overhead. Because usually the time for data caching (without deleting session-related information) will
last for several minutes, the overhead of a handshake during this time is usually negligible. Therefore,
the CAN-SEAT strategy can assume that there is no overhead in most cases. However, there are still
situations where it is difficult to ignore the overhead. At this time, a specific method may be designed
according to the specific situation, such as using the method described in the previous paragraph to
avoid the overhead of CAN-SEAT. In this way, it can be considered that the proposed strategy has no
overhead in most cases.

The security analysis mainly is for the security of the encryption algorithm and the security
of the two CAN-SEAT strategies. The strength of the algorithm is shown in Section 2.3. In the
actual deployment here, only algorithms with the strength of the near-term or long-term protection
algorithm (Table 1) will be deployed. Therefore, the strength of the algorithm can be guaranteed.
As for the secondstrategy, in the first stage of CAN based on redirection, only the client identity
information is need. Other relevant private information is not transmitted over the network and
is therefore secure, and the HTTPS protocol based on Apache + OpenSSL will be used in the later
stage, while the continuously maintained security software ensures the most secure communication
environment in today’s environment. The techniques used by CAN based on renegotiation mainly
include renegotiation. There are some weaknesses in the renegotiation technology, so in the latest
version of OpenSSL, there have been several security updates to the renegotiation technology [26,27].
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The actual system deployed here uses the latest version of the software, so it is relatively safe in the
current environment.

4.5. Application

In WSNs, data need to be transmitted periodically. To ensure the integrity and security of
data transmission, encryption transmission is often required; the amount of data transmitted at this
time tends to be not large. In the process of transmitting encrypted data using the browser/server
architecture, the amount of data transferred is usually less than 10 MB, so we simulated actual
application scenarios with four sizes: 10 KB, 100 KB, 1 MB, and 10 MB.

We built both servers and clients on the same Intel Core i7-6700 processor to avoid transmission
delays. In this experiment, the client sent the same data several times and the server cleared the data
inside the SSL structure after each reception to avoid the influence of session resume. Finally, the server
calculates the average receiving time to describe the data processing and transmission times.
To accurately describe the processing overhead in the actual application, the client starts by reading
the file, and the receiver writes the received data to the file. Notably, for the server, the receive time
refers to the time from the handshake until the data are fully written to the file. In this way, the actual
cost consists of three parts: handshake time, transfer time, and time to write file. If there is no write
time, better experimental results can be obtained because with the same data size, the write time is
fixed, which reduces the improvement effect.

The actual data processing and transmission times for applications using Intel Core i7-6700
processor are shown in Table 3, with similar results for the three remaining processors. The actual
processing and transmission times of the four sizes of data in four scenarios were tested, including
the time of handshake, file IO processing, and encrypted data transmission. Among them,
symmetric encryption adopted the AES algorithm in Galois Counter Mode (GCM) mode (AEAD),
whereas asymmetric encryption adopted the RSA algorithm, whose security strength is reflected in the
key size of the algorithm. Specifically, cipher suite ECDHE-RSA-AES256-GCM-SHA384 was adopted
in Scenarios 1 and 3, where the key size of the RSA algorithm was 4096 bits, that of the AES algorithm
was 256 bits, and that of the SHA algorithm was 384 bits. Scenarios 2 and 4 adopted the cipher suite
ECDHE-RSA-AES128-GCM-SHA256, where the key sizes of RSA, AES, and SHA algorithms were
1024, 128, and 256 bits, respectively. Scenarios 1 and 2 adopted software encryption; Scenarios 3 and 4
adopted hardware encryption. In the case of software encryption, the data processing and transmission
times can be reduced by 89.41%, 82.43%, 54.08%, and 15.40%, respectively, whereas in the case of
hardware encryption, the data processing and transmission times can be reduced by 85.30%, 81.90%,
61.62%, and 24.63%, respectively. In general, the less the amount of data transmitted, the greater the
benefit of the CAN-SEAT strategy.

The above experience did not consider the overhead brought by CAN-SEAT, because this overhead
can usually be avoided by design. However, it is inevitable that there are some situations where the
overhead cannot be avoided. Therefore, we forced the use of the CAN based on renegotiation for the
above four scenarios to determine how to design the scheme and the benefits of using this strategy
when the overhead of the CAN-SEAT strategy cannot be avoided. The results are shown in Table 4.
We can compare the two tables to get the overhead of the CAN-SEAT strategy. When the amount
of data is small (10KB), the overhead ratio is about 50%. When the data volume is large (10MB),
the proportion can reach 16.7% at most. However, when comparing Scenarios 2 and 4 in Table 4 with
Scenarios 1 and 3 in Table 3, using the CAN-SEAT method can always bring efficiency improvements.
In the case of software encryption, the data processing and transmission times can be reduced by
77.21%, 72.26%, 49.11%, and 14.45%, respectively, whereas in the case of hardware encryption, the data
processing and transmission times can be reduced by 69.68%, 64.28%, 48.84%, and 21.87%, respectively.
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Table 3. Total data processing and transmission times on the Intel processor (us).

File Size 10 KB 100 KB 1 MB 10 MB
Scenario 1 7410 8289 15,025 78,805
Scenario 2 785 1456 6900 66,672
Scenario 3 5027 5259 6969 28,137
Scenario 4 739 952 2675 21,209

Table 4. Total data processing and transmission times on the Intel processor (us) when the CAN-SEAT
strategy is forced to be used.

File Size 10 KB 100 KB 1MB 10 MB
Scenario 1 15,105 15,770 22,478 86,297
Scenario 2 1689 2299 7646 67,415
Scenario 3 10,150 10,412 12,021 32,836
Scenario 4 1524 1878 3565 21,984

5. Conclusions

Aiming at the problem that the security and efficiency cannot be considered in the process of data
transmission, this paper proposes a strategy called Client-Aware Negotiation for Secure and Efficient
Data Transmission (CAN-SEAT), so that clients with different security transmission requirements can
use the appropriate data security transmission scheme without modifying the client. Considering the
diversity of clients in the actual deployment process, two implementation methods were proposed
based on renegotiation and redirection, separately. Then, a specific implementation scheme based on
Apache + OpenSSL was described. The CAN-SEAT strategy was tested under four typical application
scenarios, and the data processing and transmission time were reduced by 89.41% in the optimal case,
while the effectiveness of the strategy was verified on multiple platforms. With the continuous update
of the SSL/TLS protocol, determining how to smoothly apply the CAN-SEAT strategy to the new
protocol needs to be further studied in the implementation mode.
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