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Abstract

This research aims to analyze strategic risks from financial digitalization, highlighting the
disruptive role of Fintech firms and Neobanks, the associated challenges and opportunities,
and how traditional banks can adapt to remain competitive and stable in a rapidly evolving
financial ecosystem. A qualitative methodology was employed, involving semi-structured
interviews with 10 executives and risk management experts from the financial sector.
The study employed a concurrence analysis to identify semantic relationships among
categories. The unit of analysis was the paragraph, and concurrence was computed based
on the frequency with which two categories appeared within the same segment. Key
findings indicate that the most significant risks are linked to technological competition,
regulatory shifts, cybersecurity, and consumer trust. Conversely, notable opportunities
exist in technological modernization, enhanced regulatory compliance, collaboration with
digital players, and the development of user-centric products and services. This study
introduces the concept of a cultural gap in strategic adaptation, distinct from resistance
to change, by emphasizing misalignment between organizational culture and the pace of
digital transformation. This gap poses a strategic risk by delaying execution, increasing
exposure to regulatory and technological risks, and reducing competitiveness.

Keywords: strategic risk; financial digitalization; Fintech; Neobanks

1. Introduction
Strategic risk management has become a critical priority for financial institutions

operating in a rapidly changing technological environment and under strict regulatory
oversight. Digitalization is reshaping the relationship between banks and customers,
creating both new risks and opportunities (Zhou et al., 2025).

Traditional banks face increasing pressure from Fintech firms and Neobanks, which
leverage technologies such as artificial intelligence, blockchain, and automation to deliver
agile, cost-efficient services (Henriques & Sadorsky, 2025). In contrast, conventional banks
often struggle with legacy systems and rigid governance structures, making strategic
adaptation essential for maintaining competitiveness (Nuñez et al., 2020).

Digital transformation is not limited to digitizing existing processes; it also requires
developing customer-centric, flexible operating models. This shift raises fundamental
questions about how traditional banks can innovate without compromising stability.

Despite the growing body of research on strategic risk and financial digitalization, most
studies have focused on developed markets, leaving emerging economies underexplored.
This gap is critical because regulatory frameworks, technological adoption, and cultural
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dynamics differ significantly across regions, influencing how strategic risks materialize and
are managed.

Colombia offers a unique context due to its rapid digital adoption, increasing Fintech
penetration, and evolving regulatory environment, which create both opportunities and
vulnerabilities for traditional banks (Murinde et al., 2022). By addressing this gap, the
present study provides empirical evidence from an emerging market, highlighting cultural
and organizational factors that shape strategic adaptation amid digital transformation.

This study is original in two keyways. First, it addresses a gap in the literature by
examining strategic risks associated with financial digitalization in an emerging market
context, where regulatory frameworks, technological adoption, and cultural dynamics
differ significantly from those in developed economies.

Second, it introduces the concept of a cultural gap in strategic adaptation as a distinct
form of strategic risk, moving beyond generic notions of resistance to change. By inte-
grating qualitative evidence with concurrency analysis, this research provides a nuanced
understanding of how cultural and organizational factors interact with technological and
regulatory pressures, offering both theoretical insights and practical implications for risk
management in the digital era.

This research aims to analyze strategic risks from financial digitalization, highlight-
ing the disruptive role of Fintech firms and Neobanks, the associated challenges and
opportunities, and how traditional banks can adapt to remain competitive and stable in a
rapidly evolving financial ecosystem. To guide this study, the following research questions
were formulated:

RQ1: How does financial digitalization influence the strategic risk of traditional banks in Colombia?

RQ2: What are the main cultural and organizational factors that hinder strategic adaptation in the
context of digital transformation?

RQ3: How do financial institutions perceive opportunities for collaboration with Fintech firms and
Neobanks as a strategy to mitigate risks and enhance competitiveness?

To clarify these issues, a qualitative research design was employed, using semi-
structured interviews with 10 executives and experts from the Colombian financial sector.
These individuals were deliberately chosen for their expertise in strategic risk management
and digital transformation. The subsequent analysis employed coding, augmented by
concurrency techniques and natural language processing tools, to identify patterns and
relationships among categories such as digitalization, regulatory compliance, cybersecurity,
and organizational culture.

Findings from the research indicate that the foremost strategic risks confronting tradi-
tional banking converge into three principal domains: cultural resistance and the strategic
adaptation gap; exposure to regulatory and macroeconomic volatility; and technologi-
cal hurdles related to cybersecurity and potential digital obsolescence. Nevertheless, the
study identifies significant growth opportunities through collaboration with Fintech firms,
adoption of open banking frameworks, and innovations focused on customer engagement—
factors that could enhance the sector’s competitiveness and sustainability amid pervasive
technological disruption.

This study contributes to the understanding of strategic risk by introducing the concept
of a cultural gap in strategic adaptation and its significance for digital transformation. It
also combines qualitative evidence with concurrency analysis to map relationships among
risk categories. In practice, it provides financial institutions with actionable strategies
to mitigate cultural and technological risks, enhance regulatory compliance, and form
partnerships with Fintech firms and Neobanks to improve competitiveness.
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2. Literature Review
2.1. Enterprise Risk Management (ERM) and Strategic Risk in Digital Finance

Enterprise Risk Management (ERM) has evolved into a comprehensive framework that
integrates risk into strategic decision-making, strengthening governance and enhancing
firm value (Hoyt & Liebenberg, 2011; Beasley et al., 2005). By aligning risk management
with strategic planning.

ERM addresses maturity gaps across industries and supports resilience in dynamic
environments (Bromiley et al., 2015). Recent evidence shows that mature ERM practices
foster competitive advantage and organizational adaptability, making ERM a critical capa-
bility for financial institutions undergoing digital transformation (Al Lawati et al., 2025;
Brunner-Kirchmair & Hiebl, 2025).

Strategic risk refers to uncertainties that can undermine organizational objectives
and long-term sustainability (Lam, 2014; COSO, 2017). In banking, these risks encompass
cultural, technological, regulatory, and market factors that shape performance over time
(Seabrook et al., 2021; Palenchar & Heath, 2007; Jiménez et al., 2024). Failure to antici-
pate and manage strategic risks has been linked to persistent declines in organizational
performance (Miller & Bromiley, 1990).

Recent trends emphasize the growing importance of organizational culture and
decision-making processes in risk governance, surpassing purely structural approaches
(Butt et al., 2024). Aligning strategy with values and behaviors that enable execution is now
essential (Mikes & Power, 2024; Alofan et al., 2020).

For traditional banks, strategic risks are amplified by financial digitalization, regula-
tory shifts, and competition from Fintech firms and Neobanks. These dynamics demand
rapid adoption of advanced technologies—such as artificial intelligence, blockchain, and
cloud computing—to improve efficiency and customer experience (Banna et al., 2021). How-
ever, misalignment between strategic vision and technological implementation can erode
competitiveness and expose institutions to systemic vulnerabilities (Murinde et al., 2022).

2.2. Drivers of Financial Digitalization

Digital transformation is reshaping business models, processes, and customer rela-
tionships, extending beyond the digitization of channels (Murinde et al., 2022; Banna et al.,
2021; Sarma, 2025). Key technological drivers include artificial intelligence, big data, cloud
computing, and mobile platforms, which collectively enhance efficiency, scalability, and
user experience (Y. Liu et al., 2024; Tang & Li, 2025; Fang & Liu, 2024).

Organizational factors also play a critical role. A culture that promotes knowledge
sharing and experimentation, combined with targeted training, significantly influences the
successful adoption of Fintech solutions (Alsmadi & Al-Omoush, 2025).

Although prior studies report benefits such as financial inclusion, cost reduction, and
improved fraud detection, these claims warrant cautious interpretation given measurement
and context variations (Kumar et al., 2022; Y. Liu et al., 2024).

Competitive dynamics have shifted as Neobanks enter the market, offering agile
services—such as savings, loans, and payments—that challenge traditional banking models
(Kumar et al., 2022). Institutions that fail to adopt digital strategies risk obsolescence,
whereas those that balance innovation, security, and regulatory compliance are better
positioned to remain competitive in an increasingly digital financial ecosystem.

2.3. Risk Categories and Technological Challenges

Technological complexity and cybersecurity vulnerabilities have intensified as finan-
cial institutions integrate advanced systems, expand digital interfaces, and adopt third-
party APIs and chatbots (Bout et al., 2022; Urbani et al., 2024; Kaur et al., 2023). These
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developments increase the attack surface and introduce nonlinear dependencies that com-
plicate security management in tightly coupled organizational structures (Schneier & Vance,
2025). Risk perception in Fintech services is further shaped by contextual factors and trust
dynamics, underscoring the need for robust governance and customer assurance mech-
anisms (Zhao & Khaliq, 2024). National cybersecurity programs and strategic initiatives
remain essential for strengthening internal capabilities (AlDaajeh et al., 2022).

Regulatory uncertainty adds another layer of complexity. Rapid changes in compliance
requirements and data governance standards, particularly regarding transparency and
explainability, delay adoption and increase operational risk (Arkanuddin et al., 2021;
Kou & Lu, 2025).

Competitive risks are equally significant. The literature reflects two opposing views:
the competition-fragility hypothesis, which links Fintech-driven margin pressure to in-
creased risk-taking and systemic vulnerability (Elekdag, 2024; Mateev et al., 2021; Book-
staber et al., 2018), and the competition-stability hypothesis, which argues that technological
innovation and diversification enhance resilience and efficiency (Zhang et al., 2023; Hen-
riques & Sadorsky, 2025; Z. Liu et al., 2024). Understanding these dynamics is critical for
designing strategies that balance innovation with risk control.

2.4. Opportunities for Innovation

Innovation has become a strategic imperative for traditional banks seeking to remain
competitive in a rapidly evolving financial ecosystem. Digital transformation now extends
beyond competitive advantage; it is essential for organizational relevance and long-term
sustainability (Murinde et al., 2022).

Several technological enablers drive this shift. Open banking, supported by stan-
dardized APIs, facilitates seamless interaction between banks and third-party providers,
enabling agile and personalized financial services (Desiraju et al., 2024; Z. Liu et al., 2024).
Artificial Intelligence (AI) strengthens cybersecurity by automating threat detection and re-
sponse and enhancing operational efficiency (Kaur et al., 2023). Collaborations with Fintech
firms further expand service portfolios and reduce the risk of obsolescence, positioning
such partnerships as a cornerstone of sustainable banking (Ling & Ling, 2025).

Data openness and advanced analytics represent another critical opportunity. Big data
and AI enable predictive risk management and customer-centric strategies, but they require
robust governance and ethical safeguards to ensure compliance and trust (Kumar et al.,
2022; Zhao & Khaliq, 2024).

Finally, process automation—through tools such as Robotic Process Automation (RPA)
and AI—offers significant gains in speed, accuracy, and regulatory adherence, addressing
structural rigidities and supporting scalable innovation (Fang & Liu, 2024; Afrin et al.,
2025). Collectively, these opportunities underscore the need for integrated strategies that
combine technological adoption with cultural and operational transformation.

3. Methodology
This study employed a descriptive qualitative approach to examine how digitalization

affects strategic risk management in the financial sector in Medellin-Colombia. This design
was chosen because the phenomenon analyzed (digital transformation and its strategic im-
plications) requires an interpretive approach that allows for the exploration of perceptions,
practices, and organizational responses beyond statistical generalization (Creswell et al.,
2007; Hernández et al., 2016).
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3.1. Selection of the Participating

The study employed theoretical sampling to recruit professionals from Colombia’s
financial sector, ensuring diversity across roles and institutional types (Patton, 1990). Ten
semi-structured interviews were conducted with executives, risk managers, and specialists
from banks, cooperatives, and insurance companies.

Inclusion criteria required participants to have experience in strategic risk management
and digital transformation. Candidates were identified through professional associations
and institutional networks, and invitations were sent via official email channels.

Data saturation was achieved after the eighth interview, confirmed by three indicators:
(i) no new themes emerged, (ii) the coding framework stabilized, and (iii) responses showed
consistency across the final two interviews. Each interview lasted approximately 60 min
and was conducted in the participant’s natural work environment to enhance contextual
validity (Knox & Burkard, 2009).

Ethical standards were upheld through informed consent and strict confidentiality
protocols. Table 1 summarizes participant characteristics while preserving anonymity.

Table 1. Characteristics of participants.

Code Industry Institution
Size

Years of
Experience

Digital-Risk
Proximity

Scope of
Action

Role
Approach Role Description

R1 Insurance
industry Large >20 years High Financial

insurance Strategic
Strategic leadership in risk transfer,
financial insurance structuring, and

mitigation of complex exposures.

R2 Financial
cooperative Medium >20 years Medium Risk Strategic

Experience in financial risk management,
with a focus on market and liquidity risk in

cooperative institutions.

R3 Banking
institution Medium 10–15 years High Operational

risk
Technical-
Strategic

Technical and strategic experience in
operational risk, business continuity, and

sustainability-related risks.

R4 Banking
institution Medium >20 years High Cyber risk Technical-

Strategic

Specialized experience in cybersecurity risk
management, technological resilience, and

digital incident response.

R5 Banking
institution Medium 5–10 years Medium

Operational
risk and

sustainability
Operational

Operational experience in operational risk,
business continuity, sustainability, and

environmental risk management.

R6 Banking
institution Medium 10–15 years High Financial Strategic

Financial leadership with experience in
market and liquidity risk management and

strategic decision support.

R7 Banking
institution Medium >20 years Medium Market and

liquidity risk
Technical-
Strategic

Experience in treasury, capital markets,
portfolio management, and financial

instruments.

R8 Banking
institution Medium >20 years High Risk analytics Technical-

Strategic

Advanced experience in artificial
intelligence, predictive models, automation,
applied statistics, and business intelligence,

supporting analytical design and
decision-making in risk management.

R9 Banking
institution Medium 5–10 years High Analytical

collection Technical

Experience in business intelligence and
artificial intelligence, applied statistics, and
predictive modeling, with a focus on data

science and digital transformation.

R10 Banking
institution Medium >20 years High Risk Strategic

Strategic leadership in enterprise-wide risk
management, including credit risk,

cybersecurity, operational risk, market and
liquidity risk, collections, and

fraud prevention.

Table 1 illustrates the participants’ characteristics, highlighting the diversity of profiles
and the high level of specialization among the professionals interviewed. The ten participants
provide a comprehensive overview of the Colombian financial ecosystem, encompassing
banks, insurance companies, and financial cooperatives. This composition offers a broad
perspective on the sector, reflecting the experiences of organizations with varying degrees of
risk management maturity and in adopting digital transformation processes.
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The interview protocol was developed through a thorough review of the literature.
Thirteen questions were organized into four analytical categories: (i) Strategic risks in
traditional banking, (ii) Financial digitalization, (iii) Technological challenges, and (iv) Op-
portunities for innovation. These categories were directly linked to the research objectives.
The full protocol is provided in Appendix A.

3.2. Data Analysis

The interviews were transcribed and analyzed using a coding process to identify
patterns among categories. A concurrence analysis measured the frequency of overlapping
categories, revealing semantic links and constructing conceptual networks. This was
enhanced by natural language processing (NLP) tools that visualize relationships using
frequency matrices (Kang et al., 2020).

The analytical procedure included transcription and database construction, initial
coding with an inductive approach to identify categories, and concurrence matrices to
quantify intersections. To ensure reliability, an inter-coder agreement procedure was
applied in accordance with established protocols (Campbell et al., 2013).

Three researchers independently coded the interviews using the agreed analytical
categories. After the initial coding, a systematic comparison was conducted, and discrep-
ancies were resolved through iterative discussions until complete consensus was reached
(O’Connor & Joffe, 2020). This negotiated approach strengthened interpretive consistency
and enhanced the study’s robustness. Triangulation with the theoretical framework was
also performed to ensure both validity and practical relevance.

Before the consensus phase, initial coding agreement across the three coders reached ap-
proximately 80% at the top-level category level, calculated as percent agreement. This indicator
is reported descriptively to provide a quantitative anchor for coding reliability, acknowledging
that final category assignments were determined through negotiated consensus.

To complement manual coding, we conducted a concurrence analysis using Natural
Language Processing (NLP) techniques. The analysis was implemented in Python 3.13
and advanced language models (ChatGPT-4.0 and o1), enabling automated detection of
concurrence patterns among categories (Chang et al., 2021). The unit of analysis was
the paragraph, and concurrence was computed based on the frequency with which two
categories appeared within the same segment.

Concurrence frequency (number of times two categories appeared together in a seg-
ment). Normalized concurrence index (adjusted for category frequency to avoid bias from
dominant codes). Density of connections (number of links per category in the semantic
network). These computational steps were integrated with qualitative interpretation to
ensure that visualization did not replace inductive coding.

NLP and LLM-Assisted Workflow, Reproducibility, and Data Handling

To enhance analytical transparency and reproducibility, the qualitative analysis fol-
lowed a clearly defined workflow combining manual coding with computational support.

First, interview transcripts were manually coded by three researchers using an
inductive–deductive approach. Coding decisions, category definitions, and thematic bound-
aries were established independently before any computational processing.

Second, Natural Language Processing (NLP) techniques were applied solely to support
concurrence analysis and network visualization. Large Language Models (ChatGPT-4.0
and o1) were used as analytical assistants to: (i) compute concurrence matrices based
on previously defined coding outputs, (ii) check consistency in category linking across
paragraphs, and (iii) generate exploratory summaries of category intersections. The models
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were not used to generate codes, define categories, or interpret results; these remained the
responsibility of the researchers.

Third, the concurrence analysis was implemented in Python 3.13. The unit of analysis
was the paragraph. Concurrence was defined as the simultaneous presence of two coded
categories within the same paragraph. For each pair of categories (i, j), the raw concurrence
frequency Cij was normalized to control for category salience using the following index:

NCIij =
Cij√
fi · f j

where fi and f j represent the total frequencies of categories “i” and “j” in the corpus,
network density was computed as the ratio of observed links to the maximum possible
number of links among categories.

3.3. Ethical Considerations and Bias Controls

All participants provided their informed consent, and the data were handled in accor-
dance with confidentiality protocols, ensuring that no sensitive personal information was
disclosed. To minimize selection bias, theoretical sampling was employed to select partici-
pants with established expertise in strategic risk management and digital transformation
within the financial sector.

This approach guaranteed a diverse representation of roles (including executives, risk
managers, and technical specialists) and types of institutions (such as traditional banks,
cooperatives, and insurance companies), thereby reducing the risk of homogeneity in the
perspectives analyzed (Collier & Mahoney, 1996).

To mitigate response bias, measures were implemented to reduce the influence of
socially desirable responses: interviews were conducted in natural settings, with absolute
confidentiality assured, thereby encouraging participants to express themselves freely
and authentically. A semi-structured interview format was adopted to facilitate in-depth
exploration of perceptions without restricting responses (Broadbent, 1967).

All interview transcripts were anonymized prior to analysis. Identifying information
was removed during transcription, and only de-identified textual data were used for
subsequent coding and analysis. No raw or identifiable interview transcripts were shared
with external third-party services. When LLMs were employed, they processed anonymized
excerpts exclusively, and no information that could identify participants or institutions was
included. These safeguards were designed to minimize confidentiality risks associated with
automated text processing and are consistent with established qualitative ethics standards.

4. Results
The findings from ten semi-structured interviews with financial-sector professionals

(R1–R10) provide insights into the perception and management of strategic risks amidst
financial digitalization. This section presents empirical results, highlighting recurring
themes and patterns identified through qualitative coding. Interpretative insights and
theoretical implications will be discussed later.

To enhance clarity and usability, results are organized into five analytical categories
with explicit subthemes. To maintain transparency, Table 2 includes a coverage indicator
(n), representing the number of participants (n = 10) who mentioned each key theme. This
serves a descriptive purpose, showing thematic agreement without implying statistical
significance or generalizing beyond the qualitative nature of the research.
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Table 2. Consolidated results.

Category Results Coverage Indicator (n/10)

Strategic risks in
traditional banking

Risks most frequently mentioned by
respondents:
- Risk of organizational culture

transformation (resistance to change).
- Regulatory risk
- Risk of volatility in macroeconomics.
- Technological risk
- Cyberattack risk.

Culture/resistance to change: 4/10
(R2, R8, R9, R10)
Technology & cybersecurity (incl.
cyberattack): 3/10 (R4, R5, R6)
Macroeconomic & regulatory
volatility: 2/10 (R1, R7)
Other items: Descriptive

Identification methodologies:
- Risk analysis using impact-probability

matrices and risk maps.
- COSO ERM
- Information management in internal

committees and workshops.

Factors internal:
- Ambivalent organizational culture (barrier

or catalyst).
- Resource limitations.
- Ability operational.

Treatment actions:
- Strengthening of internal controls.
- Investment in cybersecurity
- Business diversification
- Defining exposure limits.

Best practices: Establishing strategic committees,
periodic monitoring, and training officials.

Digitalization financial

Aspects Highlights:
- Perception of Fintech and Neobanks as

strategic allies (some see them as
competition).

- Digitalization is understood as an inevitable
and strategic process.

Fintech/neobanks as allies (with
competitive tension): 5/10 (R1, R2,
R3, R4, R6)
Digitalization as inevitable/strategic:
5/10 (R2, R3, R4, R6, R10)
Main digitalization-related risks
(cybersecurity/tech pace): 5/10 (R4,
R5, R6, R7, R9)
Other items: Descriptive

Associated risks:
- Cyberattack risk.
- Transition risk—speed of change.
- Regulatory risk—adaptation to new

regulations.

Opportunities:
- Expand coverage
- Complement the services
- Improve customer experience.

Divergences:
- Level of progress of banking compared to

Fintech (some consider it lagging)
- Digitalization: opportunity for

inclusion/efficiency vs. operational risks.
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Table 2. Cont.

Category Results Coverage Indicator (n/10)

Challenges technological

Concurrence: All interviewees identified
challenges in technological transformation.

Overall concurrence (technological
transformation challenges): 10/10
(R1–R10)
Speed of change: 2/10 (R4, R7)
Regulatory/political constraints:
3/10 (R3, R6, R8)
External/geopolitical factors: 2/10
(R1, R10)
Internal resource/governance
constraints: 2/10 (R2, R9)

Main challenges:
- Speed of technological change
- Rapid changes in regulation and policies
- Factors external/geopolitical
- Internal limitations of resources and

governance.

Divergences:
- Regulation seen as a brake (R3, R6) vs. as an

inevitable framework (R8).
- External factors viewed in a general way

(R1) vs. with geopolitical emphasis (R10).
- Internal limitations attributed to resources

(R9) vs. risk governance (R2).

Actions/visions: Technology as a risk mitigator
(R7) vs. as a source of vulnerability (R3).

Innovation opportunities

Concurrence:
- Innovation must be customer-centric
- We need to innovate in digitalization and

operational efficiency (R1, R3, R5, R6, R7,
R8, R10).

Customer-centric innovation: 4/10
(R1, R7, R8, R10)
Digitalization & operational
efficiency emphasis: 7/10 (R1, R3, R5,
R6, R7, R8, R10)
Other items: Descriptive

Key factors: Process simplification, automation,
customer focus, and use of digital platforms.

Divergences:
- Innovation as new products (R2) vs.

customer experience (R5).
- Regulation as a brake (R4) vs. as an

enabling framework (R9).
- Rapid adoption (R6) vs. gradual

adoption (R7).
- Fintech viewed as a risk vs. as an ally.

Findings: Innovation is a cultural and
operational change, more than product creation.

Strategic adaptation
cultural gap (emerging
category)

Findings: Difficulty in aligning internal
dynamics with the speed of the environment.

Factors: Internal resistance, rigid processes, and
lack of organizational agility.

Cultural gap/misalignment between
strategy speed and execution
readiness: 5/10 (R2, R4, R7, R8, R10)
Other items: Descriptive

Perception of interviewees: The strategy is
advancing faster than the cultural and
operational capacity can support.

Impact: It is an emerging risk that undermines
sustainability, delays the adoption of
innovations, and limits the ability to compete.

Coincidences: Culture as a limiting factor for
sustainability, linked in a transversal way to
all factors.
Note: Coverage values (n/10) indicate the number of interviewees who explicitly referenced each key theme at
least once; they are descriptive and do not imply statistical inference.
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4.1. Strategic Risks in Traditional Banking

Interviews revealed three dominant dimensions of strategic risk for traditional banks:
cultural misalignment, macro-regulatory exposure, and technological vulnerability. Re-
spondents emphasized that effective management—not mere identification—is critical for
integrating these risks into corporate strategy.

4.1.1. Cultural and Organizational Resistance

Organizational culture emerged as the most frequently cited risk. Participants (R2,
R8, R9, R10) described resistance to change and misalignment between strategic intent
and execution capacity as key barriers to digital transformation. These challenges extend
beyond market pressures, reflecting structural inertia and limited organizational agility. As
one respondent noted, “the challenge is to convince people” (R2), while another stressed
that “aligning business objectives with organizational culture” remains the most significant
hurdle (R10).

4.1.2. Macroeconomic and Regulatory Exposure

Respondents (R1, R7) highlighted external risks—such as macroeconomic volatility
and regulatory uncertainty—as structural constraints on long-term planning. Interviewees
underscored that these factors lie largely beyond managerial control, shaping liquidity,
interest rate dynamics, and overall financial stability. One participant noted “volatility and
the governmental environment of the country” (R1), while another identified “interest rate
risk, market risk, and liquidity risk” as critical concerns (R7).

4.1.3. Technological and Cybersecurity Risks

Technology-related risks, including cybersecurity threats and digital obsolescence,
were identified as strategic—not merely operational—issues. Respondents (R4, R5, R6)
emphasized that technological capabilities and cybersecurity now underpin competitive
positioning and customer trust. “Cybersecurity must become strategic for banking” (R4),
one participant asserted, while another noted that “technology is a fundamental part of
strategy” (R5). Persistent gaps in digital readiness were also acknowledged: “we still have
a long way to go in digital transformation” (R6).

Collectively, these findings illustrate that strategic risks in banking span cultural,
external, and technological domains, reinforcing the need for integrated governance and
adaptive capabilities.

Figure 1 illustrates the level of consensus among respondents regarding the main
strategic risks identified within traditional banking. Organizational culture is the most fre-
quently mentioned risk (4 mentions), closely linked to resistance to change and challenges
in adapting to new dynamics. In second place, technology and cybersecurity (3 mentions)
alongside strategic alignment (3 mentions) are deemed critical factors for maintaining
competitiveness and ensuring organizational sustainability. The risk of macroeconomic
and regulatory volatility (2 mentions) underscores banks’ vulnerability to external factors
that can jeopardize business stability. Additionally, other factors such as reliance on or
concentration of remittances, operational and resource capacity, as well as adherence to
best practices and controls (1 mention each) are recognized as specific yet highly pertinent
risks, highlighting particular vulnerabilities that could impact the overall business model.
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Figure 1. Radar chart showing the concurrence of strategic risks in traditional banking.

4.2. Financial Digitalization

The interview analysis indicates that financial digitalization represents a key driver
of change within the banking system, with implications for strategic positioning, col-
laboration models, and risk exposure. Three descriptive subthemes emerged from the
qualitative coding.

4.2.1. Fintech and Neobanks as Strategic Counterparts

Several interviewees (R1, R2, R3, R4, R6) viewed FinTech firms and neobanks as
strategic allies rather than direct competitors, emphasizing collaboration in innovation and
market reach. One interviewee remarked, “Fintech and neobanks are allies for banks” (R1),
while another emphasized the need for partnerships to remain competitive (R3).

Success requires a clear segment rationale and value proposition to enhance customer
experience in niche markets. Without alignment, competition for the same customer base
can obstruct collaboration. Viable partnerships also require formal integration for data
exchange, security, and accountability, along with a governance model to address risks,
monitor KPIs, and define exit strategies. Therefore, partnering with FinTech firms should
be a strategic decision, guided by design, segmentation, compliance, and governance.

4.2.2. Digitalization as an Inevitable Strategic Path

Interviewees broadly agreed that digitalization is essential for the long-term sustain-
ability of banking operations (R2, R3, R4, R6, R10). Digital transformation was consistently
described as a structural and irreversible process rather than a temporary trend. One
respondent noted that digitalization represents “the path that banking must take to stay
competitive” (R2). At the same time, another highlighted a shift from initial skepticism to a
recognized need for digital integration within the financial system (R10).

4.2.3. Risks Associated with Digitalization

In addition to its strategic relevance, respondents identified several risks associated
with digitalization. Interviewees (R4, R5, R6, R7, R9) emphasized cybersecurity vulnerabili-
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ties, technological complexity, and the speed of technological change as the most significant
challenges. These risks were perceived as critical to maintaining operational stability, cus-
tomer trust, and competitive positioning in an increasingly digital financial environment.

Figure 2 illustrates the interviewees’ perceptions of the primary factors driving finan-
cial digitalization, emphasizing its emergence as a pivotal theme in banking institutions’
strategies. This figure provides a comparative overview of response distributions and
highlights areas of strong agreement, enabling identification of the aspects on which digi-
talization exerts the most significant influence.
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Figure 2. Radar chart showing financial digitalization concurrency.

The response pattern indicates that stakeholders in the financial system do not view
digitalization merely as a technological tool; rather, they regard it as a transformative
change that reshapes organizational culture, redefines business models, and necessitates
new capabilities in data governance and risk management. The regions with the highest
concentration on the map indicate clear consensus on priority issues, while the areas with
the lowest concentration reveal divergent perceptions of their strategic importance or
institutional maturity.

4.3. Technological Challenges

The interviews indicated that all participants (R1–R10) experienced challenges related
to technological change; however, their emphasis varied across four distinct dimensions
identified through qualitative coding.

4.3.1. Speed of Technological Change

Several respondents (R4, R7) identified the rapid pace of technological evolution as
a primary challenge. Interviewees highlighted increasing time-to-market pressures and
difficulties in aligning internal processes with accelerating technological change. As one
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participant stressed, reducing “time to market” has become essential (R4), while another
emphasized that the main issue lies in “how quickly technology changes” (R7).

4.3.2. Regulatory and Political Constraints

Regulatory and political factors were highlighted by multiple interviewees (R3, R6,
R8) as significant constraints on technological progress. Participants cited regulatory
pressures that affect the pace of innovation, including approval requirements and evolving
expectations. One interviewee noted that “regulations may well force us to slow down
processes” (R3), while another emphasized that regulation ultimately “dictates the pace of
innovation” (R6). In addition, political and regulatory changes were perceived as affecting
organizations’ capacity to innovate (R8).

4.3.3. External and Geopolitical Factors

External conditions, including geopolitical dynamics, were identified as indirect barri-
ers to technological strategies. Interviewees (R1, R10) identified broader external uncertain-
ties that influence technological planning and implementation. As one respondent referred
to “challenging external factors for banking” (R1), another highlighted that geopolitical
developments have a “direct” impact on technology-related decisions (R10).

4.3.4. Internal Resource and Governance Limitations

Respondents emphasized internal constraints related to financial resources and gover-
nance capabilities (R2, R9). Participants noted that limited financial margins restrict access
to advanced technologies (R9), while others linked technological capacity to the effective-
ness of risk governance structures (R2), underscoring internal limitations in managing
technological transformation.

Figure 3 shows respondents’ consensus on key technological challenges in traditional
banking. Regulatory and political factors are the most commonly cited issues, highlighting
the complex interplay between technology and compliance. Additionally, rapid technologi-
cal change, internal resource limitations, and geopolitical factors pose significant challenges.
These findings emphasize the pressure on financial institutions to upgrade their technolog-
ical infrastructure. Moreover, risk governance is essential to link technological issues to
effective management, as respondents recognize that while technology offers benefits, it
also introduces vulnerabilities that require stronger controls and oversight.

Regulatory and political factors significantly impact technological transformation in
three main areas: the speed of innovation deployment, the maturity controls for scaling, and
compliance costs. Changes in interest rates and monetary policy affect funding, leading
to prioritization of shorter payback periods and reduced long-term investment. Data
custody and governance expectations, especially in open banking, complicate customer
data management.

Cloud services and outsourcing create a trade-off between agility and control, re-
quiring stronger vendor oversight and resilience. Compliance with cybersecurity and
operational resilience requirements increases demands on identity management and dis-
aster recovery, affecting project timelines. Additionally, political dynamics and migration
policies complicate onboarding and compliance. Overall, regulation and politics shape
incentives for innovation, timelines, and governance, underscoring the need to balance
speed and accountability.
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Figure 3. Concurrency radar chart—Technological challenges.

4.4. Opportunities for Innovation

The analysis of interviews revealed broad agreement among participants that inno-
vation is a key opportunity for traditional banking, particularly in customer orientation,
operational efficiency, and digital enablement. Three operational layers emerged from the
qualitative coding.

4.4.1. Product Layer

At the product level, respondents emphasized the need to shift toward more customer-
centric offerings. Interviewees highlighted that innovation should be driven by customer
needs rather than internal assumptions. As one participant stated, “innovation must match
what the customer wants, not just what the bank thinks they need” (R1). Similarly, another
respondent stressed that the main opportunity lies in “understanding the customer and
predicting their needs” (R7).

4.4.2. Process Layer

At the process level, interviewees emphasized operational efficiency as a central op-
portunity for innovation. Respondents highlighted automation, workflow simplification,
and the elimination of unnecessary steps as mechanisms to improve performance. One par-
ticipant noted that “innovating means making processes simpler by removing unnecessary
steps” (R8), while another emphasized that automation enables organizations “to cut costs
and improve efficiency” (R10).

4.4.3. Organizational Layer

Respondents emphasized the impact of digital technologies on organizational inno-
vation and service delivery. They noted that digital platforms enable faster processes
and highlighted the connection between innovation and customer expectations for digital
solutions. Innovation extends beyond product development to include enhanced customer
experience and integrated capabilities. Overall, respondents agreed that innovation oppor-
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tunities in traditional banking focus on three key areas: improved customer focus, digital
technology adoption, and operational efficiency.

Figure 4 shows the level of agreement among respondents on the primary opportu-
nities for innovation in traditional banking. The data reveals that customer focus is the
most significant factor, with the highest number of mentions. This finding underscores the
shift in the banking model toward a user-experience-centered approach, in which innova-
tion is viewed as a means of enhancing customer relationships and boosting satisfaction
and loyalty.
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Figure 4. Concurrency radar chart—Opportunities for innovation.

Operational efficiency and digitalization rank second among the most essential factors,
underscoring their critical role in enabling organizational transformation. Efficiency focuses
on process optimization, reducing rework, and enhancing internal productivity, while
digitalization provides the technological foundation for these advancements.

Lastly, partnerships with Fintech companies and customer expansion, though men-
tioned less frequently, still represent meaningful emerging strategic opportunities. These
alliances highlight a trend toward inter-institutional collaboration to accelerate technology
adoption, while customer expansion is viewed as a result of innovation rather than a
primary objective.

Customer-centered innovation operates on three layers: product, process, and orga-
nizational. At the product layer, the focus is on creating consistent and straightforward
customer journeys that enhance clarity and minimize friction. This involves standardizing
processes like onboarding and service requests, ensuring omnichannel consistency, and
enabling customer autonomy through self-service options. CRM platforms and personal-
ization engines are commonly used to improve customer experience.
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The process layer emphasizes simplification to reduce steps and internal handoffs,
accelerating decision-making, especially in risk management. Innovations in this area
leverage automation and process management tools to streamline workflows and reduce
cycle times.

At the organizational layer, innovation shifts from repetitive tasks to strategic oversight.
This requires governance routines that integrate technology, risk, and metrics, with a focus
on measurable customer-experience outcomes such as response times and adherence to
service-level commitments. Overall, customer-centered innovation involves operational
redesign to enhance speed, consistency, and control, which are crucial for scaling.

4.5. Emerging Category: Cultural Gap in Strategic Adaptation

The interviews highlighted a significant cultural gap in strategic adaptation, revealing
a disconnect between strategic intent and an organization’s capacity to implement change.
This gap, seen as a systemic limitation rather than mere resistance, stems from entrenched
routines and limited agility, which hinder the execution of strategic priorities amid rapid
technological change.

Cultural factors were identified as key obstacles, with internal resistance and rigid
processes obstructing strategic initiatives. One interviewee remarked that “the strategy often
wants to move faster than the organization is prepared to execute,” emphasizing a mismatch
between ambition and readiness. Transforming habits and culture was deemed essential for
banking sustainability, as cultural gaps threatened competitiveness and responsiveness.

A heat map analysis linked internal resistance to the innovation-culture gap, sug-
gesting that negative attitudes towards change diminish the effectiveness of technological
investments. Environmental pressures often outpace financial institutions’ adaptability,
driven by shifts in customer behavior and market dynamics.

The study concluded that banking sustainability is not just about technology or reg-
ulations; it requires addressing internal cultural dynamics. The misalignment between
strategy and execution manifests in decision-making norms and accountability, posing a
significant risk.

This cultural gap becomes evident during execution, leading to slower time-to-market,
reduced value delivery, and inconsistencies in controls and customer experiences. When
strategies persist, they can become mere documents, while outdated practices hinder agility
and increase risk during transformation.

Unlike inertia, the cultural gap reflects a failure to translate priorities into actionable
change, driven by inadequate incentives or unclear roles. Interviewees identified observable
indicators of this gap, including delays between approval and implementation, operational
problems such as increased manual work and unclear decision ownership, and risks such
as uneven policy application and high volatility in service outcomes.

The interviews reveal a cultural gap between strategy and execution, resulting in
delays, uneven adoption, rework, and control strain, which negatively impacts compet-
itive agility and transformation sustainability. To enhance comparability and facilitate
reuse, the main findings were organized using a standardized reporting structure. Each
key risk/opportunity theme includes: (i) a specific definition, (ii) representative quotes,
(iii) management actions from the interviews, and (iv) a link to prior literature. Table 3
presents the standardized results for the five categories analyzed.
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Table 3. Standardized Results Matrix.

Category Definition (Study-Specific) Representative
Quotations

Management Actions/
Controls Link to Prior Literature (Selected)

Section 4.1 Strategic
risks in traditional
banking

Threats that may compromise
sustainability and
competitiveness by affecting
alignment among strategy,
capabilities, governance, and
the external environment;
include culture/execution
readiness, macro-regulatory
volatility, and
technology/cybersecurity as
both strategic enablers and
vulnerabilities.

R2: “The challenge is to
convince people.”
R1: “Volatility and the
governmental
environment of the
country.”
R4: “Cybersecurity must
become strategic for
banking.”

• Executive risk
committees/workshops for
periodic strategic-risk
review.

• Cybersecurity program
(prevention–detection–
response + staff awareness).

• Risk
maps/impact–probability
matrices with clear
ownership and follow-up.

• Exposure limits and
strengthened internal
controls for
macro/regulatory stress.

• Culture and capability
initiatives to reduce
resistance and improve
execution.

Anchored in ERM and strategic-risk
foundations that integrate risk with
strategy and performance (COSO,
2017; Lam, 2014; Nuñez et al., 2020)
and in classic strategic-risk
measurement work (Miller &
Bromiley, 1990). The relevance of
culture for banking risk outcomes is
consistent with recent evidence on
bank regulation (Mikes & Power,
2024), while the emphasis on
communication and stakeholder
expectations aligns with strategic risk
communication perspectives
(Palenchar & Heath, 2007).

Section 4.2 Financial
digitalization

A transformative process
reshaping business models,
customer relationships, and
capabilities; changes
competitive dynamics and
expands collaboration
(Fintech/neobanks), while
increasing operational and
cyber vulnerabilities.

R1: “Fintech and
neobanks are allies for
banks.”
R2: “This is not a fad; it is
the path. . . to stay
competitive.”
R5: “The biggest
challenges are. . .
cybersecurity
weaknesses.”

• Ecosystem/partnership
governance for alliances and
third-party risk.

• Strengthen cybersecurity
and digital risk
management.

• Data governance +
operational resilience for
digital channels.

• Regulatory scanning and
compliance readiness.

• Change-management to
control transition risk (speed
without control erosion).

Consistent with the FinTech and
banking-future literature describing
opportunities and risks from the
FinTech revolution and digitalization
(Murinde et al., 2022; Kou & Lu, 2025;
Sarma, 2025). Evidence on bank
risk-taking and risk transmission
during FinTech expansion supports
the observed shift in risk profile
(Elekdag, 2024; Banna et al., 2021;
Henriques & Sadorsky, 2025). The
role of regulation and open-banking
dynamics is aligned with prior work
on FinTech ecosystems and digital
finance outcomes (Arkanuddin et al.,
2021; Desiraju et al., 2024; Z. Liu et al.,
2024; Zhang et al., 2023; Zhao &
Khaliq, 2024).

Section 4.3
Technological
challenges

Barriers to
adopting/scaling/governing
technology at market speed;
includes regulatory/political
constraints,
external/geopolitical
pressures, and internal
resource/governance
limitations.

R3: “Regulations. . . force
us to slow down
processes.”
R7: “How quickly
technology changes.”
R9: “The margin does not
allow. . . advanced
technologies.”

• Adaptive tech governance
balancing time-to-market
with controls.

• Compliance-by-
design/structured
regulatory interpretation.

• Geopolitical/third-party
dependency assessment for
critical tech.

• Capability building and
investment prioritization
aligned to risk/value.

• Resilience and oversight to
treat tech as an enabler and
vulnerability.

Aligned with work unpacking
sources of technological concern and
policy preferences (Bicchi et al., 2025)
and with evidence that organizational
complexity amplifies security
challenges (Schneier & Vance, 2025).
The AI-enabled threat landscape and
evolving cyberattacks are consistent
with recent cybersecurity reviews
(Kaur et al., 2023; Bout et al., 2022).
Capacity building and preparedness
also relate to cybersecurity strategy
and education perspectives
(AlDaajeh et al., 2022). In contrast,
organizational readiness for
AI/digital integration aligns with
managerial frameworks for
technology adoption
(Urbani et al., 2024).

Section 4.4
Opportunities for
innovation

Strategic pathways to enhance
competitiveness through
customer experience,
operational efficiency, and
digital platforms, framed as
cultural/operational
transformation more than
product novelty.

R1: “Innovation must
match what the customer
wants. . .”
R8: “Innovating means
making processes
simpler. . .”
R10: “Automating
processes to cut costs. . .”

• Customer-centric innovation
routines (journeys, service
metrics).

• Process
simplification/automation
while preserving control
effectiveness.

• Platform used to accelerate
delivery cycles and
scalability.

• Innovation portfolio
governance (prioritization,
risk, compliance).

• Culture and capability
programs for disciplined
continuous innovation.

Consistent with empirical evidence
that digital transformation can drive
technology innovation and capability
development (Fang & Liu, 2024; Ling
& Ling, 2025). The role of internal
governance and trust in digitalization
outcomes aligns with recent findings
(Y. Liu et al., 2024). Automation and
intelligent process innovation are
linked to AI-enhanced RPA and
related operational innovation
streams (Afrin et al., 2025), as well as
to readiness-focused perspectives on
integrating advanced digital
solutions in organizations (Urbani
et al., 2024).
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Table 3. Cont.

Category Definition (Study-Specific) Representative
Quotations

Management Actions/
Controls Link to Prior Literature (Selected)

Section 4.5 Cultural
gap in strategic
adaptation (emerging)

Misalignment between the
pace of external change and
internal readiness to execute;
resistance, rigid processes,
and limited agility delay
implementation—strategy
moves faster than execution
capacity can support.

R10: “The strategy. . .
move faster than the
organization. . .”
R8: “Adapt to the
speed. . . business is
changing.”
R2: “The challenge is to
convince people.”

• Change-management
governance (owners,
milestones, accountability).

• Risk culture and
communication routines
translating strategy into
behavior.

• Process redesign + agile
practices to remove
execution bottlenecks.

• Incentives/training aligned
to strategic and digital
priorities.

• Transformation dashboards
to detect
cultural/operational
friction early.

Directly aligned with research on
designing culture for digital
transformation and execution
readiness (Butt et al., 2024) and with
evidence that organizational culture
shapes adaptation of management
innovations (Alofan et al., 2020). The
banking-specific salience of culture
for risk and regulation is consistent
with recent findings (Mikes & Power,
2024). From an ERM standpoint, this
supports the view that culture and
governance are central to strategic
risk management and sustainability
(COSO, 2017; Nuñez et al., 2020), and
it complements strategic-risk
perspectives that link organizational
conditions to strategic risk-taking
(Benischke et al., 2019).

5. Discussion
This study reinforces the COSO ERM model, integrating risk management with orga-

nizational strategy and emphasizing cultural and governance factors as vital to resilience
(COSO, 2017). Findings indicate that cultural rigidity and lack of agility create strategic
risks, hindering execution and increasing exposure to technological and regulatory vulner-
abilities. This aligns with Mikes and Power (2024), who argue that culture has replaced
structural reform as a key determinant of risk governance.

Interviewees highlighted cultural misalignment as a barrier to implementing digital
strategy, illustrating that risk is embedded in organizational values and decision-making.
Our findings also resonate with Lam (2014), who describes strategic risk as the likelihood
of unexpected events undermining goals, and with Miller and Bromiley (1990), who show
its long-term impact on performance. Seabrook et al. (2021) emphasize the structural
dimension of strategic risk, a perspective that our study extends by introducing the concept
of a “cultural gap in strategic adaptation.”

Research indicates that digitalization and innovation drive organizational change
(Banna et al., 2021), but our findings show that misalignment with strategic objectives
limits their effectiveness. This rigidity is a critical barrier to implementing digital strategy,
underscoring that strategic risk is not merely technological but deeply cultural.

Additionally, the growth of Fintech is reshaping the competitive landscape in finance,
with an analysis of more than 10,000 Fintech companies indicating that their presence
is associated with increased risk-taking among traditional banks (Elekdag, 2024). This
supports the competition-fragility hypothesis, suggesting that profit pressures push banks
toward riskier behaviors, escalating financial system vulnerabilities (Mateev et al., 2021;
Bookstaber et al., 2018).

Recent studies present an alternative view, known as the competition stability hypothesis.
This idea suggests that Fintech can reduce overall risk by diversifying credit sources, improv-
ing risk assessment tools, and enhancing the efficiency of the financial system (Zhang et al.,
2023). Fintech platforms have significantly expanded financial inclusion and enabled more
flexible credit assessment models. Consequently, they can enhance the quality of traditional
banks’ portfolios using advanced statistical techniques (Elekdag, 2024).

Our findings contribute to the competition–fragility versus competition–stability de-
bate. Interviewees highlighted that while Fintech and Neobanks increase competitive
pressure, the effects vary across contexts. Institutions with strong risk governance and agile
processes view Fintech partnerships as opportunities, whereas those with legacy systems
may face heightened vulnerabilities, consistent with prior research.
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Financial institutions must navigate strategic risks and adapt their business models
amid rapid digital change. Although digitalization can improve efficiency and customer
satisfaction, it demands robust risk management practices aligned with the COSO ERM
framework. Ineffective management can impede goal achievement.

We introduce the concept of a “cultural gap in strategic adaptation,” defined as a
risk factor arising from misalignment between organizational culture and rapid change.
Previous research noted cultural resistance as a barrier, but our findings suggest culture
can be an adaptive capability. Misalignment can hinder execution, increase vulnerability to
risks, and reduce competitiveness.

This mechanism can be summarized as follows: as digital/regulatory changes ac-
celerate, organizations with rigid cultures face delays in executing strategic initiatives,
increasing risk exposure, and diminishing competitiveness. Our study clarifies how cul-
tural misalignment operates as a dynamic strategic risk factor.

6. Conclusions
Research shows that traditional banks face complex strategic risks stemming from

cultural, technological, regulatory, and competitive factors. The main challenge for banks is
adapting to rapid changes in digital technology and new regulations, often faster than their
internal teams can respond. This poses a critical risk to the alignment of culture, strategy,
and technology. The analysis emphasizes the need for robust cybersecurity and effective
data management as key components of resilience, and for addressing outdated technology,
which can slow innovation and increase operational risks.

Digital transformation is now a reality for traditional banks. The main strategic risks
identified are competition from fintech companies, regulatory issues, and cybersecurity
threats. However, there are also significant opportunities for innovation and growth in the
financial market. For example, banks in Colombia that embrace digitalization and work
with fintech companies have become more competitive.

Looking ahead, banking must reinvent itself by adopting flexible, customer-focused
business models and making innovation a core part of its strategy. In summary, the
banking sector is at a turning point. It can either resist change and lag or adapt and grasp
new opportunities. The future of banking relies on closing the gap between planning
and execution, building flexible teams, and combining technology, efficiency, and clear
regulations to maintain stability without hindering competition.

6.1. Theoretical Implications

The research findings highlight significant challenges associated with strategic risks
in the banking sector. A primary concern is cybersecurity, which represents a systemic
risk affecting both business continuity and customer trust. Technological vulnerabilities
are among the most impactful factors on global financial systems (Henriques & Sadorsky,
2025). Another critical challenge noted in the research concerns the cultural gap in strategic
adaptation, whereby organizational culture is often perceived as static and as influencing
risk management (Mikes & Power, 2024). However, the results indicate that culture is a
dynamic factor that can either delay or accelerate the implementation of strategies.

Furthermore, the research underscores the importance of digitalization and innovation
in ensuring the sustainability and competitiveness of financial institutions. This perspective
aligns with earlier analyses of the interplay between competition, innovation, and risk in the
banking sector (Allen & Gale, 2004). Additionally, this research emphasizes the necessity
of a holistic approach to integrating strategic risks, viewing technological, regulatory,
cultural, and market factors as an interdependent system that shapes the adaptability of
financial entities.
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6.2. Practical Implications

To make the findings actionable, we propose stakeholder-specific actions that address
cultural, technological, and regulatory challenges identified in this study:

For Bank Regulators:

• Accelerate approval processes for digital products and services to reduce time-to-
market delays.

• Establish cybersecurity benchmarks and mandatory incident readiness metrics for all
financial institutions.

• Promote open banking frameworks through standardized API regulations to foster
collaboration between banks and Fintech firms.

• Implement traceability requirements for data governance to ensure compliance.

For Fintech Firms:

• Adopt interoperability standards (e.g., API protocols) to facilitate secure integration
with traditional banks.

• Develop compliance dashboards aligned with local regulatory frameworks to build
trust and reduce friction.

• Engage in joint cybersecurity drills with partner banks to strengthen resilience against
systemic threats.

• Formalize governance models that clarify roles and responsibilities in risk-sharing
partnerships.

For Bank Executives:

• Create board-level digital risk dashboards tracking cyber KPIs, regulatory compliance,
and innovation metrics.

• Form cross-functional agile teams to accelerate execution and reduce cultural rigidity.
• Implement data governance frameworks, ensuring traceability and quality across all

digital processes.
• Invest in cloud security and automation tools to enhance operational resilience and

regulatory adherence.

6.3. Limitations and Future Lines of Research

This study identifies constraints affecting transferability and inference strength. The
small sample size of ten semi-structured interviews limits statistical generalization, making
findings more mechanism-oriented than broadly representative. The specific context of
Colombia suggests that regulatory and cultural dynamics may not be applicable elsewhere.
Additionally, reliance on self-reported data may introduce bias, as participants could under-
state vulnerabilities or overstate strengths. While the sample includes diverse roles, it leans
towards risk/strategy functions, likely emphasizing governance over operational issues.

To improve external validity and empirical precision, future research should focus on
strategic risk and financial digitalization through three interconnected dimensions:

1. Cross-country comparative studies to validate the mechanism of ‘digital/regulatory
pace → cultural/process rigidity → execution delay → risk exposure,’ identifying
factors like regulatory tightness and technical debt.

2. Development of a quantitative scale to operationalize the ‘cultural gap,’ enabling
more precise causal estimates of its impact on strategic adaptation.

3. Investigating partnerships with Fintech companies to promote resilience and incorpo-
rate criteria such as interoperability and cybersecurity into a governance framework.
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Appendix A. Interview Protocol and Informed Consent
Project Title

Strategic Risks and Financial Digitalization: Analyzing the Challenges and Opportuni-
ties for Fintech Firms and Neobanks.

Purpose of the Study

This research aims to analyze strategic risks arising from financial digitalization,
highlighting the disruptive role of Fintech firms and Neobanks, the associated challenges
and opportunities, and how traditional banks can adapt to remain competitive and stable
in a rapidly evolving financial ecosystem.

Methodological Design

• Approach: Qualitative, based on semi-structured interviews.
• Estimated Duration: 30–45 min per interview.
• Mode: Conducted in person.

Data Management and Confidentiality

• Interviews will be audio-recorded with prior consent and transcribed verbatim.
• Direct identifiers (names) will be removed during transcription; participants will be

assigned anonymous codes.
• Data will be stored securely with restricted access to the research team.
• Due to confidentiality agreements, full transcripts will not be publicly available.

Ethical Considerations

The study complies with principles of voluntariness, beneficence, justice, and respect
for persons.

Participation is voluntary, without financial compensation, and participants may
withdraw at any time without consequences.
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Informed Consent Script

Before starting, please note:
This interview is part of an academic study aimed at analyzing strategic risks in

the context of financial digitalization. Your participation is voluntary. The information
collected will be treated confidentially, and results will be presented anonymously without
attributing individual comments. With your permission, the interview will be audio-
recorded solely for internal analysis purposes. You may skip any question or withdraw at
any time without penalty.

Do you authorize the interview under these conditions?

Interview Guide

1. What have been the main challenges in identifying strategic risks?
2. Which tools and methodologies does your institution apply to identify strategic risks?
3. What are the primary strategic risks identified in your institution?
4. Which internal factors constrain or enhance your organization’s capacity to respond

to strategic risks?
5. Which external factors do you currently perceive as most challenging for the bank’s

strategy (regulation, technology, competition, macroeconomics)?
6. Do you consider FinTech firms a strategic ally in the financial sector, and what impacts

have the entry of FinTechs and Neobanks had on your strategic positioning and
market share?

7. What role does digitalization play in your institution’s growth strategy?
8. What strategic opportunities does digital expansion offer for the growth and competi-

tiveness of your institution?
9. Which strategies do you think have driven the growth of leading banks in the current

environment?
10. What good practices have you implemented for the treatment of strategic risks in your

institution?
11. What treatment measures have you used to mitigate or leverage the identified strategic

risks (e.g., portfolio reconfiguration, partnerships, technology investment, corporate
governance changes)?

12. What changes do you observe in the risk profiles of clients and the market as a result
of digitalization and the use of emerging technologies?

13. How have the expectations of digital clients evolved, and how is your institution
responding to these changes?
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