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Abstract: This study systematically reviews academic research on artificial intelligence
(Al) in financial fraud prevention. Employing a bibliometric approach, we analyzed
137 peer-reviewed articles published between 2015 and 2025, sourced from Scopus, Web
of Science, and ScienceDirect. Using Bibliometrix, we mapped the field’s intellectual
structure, collaboration patterns, and thematic clusters. Research interest has surged
since 2019, led mainly by China and India, though the literature is mostly technical, with
limited social science engagement. Three main themes emerged: Al-based fraud detection
models, blockchain and fintech integration, and big data analytics. Despite growing output,
international collaboration and focus on ethical, regulatory, and organizational issues
remain limited. These insights provide a foundation for advancing both research and
practical Al-driven fraud mitigation.

Keywords: bibliometric review; artificial intelligence; financial fraud prevention; machine
learning; fintech

1. Introduction

The financial sector has experienced rapid advancements in the application of artificial
intelligence (AI) and machine learning (ML) technologies, transforming key areas such as
risk management and decision making. One of the most critical applications of Al in this
domain is financial fraud detection and prevention. Fraud continues to pose a significant
threat, and as fraudsters adapt their tactics, traditional methods become increasingly
ineffective, highlighting the need for more sophisticated solutions. Al-powered tools,
such as machine learning algorithms and big data analytics, have emerged as essential
for real-time fraud detection, enhancing both efficiency and accuracy. Moreover, as fraud
patterns constantly evolve, Al-driven detection systems must continually adapt as well.
Our review finds that, while some recent studies propose adaptive or online learning
algorithms to cope with emerging fraud strategies, this aspect is not yet thoroughly covered
in the literature—indicating a crucial gap where academic research is still catching up to
rapidly changing fraud tactics.

Al has proven its potential across multiple sectors of the financial industry, including
credit risk assessment, customer service optimization, and fraud prevention (Jagtiani &
John, 2018; N. Kumar et al., 2019; Hajek & Henriques, 2017; Jullum et al., 2020). Although
numerous studies have explored Al’s application in areas such as credit scoring, algorithmic
trading, and predictive analytics for financial crime prevention (B. S. Kumar & Ravi, 2016;
Belanche et al., 2024; Cummings, 2021), the specific role of Al in tackling financial fraud
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remains a critical yet underexplored subject. Existing literature has examined various Al
models for detecting and preventing fraud, including credit card fraud, money laundering,
and insider trading (Kirkos et al., 2007; Ngai et al., 2011), but often lacks a holistic view of
the field. Most research tends to focus on isolated aspects, leaving gaps in understanding
the broader trends, methodologies, and evolving challenges within the domain of Al-based
fraud prevention.

A notable gap in the literature is the insufficient number of studies addressing Al’s
evolution and its effectiveness in financial fraud prevention. Moreover, there is limited en-
gagement from the social sciences and interdisciplinary fields, which limits understanding
of critical issues such as algorithmic bias, regulatory challenges, organizational resistance,
and the societal impact of Al-driven decisions. Addressing this gap could lead to more
responsible and context-aware fraud prevention strategies. Future research would benefit
from incorporating insights from behavioral finance, law, and public policy to align tech-
nological solutions with ethical and institutional considerations. While works by Ahmed
et al. (2022), Goodell et al. (2021), and Lu et al. (2022) have contributed to the broader
understanding of Al in finance, they overlook the specific context of fraud detection. Fur-
thermore, these studies fail to systematically examine how academic research aligns with
the practical needs of financial institutions facing increasingly sophisticated fraud tactics.
This paper aims to fill this gap by expanding on Ahmed et al. (2022), providing a deeper
exploration of Al methods in financial fraud prevention, and offering insights into both
academic and practical implications.

The primary objective of this study is to map the scientific literature related to the
use of Al in the prevention and control of financial fraud. Specifically, the paper seeks to
answer the research question: how has the academic debate surrounding Al techniques for
preventing financial fraud evolved over time? To address this, the study first conducts a
comprehensive bibliometric analysis of the available literature. This analysis will identify
key themes, methodologies, and trends in the application of Al to financial fraud detection.
The study will then examine the evolution of Al research in financial fraud prevention
by analyzing publication patterns and identifying emerging areas of interest. Finally, it
will conduct an in-depth analysis of the most influential articles in the field, selecting
them based on citation counts and other relevant criteria, to assess their impact on the
academic discourse.

This research offers several important contributions to both academic literature and
the practice of financial fraud prevention. First, it provides a much-needed synthesis of the
current state of Al applications in financial fraud detection, offering a holistic view of the
methodologies and techniques employed in this domain. Second, through its bibliometric
analysis, the study identifies key trends and research gaps, highlighting areas that require
further exploration. Additionally, by linking the findings from academic literature to
the practical challenges faced by financial institutions, this paper contributes to a more
nuanced understanding of how Al can be effectively utilized to combat financial fraud
in real-world scenarios. The insights from this study have the potential to inform future
research directions and the development of more effective fraud prevention strategies.

In addition to mainstream financial institutions, recent studies have explored how Al
is being implemented in specialized financial environments such as Islamic banking. For
example, Hamadou et al. (2024) analyze Al-based tools for fraud detection and compliance
in Sharia-compliant financial systems. Their findings highlight how ethical and religious
considerations intersect with technological innovations, reinforcing the importance of
tailoring Al applications to diverse institutional contexts. Including such perspectives
broadens the discussion and emphasizes the need for inclusive, culturally aware research
on Al-driven fraud prevention.
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Recent advancements highlight the growing need to tackle emerging challenges in
fraud detection, including: (i) the continuous evolution of fraud patterns, which demands
models capable of adapting dynamically to new fraudulent behaviors (Chen et al., 2025);
and (ii) the convergence of Al and blockchain technologies, where smart contracts can
autonomously execute preventive actions upon identifying fraud risks. These innovations
mark a paradigm shift toward more adaptive and self-sufficient fraud prevention frame-
works, leveraging Al's predictive capabilities alongside blockchain’s transparency and
immutability. For the first challenge, although concept drift in fraud is well-recognized
(Chen et al., 2025), relatively few studies in our corpus explicitly propose mechanisms
for continuous model updates or online learning to handle this issue. This suggests that
academic literature is still developing proactive strategies to ensure Al models remain
effective as fraud tactics evolve, underscoring an important avenue for future work.

Building on these developments, Al-driven fraud detection has evolved with the
introduction of cloud-optimized Transformer models, enhancing scalability and real-time
data processing capabilities (Deng et al., 2025). These models leverage graph self-attention
mechanisms to detect complex fraudulent patterns without extensive feature engineering.
Moreover, the integration of quantum computing with federated learning has enabled
frameworks like QFNN-FFD, which achieve precision rates above 95% while ensuring
data privacy (Innan et al., 2024). These advancements signify a shift toward more adaptive
and secure fraud detection systems, addressing the growing sophistication of financial
fraud schemes.

The structure of the paper is as follows: Section 2 outlines the methodology used
for the bibliometric analysis and data sources, the treatment of the data, article selection
criteria, and the categorization process. Section 3 presents the results of the analysis,
focusing on trends, influential studies, and further analysis. Finally, Section 4 concludes the
paper by discussing the implications of the findings and suggesting directions for future
research. This structure facilitates a comprehensive examination of Al’s role in financial
fraud prevention.

2. Materials and Methods
2.1. Methodology

This study employs a quantitative approach due to its bibliometric nature, which
involves the systematic measurement of scientific knowledge production and dissemination
(Aratjo, 2006). Quantitative research employs deductive reasoning and statistical methods
to analyze numerical data, ensuring replicability and objectivity (Gerhardt & Silveira, 2009).
Bibliometrics applies statistical techniques to quantify patterns in scholarly communication
(Quevedo-Silva et al., 2016) and facilitates the examination of academic output within a
specific field, enabling the mapping of research communities, the identification of scholarly
networks, and an understanding of underlying research trends (Chueke & Amatucci, 2015).

2.2. Data Collection

For data collection, the Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) methodology (Moher et al., 2015) was adapted to include four key
stages: identification, screening, eligibility, and inclusion (Figure 1). In the identification
stage, the population, intervention, comparison, outcomes, and context (PICOC) protocol
was used to define the search string (“Financial Fraud” AND “Artificial Intelligence” OR
“Machine Learning”) in keywords, titles, and abstracts (Navarrete et al., 2018). A total
of 1,085 records were retrieved from three prominent databases: Scopus (468 articles),
Web of Science (191 articles), and ScienceDirect (426 articles). Scopus, Web of Science,
and ScienceDirect were selected for their extensive coverage of high-impact journals and
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advanced search capabilities, ensuring a comprehensive and rigorous dataset (Chadegani
et al., 2013; Mongeon & Paul-Hus, 2016).

[ Identification of studies via databases and registers ]
(N
Records identified from:
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Figure 1. PRISMA flowchart (Page et al., 2021).

In the screening phase, duplicate entries across databases were removed, resulting in
a total of 512 unique articles. The eligibility stage involved a comprehensive assessment
of the articles” alignment with the research scope, leading to the inclusion of 137 articles
in the final review. Only articles or reviews published in journals under the “Economics,
Econometrics and Finance”, “Business, Management and Accounting”, or “Computer
Science” categories and available for download were considered. Additionally, only articles
published between 2015 and 2025 were included to ensure the research was up to date and
aligned with the latest academic contributions in the field. This review was registered in a
public registry with Open Science Framework (associated project osf.io/axty2/Registration
DOI https:/ /doi.org/10.17605/OSF.I0 /KH7ES6).

2.3. Analysis Framework

The metadata of the 137 articles (Figure 1) that made up the bibliographic database
were analyzed with the help of the Bibliometrix software (Aria & Cuccurullo, 2017) and
the biblioshiny application, which offers a web interface to Bibliometrix (Secinaro et al.,
2020). The analysis was conducted based on three macro aspects: general trends, journals,
and authors. First, the general analysis focused on examining the number of publications
per year, providing a temporal overview of scientific production on the topic over time.
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This helped identify potential trends and variations in academic interest, as suggested by
Merig¢ et al. (2018). Additionally, the frequency of keywords over the years was analyzed
to uncover trends and variations in academic discourse. Finally, the number of publications
per country was assessed to offer a geographical overview of the academic output, as
highlighted by Ahmed et al. (2022).

To identify the most relevant journals, Bradford’s Law was used to identify core
journals that contribute most significantly to the field, allowing for a targeted analysis of
key publication sources (Chueke & Amatucci, 2015). Furthermore, Lotka’s Law will be
employed to analyze author productivity, evaluating whether article output is concentrated
among a few researchers or more evenly distributed across a larger pool of contributors, as
indicated by Aratjo (2006).

In addition, the biblioshiny application made it possible to obtain an overview of
the most explored research topics, the topics that still need to be further explored and
deepened, the development of research topics over time, and which topics still need to be
addressed holistically, within the scope of the application of artificial intelligence for the
prevention of financial fraud.

3. Results
3.1. General Information

The bibliometric database comprises 137 articles from 92 distinct sources, covering the
period from January 2015 to January 2025. On average, each article has received 26.36 cita-
tions, suggesting a growing academic interest in the field, with a total of 454 contributing
authors. The collaboration index indicates an average of 3.57 authors per paper, reflecting a
moderate level of co-authorship.

Figure 2 presents the annual distribution of publications, revealing an average growth
rate of 23.11%. The findings indicate that research on the application of artificial intelligence
and machine learning in financial fraud prevention has gained significant traction since
2021. This aligns with recent studies emphasizing the acceleration of Al applications in
finance during the post-pandemic digital transition (Biswas et al., 2024; Zhu et al., 2024).

45 41
40
35

30

Number of documents

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
Years

Figure 2. Financial Fraud, Al, and ML in literature growth.

The concentration of publications in recent years highlights both the critical nature
of the subject and the growing academic interest in this area. Notably, the financial sector
has progressively integrated these technologies into fraud prevention strategies since 2021,
marking a pivotal shift in industry practices (Xia et al., 2024).
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3.2. Most Relevant Sources

Identifying the most influential publication sources is crucial for understanding the
dissemination of knowledge in this field. Figure 3 highlights the eight journals contributing
at least three articles to the bibliographic database. Among them, IEEE Access and Expert
Systems with Applications stand out as the primary sources, with 15 and 7 publications,
respectively.

Security and Communication Networks [ NN 3

Int. Journal on Recent and Innovation Trends in Computing .
and Communication

Int. Journal of Electrical and Computer Engineering [ NN 3
IEEE Transactions on Computational Social Systems | N 3
Finance Research Letters [ NG 3
Decision Support Systems [ NN 3
Expert Systems with Applications [ NRNEBRDE 7
IEEE Access [N 15

Frequency

Journals

Figure 3. Most relevant scientific sources.

A key aspect of bibliometric analysis is Bradford’s Law (Bradford, 1985), which catego-
rizes journals based on their publication volume by dividing them into three sections, each
representing one-third of the total publications. The first section, comprising the journals
listed in Figure 2, contains the most productive sources in the field. Notably, Bradford’s
Law suggests that early publications on an emerging topic tend to appear in a small num-
ber of highly relevant journals, which subsequently attract increasing submissions as the
field evolves.

The prominence of IEEE Access and Expert Systems with Applications in financial fraud
detection research can be attributed to their broad scope, covering key topics such as
artificial intelligence, machine learning, big data, and cybersecurity (Hsin et al., 2022).
These fields play a pivotal role in advancing fraud detection techniques, which are essential
for mitigating financial losses and maintaining institutional credibility (Almazroi & Ayub,
2023). The strong emphasis on applied and interdisciplinary research in IEEE Access, along
with Expert Systems with Applications’ focus on practical technological solutions, makes
them ideal platforms for publishing innovative studies in this domain. Together, these
two journals not only dominate the field in terms of volume but also serve as hubs for
innovation and interdisciplinary integration.

Most articles published in IEEE Access propose hybrid fraud detection models that
integrate various approaches, including deep neural networks, active learning, federated
learning, and hyperparameter optimization, to enhance accuracy and efficiency (Awosika
et al., 2024). Additionally, these studies commonly address challenges such as imbalanced
datasets and data privacy concerns, often leveraging blockchain technology to ensure
security (Dasari & Kaluri, 2024). The practical orientation of these contributions facilitates
the real-world implementation of fraud detection solutions, reinforcing trust within the
financial sector (Lin et al., 2018).

On the other hand, publications in Expert Systems with Applications distinguish them-
selves by prioritizing the interpretability of fraud detection models, ensuring that pre-
dictions remain transparent and explainable (Ranganatha & Syed Mustafa, 2025). These
studies explore novel techniques for detecting fraud in diverse financial contexts, including
digital payment systems and automotive loans. Furthermore, they emphasize collaborative
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efforts among financial institutions and data integration strategies to improve fraud de-
tection model effectiveness (Motie & Raahemi, 2024). Additional key topics addressed in
these publications include data privacy protection and solution scalability (Btaszczynski
et al., 2021).

3.3. Main Authors, Articles, and Affiliations

A key aspect of bibliometric analysis is evaluating authors based on their publication
output and citation impact. Table 1 presents the five most prolific authors within the
bibliographic database, each with a minimum of three published articles, along with
their institutional affiliations. Notably, Zhao Wang emerges as a leading contributor, with
four articles primarily focused on the role of artificial intelligence (Al) in financial fraud
detection. While these studies underscore Al's significance in fraud prevention, they lack a
comprehensive, systematic examination of its evolution and alignment with institutional
requirements, leaving a critical gap in the literature.

Table 1. Authors with the highest number of publications on the subject, citations, and their affiliations.

Authors Articles Affiliation
Accounting School, Capital University of

Zhao Wang 4 Economics and Business, China

Jingyu Li 3 School of Economics and Management, Beijing

&Y University of Technology, China
Yubin Li 3 School of Economics and Management, Harbin
Institute of Technology, China
s School of Economics and Management,
Shi Qiu 3 Changsha University, China
Lei Wang 3 Chinese Academy of Sciences, China

Note: This table presents researchers with the most papers in the bibliometric analysis, their number of articles on
the topic, and the university in which they are affiliated.

Zhang et al. (2025) apply machine learning techniques to construct enterprise portrait
models for fraud prediction, while W. Liu et al. (2025) enhance detection accuracy by
integrating natural language processing (NLP) with accounting indicators. D. Zhao et al.
(2025) propose the Polytope Fraud Theory, introducing a multi-dimensional analytical
framework for preventing accounting fraud, whereas Ileberi et al. (2022) refine credit card
fraud detection through genetic algorithms. Despite the methodological diversity, current
studies lack an integrated framework to assess Al’s effectiveness across various fraud
scenarios and its practical implementation challenges.

In line with Lotka’s Law (Lotka, 1926), which posits that most authors contribute
only one publication, this study finds an even higher rate: 93.5% of the 454 contributing
authors published only once, while, at the other extreme, only one author published four
articles. This trend underscores the emergent nature of the research topic, indicating that,
while many researchers explore Al-based fraud prevention, only a few have established
themselves as prolific contributors in the field. This pattern aligns with findings by Bou
Reslan and Jabbour Al Maalouf (2024) and Duan et al. (2024), who highlight the evolving
nature of Al research in financial fraud detection and the increasing diversification of
scholarly contributions.

Beyond productivity, co-authorship networks provide valuable insights into collabo-
rative structures within the field, as depicted in Figure 4. This visualization reveals four
primary co-authorship clusters: a lilac cluster centered around authors Wang L. and Fu S,;
a red cluster focused on Wang Z.; a blue cluster, with Li J. at its core; and a brown cluster
primarily highlighting the collaboration between Fan G. and Song Y.
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Figure 4. Co-authorship for authors.

e  The lilac cluster predominantly addresses financial fraud detection through advanced
big data and artificial intelligence techniques, such as deep neural networks, graph
algorithms, and privacy-preserving federated learning (L. Wang et al., 2021);

e  The red cluster explores cutting-edge quantum machine learning methods, including
quantum graph neural networks and quantum classifiers, to improve the accuracy and
efficiency of detecting fraudulent activities in financial data (Y. Wang & Zhu, 2024);

e  The blue cluster investigates diverse approaches to financial fraud detection, such
as the analysis of abnormal managerial tone in Chinese listed firms (X. Wang, 2024),
the development of intelligent support systems based on a three-level relationship
penetration model (R. Li et al., 2023), and the integration of generative Al in economic
and financial research (Zhang et al., 2022);

e  The brown cluster emphasizes enhancing fraud prediction models through innovative
key indicator selection using hybrid machine learning approaches (L. Wang et al., 2021)
and applying fusion models for more effective predictive systems (J. Li et al., 2024).

3.4. Most-Cited Articles

Analyzing bibliometric trends also involves identifying the most cited articles, as they
significantly shape the field. Table 2 presents the ten most-cited articles, with the top three
being West and Bhattacharya (2016), Goodell et al. (2021), and Hilal et al. (2022). These
papers underscore the transformative potential of Al and ML in anomaly detection and
financial decision making, while also hinting at future research directions for enhancing
fraud detection systems. While these studies are highly influential, they tend to focus more
on anomaly detection techniques rather than offering a longitudinal view of Al's evolution
in fraud prevention.

These most-cited articles have in common the fact that they portray financial fraud
prevention scenarios using or testing various types of algorithms. It is important to high-
light concern with aspects of system vulnerabilities and data security that must be available
and complete at the same time (Khetani et al., 2023). Finally, it can be highlighted that these
articles converge with their discussions to propose to overcome the main problems and
limitations imposed by the continuous modification of the systems developed to defraud
financial data or carry out illicit transactions (Goodell et al., 2021).

A notable gap in the literature pertains to the integration of other technologies with
Al and ML for fraud detection, as well as the continuous evolution of these technologies to
counter increasingly sophisticated fraudulent tactics. Future research must address these
limitations, focusing on adaptive Al mechanisms capable of identifying emerging fraud
patterns and ensuring robust financial security.
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Table 2. Articles with the highest number of citations.

Reference Citations Major Contributions and Objectives Top Criticisms or Issues Reviewed Main Methodological Aspects
Addresses the association between fraud The growing reliance on new . .
Wi Bh h . . .
est and Bhattacharya 714 types, Cl-based detection algorithms, and technologies can exacerbate the Uses data mining to review

(2016) the literature

their performance problem of financial fraud

It highlights aspects of fraud prevention with
concern for 3 main aspects: portfolio
Goodell et al. (2021) 687 construction, valuation, and investor
behavior; financial fraud and distress; and
sentiment inference, forecasting, and planning

It uses analyses of co-citation,
co-occurrence, confluence, and
bibliometric coupling

Problems and vulnerabilities in fraud
detection systems

Focuses on highlighting recent advances in
the areas of semi-supervised and Increasing vulnerabilities in financial
unsupervised learning in financial data security systems
fraud prevention

Hilal et al. (2022) 534 Review and multi-methods

Detailed analysis of existing tools and
Masood et al. (2023) 511 machine learning (ML)-based approaches to
deepfake generation

Improve the domains of deepfake

. . Revi Iti-meth
generation and detection eview and multi-methods

Combines financial information and
ajek and Henriques 397 management commentary in corporate Document-based fraud detection Use of w1de_ range of machine
(2017) annual reports in structuring fraud learning methods
prevention methods

Proposes a credit card fraud detection

mechanism based on machine learning (ML) Use of multiple algorithms

Ileberi et al. (2022) 303 using the genetic algorithm (AG) for Specific assessment of credit card fraud for testing
trait selection
Uses a logistic-regression-based model for
fraud prediction that has been found to be Credit card data is highly skewed, Resampling (oversampling or
Itoo et al. (2021) 298 better compared to other prediction models  which leads to inefficient prediction of b P 1.g ) for b tpr Elt
developed from naive Bayes and K-nearest fraudulent transactions subsampiing) 10T best resuits

neighbors for credit card fraud prevention
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Table 2. Cont.

Reference Citations Major Contributions and Objectives Top Criticisms or Issues Reviewed Main Methodological Aspects
A visual analytical system is proposed with . . L. Two use scenarios and a
X. Zhao et al. (2019) 226 the objective of interpreting models and Low interpretability of the decision qualitative user study
- tree model
predictions of random forests were conducted

. Fre.lud detectlon.by jesource sele(?tlon, Accurate detection based on Use of multiple algorithms

Choi and Lee (2018) 186 sampling, and application of supervised and . . .
multiple technologies for testing

unsupervised algorithms

It covers the effects of DL and ML algorithms
Khetani et al. (2023) 121 in different industries, such as healthcare,
NLP, financial services, and network security

Multi-domain analysis of DL
and ML algorithms in
various domains

Lack of a study that holistically
encompasses different sectors

Note: This table presents the top 10 papers with highest number of citations on the topic.
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3.5. Institutional Contributions

Table 3 highlights the most relevant institutions (universities or research centers) with
at least five published articles, showcasing the top 13 institutions and their respective
publication counts. Hunan University of Finance and Economics (China) ranks first with
13 publications, followed by Shandong University (China) with 7. Figure 5 further illustrates
this trend by mapping the countries with the highest publication counts, considering
both multiple-country publications (MCPs) and single-country publications (SCPs). The
overwhelming presence of Chinese institutions among the top contributors underscores
the country’s strategic focus on integrating Al into financial systems.

Table 3. Main authors’ affiliations.

Affiliation Articles

Hunan University of Finance and Economics (China) 13
Shandong University (China)
Luoyang Normal University (China)
Beijing University of Technology (China)
Chongging University (China)

Guizhou Normal University (China)
Shandong University of Finance and Economics (China)
Sun Yat-sen University (China)

Tongji University (China)

Universidad Cooperativa de Colombia (Colombia)
Universiti Teknologi Malaysia (Malaysia)
University of Chinese Academy of Sciences (China)
Yantai University (China)

U1 1 Q1 G1 G1 U1 U1 U1 U1 &N ]

a1

Note: This table presents the main universities with which researchers in the topic are affiliated.

u SCP mMCP

Poland

—

Republic of Korea [}
Ethiopia |7
Canada

USA

Countires

Saudi Arabia

United Kingdom

India

China 15

Number of articles

Figure 5. Number of articles per country.

This finding aligns with Jeong et al. (2024), who emphasize China’s substantial
investments in research and development, particularly in Al and ML, as part of its broader
strategy for economic cohesion and financial fraud prevention. Additionally, Zheng et al.
(2024) highlight China’s educational focus on science, mathematics, and engineering, which
has significantly bolstered its research capabilities. This underscores the need for other
nations to invest in similar technological advancements to expand scientific knowledge in
these critical areas.

Furthermore, China has a significant presence in research and studies on financial
fraud, with several ongoing initiatives and research projects (Figure 5). The focus of
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Chinese research is on areas such as online fraud detection and prevention, financial
platform security, and data analysis to identify fraudulent patterns (Shi & Zhao, 2023). It
is also worth noting that Chinese research on financial fraud also involves partnerships
with financial institutions, technology companies, and law enforcement agencies to share
information and experiences (Huang et al., 2022).

A particularly noteworthy aspect of Hunan University of Finance and Economics’
research is its emphasis on Al and ML applications for fraud prevention in supply chain
financing. Several studies from this institution explore Al-driven solutions to enhance
financial transaction security, helping businesses finance receivables more efficiently and
at lower interest rates. These approaches foster financial integration across supply chains
while mitigating risks (Zhou et al., 2020).

Taken together, the bibliometric findings highlight the rapid expansion and geograph-
ical concentration of research in Al-driven financial fraud prevention. Despite growing
interest, the field still lacks cohesive frameworks and practical integration models, opening
pathways for future research. Another notable gap is the limited international collaboration
observed in this domain. The co-authorship analysis (Figure 4) revealed that research teams
tend to be nationally or regionally siloed, with relatively few cross-country collaborations.
For example, China’s dominance in publication output—while reflecting strong domestic
research initiatives—has not been matched by proportionate multi-country studies. This
prevalence of single-country publications suggests that knowledge exchange across borders
is scarce. Possible causes of the dearth of international collaboration include data privacy
and regulatory barriers (banks are often reluctant or legally unable to share fraud data
across jurisdictions), language barriers and regional networks (researchers may collaborate
more within their language group or local region), and differences in fraud typologies and
financial systems (which lead teams to focus on country-specific fraud issues).

Beyond co-authorship patterns, thematic and citation-based isolation can also be
observed. Certain regions predominantly focus on specific themes, such as blockchain
integration in Asian institutions, particularly China, while ethical and regulatory dimen-
sions receive more attention from European and North American researchers. These
thematic silos highlight areas that could substantially benefit from enhanced international
engagement. For example, broader collaboration combining Asian technical expertise with
European regulatory and ethical frameworks could lead to more holistic fraud prevention
solutions. Addressing these gaps could strengthen global understanding and applicability
of Al-driven financial fraud detection systems.

Overcoming these hurdles is important because fraud is a global problem that often
exploits cross-border loopholes. To foster global collaboration, the community could estab-
lish secure data-sharing frameworks (for instance, using privacy-preserving techniques like
federated learning to enable interbank data exchange without violating privacy), create in-
ternational consortia or working groups focused on Al in fraud prevention, and encourage
joint conferences or special issues that bring together experts from different countries. Such
efforts would facilitate the pooling of diverse expertise and datasets, ultimately leading to
more robust and universally applicable fraud detection models.

3.6. Research Clusters, Trends, and Gaps

Building upon the bibliographic foundation of this study, the research themes are
categorized into four distinct clusters (Figure 6). The largest cluster, depicted in red,
revolves around the terms “machine learning”, “financial fraud”, and “fraud detection”,
which form the core discussion of this article. Machine learning plays a crucial role in
detecting financial fraud by analyzing vast datasets to identify patterns indicative of
fraudulent activities, particularly in financial markets (Krishna & Boddu, 2023). Fraud
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can take various forms, including fraudulent transactions, money laundering, and market
manipulation, all of which pose significant threats to the global financial system’s stability
and integrity (Innan et al., 2024). However, recent technological advancements, particularly
in machine learning, present promising new avenues for tackling these challenges more
effectively (Usman et al., 2024).

Figure 6. Keyword co-occurrence. The size of the nodes indicates the frequency of occurrence, while
the curves between the nodes represent their co-occurrence. The shorter the distance between the two
nodes, the larger the number of co-occurrences of the two keywords. This figure can help identify the
content clusters.

A crucial distinction must be made between machine learning and artificial intelligence
(AI) in the context of financial fraud prevention. The term “artificial intelligence” appears in
the second-largest cluster (blue) and represents a broader field that encompasses machine
learning as one of its key components (Chhatwani, 2022). Al includes capabilities such
as natural language processing, complex problem solving, and decision making (Huang
et al., 2022), whereas machine learning focuses primarily on learning from and adapting to
previous experiences (Baabdullah et al., 2024).

To safeguard financial institutions, customers, and the broader financial ecosystem
from the escalating threat of fraud, a comprehensive fraud detection and management
system is necessary within the banking sector (Ismail & Hagq, 2024). This can be achieved
through a combination of machine learning, real-time fraud analysis based on business
rules, and proactive detection approaches (Shi & Zhao, 2023). Al further strengthens this
process by identifying suspicious patterns and fraudulent behavior through real-time data
analysis (Sengupta & Das, 2023). Additionally, blockchain technology, represented in a
smaller cluster (green), along with smart contracts in another (lilac), holds promise in this
context. Due to its immutable and transparent nature, blockchain significantly reduces the
ability of fraudsters to manipulate data or conduct illicit activities undetected (Baabdullah
et al., 2024). Blockchain also facilitates the creation of real-time alert systems capable of
identifying suspicious patterns and preventing fraudulent transactions before they are
completed (Pranto et al., 2022).

Smart contracts offer another promising application for blockchain in financial services.
These self-executing contracts automate agreements between parties, eliminating the need
for intermediaries (L. Liu et al., 2022). For example, a smart contract can be programmed to
automatically distribute dividends to a company’s shareholders once predefined conditions
are met (L. Wang et al., 2021). This innovation reduces bureaucracy, costs, and processing
time while ensuring contractual compliance with accuracy and transparency (Ranganatha
& Syed Mustafa, 2025).

Although blockchain and smart contracts are closely related, they remain insufficiently
integrated into broader financial fraud research. Baabdullah et al. (2024) identified this
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gap, suggesting that future studies could explore the synergy between blockchain, smart
contracts, Al, and machine learning for fraud prevention. This research opportunity is
also evident in Figure 7, which presents a thematic map generated from an analysis of
120 author keywords using the Leiden clustering algorithm. The map highlights seven
primary themes, each varying in density (development level) and centrality (relevance in
the research field).
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Figure 7. Thematic Map.

Research that holistically incorporates “artificial intelligence”, “blockchain”, “smart
contracts”, and “analysis” is positioned as a high-centrality topic with significant growth
potential, given its current low density in literature. Consequently, this represents a promis-
ing research avenue to explore synergies between these technologies. The increasingly
sophisticated nature of fraudulent activities, coupled with continuous technological ad-
vancements, underscores the demand for innovative approaches to safeguarding financial
assets and ensuring transactional integrity (Tudisco et al., 2024).

Conversely, topics associated with “explainable Al”, “information security”, and
“neural networks” exhibit high density but low centrality, indicating that, while these
areas are well-developed, they may not be highly influential in future research. Similarly,
“evidence theory” demonstrates minimal relevance, as it shows both low centrality and
below-median density, suggesting that research focused solely on these terms may have
limited impact. Y. Wang and Zhu (2024) argue that these topics need to be associated with
others, especially those related to the new technologies used to combat financial fraud, as
fraud mechanisms increasingly become more dangerous and more sophisticated.

However, several emerging research opportunities remain, particularly in areas re-
lated to “financial fraud detection”, “anomaly detection”, “meta-learning”, and “quantum
machine learning”. These topics currently exhibit low density but medium centrality,
indicating that, while they are underdeveloped, they hold moderate relevance. Gupta
and Mehta (2024) emphasize the challenge of enhancing research relevance through break-
through discoveries and the development of innovative tools. Notably, “quantum machine
learning” presents substantial potential for prevention of financial fraud, though its accessi-
bility remains a challenge.
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Key terms such as “machine learning”, “data mining”, “financial fraud”, and “fraud
detection” occupy central positions in research themes, demonstrating above-average levels
of both centrality and density. This suggests that these themes are well-established and
fundamental to understanding the field. Other well-developed topics include “ensemble
learning”, “deep learning”, “cybersecurity”, and “feature selection”, which remain relevant
but are primarily associated with machine-learning-based fraud prevention in financial
transactions, particularly credit card fraud (Krishna & Boddu, 2023).

It is also worth showing how some of these terms unfold or merge over time in a
brief longitudinal analysis. Figure 8 presents the thematic evolution diagram (author’s
keywords, number of words = 100; minimum word frequency = 5; Clustering Algorithm
Edge Betweenness). The presented grouping of author’s keywords used in each period is
compared with the following period, showing their thematic connections and substitutions.
It should be briefly explained that the Clustering Algorithm Edge Betweenness is an algo-
rithm for grouping elements into networks (Aria & Cuccurullo, 2017). Such an algorithm,
in summary, is suitable for small networks due to its slow performance (Newman & Girvan,
2004) and, therefore, was used to obtain the “thematic evolution” graph that does not
require large clustering networks.
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Figure 8. Thematic Evolution.

So, in the thematic evolution diagram (Figure 8), each of the nodes represents a group
and is indicated by the main words of the topics, as well as by the time intervals. The
number of words included in each topic is represented by the size of the corresponding
node. Topics in adjacent time intervals are related when they contain the same words. The
amplitude of the links is proportional to the number of words shared by connected topics
and indicates relevance between them.

It is important to note some aspects, starting with the fact that research on “machine
learning”, “fraud detection”, “data mining”, and “anomaly detection” covered in the
period from 2015 to 2020 converged, in the period from 2021 to 2022, in studies on “fraud
detection” in a significant amount. This may indicate that the research carried out in this
first period considered agreed that data mining can use machine learning to support the
prevention of financial fraud. X. Zhao et al. (2019) and Zhou et al. (2020) had this same
perception when they argued that data mining and machine learning can together reveal
important insights and patterns in an organization’s financial data to more clearly perceive
patterns of fraudulent behavior.

Another relevant aspect to be noted is that, between 2021 and 2022, topics around
artificial intelligence and blockchain technologies in financial fraud prevention mechanisms
gained tenor. These two technologies are coupled and joined by “machine learning”,
as pointed out in the years 2023-2025, to aggregate these prevention mechanisms. This
finding was discussed by lleberi et al. (2022) and Masood et al. (2023) showing that such
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technologies together can be more effective, bringing greater efficiency, reliability, and
accessibility to financial institutions, as these technologies together allow analyzing large
volumes of data in real time, identifying suspicious patterns and behaviors that indicate
fraud attempts. For Tudisco et al. (2024), while Al and machine learning improve data
analysis, automate processes, and improve decision making, blockchain networks ensure
security, transparency, and decentralization in financial transactions.

It is also relevant to note the prominence of the term “autoencoder” in the 2023-2025
interval unfolding from studies on blockchain. This prominence demonstrates the novelty
of the topic in the research field, as planned by Tayeb and El Kafhali (2025) when explaining
that the autoencoder can be used in the prevention of financial fraud because it is an artificial
neural network trained to learn a compact representation of the input data (encoding) and
then reconstruct the original input from this compact representation (decoding).

For identifying future research directions, multiple correspondence analysis (MCA)
provides valuable insights. As illustrated in Figure 9 (which includes 20 terms and
137 articles), the proximity of keywords in this analysis indicates their frequent co-
occurrence in research articles. The closer the dots representing each keyword, the more
often they appear together, while greater distances reflect less frequent associations. This
analysis effectively maps the conceptual and contextual relationships between key terms,
using Dim 1 and Dim 2 values to establish a structured representation (Payer et al., 2024).

nancial statement fraud

1 financial fiaud detection

visujil analytics

_ internet findnce
artificialintelligence

o

fra@d detection

Dim 2 (25.5%)

oversagmpling

blockchain federated learning credit card fraud figtech
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Dim 1 (30.46%)

Figure 9. Multiple Correspondence Analysis (MCA).

The resulting keyword map reveals three distinct clusters: red, green, and blue.
Each cluster comprises closely related keywords, with proximity signifying frequent co-
occurrence in articles. The red cluster highlights the core concepts in financial fraud
detection, focusing on machine learning and artificial intelligence, with “financial fraud
detection” and “artificial intelligence” occupying central positions. The predominance
of the red cluster is notorious, as it brings together topics that are widely addressed in
research on financial fraud prevention and that are, at the same time, very interconnected.
In this sense, Krishna and Boddu (2023) point out that the role of artificial intelligence is
increasingly consolidated when it comes to the need to prevent financial fraud, and this
consolidation is mainly due to the interest in improving these techniques, as well as the
constant search for joining with other technologies for more security.

The blue cluster includes terms such as “data mining”, “outlier detection”, and “sys-
tematic literature review”, reflecting their significance in academic discourse. Although
it appears with a smaller intensity and size than the red cluster, these terms are gathered
since outlier detection has particular relevance in the context of financial fraud prevention
as it represents a process of identifying data points that deviate significantly from the
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typical pattern or distribution of a data set, which can be increased with the use of data
mining (Baabdullah et al., 2024). These deviations are often referred to as outliers and
detecting them is crucial to ensure reliable data analysis (Zhou et al., 2020). The challenge
is to undertake research that shows how these technologies can be associated with artificial
intelligence (the central term of the red cluster) for the prevention of financial fraud, such
as credit card fraud, for example.

Finally, the green cluster emphasizes emerging research on “blockchain” and “smart
contracts”, indicating growing interest in these technologies for financial fraud prevention.
According to Dasari and Kaluri (2024), the interest in this relationship between blockchain
and smart contracts can be explained by the fact that smart contracts are executed on a
blockchain, and all the clauses contained in them are recorded on this network. Once
the rules, obligations, and penalties are entered, contracts are automatically executed as
agreed and in a secure and verifiable manner. On the other hand, there is the challenge of
adding this knowledge to research involving Al (red cluster) for fraud prevention or even
associated with data mining mechanisms aimed at outlier detection (blue cluster).

3.7. Further Analysis

Factor analysis highlights a notable gap in the literature regarding the interplay be-
tween the key themes identified in the three main clusters. This presents a valuable oppor-
tunity for future research to explore the integration of blockchain technologies and smart
contracts with machine learning and artificial intelligence in financial fraud prevention. As
indicated in the cluster map (Figure 6) and thematic map (Figure 7), the convergence of
these technologies has the potential to enable faster and more precise behavioral analysis,
strengthening the security of financial transactions. Additionally, this integration could
facilitate the secure, transparent, and efficient exchange and monetization of data.

Smart contracts, which are self-executing agreements triggered when predefined
conditions are met, operate on blockchain platforms. These contracts automate processes
based on encoded rules, obligations, and penalties, eliminating the need for intermediaries
(L. Liu et al., 2022). Blockchain plays a fundamental role in ensuring the secure execution of
these agreements, preventing tampering or manipulation for personal gain (L. Wang et al.,
2021). Stored and digitally recorded within blockchain networks, smart contracts follow
predefined logical instructions, automatically initiating actions once specified conditions
are satisfied (Ranganatha & Syed Mustafa, 2025).

A detailed examination of Figures 7-9 underscores the potential for further investiga-
tion into the synergy between blockchain, smart contracts, machine learning, and artificial
intelligence in combating financial fraud. Integrating these technologies could lead to more
sophisticated fraud detection mechanisms, enabling financial institutions to respond more
effectively to emerging threats. Moreover, advancements in data mining techniques hold
promise for enhancing fraud prediction and prevention capabilities, adapting dynamically
to evolving fraudulent schemes.

However, it should be noted that many of these cutting-edge technologies remain at an
early stage of practical implementation. Blockchain-based solutions and smart contracts, for
instance, are largely confined to pilot projects or niche applications (such as cryptocurrency
exchanges) and are not yet part of standard anti-fraud toolkits in mainstream banking.
This aligns with our observation that blockchain and smart contracts, while promising,
are insufficiently integrated into current fraud prevention practice. Likewise, quantum
machine learning approaches exist mostly as theoretical models or laboratory experiments
(e.g., the QFNN-FFD framework proposed by Innan et al. (2024) is a proof-of-concept),
given the nascent state of quantum computing infrastructure. In contrast, more established
Al techniques (e.g., machine learning classifiers and anomaly detection algorithms) have
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already seen considerable adoption in industry settings. It is crucial for future research not
only to innovate in these emerging areas but also to bridge the gap between concept and
reality—through field trials, prototype deployments, and collaboration with industry—so
that technologies like blockchain and quantum ML can move from theory to practice in
fraud prevention.

4. Conclusions

Based on the bibliometric and content analysis, several key trends emerge in the
field of Al-driven financial fraud detection. The analysis confirms a sharp increase in
publications on Al-driven financial fraud detection over the past decade. The field grew at
an average annual rate of 23%, with a pronounced surge after 2021. This trend underscores
growing academic and industry attention to combating fraud with advanced technologies.
Notably, the dataset of 137 articles involved 454 distinct authors (a collaboration index
of ~3.57 authors per paper), indicating that research teams are often interdisciplinary—a
reflection of the complex, multifaceted nature of fraud detection.

A few scholarly journals account for a large portion of relevant publications. IEEE
Access and Expert Systems with Applications lead with 15 and 7 papers, respectively, reflecting
their broad scope encompassing Al, machine learning, big data, and cybersecurity—all
critical areas for fraud prevention. The prominence of these outlets aligns with their focus
on applied technological solutions, suggesting that much of the fraud detection research
is application-oriented. According to Hsin et al. (2022), such broad-scope venues attract
innovative fraud detection studies due to their interdisciplinary appeal. This also echoes
Bradford’s Law (Figure 3), which shows a core set of journals drawing the most influential
work in this emerging subject area.

Another trend is the pursuit of explainable and scalable Al solutions. Researchers
recognize that fraud models must not only be accurate but also interpretable to gain trust
in operational settings. Several papers in Expert Systems with Applications specifically aim
to improve the interpretability of fraud detection models so that human analysts can
understand and act on Al predictions. Alongside interpretability, studies are considering
the scalability of Al methods to massive transaction volumes and fast-changing fraud
patterns. For example, recent research highlights collaboration between institutions and
integration of diverse data sources to enhance model effectiveness. This indicates a practical
orientation in the literature: beyond algorithms, issues of deployment, data integration, and
real-time processing are being tackled (Motie & Raahemi, 2024; Btaszczynski et al., 2021).

The findings of this study highlight how Al-driven methodologies have transformed
financial fraud detection. Over time, research has shifted from exploratory work to highly
practical and scalable solutions. The evolution of academic work on Al for financial
fraud prevention, as revealed by this study, demonstrates a clear trajectory toward more
effective and practical fraud detection solutions. Over time, the focus has shifted from
isolated experiments to a more cohesive and application-driven body of research. Key
themes identified—such as the integration of advanced machine learning, emphasis on
explainability, and attention to data challenges—illustrate how the academic debate has
matured. In particular, the convergence of research on machine learning techniques (from
decision trees to deep learning) with domain-specific knowledge of fraud patterns has
significantly improved detection capabilities. As our findings show, many recent studies
report higher accuracy and lower false positives by leveraging Al models that can capture
complex patterns of fraudulent behavior (Baghdadi et al., 2025). For example, innovative
hybrid models (combining techniques like restricted Boltzmann machines and LSTM
networks) have achieved superior performance, balancing speed and accuracy better than
earlier approaches (Baghdadi et al., 2025). Such improvements are crucial, as even marginal
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gains in fraud detection accuracy can translate to millions in savings given the scale of
financial transactions.

A core advantage evident in Al methodologies is their contribution to efficiency in
fraud detection. Traditional rule-based or manual fraud detection systems often struggle
with the volume and velocity of modern transactions. In contrast, Al systems excel at
processing vast amounts of data in real time, flagging anomalies within milliseconds. This
real-time analytical capability means fraudulent transactions can be intercepted before
losses occur. For instance, integrating Al with blockchain technology enables the creation
of live alert systems that automatically block suspicious activities as they unfold. The
literature reflects this shift toward proactive fraud prevention: financial institutions are
now employing machine learning models to continuously monitor streams of transactions
and user behavior. These models adapt and respond faster than human-driven processes,
thereby reducing the window of opportunity for fraud. Moreover, Al algorithms have
proven adept at detecting subtle, non-intuitive patterns (such as cross-account linkages or
unusual spending sequences) that human auditors might miss. By uncovering hidden rela-
tionships in data, Al enhances the accuracy of fraud detection—catching more fraudulent
events while minimizing false alarms (which otherwise burden analysts and customers).
In summary, the collective evidence confirms that Al methodologies markedly boost both
the efficiency and accuracy of fraud detection systems, enabling more timely responses to
threats and more precise identification of illicit activities. These improvements strengthen
the security of financial platforms and build greater trust with customers, as institutions
can mitigate fraud risks more effectively.

Another important implication of our review is the clear alignment between academic
research and real-world fraud prevention needs. The dominant research trends—such
as handling imbalanced datasets, emphasizing interpretability, and preserving privacy—
directly address pain points faced by financial institutions. For example, banks and pay-
ment companies require models that not only perform well but can also explain their
decisions under regulatory scrutiny. The rise of explainable Al in fraud detection research
is thus a response to practical demands for transparency in automated decisions (e.g., why
a transaction was flagged). Similarly, concerns around customer data privacy have spurred
research into privacy-preserving techniques like federated learning and blockchain-based
data sharing. These approaches allow multiple institutions to collaboratively improve
fraud detection models without exposing sensitive data, a crucial feature for industry
adoption. The literature’s emphasis on such solutions suggests that academic innovations
are being designed with deployment in mind. Indeed, many studies included in our anal-
ysis explicitly discuss how their proposed models could be implemented in operational
settings or evaluated on real transaction data, bridging the gap between lab research and
field application.

In fact, the prevalence of these themes is quantifiable. A significant subset of the
reviewed papers addresses class imbalance in fraud datasets—a practical challenge since
fraudulent cases are rare. For example, Itoo et al. (2021) demonstrate that highly skewed
credit card data impairs detection and show that applying resampling techniques can
markedly improve predictive performance, underlining the importance of handling imbal-
anced data in practice. Likewise, numerous studies (especially in Blaszczyriski et al., 2021)
emphasize model interpretability and explainability as key objectives, ensuring that Al-
driven predictions can be understood and trusted by human analysts and regulators. The
fact that many researchers are incorporating interpretability and even testing their models
on real-world transactions indicates a conscious effort to align academic outputs with the
needs of industry practitioners. These observations suggest that future research could
further explore how domain-specific knowledge from financial institutions can be system-
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atically integrated into model design—for example, through human-in-the-loop systems or
hybrid decision pipelines. Nevertheless, it is also evident that some gaps remain—notably,
relatively few publications delve into the organizational and regulatory dimensions of
deploying Al (e.g., change management, compliance with specific laws), suggesting areas
where academia has yet to fully engage with all aspects of practical implementation.

This synergy between scholarly work and practical implementation means the ad-
vances documented in academic publications are likely to rapidly translate into more
robust fraud prevention tools in the finance sector. Despite the considerable technological
progress captured in the literature, deploying Al solutions in financial institutions brings
real-world challenges that extend beyond algorithmic performance—challenges that our
review found are only partially reflected in current research. Regulatory compliance is one
such challenge: banks must ensure that Al-driven fraud detection systems adhere to finan-
cial regulations and privacy laws (for instance, avoiding decisions that could inadvertently
violate anti-discrimination laws or customer data protections). Ethical considerations are
equally important, as Al models can inherit biases from training data or operate opaquely,
leading to fairness issues in how fraud risk is assessed across different customer groups.
Yet, only a small fraction of the surveyed studies explicitly discusses ethics or fairness in
fraud Al indicating a gap between technical research and the socio-ethical context of imple-
mentation. Explainability is another critical deployment factor—financial institutions and
their regulators increasingly demand that AI models provide transparent justifications for
flags or decisions. While our findings show an emerging emphasis on explainable Al (XAI)
in fraud detection research, this is still a developing area. Overall, out of the 137 articles
reviewed, very few (under 10%) substantially engage with regulatory or broader gover-
nance issues, and only a subset present in-depth discussions on ethical implications. There
are, however, encouraging signs: a number of recent works do tackle model transparency
and privacy-preserving techniques (e.g., Awosika et al., 2024 focus on XAl and federated
learning for fraud detection), which directly respond to regulatory demands for account-
ability and customer expectations of privacy. These efforts need to be expanded. Future
studies might benefit from interdisciplinary approaches that combine technical develop-
ment with insights from legal studies, organizational behavior, and public policy. This
would allow researchers to anticipate implementation barriers and build frameworks for
accountable, auditable Al systems. To truly bridge the gap between research and practice,
future studies should integrate considerations of compliance, ethics, and explainability
into the development of Al models. Collaboration with legal and policy experts, as well as
incorporating frameworks for accountable Al, will ensure that the next generation of fraud
prevention tools is not only technologically robust but also trustworthy and aligned with
real-world constraints.

Overall, the findings of this study affirm that Al-driven methodologies have become
indispensable in the fight against financial fraud. They offer scalable, precise, and intelligent
means to detect and prevent fraud in ways traditional methods could not achieve. The
academic community has played a pivotal role in this progress, tackling various challenges
(from algorithmic performance to data issues) and in turn equipping practitioners with
better techniques. In practical terms, modern fraud prevention systems—powered by
machine learning models, anomaly detection algorithms, and even early-stage Al like deep
learning—are now core components of risk management in banks, credit card companies,
and fintech services. As fraud tactics evolve, these Al systems also continue to learn and
adapt, highlighting a key advantage of Al: the ability to improve over time as they process
more data. The academic debate has thus evolved to not only explore novel algorithms
but also to ensure those algorithms can be effectively deployed to safeguard financial
transactions in the real world. This comprehensive understanding of Al’s role, as mapped
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out in this paper, provides valuable insights for developing next-generation fraud detection
strategies that are both effective and practical.

Limitations

Like any study, ours has limitations that must be acknowledged. First, our literature
search was conducted using three major databases (Scopus, Web of Science, and ScienceDi-
rect); while these are comprehensive, relevant studies indexed elsewhere (e.g., IEEE Xplore
or conference proceedings) might have been missed. This choice of databases, along with
our inclusion criteria, could introduce a selection bias. Second, our review focused on
publications in English—potentially overlooking significant research reported in other
languages. This language bias means findings from non-English speaking regions (which
might have substantial fraud and Al research, especially in local contexts) are underrep-
resented. Third, the timeframe of 20152025 captures the recent decade of research but
may exclude important earlier foundational work on fraud detection. Fourth, bibliometric
analysis inherently emphasizes publication metadata and citation trends, which may favor
quantity and citation counts over deeper qualitative insights. As a result, some nuanced
developments or industry efforts (including proprietary or unpublished innovations in fi-
nancial institutions) are beyond the scope of our analysis. Finally, while we identified broad
trends and gaps, we did not perform a full qualitative meta-analysis of implementation
case studies—thus our conclusions about practical impact are drawn mainly from author
discussions in the literature. These limitations suggest caution in generalizing the results.
Future research could address these issues by expanding database scope, incorporating
multi-language sources, and blending bibliometric analysis with case studies or expert
interviews to enrich the understanding of how Al is deployed against fraud in practice.
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